LWndposaHue 3aaBNeHNA CEPTUDMKATOM 31EKTPOHHOMN NOAMUCH.

1. Ckauatb 3asaBneHue c caita http://medcol-ptz.ru/ . 4na storo nepexoamMm Ha caiit. Bxoamum o
BKNaaKy «ABUTYPUEHTAM» / «[JOKYMEHTbI 418 NOCTYNAEHMA U 3aceneHmns B obuiexuntme» —
https://medcol-ptz.ru/applicant/101490/ ckaumMBaem «3afaBAeHNE» U 3aMOHAEM.

2. CKayaTb M YCTaHOBMTb KPUNTO NPOBaiiaep, OH Ham NoTpebyeTcs Ana nognNncaHuaA 3asBAeHuUs.
https://www.cryptopro.ru/ MoTpebyeTcs 3aperncTpmMpoBaThea Ha caiTe.
Bbibupaem «MpoayKTbi», U3 meHto Bbibupaem «Kpuntolpo CSP»

& C & cryptopro.u/products/csp/

K-K\PVII'ITO KIKOYEBOE CJIOBO RU | EN [_nowx |

B 3alllMTe UHGOPMaLMK

O koMnasum MpoaykTe: Yenyru MapTHEpEI Mognepkxa KynuTe Crauate BEnor Dopym
Kpwnmolpo CSP Hcnonesoearne
KpuntoMpo JCP KpunTelpo CSP Lite TLS'I.uﬂloa L VPN
KpunTolpo .NET KpunTeripo TLS Kp“n'['onpo NGate
Kpuntolpo HSM HacTpoiika Kpunrollpo CSP gns nginx u
Kpunrolpo DSS Apache
ORI = 15 Kpuntolpo NGate Kpuntelpo Java CSP KpMﬂTonpO CSP
KpuntoMpa 3UN Browser plug-in Kpunrelpo Winlogen
WcnanezoBaHue
Kp“ nro Kpuntolpo ¥L{ CunTeiEaTENM
. Kpuntollpo CSP Lite
KpunTolpo LienTp MoHuTopuHra EMTNMOTEKa CHMTLIBATENEN
. Kpuntolpo TLS
Kpuntolpo IPsec 3arpy3xa drannoce Hilee P P
@ Wcropws sepc o CSP CoemecTumocTe peanuaayui TLS
. ioueit), Hactpoiika Kpuntolpo CSP ana
KpuntoMpao Airkey CpaeHerne sepcni ! P! P P A
X nginx u Apache
JaWMWeHHan MoSHNEHOCTL CoBMecTMMoCTL peannaaumi X.509 n CMS _ N
1) ETEY N KpunTollpo Java CSP

OononHutensHoe MO

. Kpuntelpo Winlogon
CK3M co cuapr-rapraun n USB-kmiouany B STVX JMHESK HE TONSKO COXPAHAITCA, L P &)
HO W NPeyMHo COK NOAAEPHUEAEMbIX NNATGOPM 1 anropuTMOoE, CunTuiBaten
ey OGopynoeaxue ARER: “b P P
exiwe BuicTpe P — Tepdpeiic. Ho rnaeHoe — paboTa co Bcemm BHBNWOTEka CuMTLIEATENSH
KIHYEEEIMM H 1epe eauHoobpazna. [lnA nepesoaa npuknagHon

CEMZETENLCTES Ha MO Jarpyaka chainos

CUCTEMLI, B K( 3 Bepcnﬁ, Ha NOAAEPHEY Knioyeil B obnake nnu

) WcTopua Bepouit
. s Ha HOBLIE HOCHTENM C HEW3BNEeKaeMbIMU KMoami, He noTpebyeTca kakar-nubo nepepaboTra MO —
https://cryptopro.ru/products/csp ~ o

3. Haxkmumaem 60/bLyto cMHIO0 KHOMKY «CKavaTb Kpuntolpo CSP».


http://medcol-ptz.ru/
https://medcol-ptz.ru/applicant/101490/
https://www.cryptopro.ru/

MmaeHdas = MpogykTh

Kpuntollpo CSP

Kpuntollpo CSP 5.0 — HoBOE NOKONEHWE KPUNTONpPOEaRdepa, PA3EMEAILLES
TPW OCHOEHEIE NPOOYKTOERIE NWHEeRKW Komnaduu KpunTollpo: KpunTollpo CSP
(knaccuyecKWe TOKEHE! M ApYTHE NacCHEHbIE XPAHWUIWLLA CEKPETHEIX KNHouel),
Kpuntollpo ©®KH CSP/PyToken CSP (Hewaenexasmele KWW HE TOKEHAX

C zalMeHHEIM 0bMeHoM coobweHnAmu) 1 Kpunmollpo 0SS (kntoun B obnake).

Bce npeumyliecTea NpoayKTOB 3THX MUHESK HE TONLKO COXPaHAIITCA,
Ho v npeyMHesaroTca B Kpuntollpo CSP 5.0: wwpe cnvcok noggepHreasmelx NNaTopM W anropuTMoE,
Ebiwe DeicTpogeicTene, yaobHee nonkzosaTensckMi WHTepdreic. Ho rmaeHoe — paboTa co Bcemu
KITHOUSBEIMM HOCUTENAMM, BKMECUAA KNHYM B 0Cnake, Teneps eawHoobpaska. [InA nepesona npuknagHoi
cucTemtl, B koTopoi pabotan Kpuntollpo CSP nioboil v3 eepoui, Ha nogaep#ky kNioueid B obnake unu
Ha HOBLIE HOCMTENY C HEM3ENSKaeMEIMK KNYamK, He noTpebyeTca kakar-nubo nepepaboTra MO —
WHTepdeic 40CTYNa OCTABTCA &0MHEIM, W padoTa C knouom B obnake ByAsT NPoUCXOOUTE TOUHD TAKMM e

OEPEBDH. KaK M C KnacCHYeCckHMM KnioYeBbiM HOCUTENEM.

Ckavyate Kpuntollpo CSP

4. OTKpoeTca HOoBas CTPAHMULA CAMTA C IMLLEH3MOHHbIM cornaweHnem. YTobbl ckayaTb Nporpammy
HaXKMMaem KHOMKY «fl cornaceH ¢ JIMLEH3MOHHbIM cornaleHmem. MNepenTu K 3arpysKer.



KoHTponbHaA cymma mds MoxeT ObiTe NPOBEPEHA, HANDPHUMED, C NOMOLWEBK Mmdasum (linux)
unu File Checksum Integrity Verifier (hitp:/support.microsoft.com/kb/841290).

Mcnonke3oBaHWe NporpaMmMHoro obecnev4eHus PernaMeHTUPYETCA NPUEEdeHHBIM HWHe
NYUEeHZWOHHEIM cornawerdem ¢ OO0 "KPUNTO-NPO":

BHAMATENBHD O3HAKOMbTECE C AMUEHSWOHHBEM COMNAWEHWMEM HA WMCNONbL30BAHWE W3AEMWA -
MHUEH3WOHHOE COTNAWEHKWE

1. WcknouWTENbHBIE NMPpaga Ha nporpamsy gns 3BM, BAKNHMEA OOKYMEHTAUMH E

aneKTpoHsoM Buge, (panes - Wsgenwe) npuxagnexsT 000 «KPUNTO-NPO:, panse -

MpasoocbnagaTtens.

2. HacToswees cornaweHwe AsnAeTcA ofepTod 000 «KPUNTO-TPO» K QUIHMYSCKOMY WKW
HpuguueckKomy nuyy, ganee - NoNsS0EaTeENb.

3. MonbsoEaTenNt B COOTBETCTEMM € HACTOAWLWM COrA3WEHHEM MONYY3ET NPaEo
MEMONLE308aTE M3genue Ha TeppuTopuu Poccuickoll Pegepauuw.

4. ¥YcTaHoeka Wsgenwa B namATe 3BM paccmaTpuBasTcA Kak DeSyCNOBHOE COTrNacue
Monb3oBaTENA € YCNOBMAMM HACTOAWEro COTMMaWsSHWA.

5. B Cny4ae HeCoOrnacWAa cC KaKuM-nubo M3 }"CJ’IDEHﬁ HECTORAWEro COornaweH®A

MoanesSoBaTENE HE WMEET MpaBa NpoOaonKaTe YCTaHOSKY H3gsnwAa B8 namate 3BM, a B
cny4as ycTaHoBkM Wsgenwa B namsTe 3BM obasad ypanuTe W3genwe ws 3BM. -

H comaceH ¢ MTMUEH3M0OHHLIM CormalleHnem. MeperTy K 3anpyaxe. @

MepexoAnm Ha HOBYIO CTPaHULY. [ae HaxMmaem KHonKy «CKadvaTtb ana Windows»

B 3allMTe UHdOPMaLUK

{IZBMFITOH PO | KIOEBOE CrIOBO RU | EN =n
~—

O komnarum Yenyru MapTHEpE! Moogepxka Kynute Crauate Bnor Dopym

TLS-wnwo3 u VPN

3a|.|.“'|ll.I,EHHI:IH A0CTYn —~
: : ’ N4
K KOpNopaTUBHbLIM pecypcam e Kpun‘rol‘lpo NGate
. Yepes HesalMIEHHbIE CeTH
aeHan = Mpogyktel = KpunTolpe CSP
Kpuntollpo CSP
Kpuntolpo CSP - 3arpyska cannoB Vicnoneaosanie
KpunTollpo CSP Lite
AKTyaneHas BEPCUA KpUNTONpoBaigepa KpunTolpo TLS
m— CoBmecTumocTe peanuzaumit TLS
o i . [ ——= |
Crauatb ana Windows > } - Hactpoiika Kpuntollpo CSP gna
c N - nginx u Apache
SpTUWEIHMYUPOBAHHEE U ODYTWE BERCHA ONYDNMEOSIHE! HICHE
KpunTollpe Java CSP
MpeaeapuTeneHele HecepTHHMUMPOBAaHHEIE BEPCUM Kpuntolpo Winlogon

CunThiBaTENMW

Kpuntolpo CSP 5.0 R2 gns Windows, macOS, UNIX 1 Android (HeceptudbnumpoBanHsi) ;
Bubnuoteka cunTeieaTenen

Kpuntollpo CSP 4.0 R5 ana Windows, macOS u UNIX (HecepTudMuMpoBaHHLIA) arpy3ka dhalinos



6.

7.
KpunTollpo C5P

3anyckaem CKayaHHyo nporpammy. Boibrpaem «YCTaHOBUTL (peKomeHAayeTcs)»

¥ ) Kpuntolpo C5P 5.0.11823

bnaroaapum 3a seibop Kpuntolpo CSP.

Mpogon#an YCTAHOBKY, Bbl NPHHMMAETE YCNOBMA SIMUEHIMOHHOTD

COMaLleHmA.
MpoaykT BYOeT yCTaHOBAEH C BPEMEHHOH TMLEHIMER Ha 3 MecALa.

http: . cryptopro.ru

—} YcTaHOBMTL (pekoMeHayeTcA)

MpogykT Byaet ycTadoened 8 koddurypaumn KC1 v azsikom
CNEpALMOHHON CHCTEMBI C HACTPOHKAMW MO YMOIYZHUHD,

— ,ﬂ,CZII'ICII.-"IHI"IT'E‘.-"II:|HI:~IEl OnuKnK
Mozecnaet BbiGpate KoHdgurypaunie KC v asbik,

YCTAHOBWTh KOPHEBBIE CERTHRMHATRI

Joxunpaemca 3aBepLlieHma YyCTAaHOBKU U HaxkKnmaem «OK»
X

KpunTtolpo CS5P yenewHo yeTaHoBNEH.
Ana koppekTHOW paBoTel Kpuntolpo CSP MOXET NOTpeBOBaTLLA

nepezanycTuTe Bpaysep.




8. CkaumBaem c cavita Konnegyka cepTndmrKaT 3NeKTPOHHOM Noanuncy no cebisike. Ha atom
cepTuduKaTe byaem NnoAnmcbIBaTb AOKYMEHTbI A1 NOCTYNAEHUS.

9. YcTaHaBAMBaeM CePTUPUKAT B XPaHU/IULLLE INYHBIX CEPTUPMKATOB. N5 3TOro ABONHLIM KAMKOM
OTKpPbIBAEM cepTUPUKAT. Harkumaem KHOMKY «YCTaHOBUTb cepTUPUKAT».

n Ceptudukar et

Obuwme  Coctae MyTh CEPTHOMKALIIA

E Ceegenna o cepruduKaTe

3IToT cepTmMKaT NpegHasHaYaeTca A

* [oaTEEMHRASET YAANEHHOMY KOMNBKITERY s
WAEHTHMOMKELMID BALLEMD KOMMEKTEDS

* Knacc cpeactea 3N KC1

® Knacc cpeactea 3MKC2

e 1,2,643,3.61,1.1.6.502710,3.4. 1.1

« 1,2,643,3.61,1,1.6,502710, 3.4, 1.2 b

KoMy BoIOaH: Bacinweea TaTesAHa BnaauMMpoBHa

Kem Boifan: defepansHOE KaZHAYEACTED

DeiicreaTensed ¢ 13,06, 2019 mo 13,09, 2020

¥CTaHOBUTE CEI:ITI-"IdJHKET. " 33ABENEHWE NOCT ABLLMKE



https://r1.nubex.ru/s10948-db2/f36485_fc/%D0%90%D0%BA%D1%81%D0%B5%D0%BD%D1%82%D1%8C%D0%B5%D0%B2%D0%B0%20%D0%95.%D0%98..cer

10. OTKpoeTca mactep umnopTa ceptudumkaTta. Haxkmumaem KHonRy «daneey.

-

Mactep wmnopTa cepTndnkaTos @

Mactep vmnopTa cepTndmrKaToB

3TOT MACTEP NOMOTEET KOMWPOEATE CEPTMRMKATEI,
CNWCKK AOEEPMA M CNMCKM OT3bIES CEPTHDMKSTOE C
NOKANEHOrD AWCKS B XPaHMIHLLE CepTHDMKATOE,

CepTHDMKAT, BelAaHHBIN LEHTPOM CEPTMRMKELIAN,
ABNAETCA NOATEEMHAEHWEN BALWEN MMHHOCTH 1
COAEMHMT WHPOPMALKD, HeoBXOAMMYHD ANA 33WMTEI
[EHHBIX UMM YCTAHOBNEHWA SALLMILEHHEIX CETEBRIX
NOAKNKDHEHWA, XPEHUNMILE CEpTMRMKETOE - 5T
ofNacTe CMCTEMBl, MPEAHAZHAYEHHAA ANA XPEHEHIA
CEpPTUHMKETOE,

[nA MpoACT#EHMA HEHMWTE KHoMky “anee”,

< Hazan [ Oanee = ] l OTMeHa
11. B cnepytolem okHe BbiBupaem «MomecTUTb BCe CEPTUOUKATDI B CIeAYIOLLEE XPaHUANLLEY.
Haxknumaem KHoOMKy «O630p».
MacTep mmnopta ceptudukarce @

XpaHwnuwe cepTwhukaTos

XPEHWUNWLLE CEPTUDMKATOR - 3TO CUCTEMHEIE 00NACTH, B KOTOPEIX
XPEHATCA CEPTUOMKATEL

Brifop X¥paHMNMLLE MOHET AbTe Npou3BeneH Windows aBTOMATHYECKM, UMK HE
MOMHO YKEZaTE PASMELLEHWE CEPTHHMKETE BRYHHYHD.

| ABTOMaTMYECKM BEIDPETE XPEHUIMILE HE OCHOBE THMNA CEPTUOMKATE

@) MoMeCcTWTE Bee CEPTMHOMKATE! B CNEAYIOULEE XPaHUIMILE

XpaHUNMWE CEpTUDMKETOE:

nDﬂDDﬁHEE 0 XDEHMMWWLEY CEDTHDMKATOE

< Hazan ” Lanee = ] I OTmMeHa




12. B oTKpbIBLWIEMCS OKHE BblibMpaem «J/InuHoe». Haxmumaem KHOMNKy «OK».

BriBop xpaHunnwa cepTndgurkara @

BribEpMTE XpaHMMMIWLE CEPTMHOMKATOR.

= -
| NoBepeHHbIE KOPHESEIE LEHTPEI EEFITME“ - |
| JoBeprTensHelE oTHOWEHKA B Npeanprl |
| TMpomMesyTouHEIE LEHTPE! CEpTHdMKELIA
| [oBepeHHkIE M3naTEMM

-
IHI:lnTIdI'I'IMM'FlTI-\.I K KATAMKRIM HET AnRAEniiAd

UL I

[ MokasaTs husM-ecKHe XPaHMIMILE

[ Ok ] [ OTMeEHE ]

13. Y6exxgaemcsa 4To B nosie «XpaHunuuie ceptuduKaToB» NoABmMAaCb HaaNucb «JInyHoe»
Haxknmaem KHonky «[lanee».

v

MacTep wmnopTta cepTndukarTce @
XpaHwnuwe ceprudukaros

XpaHUNWLLE CepTUDMKATOE - 3TO CMCTEMHEIE 0BNaCTH, B KOTOPbLIX
XPEHATCA CEPTUDMKATHI.

Beifop ¥paHMnWLLE MOXET AbiTe Npouseened Windows aBETOMATHYECKM, MNK HE
MOMHO YKE3ETE PA3MELLEHWE CEPTHDMKETE BPYHHYID.

(71 ABTOMETHYECKM BEIBDATE XPEHMMMLLE HA OCHOBE TN CepTdMKaTa
(@) MoMECTMTE BCE CEpTUOMKETEI B CNEAYIOWES XPaHWUIMLLE

¥PEHUNWLLE CEPTHMOMKATOE:
NugHoe

HDHDDEHEE 0 XDEHWIWLWLEX CEpTHDMKATOR

< Hazaa ][ Lanee = ] [ OTMeHa




14, B cneaytouiem OKHe HaXKMmaem KHOMKy «oToBo».

MacTep vmnopTa cepTudHKaToB

3aBepLieHne MacTepa UMNopTa
cepTupuKaToB

CepTrduKkaT BYAET MMNoOPTMPOBEH NOCNE HEKETHA
kHoMkK “ToToso",

L BEIMM YKa3aHE! CNed YHLLWE NapaMeTpEl:

XpaHunuwe cepTUdIMKATOE, BbIDpaHHOE NoNb30BaTENE

Copep#aHie

4 L k

< Hazag ][ [oToBO ] [ OTMeHa

15. Mocne ycnewHoro saBeplleHUs MMNopTa cepTudurKaTta NnoaBUTCA OKHO. Haxknumaem «OK».

P

MacTep umnopTa cepTudnKaToB -H

HMI‘IDFI'T YCNELWHO EbINGNAHEH.




16. Ckaumaem cepTuduKaT gna «PenepasbHOro KasHavyemcTBa» CCblIKa U MOBTOPUM Npoueaypy
YCTaHOBKM C HEBONBLUMMUN U3MEHEHUAMMU.
17. Haxknmaem KHonKy «YCTaHOBUTb cepTUdUKaT...»

n Ceptudukar X

Ofwwe  Cocras MyTe CEpTHhMKALYAM

g CeeeHuA o cepTidmKaTe

3ITOT cepTwiMKaT NpegHasHaYaeTca ONA;:

* BCe NoNUTHKK Bblaa4qm
* Bre NoNUTHKK NPMMEHEHKA

KoMy BRI an: defepansHOE KaZHAYEACTED

Kem Bboigan: MWHKOMCBASE POCCMK

NeiicteaTensd ¢ 19,11, 2018 mo 19,11, 2033

¥CTaHOBUTE CEI:ITH¢MK.ET. o 33AENEHWE NOCT ABLLMKE



https://roskazna.gov.ru/uploads/migrate/roskaznagovru/documents/gis/udostoveryayushchij-centr/kornevye-sertifikaty/766/ucfk_2025.CRT

18. Ybexpaemca 4to Bbl6paH «TeKyLMiA NONb30BaTENb» U HAXKUMaeM KHOMKY «[daneex.
=

£8 MacTep nmnopTa cepTudMKaToE

MacTtep nmnopTa cepTMdpUKaToB

3ToT MaCTep NOMOracT KONMpoBaTh EEFITMI:I:IMKEITI:I, CNMCKK A0BEPHA W NMMCKK OT3bIES
EEI:ITMEI:IHKEITEIB C NOKANEHOro AMCKE B XPaHWNHLWLeE EEI:ITMEI:IHKEITEIEI.

CepTUMKaT, BelAaHHEIN LEHTPOM CEPTURMKALYAM, AENASTCA NOATEENHAEHWEM BaLLEN
MAYHOCTIA M COAEPMMT MHBOPMALIKD, HEoBXOAMMYKD ANA SEWMTEI ASHHEIX MK
YCTEHOBMNEHWA 3ALLMILEHHBIX CETEBLIX NOAKMKOYEHMA, XDEHUNMIWLE CEPTURMKATOE —
370 0BNacTe CHCTEMBI, NPEAHSSHAYEHHSA ANA XPAHEHMA CEpTUMKATOE.

PECnonoeHne XpaHUnMILE

(®) TeryLit NoNbsoEaTENk!

) NoK&ENEHEIN KOMMBHTER

[nA MpoAQMHEHMA HEHMWTE KHoMKy "danee”,

Janee CTmena



19. Bbibnpaem «MomecTutb Bce cepTUdUKaThl B Caeaytollee XxpaHuaue». Haxunmaem KHOMKy
«0630p»

X

€ 4% Mactep umnopta cepTudmkatos

Xpanwnuuge ceprwduKaTos

¥PEHUMMLLE CEPTUDMKSTOE - STO CMCTEMHEIE 00NaCTH, B KOTOpkIX
XPEHATCA CEPTUDMKETLIL.

Windows aETOMETHYECKM BEIDEPET XPEHMAMLLE, MMK Bbl MOKETE YKAZATE
PEACMONCHEHWE CEPTUOMKATS BDYUHYIO,

() ABTOMETMYECKM BLIBPETE XPAHUMULLE HA OCHOBE TN CEPTUBMKATA

(®)ToMECTWTE BCe CcepTUUKATEI B CNEAVIOWLES XDEHUMMLLE:

XPEHWUMMLLE CEPTUDMKETOE!

| |

Hdanee OTmeHa

20. Bbibupaem «lpomerKyToUHble LeHTPbI CEPTUOMKALMMU» N HAXKMMAEM KHOMKY «OK».

Boibop xpanunuwa ceptudimeara et

BribeprTE XPEHUAMLWLE CEPTMDMKSTOE, KOTOPOE Bkl
HOTHTE MONONE30BETH.

e | MnuHoe -
i | [l0BEPEHHEIE KOPHEBEIE LEHTPEI cepTind
[lOBEDUTENEHEIE OTHOWEHWA B NDEANDY

!l MPOMEXYTOYHEIE LEHTDEI CEI:ITL-1¢H-1K.EILLL-1

] == Cles0EaTeld ACUve LIFrectoly

H =
Beeeed | MnRAMAEHHKIE A2ASTAEMA

[ Nokazats dusHecae xpaHuamwa




21. Y6erkaaemca 4to B Nose NosiBMAaCh HaAMUCh: «[TPOMEKYTOUHbIE LEHTPbI CEPTUPUKALMUNY.
Haxknmaem KHonky «[lanee».

€ 2% Mactep wvmnopTa cepTMdMKaToB

Xpanwnuwe ceprwihurkaTos

XPaHMMKMLLE CepTUOMKATOE - 3TO CMCTEMHBIE 0BNacTH, B KoTopbIx
WPEHATCA CEPTUgMKATEL

Windows aBToMaTHYE0KM BoIDEPET XPEHWMHLLE, MMM Bbl MOXETE YKE38Th
PACNONOMEHWE CERTHDMKATE BPYHHYHD.

() ABTOMETMHECKH BEIBPATE XPEHWAWLLE HA DCHOBE THNAa CEPTHDMKATA
(®) MomecTUTs Bre CEPTHAMKATEI B CIEAYIOWLES XPEHUAMLLE

¥paHMMMLWLE CEPTUDMKETOE!

|I'I|:||:|ME>|WT|:|'-|H|:-|E UEHTPEl CEPTHOMKELMI | E Ofzop... i

Janee OTmena



22. Ha»kmmaem roTtoso.

>
¥ Mactep umnopTta cepTMdMKaToE
3aBeplieHne MacTepa MMNopTa cepTidUKaToB
CepTuduKkaT OyaeT MMNOPTHPOBaH NOCNE HEMETHA KHoMKK TaToso",
BbINM YKaZaHb! CNedYHOLME NapaMeTpbI
¥paHMNKMLLE CEpTUDMKATOR, BoidpaHHoE Nonb3osaTensm P =y guv i = =Ri= sy yo = Ra=i
Coaep#KHMoe CepTumkaT
< >
I
Orver
23. )‘K,CI,EM OKOH4YaHUA ,EI,O6aBl'IEHMFI CepTM(I)MKaTa Ha BCe BCN/ibiBaloWwine OKHa oTBe4yaem

yTBEPAUTENIbHO. aoem noasneHnAa okHa M Haxkumaem «OK».

MacTep nmnopTa cepTudimkatoe by

o MMNopT yCNeWwHo BeNoAHEH,

S




24, CkauaTb nporpammy https://cryptoarm.ru/, Bbibupaem ans ckaumsaHmsa 6ecnaaTHyto Bepcuio.
Mporpamma byaet paboTaTb 14 gHell.

& C @ cryptoarm.ru/cryptoarm-5/ w = o H

KpuntoAPM  KpuntoAPM  KpuntoAPM Hosoct  [lokymenTtauns  lMonyuuts MarazuH Bortn
rocTt NokymeHTbl K3n

lNpuH1Maem 3akasbl 24/7 PaboTaem yaaneHHo

— KpuntoAPM ——

nporpamMMa Ans 3NeKTPOHHOW NoAnMcU 1 WwudposaHua daitnos nioboro dopmarta u pasmepa
(B T.u. PDF, PG, JPEG, PNG).

CkayaTb BECI/IATHO Kynute KpuntoAPM 5

KpnnroAPM 5 ( ckayaHo: 310317 pa3 ) [ocTaekKa KNDYa No NouTe B TEMEHHE MHHYTL

25. YcTaHasaneaem nporpammy. na aToro 3anyckaem CKavyaHHyo Nporpammy, cnegyem yKasaHuam
macTepa ycTaHOBKW. Ha nepBom aKkpaHe HarKumaem KHOMKy «[aneey.

ﬂ MacTep yeranoexm "KpuntoAPM® — >
Bac NpHBETCTBYET MACTep YCTaHOBKH
"KpunToAPM" 5.4.3.10 u "KpunToAPM Mnroc"
1.2.1.10

MacTep ycTaHoBMT "KpunToAPM™ Ha Baw KoMiekoTep, [1nA
NpoLoMHEHUA HEMUTE “anes”, ona BEbIX04a M3 MAcTepPa
YCTaHoBKM - "OTMEHE

MPEAYTIPEA AEHVE: JaHHaA NnporpamMMa SalMWeHa SaKoHaMH
00 SETOPCKMNK NPABaX M MEXL YHAPOAHEIMA COMNALEHMAMM,

(®) BLICTPaA YCTaHOBKE (pEKOMEHAYETCA)

() HacTpavEaeMan YCTaHOBKS

Copyright OO0 "LikdpoBsie TExHONorMK®, 2019

< Hazan I HDanee = I | OTMeHa



https://cryptoarm.ru/

26. Ha cneaytowen cTaBUM rasky « npMHUMAL0 YCA0BUA AAHHOTO IMLLEH3MOHHOIO cornaenusa». U
HaXXMMaem KHOMKyY «HayaTb».

| ﬂ MacTep ycranoexn "KpuntoAPM® — >
NuUEeHZnoHHOe CornaleHwe
MopkanyRcTa, BHAMaTENBHD NPOHTMTE CNEAYIOWEE NMUEH3MOHHDE
COrNAELIEHHE,
.n

JHIOEH3HOHHOE COIVIAIITIEHHE

BauvmaTensHo CIHAKOMBTECE C YVCIOBEHHAMH HACTOHIOET D
JHIONEHIHOHHOIC COMMAaIeHHA OpexIe 4YWeM VI(TAHAB/IHEBATE.
KONHPOEATE HIH HHBIM D‘ﬁ]lﬂiﬂl\l H(IOOBIEATE NpOorpaMMy TTIH

IBM KpuotoAPM.

Hactoamee muueHspoHHOe cormameHHe (panee - Cornamenme)
ABJIAETCA FOPHOMYECKHM O0DA3aTelbHBIM MOKYMEHTOM, 3aKIHYacMbIM

araarrmrr Eanrrrarrrrats o Terdhnamr ra cavrramarsrrss rr Plaserr rearrarrrer mar

A NPUHAMED YCNOBMA AEAHHOMO NMUEHZMOHHOMD COrNalleHIA

Copyright OO0 "LinbpoBeie TEXHONOMMK®, 2019

Mevatate | | < Hazan || Ha4ate I | OTmeHa
27. B cnepylowem okHe HaXXMmaem KHOMKy «FoToBo».
ﬁ Mactep ycranoekn "KpuntcAPM" o X

YcraHoBKa nporpammbl "KpuntoAPM"
3aBepluieHa

[Ans 3asepiueHna paboTbl MACTEPa YCTEHOBKM HEKMUTE
'ToTos0'.

Copyright 000 "Liudpossie TexHonorim”, 2019

<Hasan omers




28. aem OKOHYaHWA YCTaHOBKM U HaXKMMaeM KHOMKY «da». Mocne 3Toro Komnblotep

nepesarpysurcs.

ﬁ MacTep ycrancewm "KpunmoAPM®

A%  [nA BCTYMNEHMA B CANY MSMEHEHWH, BEINOMHEHHLIX B
KpunToAPM, TpebyeToa nepesarpy3uTe KOMMBKITED.
AnA HEMEQNEHHDIN NEPE3ArPYSKM HEMMMTE KHoMKy 'da,
ANA BEINCAHEHWA NEPE3arpyYsKA NOIHE BPYYHYIO
HEHMWTE KHOMKY ‘HeT',

29. OTKpbiBaem nporpammy KpuntoApm. Haxknmaem 3awmdposaTb.

@ KpuntoAPM
®aiin  Mpowm  Hacrpoiikn  Mowmotus

v )
Moanucars Mposeputs 311 Imu¢pa..r.|p.cmu¢pom |

B &

& ;
Cosgame Wnopr

O6HoeuTs

= [&] Ceprudpmars
(L Mmanoe xpanmnnue cepruguxatos
{5 Ceprudmas apyrux nonssosatenei
{2 Mpomexyrounsie uentpe: ceprudmeaunm
©a KopHeBbiE LenTPbI
{5 Crncox axxpeanTosanmen YL
=[] 3anpoc! Ha ceprudmar
{2 3anpocs: Ha nonysenue ceprudurata
{2 3anpocs Ha anmyauposanue (oTsbis) cepTidmkata
] Comcxw oTseiea ceprudmratos
{5} Crmcxw gosepenmibo cepruduxatos
£l Xypwan onepauuii
S INEXTPOHHBIE KNKOuM

TUnb! AOKANBHBIX XPAHWANLL
L Nuuroe xparinnwe ceprudukaros

{5 Ceprudmkares apyrinx nonssosateneii

(LI MpomexyTounsie LenTps! ceprudukauimm
&a KOpHESSIC UENTPEE

KpunToAPM 5.4.3.10




30. MosBUTCA OKHO mMacTepa WwrdpoBaHus. Haxknumaem KHoMRy «daneey.

Bac npusercreyer Macrep
wmhpoBanna gaHHbIX!

Ansa wndposaHua daitnos sam HeobxoamMo BuibpaTs:
1) daitn ¢ aaHHbIMK ANS WdpoBaHUa

2) KpunTonpoBaiaep unk cobcTBeHHbIN cepTudUKaT
ANA oNpeaeneHns anropuTMa WidposaHus

3) cepTudMKaTEI NonydaTenei 3awmnbpoBaHHbIX
AEHHbIX

Ana ynpowenua paboTel Bbl MOXeTe BulbpaTh yxe
YCTaHOBNEHHbIN Npodunb ANA WidpoBaHUA:

HaumeHosaHwe: [Hoauﬁ npodmns V]

Wcronb30BaTh Npodmnb Mo YMONYEHWIO

o D

31. MacTtep nonpocut go6aBuTb Bawwm daisbl, KOTOPbIE Bbl NOATOTOBAN A4 NOCTYNAEHUS.
3anonHuTe BCce HEOBXOAMMbIe 3aiBIEHNA U CAeNalTe CKaHbl AOKYMeHTOB. [lobaBbTe UxX B paitn apxmea

6e3 cKatuA.
Haxknumaem KHonKy «[obasutb daiin».

Buibop daitnos
BoibepuTe daitnbl, KOTopbIe XenaeTe 3awndposaTh

Wms Pasmep [aTa usmeHeHus MyTe

< | 1

(R I
II Jlo6wu‘n:naru<y]| Yaanute HY.uanuTb BCE

‘ MpocmoTp !

[<§asan || Zanee > |[0‘meua}




32. Mocne Haxatna KHoMKKM «[Jo6aBunTb daiti» NoABUTCA OKHO. B nosBMBLLUEMCS OKHE BbiBUpaem
NOArOTOBNEHHbIV apxuB. U Haxknmaem «OTKpPbITbY.

(Ve P
Manka: M PaBouwit cTon v @ f B [~
L= -
@rj HokymeHTbl Ana
HeaasHue noctynnexune VieaHos
MecTa Apxwe ZIP - WinRAR

;i [ OQaiinl
-‘ TeKCTOBBINA AOKYMEHT
PaBouwii cron| | V0aiY
®aiin2
TekcToBbI JOKYMEHT
0 Basr
Bubanotekn Tk, @aiin3 .
: TekcToBbIN JOKYMEHT
‘: 0 Bawr B
Ay h, Oaiind =
-~ TexcTo - P
1 EKCTOBbIN AOKYMEHT L3
Komnetotep 5 0 Basr -
Wmn daitna: v OmxpbiTs
™
Q‘y‘ Tun daitnos: [Bceq:aﬁnu (u v] [ Omvena ]
33. B okHe macTepa gonxkeH noasmTca Baw ¢aiin. Haxkmaem KHonky «[anee»
%' KpnuntoAPM :: 3awmdpoeate @
Buibop daitnos

BoibepuTe daitnbl, KOTopbIE XKenaeTe 3awndposaTh

| JOoKyMeHTb! ANA NocTyn... 22 Bytes 01.07.2020 22:05:56 C:\Us:

< | 1 | »

[ DobasuTb dain ] [AoGaawrb nanky ] YaanuTe

MpocmoTp

| <Hasan [Omeua]




34. B cneaytowem okHe BbibMpaem Kyga 6yaet nomelleH 3awmndpoBaHHbIn daiin. OcTanbHble
HaCTPOWKM OCTaBAsieM BCe NO yMoYaHuio. Haxkumaem KHonky «Janee».

>

o KpnnToAPM :: 3awmndposats |

BoixoqHoit hopmaTt daina
BoibepuTe xenaeMbiit BoiXxoaHOM hopMaT 3awmdposaHHoro daina

Koaupoeka v paclumpeHue

(") DER-KoaupoBKa *.| enc

@ BASE64-koampoBkai ¥, enc

[ OTrANOUMTE CnykebHbie 3aronosku
() Apx1BMpOBaThL hainsl Nnepea WihposaHeM
M3 dhakna: ‘ C:\Users\work\Desktop\dokymeHTel ana nc BuibpaTe
(@) MoMewaTs BbIxoAHbIE Dalinkbl B YKasaHHbI KaTanor 7
C:V\AJsérs\work\Dersktopr\ D . - BbibpaTh
[| CoxpaHaTL CTPYKTYPY BAOXEHHOCTH KaTaNoros

[~ OTnpasuTb BhIXOAHLIE haitNbI N0 3NEKTPOHHOI NoYTe
OTKPbITE OKHO NOYTOBOr0 KAMEHTa

["] YaanuTb ucxoatble daiinsl nocne sbINONHEHNA ONEpaLM

YposeHb BesonacHoro yaanenua: | BroiknioueHo v

<tison | paree> | [ omesa ]

35. YcTaHaBAMBaem TOYKy B nosie «Mcnonb3oBate Kpuntoposangen». B none «Tun
Kpuntonposanaepa» Bblbupaem nose Kak Ha KapTuHKe. U Haxnmaem KHonky «[aneey.

@ Vlipv'lm'oAPM 3awmndpoeats 1

CsoitcTtBa umppoBauna
BoibepuTe HeobxoauMele CBOMCTBA WidpoBaHUa

PesxuM windpoBaHna AN\ 0TNPaBuTensa cooblueHns

@ Mcnonb308aTh KPMNTOMPOBaAEp

Tvn kpunTonposaitaepal| | Crypto-Pro GOST R 34.10-2012 Cryptogray v |

AnropuTH WidpoBaHUA [GOST 28147-89 V]

(") Mcnonb30BaTh cobBCTBEHHLIN CEpTUdMKAT
Bnaaeney ceptudukaTa:

AnropuTM WidbpoBaHUA:

Beibpatb MpocMoTpeTh

BKAOYMTL CEPTUOMKET B CNMCOK NONYYaTensi

< Hasaa [ OTtMeHa




36. OTKpoeTca HOBOE OKHO, B 3TOM OKHE HaXKMMaeM KHOMKY «Jo6aBuTb».

Buibepute ceprwpukaTbl nonyuarenei @
CepTudmMKaTel nony4aTeneit:
Bnageney WMspaTens DeiictBuTeneH ¢ [AeicTeuTene. ..

Yaanuto ! [Ynanm'bsoe] [l‘bomo*rp... ]

< Hasaa ‘ loToBO | [ OTtMeHa ]
37. Mepexoanm Ha BKNagKy «J/InyHoe xpaHunuue cepTMdMKaToB»
HasHaueHue: [<ﬂ|060e> '] ! HactpouTs |
NM4HOE XpaHMnULLE CepTUdMKaTOB |BCEPTUDMKATLI APYrX NONb30BaTENEN I_
Bnaneneu Damnma Wma OT... WHH or
1.' ‘|
[ ObHoBUTL ] ’ MpocMoTp ] [ WMnopT... ] [ycranoamb duneTp ]
\' OK ' [ OTmMeHa ]




38. Ha Bkiagke «J/lInyHoe xpaHuamiLe cepTUPMKaTOB» BbIBMPaeM yCTaHOBAEHHbIV HaMK
cepTndUKat Konnegka. Haxkumaem «OK».

Ha3sHaueHue: [<na060e> "] | Hactpouts |

MyHoe XpaHnnuuLe cepTUdUKaTOoB | CepTuduKaThl APYrux Nonb3osaTensi ]

Bnagene Damunus Mma OT... WHH or

< | 1. | )
L |
[ ObHoBUTL ] [ MpocroTp ] [ MMnopT... ] [kranoaumd:wmrp]

oo,

Buibepute ceprwhuKkaTbl nonyuarenei @

CepTuduKaTsl nonydaTenei:

‘ ) test TecToBbii Y1i ...  29.06.2020 29.09.2020

LAoﬁaau'rb... ] | Yoamuts | [Ynamn:aae] [l‘bocnorp...




40. *pem 3aBeplieHna npoueaypbl WKPpoBaHUA. [IoNKHO NOABUTLCA COOTBETCBYHOLLME OKHO.
Pesynetar sbinonHenns onepaunn (LLnpposanue) [ = || = II&]

o Ycnex 3aKpbiTh

[} 3anycTuTe macTep cHosa

[] 3aKpbiTb 0KHO, CM HET oWMBOK 1 3aMeYaHMit

41. Mocne yaayHoro 3aBepLieHnn npoueaypbl NoABUTCA daiin creayrowero Buaa.

JoKyMEHTE! 4NA NOCTYNAEHWE
Weanoe.zip
CoobBuweHne MIME PECS 27

42. 3TOT palin Hafo OTNPABUTbL Ha NOYTY y4ebHOro 3aBeaeHUs.



