VTBepKAEHO NeAarornueCKuM COBETOM YT1Bepxaaro.

MyHHUIIUTTATEHOTO OFOKETHOTO Hupextop Llkosbr Ne3
00111€00pa30BaTEIHLHOTO YUPEIKICHUS T.H. Kynposa
cpenHelt o0meoopazoBaTeTbHON [Tpukas Ne 90 ot 08.07.2026 r.
IKoutsl Ne3

npotokoi Nel8A ot 02.07.2026 r.

Mopaenanb yrpo3 6€30acHOCTH NEPCOHATbHBIX JAHHBIX
MyHMIUIIAJIBLHOTO 0K0/IKETHOT0 00111€00Pa30BATEILHOTO
yUpexIeHUus

cpeaHel 00pa3oBaTe/IbHOM IKOJIbI Ne3

2026r.



Mogaenab yrpo3 0e30nacHOCTH NMEePCOHAIBHBIX JTAHHBIX
MyHMUIMNIAJIbHOTO OKIKETHOT0 00111e00Pa30BATEILHOI0 YUYPEeKICHUA CPeaHe
001eo0pa3oBaTeJIbHOM MIKOJIbI Ne 3

[TepedeHr 0003HaUYCHMI U COKpAIICHAIN
APM - aBTrOMaTu3upoBaHHOE pabouee MecTo;
WP - undopmarmonHsiii pecypc;
NCTIIH - nHpOpManmoHHass CUCTEMA MEPCOHANTBHBIX JaHHBIX;
K3 - xonTposnnpyemas 30Ha;
[1/IH - nepcoHaIbHBIE IaHHBIE;
1O - mporpammHOe obecrieyeHue;
IITC - nporpaMMHO-TEXHUYECKUE CPENICTBA;
[IODMUH - noGoyHbIE 31€KTPOMArHUTHBIC U3ITyYCHHSI U HAaBOJIKH;
C3MU - cpeacTna 3anuThl HHGOPMAITIH;
CK3U - cpencrpa kpunrorpaduyeckoi 3amuTsl HHPOPMALHH;
OCBb - OenepanbHas ciyx0a 6€30MacCHOCTH;
@CO - OenepanbHast ciryk0a OXpaHbl;
OCTOIK - denepanbHas ciryx0a 1o TEXHHUYECKOMY B SKCIIEPTHOMY KOHTPOJTIO.
I.  OOmue nosoxKeHUs

1. Hacrosimas mMozens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX (manee - Monenb) COACPKUT
CUCTeMAaTHU3UPOBAaHHBIA MepeueHb yrpo3 0e30MacHOCTH MEPCOHANbHBIX JaHHBIX NpU HUX 00paboTke B
MyHULIUTIaTFHOM  OIOJDKETHOM  0O0Ie00pa3oBaTeIbHOM YUPEKIECHUU CpeaHeil oO0reo0pa3oBaTenbHON
mkone Ne3 (mamee - Illkoma). VYkazaHHBIE YIpO3bl MOTYT HMCXOJIWTHh OT HMCTOYHHUKOB, HMMEIOITUX
AHTPOIIOTEHHBIN, TEXHOT€HHBI M CTUXMHHBIM XapakTep M Bo3aelcTByrommx Ha ysa3Bumoctu WCII/IH,
xapakrtepHsbie s ganHor UCII[IH, peanusyst TeM caMbIM yrpo3bl HHOPMAIIMOHHON O€30IacHOCTH.

2.B Mopenu naetcst 0606mennoe onucanue MCIIJIH, cocTaB, KaTeropuu U MpeanoiaraeMblii 00bemM
obpabatsiBaembIx I1/1H ¢ mocneayromeit kinaccuduxanuein UCITIH.

3.Mogens omMCHIBAaET MOTCHIHAIBLHOTO HapymuTens Oe3omacHocTr [I/lH W momxonsl 1O
OTIPEJICTICHUIO aKTyaJlbHOCTH yrpo3 C y4E€TOM BO3MOXKHOCTEH HApYIIUTENIS] M OCOOCHHOCTEH KOHKPETHOM
NCTIn.

4. Hacrosimass Mogenp pa3paboraHa B COOTBETCTBUHM ¢ TpeOoBaHusMU — DemeparbHOTO
3aKOHOAATENHCTBA U (PeiepaibHBIX OPTaHOB IO 3aIIUTE TEPCOHATBHBIX JAHHBIX.

Il. Xapakrtepucruka o0beKkTa HHpOpMATH3ALUH

1. B kauecTBe 00BbekTa HHPOPMATH3AIUH [ITKOJIBI BEICTYIAIOT aBBTOHOMHBIE aBTOMATU3HUPOBAHHBIC
paboune mecta (APM).

2. BBoj MepCcOHAIbHBIX JTAHHBIX OCYIIECTBISETCS KaK ¢ OyMaXHBIX HOCUTEINEH (Harmpumep,
JOKYMEHTOB, YI0CTOBEPSAIOIINX JUUYHOCTh cyObeKkTa [1/IH), Tak U ¢ 3JeKTPOHHBIX HOCUTENIeH HHPOPMAIIHH.
Kareropuu nepcoHanbHBIX JaHHBIX: (DAMUTIUS, UMS, OTUYECTBO, TOJ POKICHUS, MECSI] POXKICHHUSI, TaTa
POXKICHHSI, MECTO POXKICHUS, aipec, CeMeiHOe MoJIoKeHue, 00pa3oBaHue, Mpodeccusi, COCTOSHUE
3JI0pOBbSI;

3. UCII1In npennomnaratot pacnpeneneHnyio (Ha APM) o6pabotky u xpanenue [1/1x.

4. TlepconanpHbie NaHHBIe cCyObekTOB I1/[H MoryT BeiBouThECs 3 UCII/IH ¢ nienbro nepenaqn
MEPCOHANBHBIX JAHHBIX CYObEKTOB YUpEexkKICHHUS, KaK B 3JIEKTPOHHOM, TaKk U B OyMaXHOM BUJIE.

5. Konatponupyemoii 30H01 (K3) UCII[IH sBIsIOTCS 3MaHUS W OTACNbHBIC MOMeENIeHus. B mpenemax
KOHTPOJIMPYEMON 30HBI HAXOMATCs pabodme MecTa MOJIb30BaTele M MecTa XpaHEHUs apXUBHBIX KOMUN
JAHHBIX, CETeBOE U TeleKoMMYHUKarmoHHoe oOopynoBanue WCII/IH. Bue koHTponmpyeMoi 30HBI
HAXOJAITCS JUHUHM TepeJayd MAHHBIX U TEJICKOMMYHUKAIIMOHHOE OOOpYyIOBAaHUE, HCIOIB3YEMOE s
WH(POPMAIIMOHHOTO OOMEHa IO CEeTSAM CBSI3M OOINETO TOJIb30BaHUA W (WJIHM) CETSAM MEXIYHApOIHOTO
MH(POPMAIIMOHHOTO OOMEHA.
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I11. CocraB, kaTeropumn U 00beM NMePCOHATbHBIX JTaHHBIX, ONpeae/eHHe YPOBHSA
3aIUIEHHOCTH MePCOHATbHBIX JaHHBIX

1. Ha ocHoBe xapakrtepucTtuk U ocobeHHocrerr ucnonbdyembix MCII/IH u oOpabaThiBaeMbIX B HHX
NEPCOHATBHBIX JAHHBIX, MOXXHO KOHCTAaTHpPOBaTh, YTO IE€pPCOHAJbHBbIC JaaHHbBIE CyObekToB II/1H,
oOpabaThiBatOTCS B YUpPEXKJICHUHW WHPOPMAIMOHHON CHCTEMOH, oOpadaThIBaroIeil 0OIIEq0CTYITHBIE
NEPCOHAJIbHBIC JAHHbIE, a TAK)KE CUCTEeMOH, 00padaTbhIBaroIlell WHbIE KaTEeTOPUH NMEPCOHAIBHBIX JAaHHBIX,
CIIelIMaIbHBIE KaTErOpUM MEPCOHAIBHBIX JaHHBIX. buomerpuyeckue mnepcoHanbHbie maHHbie B WCIIAH
Yupexaenus He 00pabaThIBalOTCS.

2. Ins UCII[IH UIkomsl axkTyaJbHBI yIpo3bl 3 THOA - YrPoO3bl, CBSI3aHHBIE C HAJTUYHEM
HEIOKYMEHTHPOBAHHBIX (HEACKJIAPUPOBAHHBIX ) BO3MOXKHOCTEH B MPUKIIAJTHOM IPOTPAMMHOM 00eCTIeUeHHH,
HCIIOIb3yeMOM B MH(popMaImoHHou cucteme. CorinacHo MoAnyHKTY «0» myHkTa U «TpeboBaHuit Kk 3amure
MEPCOHANBHBIX JAHHBIX MPU UX 00paboTke B MHPOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX TaHHBIX» IS
NCTIdn Ixonsr Tpebyercs obOecreunuTh 2-Ui YpOBEHBb 3AlMINCHHOCTH IMEPCOHAIBHBIX JAHHBIX TPH HX
00paboTke B MHGOPMAITMOHHON CHCTEME.

V. Crnoco0bI HapylIeHHsI XapAKTePUCTHK 0€30I1aCHOCTH NEePCOHAJBHBIX JaHHBIX
Hcxons u3 nepedns nepcoHaabHbIX JaHHBIX, o0padarbiBaeMbix B UCII/IH, CyIIecTBYIOT cienyromue

crocoObl HApYIICHUS XapakTepucTuK OezonacHoctH [1J1H:

- XUIIEHUE MEPCOHATBHBIX JAHHBIX COTPYTHUKAMU Y UPESKISHUS JIJIsl UCMIOJIb30BAHMUS B KOPBICTHBIX HIEJISIX;

- mepenaya GUHAHCOBOH, aAPECHOM, IOPUINYECKOM 1 poueit nHpopmanu o cyobexte I1JH TpeTbum

TUTIaM;

- HECaHKIIMOHUPOBAaHHOE IMMyOJNYHOE pa3riiallieHHe EPCOHATBHBIX JaHHBIX, CTABIINX U3BECTHBIMU

corpyanukaM IlIxkousr;

- HECaHKUHMOHHPOBAHHOE MOJIyUYE€HUE TEPCOHANBHBIX JAaHHBIX TPETHUMHU JIUIAMU;

YHUYTOXEHUE (PUHAHCOBOM, aipecHo 1 mpoueit nHpopmanuu o cyonexre [1/1H,

OsiokupoBanue GPUHAHCOBOM, aIpeCHOM U TTpoueit nHpopmanuu o cyobekte [1)1H;

BBO/JI HEKOPPEKTHOM (DMHAHCOBOM, aipecHOM U npouei nHdopmaruu o cyosekre [1/1H;

nepeaada HeKOpPPEKTHOM (PMHAHCOBOM, aipecHOM U ipoueit nHpopmanmu o cyobekte [1/1H;

- HCKa)X€HWe apXuBHOM nHpopManuu 1o cyobekty [1]1H;

- YHUYTOXXEHHUE apXWBHOU MHpopMaruu 1mo cyonrekty [1/1H.

V. ¥Yrpo3bl 6€301aCHOCTH IEPCOHAJIBHBIX JAHHBIX, IPH HX 00padoTKe B
HH(OPMANMOHHBIX CHCTEMAX MePCOHAIBbHBIX JaHHBIX
1. Tlox yrpo3amu 0€30mMacHOCTH MEPCOHAIBHBIX TaHHBIX Tpu uX o0pabdotke B UCIIIH

MOHMMAETCS COBOKYITHOCTD YCIIOBUH U (JaKTOPOB, CO3JAIONINX MOTEHUUAIbHYIO WIH PEAIbHO
CYIIECTBYIOIIYIO ONIAaCHOCTb, CBSI3aHHYIO C YTEUKON MH(OpMaIiK 1 (UJIH) HECAaHKLIMOHUPOBAHHBIMHU U
(i) HEMpeTHaMEePEHHBIMU BO3ICHCTBUSAMH Ha Hee. Takum 00pa3om, yrpo3sl 6e3omacHocty /{1 npu ux
o0pabotke B UCII/IH MOTyT OBITH CBsI3aHBI KaK ¢ HeTIpeIHaMepeHHbIMHU AelicTBusMu nepconana UCIIH,
TaK U CO CMEHUAIbHO OCYIIECTBISIEMbIMUA HEITPABOMEPHBIMU ACHCTBUSIMH OTAEIBHBIX OPraHU3aINi U
TpaXKIaH, a TAK)Ke MHBIMH HCTOYHUKAMH yrpo3. HerpaBoMmepHbIe AEHCTBUS MOTYT UCXOAUTH TAaKXKE U OT
COTPYIHUKOB YUpeKJIeHUs B Cilydae, KOTJla OHU PacCMaTPUBAIOTCS B Ka4eCTBE MOTEHIIMATIbHOTO
HapymuTens 6ezonmacHocty [1J1H.

2. B memsax ¢popMupoBaHUS CHCTEMaTH3UPOBAHHOTO IMepedHst yrpo3 OezomacHoctu [1JIH mpu ux
obpabotke B MCII/IH u pa3paboTke Ha MX OCHOBE YACTHBIX (J€TaTM3UPOBAHHBIX) MOJIETICH TPUMEHUTEIHHO
k koHkperHomy Buay WCII/IH, yrpo3sl Oe3omacHocTH nepcoHanbHbIM AaHHBIM B WCII[H MOXHO
KJ1accu(UIIUPOBATh B COOTBETCTBUH CO CIIECIYIOIIUMH MPHU3HAKAMHU:

- 10 BUJIaM BO3MOXHBIX HCTOUHHUKOB yIPO3;
- 1o tuny UCIIJIH, Ha KOTOpbIE HaIpaBJIEHA pealu3aus yrpos;
- 10 BUJY HapyIIaeMoro cBoicTBa MHPOpMAINH (BUAY HECAHKIIMOHUPOBAHHBIX JIEHCTBUI,
ocyuiecTBisieMbix ¢ [1/1H);
- 0 croco0aMm peanu3aluy yrpos;
- 10 UCIIOJIb3YEMOH YA3BUMOCTH;
- 110 OOBEKTY BO3JICHCTBUSI.

3. s UCIT/IH cymiecTBYIOT ClEIyIOIIHE KIacchl yrpo3 6e3omacuoctu [1J1H:
- Ilo BMIaM BO3MOKHBIX HCTOYHMKOB YIP0o3 0€30I1aCHOCTH IEPCOHAJBHBIX JaAHHBIX
- YIpO3bl, CBA3aHHBIC C IPEIHAMEPEHHBIMU WIIN HETIPEHAMEPEHHBIMHU JICHCTBUAMU JIULI, UMEIOIIMMHU
noctyn k UP UCII/H, BkIroUasi mosib30BaTeNie, peanusyromue yrpo3sl HerocpeactseHHo B UCII/IH;
- yrpo3bl, BOBHUKHOBEHHE KOTOPBIX HAIPSIMYIO 3aBUCUT OT CBOMCTB TEXHHUKH, Uctosb3yemoil B UCIT/IH;
- yIpo3bl, CBSI3aHHBIE CO CTUXUIHBIMU MPUPOTHBIMU SIBICHUSIMH.



Kpowme 3T0ro, yrpo3sl MOTYT BO3HMKATh B PE3yJIbTaTEC BHEAPEHNUS AlIIAPAaTHBIX 3aKIaI0K U BPEIOHOCHBIX
IIPOrpamMM.
- ITo Tumy UCII/IH, Ha KOTOpBIEe HAIPABJIEHA YyIpo3a:

ITo crpykrype UCII/IH, Ha KOTOpBIE HAIIpaBIeHA YIpo3a, HEOOXOIUMO pacCMaTPUBATh CIIECAYIOIINE
KJIACCBI yTPoO3:
- yrpo3bl 6e30macHOCTH JaHHbIX, 00padaTsiBaeMbix B UCITIH Ha 6a3ze aBToOMaTH3UPOBAHHBIX PA0OUYMX
MECT;
- Ilo cmocobam peanuzanuu yrpo3

ITo cnocobam peann3anuu yrpo3 BBIAEISIOT CIEAYIOLUE KIacChl yrpos3:
- YIpO3bl, CBA3aHHbBIE C HECAHKIIMOHUPOBAHHBIM A0CTyNoM K [1/1H (B ToM 4uciie yrpo3bl BHEAPEHHUS
BPEJIOHOCHBIX MPOTPAMM);
- yrpo3sl cnenuanbHbix Bo3aercTeui Ha UCIT/IH.
- Ilo Buay HapymaemMoro cBoiicTea MH(popManuu (HeCAHKIUOHUPOBAHHBIX A1CHCTBUIA,
OCYLECTBJISEMbIX € IEPCOHAJLHBIMHU JaHHBIMH)

Ilo BUy HECAaHKIIMOHUPOBAHHBIX JIEHCTBUM, OCYIIECTBISEMBIX C IEPCOHAILHBIMU JAHHBIMU, MOKHO
BBIICIIUTH CIEAYIOIUN KIacC yrpos:

yIpO3bl, IPUBOASAIINE K HApyIIEHHIO KoH(uaeHunansHocTu I1J1H (konmupoBaHuio nim

HECAHKIIMOHUPOBAHHOMY PAaCIPOCTPAHEHUIO), IIPU PEAIU3ALUU KOTOPBIX HE OCYILECTBIIAETCS
HETOCPEJICTBEHHOTO BO3/ICHCTBUS Ha COJIepKaHUe UH(POPMALINY;
- YIrpo3bl, IPUBOASIINE K HECAHKIIMOHUPOBAaHHOMY BO3/ICHCTBHIO HA COAEp )KaHUE HH(POPMALIUH, B
pe3yJIbTaTe KOTOPOro MPOUCXOJUT U3MEHEHHUE JaHHBIX WM MX YHUUTOKEHUE;
- YrpoO3bl, IPUBOIALINE K HECAHKIIUOHUPOBAHHOMY BO3ACHCTBHIO HA IPOTPAMMHBIE UIH TPOTPAMMHO-
anmapatseie snemeHTsl UCII/IH, B pe3ynbTaTe KOTOPOro OCYIIECTBIISCTCS OJIOKHPOBAaHUE JJAHHBIX.
- Ilo ucnmosb3yemon ysi3BHUMOCTH BBIAEIAIOTCH CJIeAYIOLIHe KIAaCChl YTPO3:
- YIpO3Bbl, peajr3yeMble C UCIIOJIb30BaHUEM YSA3BUMOCTH CUCTEMHOTO porpammHoro obecneuenus (110);
- YIpo3bl, peajin3yeMbI€ C UCII0JIb30BAHUEM YsA3BUMOCTHU NpukiagHoro 110; - yrpo3bl, BO3HUKaOIUE B
pe3yJIbTaTe UCMOIb30BaHUS YA3BUMOCTH, BbI3BaHHOW HainuureM B MCII/IH anmapaTHO# 3aKkiagKu;
- YIpO3bl, PEATU3YEMBIE C UCIIOIB30BAHUEM YSI3BUMOCTEN IPOTOKOJIOB CETEBOTO B3aUMOACUCTBUS U
KAHAJIOB IIEpEaYuy NaHHBIX;
- YIpO3bl, BOZHUKAIOIIKE B PE3YJIbTATE HCIIOJIB30BAHMS YSI3BUMOCTH, BEI3BAHHOM HENOCTAaTKAMU
OpraHu3alK TEXHUYECKOH 3aIUThl HH(MOPMALMN OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA;
- YIpO3Bbl, peajr3yeMble C HCIIOJIb30BaHUEM YSI3BUMOCTEH, 00YCIIOBIMBAIONINX HATUYNE TEXHUYECKUX
KaHaJIOB YTEUKHU HH(POPMALIUH;
- YIpO3bl, pealin3yeMble C UCIIOJIb30BaHUEM YSA3BUMOCTEN CPENICTB 3aLIUTHI HH(POPMALHH.

- Ilo 00beKTy BO3/1eCTBUS BHIACISIOTCS CAeAYI0IIMe KJIACChI YIPo3:
yrpo3bl 6e3omacHoctu [1/1H, o6pabdaTeiBaeMbix Ha APM;
yrpo3sl 6e3omnacHoctu [1/1H, mepeaBaeMBbIX 1O CETSIM CBSI3U;
YTPpO3bI IPUKIATHBIM IIPOTPaMMaM, ¢ IIOMOIIBI0 KOTOphIX oOpabaTteiBaroTcs [1/1H;
yrpo3bl cuctemHomy I10 obecnieunBaroremy ¢dbyaxnmonuposanue UCTI/IH.
V1. XapakTepucTHKAa HCTOYHUKOB YIPo3 0€301aCHOCTH NepcoHaNbHbIX JaHHbIX B UCII/{n
B orromenuun UCII/IH MoryT cymiecTBOBaTH TpU TUIIA HICTOYHUKOB yrpo3 6e3omacHocth [1/1H:
1. AHTpomoreHHble HCTOUHUKH yrpo3 OezomacHoctu [1/1H.
2. TexHoreHHBIC HCTOYHUKHU yrpo3 Oe3omacHocTu [1/1H.
3. CruxuiiHble UCTOYHUKH yrpo3 6e3onacHocTu I1/1H.
- AHTPONOreHHbIe HCTOYHUKH Yrpo3 0esonacHoctu I1/1n

B xadectBe anTponorenHoro ucrounnka yrpo3 st UCITJIH HeoOXoauMo paccMaTpuBaTh CyObeKTa
(TMIHOCTH ), UMEIOIIETO CAHKITMOHUPOBAHHBIN UM HECAaHKIIMOHUPOBAHHBIN TOCTYI K pabOTe CO IMTaTHBIMH
cpencrBamu UCIIIH, AeCTBUS KOTOPOTO MOTYT NMPUBECTH K HAPYIICHUIO OE30MAaCHOCTH MEPCOHATBHBIX
JAHHBIX. AHTPOIIOT€HHBIE UCTOYHHUKHU yrpo3 mo oTHoeHnio K MCII/[H MoryT OBITh KaK BHEITHHUMH, TaK H
BHYTPEHHHUMH

Cpenu BHEUIHUX aHTPOIIOT€HHBIX UCTOYHUKOB MOKHO BBIICJIUTDH CIydallHbIE U MIPEIHAMEPEHHbIE
HCTOYHUKH.

Cnyudaiinble (HempeAHAMEPEHHbIE) HCTOYHMKHA MOTYT HCIOJIb30BATh TAKUE VYSI3BUMOCTH, Kak
omuOKH, coBepiieHHble Tpu mnpoektupoBanuu WCII[IH m ee »neMeHTOB, OMMOKA B MPOrPAMMHOM
o0ecreyeHnr; pa3InyHoOro pojaa cOoum W OTKas3bl, HoBpexaeHus, nposBugemsle B MCII[In. K Takum
HMCTOYHMKAM MOXHO OTHECTH MEPCOHAJ MOCTABIIMKOB PA3JIMYHOIO POJIAa YCIYyT, NEPCOHAT HAA30PHBIX



OpraHu3alil U aBapuUHBIX CIYKO U T.m. JleWcTBus (Yrpo3bl), HCXOISIINE OT JaHHBIX HCTOYHUKOB,

COBEpIUIAIOTCS 110 HE3HAHHIO, HEBHUMATEJIbHOCTH WJTM XaJIaTHOCTH, U3 JIFOOOMBITCTBA, HO 0€3 371070 YMBICIA.

[IpeagnamepeHHbIE ICTOUHUKY MPOSIBIISIOTCS B KOPBICTHBIX yCTPEMJICHUAX HapymuTeneid. OCHOBHas

1eJb TAKUX MCTOYHUKOB - YMBILUICHHAs JIe30pranu3aius padoTsl, BbIBOJ cucteM OpraHuszaiuu U3 cTpos,
UCKaxeHue nHdopmanmu 3a cueT nporrkHoBeHus B UCIIJH myTeM HeCaHKIIMOHUPOBAHHOTO JOCTYTIA.

BHyTpeHHUMH HMCTOYHMKaMH, KaK MPaBHJIO, SBJSIOTCS CIELUUATMCTBI B 00JIACTH MPOTrPaMMHOIO
o0ecrieyeHrss M TEXHMYECKHUX CPEACTB, B TOM YHCIE CPEACTB 3allUThl HHPOpPMAIUH, HMEIOIIHNe
BO3MOXXHOCTh MCIOJIb30BaHUS IITATHOTO 000pYyI0BaHUS U MporpaMMHO-TexHuueckunx cpeacts UCIIn. K
TakKMM HMCTOYHMKAM MOXKHO OTHECTH OCHOBHOM IepcoHal, NpeacTaBuTeNel ciayx0 Oe3omacHOCTH,
BCIIOMOTATEJIbHBIN U TEXHUYECKUI ITEPCOHAIL.

JJi BHYTPEHHUX UCTOYHHUKOB YTPO3 0CO00€ MECTO 3aHUMAIOT YIPO3bl B BUJI€ OIIMOOYHBIX
AeiicTBUS U (WIK) HapyLIeHUH TpeOOBaHM SKCIITyaTallMOHHOM U MHON JOKYMEHTAIIUN COTPYAHUKAMU
VYupexaenus, nmeromux goctyn k UP UCIT/Ix. K mogoOHpIM yrpo3aM, B 4aCTHOCTH, OTHOCSITCS: -
HETMPEAYMBIIIUIEHHOE UCKaXXEHUE WIIH YAAJIEHUE MPOTPAMMHBIX KOMIIOHEHTOB;

- WTHOPUPOBAHKE OPTraHU3ALMOHHBIX OrpaHNYeHUH (YCTaHOBJICHHBIX IPAaBUII) IPU paboTe ¢ pecypcaMu
NCIIdH, BKIIOYas CpeAcTBa 3alMThl nHpopManuu. B yactHocTu:
- HapylUIeHHe MMPpaBWI XpaHeHUs HH(GOPMallK OTPAaHUYEHHOTO JOCTYIIA, UCIIOIB3YEMOU MPH
AKCILTyaTaI[uu CPEJICTB 3aIIUTHI HHGOpMAIUH (KIF0YEBOU, MAPOIBHON U Ay TEHTUUITUPYIOICH
nHdopmanmn);
- MpeAocTaBiIeHHE TOCTOPOHHUM JIHIIaM BO3MOKHOCTH JIOCTYTIA K CPEACTBAM 3alIUThl HHPOPMAIIHIH, a
TaK)Ke K TEXHHYECKUM U TIPOTPAMMHBIM CPEJICTBAM, CIIOCOOHBIM IMOBIUSAThH HA BBHITIOTHEHUE
MPEIbABISEMBIX K CPECTBAM 3aIUTH HHPOPMAIIMN TPeOOBaHUI;
- HacTpoiKa U KOHPUTYPUPOBAHUE CPEICTB 3aAIIUTHI MH()OPMAIINH, a TAKIKE TEXHUUECKUX U
MIPOrPaMMHBIX CPEJCTB, CHOCOOHBIX MOBJIMATH HA BHIIIOJIHEHUE MTPEABABIISEMBIX K CPEACTBAM 3aIUThHI
uH(popManuy TpeOOBaHU, B HAPYIIICHHE HOPMATUBHBIX U TEXHUYECKUX JJOKYMEHTOB;
- HecooOmeHue o (hakTax yTpaThbl, KOMIIPOMETAITUH KITFOUEBOM, TAPOJILHON U ayTeHTHDHUITUPYIOIEH
nH(popMaIuu, a TakkKe 00 Ipyroi HHGOPMAIIMH OTPAHUYECHHOTO JTOCTYIIA.

HaubonbIryto ormacHOCTh MPEICTABIISAIOT IPESAHAMEPEHHBIC YTPO3bI, HCXOSIINE KaK OT BHEIIHUX, TaK
U OT BHYTPEHHUX aHTPOIIOI€HHBIX UCTOYHHUKOB.

HeoOxonumMo paccMaTpuBath CeIyIONIME KJIacChl TAKUX YTPO3:

- yrpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMHU ACUCTBUSAMHU Jinl, uMerommMu noctyn k UCII/IH, Britoyas
nosib3oBareneil UCIIIH 1 MHBIX COTPYAHUKOB YUpEXIEHUS, PEAU3YIOIUMHU YTPO3bl HEMOCPEACTBEHHO B
UCTIH (BHYTpEHHUN HAPYIIUTENh);

- YIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU JAEUCTBUSAMHU JHll, He umeromuMu gocryna k MCII/x u
peaIM3yIONIMMHU YIPO3bl M3 BHEHIHMX CETe CBA3M OOIIEro IMOJIb30BAHUSA WJIM CETel MEXIyHApOIHOTO
nH(OPMAIIMOHHOTO 0OMEHa (BHEIIHUN HAPYIIUTEh ),

- yrpo3bl, CBA3aHHBIE C NPEAHAMEPEHHBIMH IEUCTBUSIMHU JHL, He umerommmu aocryna k UCIIH n
peanusyromumu yrpossl no TKY H.

- TexHorenHble HCTOYHUKH Yrpo3 Oe3onacHoctH I1/{n

TexHOreHHbIe ICTOUYHUKH YTPO3 HAMIPSMYIO 3aBUCST OT CBOMCTB TEXHUKU. JlaHHBIE ICTOUHUKH TAKXKE
MOTYT OBITh KaK BHEITHHUMH, TaK U BHYTPCHHUMH.

K BHemHMM ucTouHMKaM OTHOCATCA HHbpacTpykTrypHbie 3nemeHTsl MCIIJIH: cpencTtBa cBsi3u
(TenedoHHBIC TUHUY, JIMHUU TIEPEAad TaHHBIX U T.I1.), CETH WHKCHEPHBIX KOMMYHUKAIIUN (BOJOCHAOKEHNE,
KaHaJu3alus, OTOIUIEHUE U TIp.).

K BHYTpeHHUM HCTOYHHKAM OTHOCSITCS HEKAUECTBEHHBIE TEXHUYECKUE U MPOTPaMMHBIE CPEACTBA
00paboTKu MH(pOpPMAIUK, BCIOMOTATeIbHBIE CpeIcTBa (OXpaHbl, CHUTHAIW3AIUHU, TelehOHUH), APYTHE
TexHuueckue cpeactpa, npumensiembie B MUCII/IH, a Takke BpEeIOHOCHOE MPOTpaMMHOE OOecreueHue u
anmnapaTHbIe 3aKJIaJKU.

AnmnapaTHas 3aKIaaKa

ArnmaparHble 3aKJIaJKd MOTYT ObITh KOHCTPYKTUBHO BCTPOCHHBIMU U aBTOHOMHBIMHU. ATNapaTHbIE
3aKJIaJKd MOTYT peajiu30BaTh YIrPO3bI:

- cbopa u HakorieHus [1/1H, oOpabdaTeiBaeMbix u Xxpanumbix B UCII/IH;
- (opmupoBanus TKYU.

B cuny oTMeueHHBIX CBOMCTB amlmapaTHBIX 3aKiaJoK 3¢ (EeKTHBHAs 3alldTa OT HUX MOXKET OBbITh
obecriedyeHa TOJBKO 3a CUET TINATENBHOTO ydYeTa WX CHeNu(PUKH M COOTBETCTBYIOUIEH OpraHHU3aIiu
TEXHUYECKOH 3aIUThl HHPOPMAIIMHU Ha BCEX CTausaX )u3HeHHoro nukia MCIT/x.

Hocurens Bpe10HOCHON IPOrpaMMBl



B xauectBe HOcuTens BpenoHocHou nporpammbl B MUCIT/IH MOKeT BBICTynaTh annapaTHBINA SJIEMEHT
CpeACTB BbluMCIUTENbHOM TeXHUKH M3 coctaBa MCII[H wim T1O, BemmonHsONmEe pojab MPOrPaMMHOTO
KOHTEWHepA.

Ecnm BpenoHocHas mporpamMma HE acCOIMUPYETCS ¢ KaKOW-TMOO TMPUKIATHOW TPOrpaMMou M3
coctaBa cuctemuoro i obmiero 10 UCII/IH, B kauecTBe €€ HOCUTEIS BBICTYIAIOT:

- BHCIIHUW MAIIMHHBIA (OTYYKAE€MBbIii) HOCUTENb, T.€. TUCKETa, ONTHYECKUN AUCK, JIA3ePHBIA TUCK, (IIAII-
MaMsTh, BHSITHUM KECTKUU JUCK U T.II.;

- BCTPOCHHBIE HOCHTENU WH(MOpMANUU (KECTKUE TUCKU, MUKPOCXEMBI ONEPATHBHON MAaMSTH, MPOIIECCOP,
MHUKPOCXEMBI CHCTEMHOH IIJIaThl, MUKPOCXEMBI YCTPOMCTB, BCTPAUBAEMbIX B CHCTEMHBIN OJIOK yCTpOHCTBA -
BUJICOAIaNITePa, CETEBOM TUIATHI, YCTPOMCTB BBOJIA/BBIBOMIA U T. 11.)

- MHKPOCXEMBI BHEUTHUX YCTPOUCTB (MOHUTOpPA, KJIaBUATYpPHL, IPUHTEPA, INIOTTEpPA, CKaHepa U T.I1.).

B Tom ciydae, eciau BpeIOHOCHAsI TPOrpaMMa MOXKET OBITh MPOACCOIMUPOBAHA C CHCTEMHBIM HIIN
obmum I10, ¢ daitmamu pa3TMIHON CTPYKTYpPHl WJIHM C COOOIICHHUSMH, MEpeAaBaeMbIMU IO CETH, TO €€
HOCHUTEJIEM SIBISIOTCS:

- makeTsl nepenaBaembix 1o cetu UCITJIH cooOrenHwit;
- (paiinbl (MucionHAEMBIC, TEKCTOBBIE, TpaUUECKUE U T.1.).

[Ipy BO3HMKHOBEHMM yIpO3 W3 JAaHHOM TPYIIBI MOSABIAETCS IOTEHIMANIbHAs BO3MOKHOCTh
HapyIICHUsT KOH(PUACHIINATHHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH M JPYIUX XapaKTEPUCTUK OE30MmacHOCTH
I1/1H.

CTuxuiiHble HCTOYHUKH yrpo3 Oe3onacHocTu I1/In

CTuxuiiHble MCTOYHUKH YTPO3 OTJIMYAETCS OONBIIMM PAa3HOOOPAa3MEM U HEMPEICKa3yeMOCThIO U
SBJISIIOTCSA, KaKk NPaBWIO, BHEIIHMMM [0 OTHOUIEHUIO K YupexnaeHuto. llom Humm, mpexne Bcero,
paccMaTpuBalOTCs pa3IMyHbIe MPUPOIHBIC KATAKIM3MBI: MOXKapbl, 3eMJIETPSCEHUSI, yparaHbl, HAaBOJHCHHUSI.
BO3HUKHOBEHHME 3TUX MCTOYHHUKOB TPYIHO CIIPOTHO3MPOBATH U UM TSKEJIO MPOTUBOAECHCTBOBATH, HO MPH
HACTYIUICHUH TOJ00HBIX COOBITUH HapymaeTcs mraTHoe ¢pyHkunonuposanue camoit UCIIIH u ee cpencts
3alUThl, YTO MOTEHLUUAIbHO MOXKET MPHUBECTH K HAPYIICHHUIO KOH(PHUIECHIMAIbHOCTH, LIEIOCTHOCTH,
JOCTYITHOCTH ¥ IPYTHX XapaKkTepucTuk 6e3onacHoctu [1/1H.

3amuTa OT yrpo3, UCXOISIINX OT TEXHOTCHHBIX U CTUXMMHBIX HCTOYHUKOB yTrpo3 Oe3omacHoctu [1/1H,
pETTIaMEHTHPYETCS WHCTPYKIUSAMHU, pa3pabOTaHHBIMU ¥ YTBEPXKJACHHBIMU OINEPATOPOM C  Yy4ETOM
ocobennocteit axcrmyaranuu UCIT/IH.

VIl. Mopaesab HapymmTeas 6€301aCHOCTH EPCOHATBHBIX JAHHBIX

1. Ananu3 BO3MOKHOCTEH, KOTOPBIMU MOKET 00J1a/1aTh HAPYIIIUTEIh, IPOBOIUTCS B PAMKaX MOJICIH
HapyLIUTES.

[Ipu pa3paboTke MoeTN HApYIIUTENs 3ahUKCHPOBAHBI CIEAYIONIUE MOIOKEHUS:

- besonacnocts I1/ln B UCII/In obecnieunBaercst cpeacrBamu 3ammthl nHGopmanmu WCII/IH, a Takke
UCIOJIb3YEMBIMH B HUX WH(OPMAITMOHHBIMU TEXHOJIOTHSIMH, TEXHHUYECKUMHU U TPOTPAMMHBIMH CPEJICTBAMH,
YIOBJIETBOPSIOUIUMU TpeOOBaHUSAM TO 3aliuTe HHGOPMAalM{, YCTAaHABIMBAEMBbIM B COOTBETCTBHH C
3aKoHoJarenbeTBOM Poccniickoit denepanuu;

- CpencrBa 3ammtel uwHpopmaruu (C3U1) mTaTtHO (QYHKIHMOHHPYIOT COBMECTHO C TEXHHUYECKUMH U
MPOrPaMMHBIMH CPEJICTBAMH, KOTOpBIE CIOCOOHBI TOBIHUSATh HA BBIMOJHEHHUE TpeabsBisembix k C3U
TpeOOBaHUI;

- C3U ne moryt obecrieunth 3amuty IIJ[H OT neiicTBUil, BBHINONHAEMBIX B paMKax MpPeJOCTaBICHHBIX
cyOwbekTy nerictBuii mosHoMouni (Hampumep, C3U1 He moxer obecmneunth 3amuty IIJIH OT packpwiTus
JULaMU, KOTOPBIM MPEAOCTABIEHO MIPABO HA JOCTYII K 3TUM JIaHHBIM).

2 .Oncanue HapyIIUTeNeH.

C TOYKM 3peHUs HAIMYHS ITPaBa MOCTOSHHOTO WIIH Pa30BOT0 IOCTYIA B KOHTpoupyeMyto 30HY (K3)
oowekToB pazmenieHuss WMCIIJIH Bce ¢usuveckue numa MOryT OBITh OTHECEHBI K CICAYIOIIUM IBYM
KaTeropusiM:

- kareropus | - muna, He UMEOIIME MpaBa A0CTyNa B KoHTpoaupyemyto 300y UCII/H;
- kareropus Il - muna, umeronue npaso gocryna B KoHTponaupyemyto 300y UCITJH.
Bce norenmanbHple HApyIIMTEIN TOAPA3AEIAIOTCS Ha!
- BHEIIHUX HapYLIMTENEH, OCYIIECTBIAIONMX aTaky U3-3a ITpeieoB KoHTpoaupyemoit 30061 UCIT/IH;
- BHYTPEHHHMX HApYIIMUTEJIECH, OCYIIECTBISIOMMX aTaKu, HAXOJACh B Ipeleraax KOHTPOIUPYEMOH 30HBI
UCTIH.

B kauecTBe BHEIIHEr0 HAPYLIUTENSI KpOME JIUIL KaTeropuu I JOKHBI pacCcMaTpUBaThCs TAKXKeE JIULA
kareropuu lI, Haxongmuecs 3a npegenamu K3.

B otnomennu UCIT/IH B kauecTBe BHENTHETO HAPYIITUTEIISIMHU U3 YHCIIA JIUI KATETOPUH | MOTYT BBICTYNATh:



OBIBIINE COTPYIHUKH Y UPEKICHMUS,
ITOCTOPOHHUE JINIA, MBITAIOIIUECS OJTY4YUTh J0CTYI K [1/[H B MHUIIMAaTUBHOM MOPSIKE;
MpeACTaBUTEIN MPECTYIHBIX OpraHu3aIui.

BHemnuii HapymmTenb MOKET OCYIIECTBIIATh:
- mepexar obpabaTsiBaeMbIx TexHHueckumu cpeactBamu MCITIu I1/1n 3a cuer ux yreuku mo TKYU c
WCIIONb30BAHUEM MOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, a TaKK€ AaBTOHOMHBIX ABTOMATHYECKUX CPEICTB
pa3BEAKU CEPUITHOM pa3pabOTKH;
- JECTPYKTHUBHBIE BO3JICHCTBUA uepe3 3JeMeHThl HH(popMarmonHoi unppactpykrypsl MCII/IH, koTophie B
MIPOLIECCE CBOETO KM3HEHHOTO LIKKJIA (MOAEpHU3ALIKSA, COTPOBOXKACHNE, PEMOHT, YTUIIN3a1lHs) OKa3bIBAIOTCS
3a npenenamu K3;
- HECaHKLUHMOHUPOBAaHHBIA JOCTYNn K HWH(OpPMALUU C HCHOJB30BAHUEM CIEIHUAIbHBIX IMPOTPAMMHBIX
BO3JICUCTBUI TOCPEJICTBOM MPOrpaMMbl BHPYCOB, BPEIOHOCHBIX MpOrpamM, aJrOPUTMHUECKUX WIIU
MIPOTrPaMMHBIX 3aKJIAJI0K;
- mepexBarT MH(OpPMAINH, TepeaBacMON 1O CEeTSM CBSI3M OOIIETO MOJb30BAaHUS WM KaHAllaM CBSI3U, HE
3alUIIEHHBIM OT HecaHKiuoHupoBaHHoro aoctyna (HCJ) k uadopmanum opraHu3aliliOHHOTEXHUYECKUMU
Mepamu;
- araku Ha CII/IH myTem peanu3anuu yrpo3 yaajJeHHOTO JOCTyMa.

Buytpennuii HapymuTens (Jiuia kateropud |1) moapasaensercs Ha BOCEMb IPYIII B 3aBUCUMOCTH OT

croco0a ¥ OJIHOMOYHH TocTyma K nHpopmarmonHsiM pecypcam (UP) UCIIH.

-K nmepBoii rpymnmne OTHOCATCA COTPYAHUKH Y UPExKACHUS, HE SBISAIOIINECS 3apETUCTPUPOBAHHBIMU
nosb3oBareasiMu U He gonyuieHHsie kK P UCIT/IH, HO uMmerolire caHKIIMOHUPOBaHHbIN goctyn B K3.

JIu1o JaHHOM TPYIIIBI MOXKET:

- pacnojaratb MMEHaMHU M BECTH BBISBIICHUE [1apOJIEH 3aperucTpupoBaHHbIX nonb3osareneit MCI1/IH;

- M3MEHATh KOHQUIypaluio TEXHUYECKHUX cpeAcTB oOpabotku I1J[H, BHOCHTH mporpamMMmHO-amnmnapaTHbIe
3aknaaku B IITC UCIIIx u obecnieunBaTh cheM HHPOPMALIUHU, UCIIOIB3Ys HEMOCPEICTBEHHOE TOKITI0OUEHHE
K TEXHUUYECKHM CPEJICTBaM 00pabOTKH MH(POPMAIIUH.

- Ko BTOpO#i Tpynme oTHocsATCA 3apeructpupoBaHHblie moJsibzoBarenun WMCII/H, ocymecTBistomme
orpannueHHblii goctyn k MP UCII[Jn c¢ pabouero mecra. K 3TOH KaTeropum OTHOCSATCS COTPYJHHKH
Yupexaenus, uMeroiue npao goctymna K JokanbHbiM P UCIT/IH 115t BBIMOJIHEHUS CBOUX AOJIKHOCTHBIX
00s13aHHOCTEH.

JIviio qaHHOM TPyNIIbL:

- 00mazaeT BceMH BO3MOXKHOCTSIMU JIHII TIEPBOM KaTerOpUH;

- 3HAET, 10 MEHBIIEW Mepe, OJTHO JIETaIbHOE UMS IOCTYIIA;

- oOnagaeT BceMU HEOOXOAMMBIMH aTpuOyTaMu (HarmpuMep, maposem), ooecreunBaromuM 1octyn k P

NCIIn;

- pacnonaraet [1J[H, K KOTOPBIM UMEET AOCTYIL.
- K Tperbeil rpymnme OTHOCATCS 3aperucTpupoBaHHbIe mojb3oBarenu noxacucrem HCIIH,
OCYULIECTBIIAIOIINE yAAICHHbIN qocTyn K [1/IH 110 JI0KanbHOM ceTH YUupexaeHus.

JIu1o naHHOW TpyNIbL:

- 00nasaeT BceMH BO3MOXHOCTSIMHU JIML] BTOPOI KaTerOPHH;

- pacnonaraet uHpopmarnueit o Tononoruu cetr UCIIIH u coctaBe Texunueckux cpeacts UCI/IH;

- HUMeeT BO3MOXKHOCTb MpsAMOro ((hu3nyeckoro) AocTymna K oTAenbHbIM TexHudeckuM cpeactBam (TC)

NCII/R.

- K ueTBepToil rpynme oTHOCATCS 3aperucrpupoBaHHble nosib3oBatenu MCIIJIH ¢ noaHoMounsaMu

agmuHucTpaTopa 6ezonacHocta MUCIT/IH.

JIn1o naHHOW TpyNIbL:

- obmamaer mONHOM wWHGOpPMAIMEH O CHUCTEMHOM H TIPHUKJIATHOM MPOrPaMMHOM  OOECIEUeHUH,

ucnonszyemom B cermente UCII/IH;

- oOnagaet moJiHOM HH(POPMAIIMEH 0 TEXHUYECKUX CpeacTBax U KoHpuryparuu cermenta UCI1/IH;

- WMeeT JOCTYI K CPEe/ICTBaM 3alIUThI HH()OPMAIIHH U IPOTOKOIMPOBAHUS, & TAKXKE K OT/ICIIEHBIM DJIEMEHTAM,
ucnoib3yembiM B cermenTe MCII/IH;

- HMMEET JIOCTYI KO BceM TeXHUu4YeckuM cpenctBam cermenta UCII/H;

- o0nagaer nmpaBaMu KOH(pUTypUpOBaHUSA M aJIMUHHUCTPATUBHOW HACTPOWKH HEKOTOPOIO MOJAMHOMXECTBA

TexHU4ecKux cpeacts cermenta MCIT/H.

- K msAToil rpymnme oTHOCATCS 3aperuCTPpUPOBAHHBIE MOJIB30BATENN C MOJHOMOYMSIMU CUCTEMHOIO
aJIMMHHUCTPATOPA, BBITOJHSAIOMIETO KOHPUTYpUPOBAHWE W YIPABICHHWE MPOTPAMMHBEIM O00ECIEYCHHEM H
o0opyaoBaHHEM, BKIIIOYas 000pyAOBaHUE, OTBEUAOIIee 3a 0€30MaCHOCTD 3alUIAaeMOro 00bEKTa: CPEICTBA



MOHUTOPHHIA, PE3EPBHOIO KONMMPOBAHUS, aHTUBUPYCHOI'O KOHTPOJISA, 3AIUTHI OT HECAHKIIMOHHUPOBAHHOIO
JOCTYyTA.

JIM1o naHHOW IpymIbL:

- obJazaeT moaHoM nHMOpMaIel 0 CUCTEMHOM, CIIeHAIbHOM | TipukiiagHom [10, ucnonb3yemMom B
NCIT/H;

- oOmanaer nonuoi unpopmanueit o TC u koudurypauun UCI1/In

- umeet goctyn ko BceM TC UCII/IH u nanHbIM;

- obyagaeT mpaBaMu KOH(GUTYpUpOBaHUS U afMUHUCTpaTuBHOM HacTpoiiku TC UCTI/IH.

- K mecroii rpymnme oTtHocsATcs 3apeructpupoBaHHble mnosb3oBarenu WCII[IH ¢ nomHoMoumsmu
aJIMUHHCTpaTopa O€30MacHOCTH YUpeKICHHs, OTBEYAIOUIero 3a COOJII0JIEHHE MpaBWil pa3TpaHUuEHUs
J0CTYTa, 32 TeHEPALNIO KII0UEBBIX 3JIEMEHTOB, CMEHY NapoJieil, KpunTorpaduyeckyo 3amuTy HHGpOpMaIum.
AnmuHuCcTpaTop 0€30MacHOCTH OCYIIECTBISET ayAUT TEX K€ CPEACTB 3alllUThl 00BEKTA, YTO U CUCTEMHBIN
aZIMUHUCTPATOP.

JIu1o naHHOW TpyNIbL:

- oOmanaer nonHoi uHpopmanueit 06 UCI1/IH;

- HMeeT JOCTYI K CPeJICTBaM 3aIIUThl HH()OPMALIUK U IPOTOKOIUPOBAHUS U K YaCTH KIIIOUEBBIX AJIEMEHTOB
NCI1ds;

- HE UMeeT IpaB AOCTyNa K KOHYUTYPUPOBAHUIO TEXHHUECKUX CPEJCTB CETH 3a UCKIIOUEHUEM
KOHTPOJIbHBIX (MHCTICKIIMOHHBIX).

- K ceapmoil rpynme OTHOCSATCS JIMIIA W3 YHCIAa TMPOrPAaMMKCTOB - Pa3pabOTYUKOB CTOPOHHEH
OpraHu3aIyy, ABJsAtomuxcs nocrapumkamu [10 u numa, odbecreynBaroye ero COnpoBOXKICHUE Ha 00BEKTE
pasmenienus UCIT/H.

JIM1o naHHOW IpyNIbL:

- obOmanmaer nHpopMalmeit 00 anropuT™Max u nporpammax oopadotku napopmanuu B UCII/H;

- 005agaeT BO3MOXKHOCTSIMU BHECEHUS OIIMOOK, HEJCKIAPHUPOBAHHBIX BO3MOXKHOCTEH, MPOrpaMMHBIX
3aKyIa70K, BpeaoHocHbIX mporpamM B [10 UCII/Ix Ha cTaguu ero pa3paboTKu, BHEAPEHUS U CONTPOBOXKIACHUS;
- MOXET pacrosararh Jito0siMu pparmenTamu nHpopmarmu o TC 00paboTku 1 3amUTH HHPOpMAIUK B
NCIId#.

- K BocbMmoii rpymme oTHOCSTCS iepconai, oocmyxkuBatomuii TC UCIT/IH, a Takke uiia,

o0ecreynBaroIIue MocTaBKy, conpooxaeHue u peMont TC UCII/IH.

JIu1o naHHOW TpyNIbL:

- o0agaet BO3MOKHOCTAMHU BHeceHUs 3aknanok B TC MCII/Ix Ha ctanuu ux pa3paboTKu, BHEAPCHUS
U CONPOBOXKACHUS;

- MOJKET pacroyiarate (pparmentamu nHpopmaruu o tornonoruu UCI1JIH, aBTOMaTH3UPOBAHHBIX
pabouux MecTax, cepBepax U KOMMYHUKAIIMOHHOM 000pYy/0BaHUH, a Takke 0 TC 3amuTel HHPOpMaIuu B
NCII/R.

3. IlpeamnonoxeHus: 0 BO3SMOXXHOCTSIX HAPYIIUTEIS.

Jnst monmyyenust ucxoaubix naHHbix 0 MCIT/In Hapymmrens (kak [ kareropuu, Tak u Il kareropun)
MOJKET OCYILECTBIIATH MepexBar 3amudpoBaHHON HH(OPMALIUY U UHBIX JaHHBIX, IepeaBaeMbIX 110 KaHajlaM
CBSI3U CETSAM OOIIEro MOJIb30BaHUs U (MITH) CETSIM MEKIYHAPOJIHOT0 HH(OPMAIIMOHHOTO OOMEHa, a TAKXKe 110
nokanbHbIM ceTsiM MCII/IH.

JIr060#1 BHYTpEHHHI HapyIIUTEIb MOXET UMETh (PU3MUECKUI NOCTYI K JUHHUSIM CBS3H, CHCTEMaM
JJEKTPONUTAHUS U 3a3E€MIICHHUSL.

[Ipennonaraercs, 4T0 BO3MOKHOCTH BHYTPEHHETO HAPYIIUTEIS CYIIECTBEHHBIM 00pa30M 3aBHCAT OT
JNEUCTBYIONMUX B Tpeneiaax KOHTPOJUpYyeMol 30HBI 00beKkTOB pasmemieHuss VCII[H orpaHuYUTENBHBIX
(akTOpOB, U3 KOTOPHIX OCHOBHBIMH SIBIAIOTCS PEKUMHBIC MEPONPHUATHS U OpPraHU3allMOHHO-TEXHUYECKHE
MEpBI, HAIIPaBJICHHBIE Ha!

- MPENOTBPAILLECHUE U TPECCUCHNE HECAHKIIMOHUPOBAHHBIX JICHCTBUM;

- 1oa0Oop M pacCTaHOBKY KaJIpOB;

- J0MYyCK (U3UYECKUX JIHII B KOHTPOJIUPYEMYIO 30HY U K CPEACTBAM BBIYHUCIUTEIBHON TEXHUKH;
- KOHTPOJIb HaJ| MOPSIIKOM MPOBEACHUS PadOT.

B cuity 3T0Oro BHYTpeHHMM HApyLIIUTENIb HE UMEET BO3MOKHOCTH MOJIYYEHUS CHEUAIbHBIX 3HAHUM
o UCII/Ix B 00BbemMe, HEOOXOIUMOM JIJIsl PEIICHHS BOIIPOCOB CO3JIaHUs M TIPEOIOJICHHS CPeACTB 3amuThl [11H,
U UCKJIIOYAETCA €ro BO3MOXHOCTBH IO CO3JaHUI0 M MPUMEHEHUIO CHEIUAIBbHBIX TPOrPAMMHO-TEXHUYECKUX
CPEIICTB peanu3aluy LEICHANPABICHHBIX BO3JCUCTBUI JAHHOTO HApyLIMTENs Ha IMOAJICKAIIUE 3alUTe
OOBEKTHI M OH MOXKET OCYIIECTBISATH MOMBITKM HECAaHKIIMOHUPOBAHHOTO jnoctyna Kk P ¢ ucnonb3oBannem
TOJIBKO IITAaTHBIX MPOrpaMMHO-TeXHUYeCKUX cpenctB UCIIIH 6e3 HapyIeHus UX eJIOCTHOCTH.



Bo3moxHOCTE CcroBopa BHYTPEHHUX HApyIIMTENIeH MeEXAy Co0o0i, Cropopa BHYTPEHHETO
HapymuTeass C TEepCOHAJIOM oOpraHm3anui-pazpadorunkoB mnoacuctem HWMCIIJIH, a Ttakxe crosopa
BHYTPEHHEr0 M BHEIIHEro HapyIIUTeNled oJKHA OBITh HCKIIOYeHA NPUMEHEHHEM OpraHU3aIlMOHHO-
TEXHUYECKHUX U KaJPOBO-PEKUMHBIX MEp, IEUCTBYIOMHMX Ha 00bekTax pasmemenust MCIT/Ix.

4. TlpenmonoxeHus 00 UMEIOIIUXCS Y HAPYIIUTENS CPEJCTBAX aTaK

[Ipenmonaraercs, 4To HAPYIIUTEIh UMEET BCE HEOOXOAUMEBIE JJIs TPOBEACHUS aTaK MO JOCTYITHBIM
€My KaHajaM aTak Cpe/CTBa.

Buemnunii Hapymmrens (nmua kareropud I, a Takke numa kareropuu Il mpm HaxoxaeHUHW 3a
npeaenamMu K3) MOKeT HCTIONBb30BaTh CJIEIYIONTNE CPEICTBA TOCTYIIA K 3alUIIIaeMOi HH(GOPMAITIH:

- JIOCTYIIHbIE B CBOOOJHOM MpOa)Ke ammapaTHble CPeACTBa M MPOTrpaMMHOE obecrieueHue, B TOM YHCIe
[IPOrpaMMHBIE U allapaTHbIE KOMIIOHEHTHI KPUIITOCPECTB;

CHeHaIbHO pa3paboTaHHbIE TEXHHUECKUE CPEACTBA U MPOrPAMMHOE 00ECIIeUeHNE;

CpeICTBA IepexBaTa 1 aHain3a HHPOPMAIIMOHHBIX TOTOKOB B KaHajlaX CBSI3U;

crieManbHble TEXHUYECKHE CpecTBa nepexsata nHpopmanuu no TKYU;

- mrartHeie cpeactBa MCII/n (Tonapko B ciiydae ux pacronokeHnus 3a npeaenamu K3). Bayrpennwmit

HapYyLIUTEh U JOCTYIA K 3aIuiiaeMoil nHpopmanuu, coaepsxareit I1J1H, moxer
KCMOJIb30BaTh TOJbKO mmTatHeie cpencrBa MCIIH. [Ipu 3TOM €ro BO3MOMHOCTH IO HCIOJIb30BAHUIO
IITATHBIX CPEJICTB 3aBUCAT OT peann3oBaHHbIX B UCII/IH opranu3aiimOHHO-TEXHUYECKUX U PEKUMHBIX MEP.

5. Omnucanue KaHAJIOB aTak.

Bo3MOXHBIME KaHajmaMy aTak, KOTOPbIE MOXET HCIIOJIb30BaTh HApyHMIUTENb Ui JOCTyla K
zanumaemoii uagopmaru B UCIIH, sBustores:

- KaHaJIbl HEMOCPEACTBEHHOTO JOCTYIA K 00BEKTY (BU3yaTbHO-ONTHYECKUN, aKyCTUUECKUN, (PU3HUECKUN);
- DJIEKTPOHHBIC HOCUTENW WH(OpPMAIMH, B TOM YHUCIIE ChEMHBIC, CIaHHBIE B PEMOHT U BBIIICANINE W3
ynoTpeoaeHus;

- OymMaKHBIE HOCUTENN UH(POPMAIIH;

- LITaTHbIE NIporpammHo-annaparseie cpeacrsa UCI/H;

- Ka0enmpHBIC CHCTEMBI 1 KOMMYTAIIMOHHOE 000pYI0BaHKE, PACTIOIOKEHHBIC B IIPEe/iaX KOHTPOIUPYEMOit
30HbI U He 3amuiieHHsie oT HCJI k nHdopmanuy opraHu3aliOHHO-TEXHUUYECKUMU MEPaMU;

- He3alMIIeHHBIE KaHalbl cBa3u; TKYU.

6. Tun napymmrtens mnpu wucnonb3oBanuun B HCIIJIH kpunTorpaduyeckux CpeacTB 3alluThI
uHpOpMAIIU

[Ipu o6mene wunbpopmarmert mexay WMCIIIH w1 BHEMIHUMH 10 OTHOIICHHUIO K TPEIIPHUSITHIO
MH()OPMALIMOHHBIMUA CHUCTEMaMH HEOOXOJMMO HCIIONh30BAHUE CPEACTB KpUNTOrpauuecKkoi 3amiuThl
nndopmanuu (CK3U).

VYpoBeHb Kpunrtorpauueckoil 3amMThl MEPCOHANBHBIX JaHHBIX, obecneunBaemoii CK3U,
ONpPEACNSIETCA MYyTeM OTHECEHUS] HapyIIMTENs, ACHCTBUSAM KOTOPOro AO0KHO mnpoTuBoctoarh CK3U, k
KOHKPETHOMY THIY, U 0a3upyeTcss Ha IMOAXO0JaX, OMUCAHHBIX B «METOIUYECKUMH PEKOMEHIAMSIMH TI0
00€CIIeueHNI0 ¢ TIOMOIIBI0 KPUIITOCPEACTB OE30MaCHOCTH IMEPCOHANBHBIX JTaHHBIX MPH UX 00paboTke B
MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TaHHBIX C UCIIOJIH30BAHHEM CPEJICTB aBTOMATH3AIUI.

Tun mapymmrens u knacc CK3U nomken onpenensiThes B COOTBETCTBHH ¢ TaOIUIIEH



Tabmuua - CooTBeTCTBHE TUIIOB HapymuTens U kiacca CK3U

I'pynna BHyTpeHHero HapyummureJist Tun napymmresst Kaace CK3U
I'pynma 1 H2 KC2
I'pynma 2 n3 KC3
I'pynna 3 n3 KC3
I'pynmna 4 n3 KC3
I'pynna 5 n3 KC3
I'pynna 6 n3 KC3
I'pynmna 7 HS5 KB2
I'pynna 8 H4 KB1

Buemnunii HapymuTens otHocuTea K tunmy HI. Ilpu sToMm, ecnu oH o0siagaeT BO3MOXKHOCTSAMH 10
CO3JIaHHIO CITIOCOOOB U MOATOTOBKU aTaK, aHAJIOTHYHBIMU COOTBETCTBYIOIIMM BO3MOXHOCTSIM BHYTPEHHETO
Hapymuresns tuna Hi (3a uCKITtoueHneM BO3MOXKHOCTEH, TIPEIOCTaBISIEMbIX TPEObIBAHIEM B MOMEHT aTaKH B
KOHTPOJMPYEMOM 30HE), TO 3TOT HAPYIIUTENb TaKKe Oy1eT 0003HaYaThCsl Kak HapymuTeab Tuna Hi.

VIIl. AxkryajabHble yrpo3bl 0€301aCHOCTH EPCOHATBbHBIX JAHHBIX B HHPOPMAIIMOHHBIX
cHCTEeMAaX NMepPCOHAJBHBIX JAHHBIX

1. Jlns BeIABNIEHHMS M3 Bcero mepedHst yrpo3 OezomacHoctu I1/In axrtyanbnbix mms MCILIa
OLICHHUBAIOTCS 1BA ITOKA3aTes:

- ypoBeHb ucxoanou 3amumensoctu UCII/Ix;

- 4acToTa (BEpOATHOCTH) pealn3allii pacCMaTpUBAEMON yrpoO3bl.

2. Y poBeHb UCXOAHOM 3aUIEHHOCTH HH(POPMAIIMOHHON CUCTEMbI MIEPCOHAIBHBIX TaHHBIX

[Tox ypoBuem ucxoanoi 3anumennoctu UCIT/IH morrmmaercss 00001eHHBIH 1TOKa3aTeNb, 3aBUCSIIANA
OT TEXHUYECKHX M IKCIUTyaTallMOHHBIX XapakTepuctuk MCIIH.

1. Tlpuanmaetcs, uto UCIIIH nMeeT BBICOKHI YPOBEHBb HCXOIHOU 3aIUIIIEHHOCTH, €CITH HE MEHEE
70% xapakrepuctuk MUCIT/IH cCOOTBETCTBYIOT YPOBHIO «BBICOKHII», @ OCTAIIHBIE YPOBHIO «CPEIHUI.

B cnyqae ecniu He menee 70% xapakrepuctuk UCITJIH OTHOCUTCS K YPOBHIO

«HE HIKE CPETHETO», a OCTAIILHBIC K YPOBHIO «HU3KHIT», TO ucxoaHas 3amuiieHHocTs UCIT/Ia Oyner
CPEIHETO YPOBHH.

Bo Bcex octanpabix ciydasx UCIIIH Oyner uMeTh HU3KUI YPOBEHB 3aIUIIICHHOCTH.

Hcxons u3 KputepueB OLEHKH, JienaeM BeiBoJ, uTo MCII/IH Yupexxaenus nMeeT cpeHuil ypoBEeHb
3alUILEHHOCTH.

5. OnpezneneHne akTyalbHBIX YTPO3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

JUi1sl OLIEHKH YpOBHSI MICXOIHOM 3aILUIIEHHOCTH BBOAUTCS KO (PUIIMEHT UCXOJHOH 3aIUIIEHHOCTH
Y1, KOTOpBI MOXKET IPUHUMATH 3HAUEHUS:

0 - 1151 BLICOKOM CTEIIEHU MCXOQHOM 3alUIIEHHOCTH;

S - JIg CpeJIHEeN CTENEeHU MCXOIHOM 3alMILEHHOCTH;

10 - 1t HU3KOM CTENEHN UCXOMHON 3alUIIEHHOCTH.

Craenyromum napamMeTpoM, HEOOXOAMMBIM JUIsl ONpPENENIEHUs] aKTyaJbHOCTH Yrpo3 0e30MacHOCTH
IT/1H, siBRsieTcst yacToTa (MJIM BEPOSITHOCTD) PEeaTM3alii Yrpo3bl, 01 KOTOPOH MOHMMAETCS OIpeIeIeHHbIN
JKCIIEPTHBIM IIYyTEM IIOKa3aTejlb, XapaKTEPU3YIOIIMKM BEPOATHOCTh pPEATU3ALUN KOHKPETHOM yrpo3bl
6e3onacuoctu [1/1n st UCIT[IH B peanbHBIX yClIOBUsAX ee QYHKIIMOHMPOBaHUs. BBoaUTCS YeThIpe 3HaueHUs
9TOro ITOKa3zaTess, 0003Ha4aeMoro Kak Y?2:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTUBHBIC MPEATIOCHUIKH JUIsl OCYIIECTBICHHUS YTPO3bl (Hapumep,
yrpo3a XHUILEHUs] HocuTened nH(opMaum JuaMy, He UMEIOIUMHU JIETraJbHOIO AOCTYIa B IOMEIIEHUE, e
MOCJIEIHUE XPAHSTCS);

HU3Kasg BEPOATHOCTb - OOBEKTHBHBIC HPEINOCBUIKH JI peaau3allid YIrpo3bl CYLIECTBYIOT, HO
IIPUHATBIE MEPBI CYLIECTBEHHO 3aTPYAHSIOT €€ peanu3anuio (HapuMep, UCII0JIb30BAHbl COOTBETCTBYIOIINE
CpelcTBa 3alMThl HHPOpMAIUN);

CpeaHss BEPOSTHOCTh - OOBEKTUBHBIC MPEANOCBHUIKH Ul PEANM3alldd Yrpo3bl CYIIECTBYIOT, HO
IPUHATBIE Mephl o0ecrieueHus 6e3onacHocTH [1/IH HepoCTaTOUHBI;

BBICOKAs! BEPOSITHOCTh - 0OBEKTUBHBIC MPEATIOCHUIKH JIJIsl peIN3allui YIPO3bl CYIIECTBYIOT U MEPHI



o obecneyeHuto 6ezonacHocTu [1/IH HE TPUHSITHI.

JlaHHBII OKa3aTeab MPUHUMAET CIEAYIONIUE 3HAYEHUS:

0 - 17151 MaIOBEPOSTHOM YIPO3bI;

2 - 17151 HU3KOW BEPOSTHOCTH YTPO3bI;

S - 1Sl cpeiHe BEpOSTHOCTH YTPO3bI;

10 - 175t BBICOKOM BEPOSITHOCTH yTPO3BIL.

Vcnionb3ys 3HaUEHHs IPUBEICHHBIX BbIIIE oKka3aTeneil Y1 u Y2, Beraucnsercs KooQppuueHT
peanu3yeMoCTH yrpo3sl Y, onpenensieMblii cootHommenneM Y = (Y1+Y2)/20.

B 3aBHCHMOCTH OT CBOETO 3HAYECHUSI 3TOT KOE)(bq)I/H_[I/IeHT MMPUHUMACT 3HAUCHUA:

0 <Y < 0,3 - peanuzyeMOCTh yrpo3bl MPU3HAETCS HU3KOM;

0,3 <Y < 0,6 - peanu3zyeMoCTb yrpo3bl IPU3HACTCS CPEIHEH;

0,6 <Y <0,8 - peanuzyeMoCTb yrpo3bl IPU3HAETCS BHICOKOH; Y

> 0,8 - peanmuzyemMoCTh yrpo3bl IPU3HAECTCS OUYEHB BHICOKOH.

Hanee naercs oueHka onacHoCTH kKaxaou yrpossl [1J1H aiist UCIT/AH. JlaHHas olieHKa HOCUT
AKCIIEPTHBIN XapaKTep U MOITyYaeTCs IMyTeM OIpoca SKCIIEPTOB B 00J1acTH 0€30MacHOCTH HHPOPMAITHH.
JlaHHast olleHKa UMEET TPU 3HAUCHUS:

HU3KasA OIMaCHOCTD - CCJIM pCain3alusd yrpo3bl MOXKCET NPUBCCTU K HC3HAUUTCIIbHBIM HCTaTUBHBIM
MOCJENCTBUAM 11t CyObeKTOB I1/1H;

CpCaHAA OITaCHOCTD - €CJIN pCain3alus yrpo3bl MOXKET NPUBCCTU K HCTATUBHBIM MTOCJICACTBUAM IJIA
cyowektos [1]1H;

BBICOKAsl OIMACHOCTL - €CJIM pCain3alusgd yrpO3bl MOXKCT IMPUBCCTH K 3HAYUTCIBbHBIM HCTATHBHBIM
MOCJIEICTBHUAM 11 cyObekToB I1/1H.

[Tocne mpocuera Bcex mMoOKaszaTelel MPOW3BOAUTCS OIEHKA aKTyalbHOCTH KaXXIOW YIpPO3BI
oe3onacuoctu [1JIn mpu ux o6padotke B MCII/IH ucxoas n3 Matpuiibl, mpuBeaeHHas B Tabmuie 9.2:



Tabnuua 9.2 - Matpuna pacuera akTyajabHOCTH yrpo3 0e3zomacHoctu [1/1H

Peanusyemoct b

IMoka3aTesib OMACHOCTH YIPO3bI

Yrpo3bl

Hun3zka Cpennsis Bricokas
Huzkas HEaKTyaJIbHas HEaKTyaJIbHas aKTyaJIbHas
Cpenmnsist HeaKTyaJIbHas aKTyaJbHas aKTyaJIbHas
Bricokas aKTyaJIbHas aKTyaJibHas aKTyaJIbHas
OueHb BbICOKas aKTyaJbHas aKTyaJlbHas aKTyaJbHasd

Ha ocHOBaHMM TOJOXEHHH MOJENM Yrpo3, MOJENW HapyIIUTENs, JaHHBIX OO0 HCXOJHOM
sanumenHoct UCIIAn (Y1), koaddumnuente peanuzyemoctu yrpossl (Y), BEPOSTHOCTH €€ pealn3alun
(Y2), a Takke SKCHEPTHOW OIICHKH OIACHOCTH YTPO3bI, OMPENESeTCS aKTyalbHOCTh KaXKIOH YIpO3bI
6e3omacuoctu [1/1H, oopabareiBaembix B UCIT/In. (Tabnuma 9.3)

Tabnuua 9.3 - AktyansHOCTB yrpo3 6e3omnacHoctH [1/1H

Orenka
OIIACHOCTH

YIpo3bI

OreHka akTyaib
HOCTH YTIPO3BI

Ne /i VYrpo3a 6e3onacHoctu [1/1x

Bepost
HOCTb
peanu3a oun

yIPO3BI
1. |Pa3riamenue, mepegava uiau yrparta 5
aTpuOyTOB pa3rpaHUICHUS JOCTYIA K
NCITda

2. |HapyureHnue mpaBuiI XpaHEHHsI aTpHOYTOB 5
pa3rpaHUYeHus T0CTyIa K
NCITa

3. |Hecoobuienue o hakrax yTparsl, 10
KOMITPOMETAITUU aTpuOyTOB
paszrpanunyenus noctyna k UCIIu
4. |BHenpeHue areHTOB B UHCJIO IEPCOHAa 0
CHCTEMBI

Koaddur nenr
peanuzye
MOCTH
yIPO3BI
0,75

cpenHsisi |AKTyasb Has

0,75 HU3Kas

AKTyasb

1,0 BBICOKasl |AKTyaslb Has

0,5 BBICOKAsI
AKTyaJlb Has

aKTyasb Has

5. |HecaHKIIMOHMPOBAHHBIH 3aITyCK 2 0,6
TEXHOJIOTUYECKUX MPOTPaMM, CIIOCOOHBIX
IPY HEKOMITETCHTHOM HCIIOJIb30BaHUU
BBI3BIBATh MOTEPIO0 PAOOTOCIIOCOOHOCTH
CHCTEMBI TN OCYIIECTBISIOIINX
HEoOpaTUMbIe U3MEHEHUS B CHCTEME
(popmaTupoBaHUE WM PECTPYKTYPHU3AITHIO
HOcUTelel HHPOpMAIIHH, YAaTCHUE
JAHHBIX U T.II.)

6. [BBOI OIIIMOOYHBIX TaHHBIX 10

BBICOKas1

1,0 HU3Kas
AKTyaJlb Has

AKTyaJlb Has

7. |[1efcTBHS COTPYTHUKOB, TPHBOIATIINE K 5 0,75 BBICOKAS
YaCTUYHOMY WJIU TTOJIHOMY OTKa3y
CHCTEMBI WIN HapyLICHHIO
pabOTOCTIOCOOHOCTH anmapaTHBIX U
MIPOrPaMMHBIX CPEICTB

8. |rnopupoBaHue OpraHu3alMuOHHBIX 10 1
OrpaHUYeHUH (YCTaHOBJIEHHBIX IIPABUI)
mipu padote ¢ 1]]

9. |®usnveckoe pa3pylIeHUE HITH BEIBO U3 0
CTpOs BCEX WIIM OTJENIbHBIX Hanbosee

BakHbIX komnoHeHToB VCI1/Tn

cpenHsisi |AKTyasb Has

0,5 BBICOKAsl |[aKTyaJlb Has




10.|3akyriku HECOBEPIICHHBIX, YCTAPESBIINX 0 0,5 HU3Kas HEaKTya
WA HETIEPCIIEKTUBHBIX CPENICTB JIbHAS
nH(popMaTH3auu 1 "HOOPMAITHOHHBIX
TEXHOJIOTHIA;
u. |XwuieHne HocuTene nHpopMaIuu, 2 0,6 BBICOKast AKTyallb
coaepxawmmx 1] Has
12./To xe, BHEIIHUH HAPYILIUTENb 2 0,6 BBICOKAs aKTyaJb
Hast
13.|He3akoHHOE MOTydeHUE MapoJIei 1 Ipyrux 5 0,75 cpensss AKTyasb
PEKBU3UTOB pa3rpaHUYEHIs JTOCTYTIa K Hast
NCIda
14.|To xe, BHEITHUI HAPYIITUTEIb 2 0,6 CpemHsis aKTyaJlb
Hast
15./HecaHkiimoHupoBaHHAsE MOIA(DUKAITIS 5 0,75 BBICOKAS AKTyasb
MPOrPaMMHOTO 0OecreueHust Hasl
16.To >xe, BHEIIHUI HAPYILIUTEIb 2 0,6 BBICOKAs aKTyaJb
Hast
17.|Ilepexsar I1/], nepenaBaeMbIX 110 KaHajgam 0 0,5 HU3Kas HEAKTyasb
CBSI3H Hast
18./To >xe, BHEIIHUI HAPYILIUTEb 0 0,5 HU3Kast HEaKTyasb
Hast
19.|HecaHk1inoHupOBaHHOE KOTUPOBaHUE 5) 0,75 CpeaHsist AKTyasb
HocuTenei nadopmaryu ¢ I1/] Hasl
20.|To ke, BHEITHUI HAPYIIUTEND 2 0,6 CpemHsis AKTyaiib
Hast
21.|Yrenune ocTaTouyHON MH(POPMALIUN U3 0 0,5 HU3Kas HEaKTya
OIEPATHBHOMW MaMSTH U C BHEIITHIX JbHAS
3alIOMUHAIOIINX YCTPOUCTB
22.|To ke, BHEITHUN HApYIIUTEIh 0 0,5 HU3Kast HEaKTya
JbHAS
23.HenpeanamepeHHOe 3apakeHue ) 0,75 HU3Kas aKTyasb
KOMITbIOTEpA BUPYCAMHU Hast
24 |[IpegHamMepeHHOE 3apaKeHUE KOMITBIOTEPA 10 1,0 HHU3Kasg aKkTyaJlb
BUpyCaMH Hast
25.BMenarenbeTBO B MPOIece 5 0,75 BBICOKAs! aKTyaJlb
¢dbyaxkunonupoBanus MCII/IH, ceTeit Hast
OOI1IEro MOJIb30BaAHUS C LENBIO
HECAaHKLIIMOHMUPOBAHHON MOAM(UKALIUH
JTAHHBIX
26.|To >xe, BHEIITHUI HApYIIUTENh 2 0,6 BBICOKAs aKTyaJb
Hast
27.HecaHKIIMOHHUPOBAHHOE BHEIIPEHUE U 10 1,0 cpenHsis aKTyaJb
UCIIOJIb30BaHUE HEYYTEHHBIX MPOrpaMM, He Hast
SIBJISTFOILIMX CSl HEOOXOJTUMBIMU TSI
BBITTOJIHEHUS COTPYTHUKAMH CBOMX
CITYyKEOHBIX 00S3aHHOCTEH
28 |To xe, BHEIIHUN HApyLIUTETh 5 0,75 CpemHsis aKTyasb
Hast
29 [HeyMblIlIIIEHHOE TOBPEK ICHNS BHEILTHUX 2 0,6 HU3Kast HEaKTya
KaOeNbHBIX CUCTEM CBSI3U JIbHAS
30 [Bo3HUKHOBEHUE MOXKAPOB B 2 0,6 BBICOKast aKTyaJb
HETOCPEJICTBEHHOM OJIM30CTH K Hast

IMOMCIICHUAM, B KOTOPBIX




obpabateBarorcs [1/] u apxusam I1]]
pe3yJIbTaTe HEUCIPABHON
SJICKTPOMMPOBOAKH, HCHUCITPABHBIX
TEXHUYECKUX CPEACTB, HAPYIICHUS
COTPYAHUKAMU MPABUII TPOTUBOMOKAPHOM
0€30IMacHOCTH.

31.|Pa3pymenue 31aHmil, OTIEIBHBIX 0,5 BBICOKAs aKTyaJlb
MOMEIIICHU Hast
HEaKTyalb
32.|Bo3HUKHOBEHUE CTUXUMHBIX O4aroB 0,6 HU3Kas Hast
MOKapOB
33.|ABapuu B CHUCTEMaXx 3JIEKTPOIUTAHHS 0,75 HU3Kasi aKTyallb
Has
34.|ABapuu B cCTEMAaxX OTOILICHUS 0,75 cpemHsis aKTyasb
BOJIOCHA0KEHHS B HEMIOCPEICTBEHHOM Has

0IM30CTH K IMOMCIICHUAM, B KOTOPBIX

obpabareiBarotcs [1]] u apxuBam I1/]
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