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1. OO0mue moJiokeHUst
2.

1.1. Hacrosimas Mertoauka OIIGHKM Yrpo3 0O€30MacHOCTH HHGOpPMaIUK
(mamee — Metonuka) pa3paboTaHa B COOTBETCTBHH C IOANMYHKTOM 4 IyHKTa 8
[Tonoxenus o denepaabHON CITy’)kO€ MO0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO,
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yTBEpKIeHHOro YKa3zoM [Ipesunenta Poccuiickoit @enepaunn ot 16 asrycra 2004 r.
No 1085.

1.2. Meroauka onpenesnseT NOPsAIOK U COJAEp:KaHhe padoT MO OIMpeAeSICHUIO
yrpo3 Oe3omnacHocT uWHGOOpManMM, peanu3anus (BOZHHUKHOBEHHE) KOTOPBIX
BO3MOXKHa B MH(GOPMAIMOHHBIX CHUCTEMAaX, AaBTOMATHU3WPOBAHHBIX CHCTEMax
yVIOpaBJIeHUs,, UHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETSIX, MH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ~MH(QPACTPYKTypax ULEHTPOB OOpabOTKM JIaHHBIX U
o0slauHbIX MHQpACTPyKTypax (Jajiee — CUCTEMBI U CETH), a TaKXKe MO pa3paboTKe
Mojiesnieit yrpo3 6€30macHOCTH HH(OPMALIUK CUCTEM U CETeHl.

1.3. Metoquka mnpumeHsieTcsl JUIS  ONpeAeNieHUus yrpo3 0e30MacHOCTH
uHpopmaruu, peanusanusi (BO3HUKHOBEHHE) KOTOPHIX BO3MOXKHA B CHUCTEMax H
CETSX, OTHECEHHBIX K TOCYJAApCTBEHHBIM W MYHHUIIUNAIBHBIM HH()OPMAIMOHHBIM
cucteMaM, HH(POPMAIMOHHBIM CHUCTEMaM TEPCOHAIBHBIX JAHHBIX, 3HAYUMBIM
OoOBbEKTaM  KpUTHYECKOW  MH(OpMalMOHHOW  HHPpacTpykTypbl  Poccuiickoii
Odenepanuu, UHPOPMAIMOHHBIM  CHUCTEMaM  YIOPABJICHUS  MPOU3BOACTBOM,
UCIIOJIb3yEMbIM OpraHu3alUsIMU 000POHHO-TIPOMBIIIIEHHOTO KOMILJIEKCa,
aBTOMATU3UPOBAHHBIM CUCTEMaM  YIIpPaBJICHUS  IPOU3BOJCTBEHHBIMH U
TEXHOJOTUYECKUMHU MPOIIECCaMU Ha KPUTHYECKU BaXKHBIX 0OBEKTaxX, MOTEHIIUAIBHO
OMacHbIX OOBEKTaX, O0BEKTaX, MPEICTABISAIONIMX IOBBIIIEHHYIO OMAcCHOCTb MJif
YKU3HU U 300POBbS JIFOJAEH U JJI OKPYKAKOIIEH ITPUPOIHOM CPEIbI.

B wuHBIX ciyyadx pelmieHue O OPUMEHEHMM HacTtosmen Meroauku
MpUHUMAaETCs 00agaTeIIMI HHGOPMAIIMH UITH OTIEPATOPAMH CUCTEM U CETEH.

1.4. B nokyMeHTe HE pacCMaTpPUBAIOTCS METOJMYECKUE IMOJXOJbI MO OLIEHKE
yrpo3 0Oe3omacHocTH WHGOPMAIMKM, CBS3aHHBIX C HapylieHHEeM Oe301acHOCTH
mMUGPOBAIBHBIX (KpUNTOTrpadUIECKUX) CPEJCTB 3alIUThl MHGOPMAIMH, a TaKXKe
YIPO3, CBA3AHHBIX C TEXHUUYECKMMU KaHaJlaMU yTEUKH HHGOPMAIIHH.

1.5. Meroauka OpUEHTHpOBaHAa HAa  OLEHKY AaHTPOINOIEHHBIX  yIrpo3
Oe3omacHoCTH HMH(OpPMAaLMK, BO3ZHUKHOBEHHUE KOTOPBIX OOYCIOBJICHO ACWCTBUAMU
HAPYILIUTEIICH.

1.6. Ha ocHoBe Hacrosiield MeToauku MOTYT pa3padaThIBaThCS OTPACIICBBIC
(BETOMCTBEHHBIC, KOPIOPATHBHBIE) METOAUKH OIICHKH Yrpo3 0O€30MacHOCTH
nH(pOpMaIuu, KOTOpPbIE YYUTHIBAIOT OCOOCHHOCTU (YHKIIMOHUPOBAHUS CHUCTEM U
ceTell B COOTBETCTBYIOIICH 00JacTu JAesATeIbHOCTU. PaspabaTbiBaeMbie OTpacieBbie
(BEIOMCTBEHHbIE, KOPIOPATHBHBIE) METOJMKH OLIEHKH Yyrpo3 0e30macHOCTH
uH(pOpMAIUU HE TODKHBI TPOTUBOPEUYUTH MOJIOKEHHUSIM HacTosed MeToIuKy.

1.7. B Meroauke WCHONB3YIOTCS TEPMHUHBI U OIPEACIICHUS, MPUBEICHHBIC B
npwioxkeHuu 1 K HacTosmied MeToauke, a TakKe TEPMUHBI W OMPEICIICHHS,
YCTaHOBJICHHbIE 3aKOHOJATENbCTBOM Poccuiickorn ®enepaunv M HaUMOHAIbHBIMU
CTaHJapTaMu B OOJIACTH 3aIuThl MHOpMaIuu U obecriedeHus: WH(POPMAIMOHHOM
0€30MacHOCTH.

1.8. Ilonoxxenuss Hactosmed MeTOAUKU NPUMEHSIIOTCA Uil OLEHKHU YIpo3
0e3onmacHOCTH HMH(OpPMAIMM B CHUCTEMaxX M CETSAX, PEIICHHE O CO3JaHuu WU
MOJepHU3aIUU (Pa3BUTHH) KOTOPBIX MPUHATO MOCHE AaThl €€ YTBEPKIACHUS, a TAKKE
B KCILTyaTUPYEMBIX CUCTEMAaX U CETSX.
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Monenu yrpo3 6e3onacHoCTH HHGOpPMAIIUU CUCTEM U CETEH, pa3pabOTaHHbIE U
YTBEPKIACHHBIEC 10 YTBEPKICHUSA HACTOAIEH MeTOINKH, IPOIOIKAIOT JEUCTBOBATh
U TOJJIEKAT U3MEHEHUIO B COOTBETCTBUM C HACTOSIIEH MeETOOUKOW INpU pa3BUTHUHU
(MoJlepHU3alMK ) COOTBETCTBYIOIIMX CUCTEM U CETEH.

B cCBA3M C YTBEPKIEHUEM HACTOSAIIETO METOAUYECKOTO JOKYMEHTAa HE
NPUMEHSIOTCS  JUIsl  OLIEHKM yrpo3 Oe3omacHoctd uHpopmanmu MeTtonuka
ONpeaeeHUs] aKTyaJlbHbIX YIpo3 O€30MacHOCTH TMEPCOHANbHBIX JAHHBIX TMPU HUX
00paboTke B MHPOPMAITMOHHBIX cucTeMax nepcoHanbHbIX JaHHBIX (DCTIK Poccun,
2008 r.) u MeTonuka onpeeneHus akTyalbHBIX yTpo3 0€301macHOCTH HH(POPMAIIUU B
KIIIOUEBBIX cucTemMax uadopmarmontoit uadpactpykrypsl (PCTIK Poccun, 2007 1.).



3. ITopsiiok oneHKH yrpo3 0e30macHOCTH MHPOPMALIMH

2.1. Ouenka yrpo3 ©Oe3onmacHOCTH WHGPOPMAIMA TPOBOJUTCS B  IEIAX
omnpeneneHuss yrpo3 0Oe3omacHOCTH HWH(oOpManuu, peanusaius (BO3HUKHOBEHHE)
KOTOPBIX BO3MOKHA B CUCTEMAaX U CETAX C 3aJJaHHOW apXUTEKTYpOH U B YCIOBUSIX UX
(GYHKIIMOHUPOBAHUS — aKTyaJIbHBIX YIPO3 0€30MaCHOCTH HHPOPMAIIHIH.

2.2. OCHOBHBIMH 33/la4aMHM, PENIAEMBIMHA B XOJI€ OIEHKH YIpo3 0€30MacHOCTH
uH(pOpMaLnH, SIBISIFOTCS:

a) OTpeJIe/ICHNe HETaTUBHBIX IOCIEACTBUN, KOTOPbIE MOTYT HACTYMUTh OT
peann3zanuu (BO3HUKHOBEHUS) yrpo3 6€30MacHOCTH HH(OpMaLUY;

0) MHBEHTapHu3aIMsd CUCTEM M CETeH U OMpeliesIeHHEe BO3MOXHBIX OOBEKTOB
BO3JICHCTBUS YIpo3 O€30MacHOCTH HHGOPMAIIUH;

B) OIpe/eNicHNe HCTOYHWUKOB Yrpo3 0e30mMacHOCTH HMH(OpManuu W OlEeHKa
BO3MOXKHOCTEH HapyIIUTENeH N0 pean3aiuu yrpo3 0e30macHocTd HHGOpMaIny;

) OlICHKa Ccnoco0oOB peanu3alnu (BO3HUKHOBEHHUsI) YIrpo3 0e30MacHOCTH
uHpopmanuu;

1) OLIECHKa BO3MO>XHOCTH peaiu3alii (BOZHHMKHOBEHHUs) yrpo3 0e30MacHOCTU
nH(OpMAIUHU U OTIPEJICIICHUE aKTyalIbHOCTH yrpo3 0€30macHOCTU HH(POpMAIUK;

€) OlleHKa CIICHapUWEeB peaju3alud yrpo3 0e30MacHOCTH HHGOpMAIIH
B CUCTEMaXx U CETsX.

2.3. UcxogHbiMM JaHHBIMHU JJI OIEHKH Yrpo3 0O€30macHOCTH WHGOpMAIu
SBIISIIOTCS:

a) oOmui mepedyeHb yrpo3 0e30macHOCTH HHGOPMAIIUH, COJEpKAITUNCS B
OaHke AaHHBIX yrpo3 Oe3omacHoctn wHPopMmaruu PCTIOK Poccun (bdu.fstec.ru),
MoJienu yrpo3 Oe3zomacHocTu uHbpopmaiuu, paspadatsiBaecMbie DCTOK Poccuu B
COOTBETCTBUM € NOANYHKTOM 4 myHkTa 8 [lonoxenuss o @exnepanbHoil cinyx0e 1Mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPXKAECHHOTO Yka3zom IIpe3nmenra
Poccuiickonn ®@enepanmu ot 16 aBrycra 2004 r. Ne 1085, a Takke oTpacieBbie
(B€ZOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENU YTPo3 O€30MacCHOCTH HH(POpMaALUK;

0) onmucaHusi BEKTOPOB (I1aOJIOHBI) KOMITBIOTEPHBIX aTaK, COJIEpPKAIUECcs B
0a3ax aHHBIX U WHBIX UCTOYHHUKAX, OMyOInKOBaHHbIX B ceTH «uTepuer» (CAPEC,
ATT&CK, OWASP, STIX, WASC u nap.);

B) JOKYMEHTAIIUs HA CUCTEMbl U CETH (2 MMEHHO: TEXHUYECKOE 3aJlaHhe Ha
CO3/IaHHE€ CHUCTEM M CETEW, YaCTHOE TEXHHYECKOE 3a/laHue Ha CO3[JaHUE CHUCTEMbI
3alATHI, MporpaMMHas (KOHCTPYKTOPCKas) M SKCIUlyaTalMOHHas (PyKOBOJCTBA,
MHCTPYKLMHU) JOKYMEHTAIUs, COJepsKaliasi CBEJCHUS O Ha3HAYCHUH M (YHKIUSX,
COCTaBE M apXUTEKType CUCTEM U CEeTeH, O IpyIIax MOJIb30BaTeNe U YpOBHE HX
MOJIHOMOYMM M TUNAaxX JO0CTyIa, O BHEUIHUX W BHYTPEHHHUX HHTepdeiicax, a Takxe
WHBIC JOKYMEHTHI Ha CHCTEeMBl M CETH, pa3pabdoTKa KOTOPBIX MPEeryCMOTpEeHA
TpeboBaHMsIMU 1O 3amure wuHbopMmanuu (oOecredeHuo 0€30MacHOCTH) WU
HAI[MOHAJILHBIMU CTaHAAPTaAMH);
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') JOTOBOPBI, COIJIAIIICHHWS WM HHBIC JTOKYMEHTBI, COJEp)Kallue YCIOBHUS
UCIIONIB30BaHUs  MH(OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHOW ~ WH(PACTPYKTYPHI
HeHTpa OO0paOOTKM aHHBIX WJIM O00JauHOM WHEOPACTPYKTYphl MOCTABIIHUKA YCIYT
(B cinyyae (GYHKIIMOHUPOBAHUS CHUCTEM M ceTedl Ha 0aze wuHGOpPMaIMOHHO-
TEJIEKOMMYHUKAITMOHHON HMH(PPACTPYKTypbl IeHTpa O0OpabOTKM JaHHBIX WJIU
00s1auHON HHPPACTPYKTYPHI);

1) HOpMaTUBHbIE TIpaBoBbIe akThl Poccuiickoit denepanuu, B COOTBETCTBUU C
KOTOPBIMU CO3Jal0TCd U (DYHKIIMOHUPYIOT CHUCTEMBI M CETHU, COJAEpXaIIUe B TOM
YuCjie OMHMCaHWE Ha3HavyeHWs, 3amad (PyHKIuH) CHUCTEeM U CETE, COCTaB
oOpabaTpiBaeMoii HH(POPMAITUY U €€ TIPABOBOU PEKUM;

€) TeXHOJIOTUYECKUE, MPOU3BOJCTBEHHbIE KapThl WM WHBIC JOKYMEHTHI,
coJiepKallie ONMUCAHUE YIPABICHUYECCKUX, OPTaHU3AIIMOHHBIX, IIPOU3BOJICTBCHHBIX H
WHBIX OCHOBHBIX TPOIIECCOB (OM3HEC-TIPOILIECCOB) B PaMKax BBIMOJHEHUS (DYHKIIHMA
(MOTHOMOYMI) WM OCYIIECTBJICHHS BUIOB JCSATEIBHOCTH 00Jaaaresnis nHhopMaIli,
omneparopa (Jaaee — OCHOBHbBIEC (KPUTHUYECKHE) ITPOIECCHI);

’K) pe3yibTaThl OIIEHKM pHUCKOB (yiepOa), MpoBeICHHOW oObJagaTeneM
uH(popMaIu U (UK) ONepaToOpoOM.

YKka3aHHbBIE UCXOJIHBIC JJAHHBIE MOTYT YTOUHSTHCS WU JOTIOJHATHCS C YIETOM
0COOEHHOCTEHN 001acTH NeATETbHOCTH, B KOTOPOU (PYHKIIMOHUPYIOT CUCTEMBI U CETH.

2.4.0Ouenka yrpo3  Oe3omacHocTH  MHOOpPMAMHM  JOJDKHA  HOCHTh
CUCTEMATUYECKUN XapaKTep U OCYIIECTBISATHCS KaK Ha ATane CO3JaHusi CUCTEM U
CEeTeH, TaK U B XOJI€ UX IKCIUTyaTallid, B TOM YHCIIC TIPH Pa3BUTHH (MOJICPHU3AIIHH )
cucteM u cered. CucTeMaTHUeCcKHil TOIXOI K OIIEHKE Yrpo3 Oe30MmacHOCTH
uH(GOpMallMK TO3BOJUT NOJACPKUBATh aJCKBaTHYI0O U 3(P(EKTUBHYIO CUCTEMY
3allUTBl B YCIOBUAX WM3MEHEHUS Yrpo3 0Oe30macHOCTH uHPOpMalud W
WH(DOPMAITMOHHBIX PECYPCOB M KOMIIOHEHTOB CHCTEM M CETCH. YUYeT M3MECHCHHM
yrpo3 Oe3omacHOCTH HWH(POPMAIUA  OOECIIEYUT CBOEBPEMEHHYIO BBIPAOOTKY
aneKBaTHBIX © dS(PPeKkTuBHBIX Mep mno 3amure uHopmauu (oOecreuyeHuto
0€30I1aCHOCTH) B CUCTEMAX U CETSX.

2.5. Ha »orame co3gaHusi cUCTEM M CeTed OlleHKa Yrpo3 0e30MacHOCTH
uH(pOpMAaIUU TPOBOAUTCS HA OCHOBE UX MPEIOJIAraeMbIX apXUTEKTYpPhbl U YCIOBUM
(GYHKUMOHUPOBAHUS, OINPEACICHHBIX IO pe3yjibTaTaM U3Y4YeHUsl W aHajau3a
UCXOJHBIX JIaHHBIX Ha HUX. B X07€ sKcIuTyaTalyy CUCTEM U CETel, B TOM YUCie IpH
pa3BUTUM (MOJIEpHU3AIIMM) CHUCTEM U CETed, OIlleHKa yrpo3 0e30macHOCTH
uH(pOpMaLUU TPOBOJIUTCS Ui peajbHOU apXUTEKTYpPhl CUCTEM U CETeH M yCIOBHIA
X (QYHKIIMOHUPOBAHUS, TIOJIYYCHHBIX IO pe3yjIbTaTaM aHaju3a MCXOJHBIX JTaHHBIX,
WHBEHTApU3aIlui WH()OPMAIMOHHBIX PECypCOB, aHaIM3a YSI3BUMOCTEH W (WJN)
TECTUPOBAHUS HA TPOHUKHOBEHHWE CHUCTEM M CETEH, a TakXKe HWHBIX METOJOB
WCCJIEIOBAHUM YPOBHS 3AIIMIIEHHOCTH CUCTEM WU CETEW M COAEPXKALICHCS B HUX
uHpopmaIuu.

2.6. Ilo pe3ynbTaraM OLIEHKM, NPOBEACHHOM B COOTBETCTBUU C HACTOSILEH
Metoaukoil, JOJDKHBI OBITh  BBIABICHBI aKTyaJbHbIE YIpO3bl  OE€30MaCHOCTH
nH(bOpMaIK, pean3anys (BOZHUKHOBEHHE) KOTOPBIX MOKET MPUBECTU K HAPYHICHUIO
0e30MmacHOCTH 00pabaTbiBaeMOl B CHUCTeMaxX M ceTsax HH(opmarmu (HapyIIeHUIO
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KOH(MUACHIIMAITLHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH, HEOTKa3yeMOCTH, TIOJJOTYETHOCTH,
ayTEHTUYHOCTH W JJOCTOBEPHOCTH MH(POpMAIK U (W) CPEACTB €€ 00paboTKM) U (V)
K HapyILIEHUIO, TPEKpaIeHUIO (DYHKIIMOHUPOBAHUS CUCTEM U CETEH.

Ha sTane co3nanusi cucteMm U ceTed pe3ysibTaThl OLIEHKU Yrpo3 0e30MacHOCTH
uHpopMalM  JOJDKHBI ~ ObITh  HampaBjieHbl Ha  OOOCHOBaHHWE  BBIOOpa
OpraHMU3allMOHHBIX U TEXHUYECKHX Mep MO 3amure UHpopMamuu (oOecreuyeHuro
0e30IacHOCTH), a TakKe Ha BBIOOpP CpeACTB 3amuThl HHGOPMAIUU M UX
(YHKIIMOHATBHBIX BO3MOXXHOCTEH.

Ha »tame »skcmiyatarum cHCTEeM W CET€M PE3yNbTaThl OIEHKH yIpo3
6e3omacHocTH MH(GOPMAIIMU JTOJKHBI OBITH HAIllPaBJICHBI Ha OLEHKY 3()PeKTUBHOCTH
MPUHATBIX TEXHUYECKHX MEp, B TOM UHCIE WCIOIb3YEMBIX CPEICTB 3alllUTHI
uH(bOopMaIuu.

2.7. Onenka yrpo3 6e30macHOCTH MHGOPMAIMK TPOBOAUTCS TOIpa3IeIcHIEM
mo 3ammre uHQoOpManuu  (OTACHBHBIMH  CIICIUATUCTAMHU, HA3HAYCHHBIMH
OTBETCTBEHHBIMH 32  o0ecredeHue 3ammTel  uHbopMarmu  (obecrnedeHue
Oe3omacHocT)) oOnamatens uWHQOpManMM WM omepaTopa C  y4acTUEM
MO/IPA3/IeICHUH WM CHEIUAINCTOB, OTBETCTBEHHBIX 3a SKCIUIyaTallMI0 CHUCTEM H
ceTen (UT-cnenuanucros, CIICIIMAJINCTOB aBTOMATU3UPOBAHHBIX CHUCTEM
VIPABJICHUS, CIIEHUATUCTOB CBSI3U U JP.), OCHOBHBIX (MPOMUIBHBIX) HOapa3IeiIeHHMI
obnanarens wuHpOpMalMU WKW omnepatopa. [ns oleHku yrpo3 0e30macHOCTH
uHpOpMallMM TIO0 peHIeHuIo oOmajgatens WHGOpMalNWKW WIM ONeparopa B
COOTBETCTBHM C 3aKOHOJATENbCTBOM Poccuiickon deaepannii MOTyT HPUBIICKATHCS
CHEIUATMCTHI CTOPOHHUX OpPTaHU3aIlni.

Jlist olieHKu yrpo3 0e30macHOCTH WH(POPMAIMKA PEKOMEH]IYETCSl MPHUBJICKATh
CHEIUAINCTOB, 00JIAIAIONINUX CICTYIONTUMU 3HAHUSIMU U YMECHUSIMHU:

a) OCHOB OIICHKM pHUCKOB, a TakK)Ke€ OCHOBHBIX PHCKOB OT HapyIICHUS
(GYHKIIMOHUPOBAHUSI CUCTEM U CETell M HapylIeHHsl 0e30MmacHOCTH 00pabaThiBaeMOM
uHdopmaruu (nanee — uHPOPMAITMOHHBIE PUCKH);

0) yrpo3 0Oe3zomacHOCTH HMHGPOpPMAIMM M CIIOCOOOB HMX  pean3aluu
(BO3HMKHOBEHMUS);

B) TAKTUK W TEXHUK IPOBEJCHUS KOMIBIOTEPHBIX aTak (peau3amuu yrpo3
0e3omacHOCTH UH(POpMALIUN);

T') OCHOBHBIX THIIOB KOMIBIOTEPHBIX  HMHIIMJACHTOB M  TPHYUH  HX
BO3HHKHOBCHUS,

J1) OCHOBHBIX YSI3BUMOCTEM CHCTEM U CETEH;

€) HOPMATUBHBIX TIPABOBBIX AaKTOB IO CO3JIaHUI0O U (PYHKIIMOHUPOBAHUIO
CUCTEM U ceTeH, 3amure uHopmaiuu (oOecriedyeHu0 Oe30MacHOCTH) B HUX,
OCHOBHBIX (KPUTHUYECKHUX) MPOLIECCOB (OM3HEC-TIPOIIECCOB) o0nIaaaTess nHGOpMaIUK
U (WIM) orepaTopa;

) OLIEHUBAaTh UH(GOPMAIIMOHHBIE PUCKHU;

3) KiIaccu(UIMPOBATH U OIICHUBATH YTPO3bI 0€30MMaCHOCTH MH(OPMAITIH;

1) ONpEAeIsATh ClUEHAPUM (TaKTUKH, TEXHUKH) peau3aluu yrpo3 0e30MacHOCTH
uHbOpMaIuy;
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K) OTMIPENICTSATh MCTOYHWKH W TPUYNHBI BO3HUKHOBEHUS KOMITHIOTEPHBIX
WHITAICHTOB;

J) IPOBOJAMTh HMHBEHTApPU3alMI0 CHUCTEM U CEeTeH, aHaliu3 YsI3BHUMOCTEH,
TECTUPOBAaHUE HA TNPOHUKHOBEHHUE CHUCTEM U CETed C MCHOJb30BaHUEM
COOTBETCTBYIOIIUX aBTOMaTU3UPOBAHHBIX CPE/ICTB;

M) OIIEHKY YPOBHS 3aIUIIICHHOCTH (ayAUT) CUCTEM U CETEeH M coJiepKaliencs B
HUX UHGOPMALIHH.

2.8. Ouenka  yrpo3  Oe3omacHOCTH  WH(OpMAMM  MOPOBOJUTCS  C
MCIIOJIb30BAaHUEM 3KCIEPTHOTO MeTona. B umHTepecax CHWXEHHS CYObEKTHBHBIX
(haKTOpOB TpH OIEHKE YIrpo3 0€30MacHOCTH WH(OPMAIUU PEKOMEHIYETCsI CO3/1aBaTh
AKCIIEPTHYIO Tpymmy. PekomeHmammu mo (GOpMHUPOBAHUIO IKCIEPTHOM TPYMIbI H
MIPOBE/ICHUIO SKCIIEPTHON OIIEHKH YIpo3 0€30macHOCTH WH(OpMAIMU MPUBEICHBI B
MPUJIOKEHUU 2 K HacTosied MeTouke.

2.9. Ilpu omenke yrpo3 0e30MacHOCTH HHGOPMAIMH MOTYT HMCIOJb30BaThCS
MPOTrpaMMHBIE CPEJICTBA, TTO3BOJISIONTME aBTOMATU3UPOBATh JAHHYIO JICSITEIBHOCTb.

Jlnst momydeHus: (YTOYHEHHS) OTISIBHBIX HMCXOMHBIX JAaHHBIX (HAmpuMep,
00BbEKTOB BO3/ICHCTBUS U X UHTEP(ENCOB, YI3BUMOCTEHN) B MHTEPECAX OLICHKU YIPO3
0e3omacHOCTH MH(POPMAIIUK HA dTamNe SKCIUTyaTallud CUCTEM U CeTed MPUMEHSIOTCS
aBTOMATU3UPOBAHHBIC CPEACTBA WMHBEHTApHW3allMd CHUCTEM W CETeH, aHamm3a
yS3BUMOCTEH, TECTUPOBAHHWS HAa MPOHUKHOBEHUE CHCTEM W CETCH, a TaKkXKe WHBIC
CPEICTBa, HCIOJNb3yEeMbIE JISl HMCCIEAOBAHUN YpPOBHS 3alIMIIEHHOCTH CUCTEM W
CeTel M cojieprKalerics B HUX nHpopmaiuu.

2.10. B cnyudae omeHku yrpo3 Oe3omacHOCTH WH(OpMAIUU IJi1 CUCTEM U
ceteldl, GYHKUMOHUPYIOMMUX Ha 0aze HHGPOPMAIMOHHO-TEIIEKOMMYHUKAITMOHHON
MHDPACTPYKTYpHl IIeHTpa O0OpaOOTKH MaHHBIX WIM OOJa4HOM HH(PACTPYKTYpHI,
yIpo3bl 0€30MacHOCTH UHGOPMAIIMK ONIPENEISIOTCS KakK I CAMUX CHCTEM U CETeH,
TaK U Juisi UHOOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHON HHMPACTPYKTYPHI, HA KOTOPOI
OHHU (QYHKITMOHUPYIOT (PUCYHOK 1).

N &R " - MpaH1La oLEeHKU yrpos
N
SO Cen _- 6€30MacHOCTM MHOPMaLMK
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Pucynox 1. Onenka yrpo3 6e3onacHoctr nHGoOpManuu B “HPOPMAITMOHHOM
nHppacTpyKType Ha 6a3e 1eHTpa 00padOTKU JaHHBIX

2.11. Tlpu pa3MmemieHUd CHUCTEM U ceTedl Ha 0a3ze uHGPOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHON HH(PAacTpyKTypbl 1EHTpa OOpabOTKM JaHHBIX WIU
o0nayHOi HMH(PACTPYKTYphI, MPUHAJIEKAIIECH MMOCTABIIUKY YCIYT, OLEHKa YIrpo3
0e3onmacHOCTH HWH(OpMAUMU MPOBOAUTCS ONEPaTOPOM BO B3aUMOJECUCTBUM C
MOCTABIIUKOM YCIIYT.

B cnywae pasmemenuss cucteM UM cered Ha 0aze uMHGMOpPMAMOHHO-
TEJICKOMMYHUKAIIMOHHONW HH(PPAaCTPyKTyphl IIeHTpa OOpaOOTKM JaHHBIX WIU
oOnayHoOi WMH(PACTPYKTYPHI, JJIsI KOTOPOM MOCTABIIMK YCIYT HE OICHWI YTPO3BI
O6e3zonmacHoCcTH WH(OpPMAIMKM WM HE TMPEJACTAaBUI Pe3yJbTaThl TAaKOW OIEHKH,
omepatop TNpH OIEHKE yrpo3 0e30macHOCTH HMH(POPMAIMM  HUCXOIUT U3
MPEANOTIOXKEHNS, YTO WH(GOPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHAsT HHPPaACTPYKTypa
1eHTpa oOpabOTKU JAaHHBIX WM OOJavyHass MHGPACTPYKTypa, SIBISIOMIASACS CPEIOH
(GYHKIIMOHUPOBAHMSI AJI1 €r0 CUCTEM U CeTeH, MOJIBEpKeHa Yrpo3aM 0e301acHOCTU
nHopmaIuu (CKOMIIPOMETHPOBAaHA HAPYIIUTEIEM C MaKCHMaJIbHBIM YPOBHEM
BO3MOXXHOCTEH).

2.12. Pe3ynbTaThl OLIEHKH YIpo3 0€30MacHOCTH WHGOpPMAIMU OTPAXKAIOTCS B
MOJIETTM yTpO3, KOTOpas TMpelcTaBiseT co0oil omucaHHMe CHUCTEM H CeTell u
aKTyalbHBIX yrpo3 OezonmacHocTy uHpopmammu. Pexomenmyemas CTpyKkTypa MOJENU
yrpo3 0e30mnacHocT WH(OpMalnuu TpUBEICHA B MPUIOKEHUU 3 K HACTOSIIEH
Meronuke.

2.13. [lo pemennro obnagaTens WHPOPMAIIMA WX OTEpaTOpa MOJETh yrpo3
Oe3omacHoCcTH MH(OpMaMK pa3padaTbIBacTCs Kak ISl OTIACIBHOM CHUCTEMbl WU
CeTH, TaK U JJIs COBOKYIMHOCTH B3aMMOJICHCTBYIOIIMX CHCTEM M CETed orepaTopa.
[Ipu paszpaboTke Monaenu yrpo3 ©0€30mMacHOCTH HH(POpPMAMKU ISl OTACIBHOM
CUCTEeMbl M CETH, OHa JOJDKHA COJAepXkaThb ONHUCaHHe yrpo3 Oe30MacHOCTH
uHopmaIuu,  aKTyalbHBIX  JUIsi  WH(GOPMAIIMOHHO-TEICKOMMYHHUKAITMOHHOM
MH(DpacTpyKTyphl, HA Oa3e KOTOPOM 3Ta CUCTEMA UITU CETh QYHKIMOHUPYET, a TAKKE
yrpo3 0e30MacHOCTH MH(OpMaIMK, CBSI3aHHBIX C MHTEpQeiicaMu B3auMOACHCTBUS CO
CMEXHBIMH (B3aUMOCHCTBYIOIIIMMH ) CHCTEMaMH M CETSIMHU.

JlommyckaeTcst pa3paboTka OJHOW MOJENU yrpo3 0e30MacHOCTH HH(OpMAIIH
JUIS HECKOJBbKMX OJHOTHUIHBIX CO3/1aBa€MbIX CHUCTEM H ceTed oOiamaTens
uH(pOopMauu Wi onepaTopa.

2.14. Mopenb yrpo3 06e30macHOCTH WH(POpMAIUK JOHKHA TOAECPKUBATHCS B
aKTyaJIbHOM COCTOSTHUU B TIpoliecce (PyHKIITMOHUPOBAHUS CUCTEM U CETEH.

Benenue monenu yrpo3 Oe3omacHocTd MHGOpMalUMU U MOJAEpKAHHE €€ B
aKTyaJIbHOM COCTOSIHUM MOKET OCYUIECTBIISAITbCS B 3JIEKTPOHHOM BHJIE C YYETOM
NpUIOKEHUS 3 K HacTosiend MeTtoauke.

W3meHnenne mozenu yrpo3 0e30macHOCTH HMH(OpPMAIMM OCYIIECTBISETCS B
CiIyJasix:

a) UI3BMEHEHUs TpeOOBAaHUM HOPMATUBHBIX TMPABOBBIX aKTOB Poccuiickoit
Oenepanuu, Metoandeckux nokymeHToB P@CTOK Poccuu, pernaMeHTHPYOMMX
BOITPOCHI OLIEHKH yTPo3 0€30MacHOCTH HH(OpMaIINH;
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0) U3MEHEHUIN apXUTEKTYPhl U YCIOBUHN (YHKIIMOHUPOBAHMS CUCTEM U CETEH,
pexxuma 00paboTku nHGOpPMaIMK, MPABOBOrO pexkuMa UH(OpPMALIUY, BIUSIIONINX Ha
yrpo3bl 0€30MacHOCTH UH(MOPMAIIIY;

B) BBISIBJICHUS, B TOM YHCJIE 110 PE3YJIbTATAM KOHTPOJIS YPOBHS 3alUILIEHHOCTH
CUCTeM U CeTeM U cojepkalieiics B HuUX HHPOpMaluu (aHalu3a YSI3BHUMOCTEH,
TECTUPOBAaHUN Ha TMPOHMKHOBEHHWE, ayJuTa), HOBBIX Yrpo3 0€30MacCHOCTH
nH(GOPMaIIMY I HOBBIX CIICHAPUEB peai3allii CYIIECTBYIOIIUX YTPO3;

r) BKIIOYEHUST B 0OaHK JaHHBIX Yrpo3 0e30macHOCTH  MHMOpManuu
OCTOK Poccun  (bdu.fstec.ru) cBegeHuii O HOBBIX yrpo3ax O€30MacHOCTH
uH(pOpMalnH, CLIEHAPUAX (TAaKTUKAX, TEXHUKAX) UX pealIh3allHH.

2.15. Ouenka yrpo3 0e€30MacHOCTH WHQPOPMAIMKA BKIIOYAET CICTYIOIIHNE
ATalbIL:

1) ompenesieHHe HETaTUBHBIX ITOCICACTBHMA, KOTOPbIE MOTYT HACTYIUTh OT
peanu3anuu (BOZHUKHOBEHUS) Yrpo3 6e30macHoCT! nHpopmaIuy;

2) onpe/ieicHUe BO3MOYKHBIX OOBEKTOB BO3JCHCTBUS yIrpo3 0€30MaCHOCTH
uH(popmanuu;

3) OLIEHKY BO3MOXKHOCTH peaju3alii (BOSHHKHOBEHHs) yrpo3 0e30MacHOCTH
nH(GOPMAIIUU U OTIPENIeJICHHE UX aKTYaTbHOCTH.

OOmasi cxemMa TNPOBEIEHUS OLEHKA yrpo3 Oe3omacHOCTH UH(pOpMaUu
MpHUBE/ICHA HA PUCYHKE 2.
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Pucynok 2. O0miasi cxema npoBeJIeHNs OLIEHKHU YyTIpo3
0e3o1acHoCcTH HHGOpPMAIIUU
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4. OnpeneseHne HeraTHBHBIX MOCJEACTBHH OT peaju3aluun
(BO3HMKHOBEHHUsI) YyIpo3 0e30aCHOCTH HH(OPMALIUHT

3.1. B xome omeHku yrpo3 0Oe3omacHOCTH HWHGOPMAIUA JOJKHBI OBITH
ornpe/ereHbl HEraTUBHBIE TIOCIEACTBUSA, KOTOPhIE MOTYT HACTYIHUTh OT peau3aliu
(BO3HMKHOBEHHUS1) yrpo3 0€30MacHOCTH HH()OPMAIIHUH.

3.2. UcxoaHbIMH JTAHHBIMHU JJI OMNpEJEICHUs HEraTMBHBIX MOCIEICTBUNA OT
peanu3anuu yrpo3 6e30nacHOCTH HHPOPMALIUU SABJISIFOTCS:

a) oOmuii mepedyeHb yrpo3 Oe3omacHOCTH HHGOPMAIUU, COJEpKAITUNUCI B
O0anke nmaHHBIX yrpo3 OezomacHoctu uHPopmanuu OCTIK Poccum (bdu.fstec.ru),
Mozenu yrpo3 OeszomacHoctr uHbopmarmu, paspadbareiBaempie PCTIK Poccuu B
COOTBETCTBUM ¢ MOANYHKTOM 4 myHkTa 8 Ilonmoxkenus o denepanpHoil ciayxbe 1o
TEXHUYECKOMY M JKCIOPTHOMY KOHTPOJIO, yTBepkaeHHoro Ykazom I[lpesumenta
Poccuiickoii ®@enepauun ot 16 aBrycra 2004 r. No 1085, a Takke oTpacieBble
(BeIOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIETTH YIPo3 Oe30macHOCTH HH(OpMaIuy;

0) HOpMaTHUBHBIE TTPaBOBbIE aKThl Poccuiickoil denepanuu, B COOTBETCTBUH C
KOTOPBIMHU CO3Jal0TCd U (DYHKIIMOHUPYIOT CHUCTEMBI M CETHU, COJAEpXAIIUEe B TOM
yyciie ONucaHue Ha3HauyeHus, 3aaad (QyHKIUH) CHUCTEeM U CeTei, COCTaB
obOpabaTtbiBaeMoil HHGOPMAIIUK U €€ IIPABOBOM PEIKUM;

B) JOKYMEHTAIIUsI Ha CETH U CUCTEMBI (B YAaCTH CBEACHUI O Ha3HAYCHUH U
(GYHKLIMSIX CUCTEM U CETEM, O COCTaBE U apXUTEKTYPE CUCTEM U CETei);

T') TEXHOJIOTHYECKHE, TPOM3BOJACTBEHHBIC KAapThl WJIW WHBIC JOKYMEHTHI,
coJiepKallie OMHMCAHNE OCHOBHBIX (KPUTHUYECKUX) TPOIECCOB (OM3HEC-TIPOIIECCOB)
obnanatens nH(GOpMaIUH, OTIEPaATOPA;

1) pe3yabTaThl OIEHKU pHUCKOB (ymiepOa), TPOBEACHHOW oO0JamaresneM
nH(}OpMAIUU UK OTIEPaTOPOM.

Yka3zaHHbBIE UCXOJIHbIE JAHHBIE MOTYT OBITh JOTIOJHEHBI UHBIMU JTOKYMEHTAMU
U CBEICHUAMH C YYETOM OCOOCHHOCTEH 00J1acTh JesATEIHbHOCTH, B KOTOPOM
(GYHKIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHOBe aHanmu3a HMCXOAHBIX JAHHBIX ONPEIENSIIOTCS COOBITUE WITU
rpynmna  coOBbITHM, HACTyIUIGHHE  KOTOphIX B  pe3yJibTaTe  peau3aluu
(BO3HMKHOBEHHUS1) yrpo3 0€30MacHOCTH HH()OPMALIMKM MOXKET MPUBECTH K:

a) HApyIIEHUIO TIPaB IPaK/IaH;

0) BO3HUKHOBEHMIO yiiepba B o00sacTu oOecriedeHuss OOOpPOHBI CTpaHBbI,
0€30IMacHOCTH  TOCyJlapCTBa U TPABOMOpSAKA, a TakkKe B  COIMAILHOM,
DKOHOMHUYECKOH,  TOJIMTUYECKOW,  DKOJOTUYECKOHM  cdepax  JIeATeIbHOCTH
rocyJapcTBa;

B) BOBHUKHOBEHHIO (PMHAHCOBBIX, MPOM3BOJICTBEHHBIX, PEMyTAIMOHHBIX WU
WHBIX PUCKOB (BUIIOB yiiep6a) 11s o0namarens nHopmaiuu, orneparopa.

CoOpbITHE WK TPYIINIA COOBITUN OMPEACIAIOTCS TPUMEHUTEIHHO K HAPYIIEHUIO
OCHOBHBIX (KPUTHUYECKHX) TpoIeccoB (OM3HEC-TIPOIIECCOB), BBHIMOJHEHNUE KOTOPBIX
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o0ecreunBarOT CUCTEMbl U CETH, U MPUMEHHUTENIBHO K HApyIICHHIO OE30MacHOCTH
uH(pOpMalIH, COAEpKAIICHUCA B CUCTEMaX U CETSIX.

3.4.B ciyyae oTCyTcTBUA Yy oOsanarens wuHbOpMaAllMU WKW OIeparopa
pE3yNbTaTOB OIIEHKU PUCKOB (yiepOa), BO3MOXKHbIE HETaTUBHbBIEC MOCIEACTBUS OT
peanu3anuu yrpo3 6€30MacHOCTA MH(POpPMAIIUU MOTYT OINpPEAENATHCS KaK Ha OCHOBE
HKCIIEPTHON OLIEHKH CHEIUAINCTOB, MPOBOJAIIMX OLEHKY yrpo3 0e30IMacHOCTH
uHopmManuu, Tak U Ha OCHOBE HWH(pOpMAIMH, NPEICTaBIIeMONd MNPOPUIBLHBIMU
MOJIpa3/IeNICHUsIMU WK CIISIUAINCTaMU 00IaaTens nHQOpMAaIIUK WK OTiepaTopa.

3.5. OnpenensieMble B XOJ€ OICHKA YIrpo3 Oe30macHOCTH WHGOpPMAIIU
HETaTUBHBIC TOCIEACTBUS JOJKHBI OBITh KOHKPETHU3HPOBAHBI TMPUMEHHUTEIBHO K
00JaCTsIM ¥ OCOOEHHOCTSIM JeATEILHOCTH 00JaaaTess HHGOPMAIINK UJIH OTIepaTopa.
His cucrem u cereir obOnagatens uHPOpPMAlUM WM OlEpaTopa MOXKET OBIThH
OIIPEAEIICHO OAHO MJIM HECKOJIbKO HETaTUBHBIX MOCIEACTBHIM.

Ilpumep 1: 1) ecnu onepamop obpabamvieaem nepcoHanibHble OAHHbIE SPANCOAH,
komopwie 8 coomeemcmauu ¢ Pedepanvuvim 3akoHom «O NepcoHANIbHBIX OAHHBIXY
noonesxcam 00A3aMeNbHOU  3awume, OOHUM U3  BO3ZMONCHLIX  HE2AMUBHBIX
nocieocmeull. om peanuzayuu  yepo3 Oe3zonacHocmu uUHgopmayuu s611emcs
HapyuweHue KOHQUOEHYUATbHOCMU NEPCOHANILHBIX  OAHHbIX, 6 pe3yibmame
Komopozo 0y0ym Hapyuienvl npasa CcyObekmos NepCOHAIbHbIX OAHHLIX U
coomseemcmayowue 3aKoOH0O0amebHble aKkmol, 2) eciu onepamop obecnevusaem
MPAHCNOPMUPOBKY Hehmu, 0OHUM U3 BOZMONCHLIX HE2AMUBHBIX NOCIeOCMBUll Om
peanuzayuu yepo3 0e30nacHoCmu UHGOpMayuu AGNAemcs pasiue Hepmu u3
Heghmenposooda, noGleKWUl HACMYNIeHUe 9KOoIo2uiecko2o ywepoa, 3) eciu
onepamop npeoocmasiaem Ycayeu CeA3U, OOHUM U3 BO3MONCHBIX He2amuHbIX
nocieocmeull om peanusayuu  y2po3 OeszonacHocmu uHoOpmayuu  A611emcs
HenpeodocmasieHue yciye c6a3u abOHeHmam, nosjeKuiee HacmynieHue yuwepoa 6
coyuanvHou cghepe; 4) 051 onepamopa no nepesoody OeHeHCHbIX CPeoCmse 0OHUM U3
B03MOJNCHLIX HE2AMUBHLIX NOCIeOCMEULL Om  peanu3ayuu yepo3 6e30nacHocmu
ungopmayuu s611emcs Xuujenue OeHeHCHbIX CpeoCcms, 6 pe3yivbmame KOmMopozo
B03MOHCHLL PUHAHCOBbIE U PENnYMAYUOHHBIE PUCKU.

Bunel puckoB (ymepOoB) M THUIIOBbIE HETATUBHBIE IOCIEACTBUS, KOTOpBIE
MOTYT HACTYNUTh OT peanu3anud (BOSHHUKHOBEHHs) Yrpo3 O€30MacHOCTH
uH(pOpMalnu, IPUBEEHBI B IPUIIOKEHUH 4 K HacTosmend MeTtoauke.
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5. Onpenesienne BO3MOKHBIX 00bEKTOB BO31€iiCTBHUS YIPO3
0e3omacHOCTH HH(POPMALIUHT

4.1.B xome OlLEHKH yrpo3 Oe30MacHOCTH UWH(OpMaIMK JOJDKHBI OBITh
onpeneneHbl MHGOPMAIMOHHBIE pECypCcbl M KOMIIOHEHThI CHCTEM U  CETeH,
HECAaHKIIMOHUPOBAHHBIN OCTYN K KOTOPHIM WM BO3/ACHCTBHE Ha KOTOpBIE B XOE
peanu3anuu (BOSHUKHOBEHHS) yrpo3 0€30MacHOCTH HH(POPMAILIMK MOXKET MIPUBECTU K
HETaTUBHBIM MOCIEACTBUSAM — OOBEKTHI BO3JICHCTBHUSI.

COBOKYITHOCTh OOBEKTOB BO3JCUCTBUS W HX HHTepdeiicoB ompenenser
IpaHUIBI [IPOLIECCa OLIEHKH YIpo3 0e30MacHOCTH HHPOpMAIK U pa3paboTKU MOJIEIH
yrpo3 6e3onacHocTy nHpopManuu (pUCyHOK 1, 3).

4.2. IcXOmHBIMH ~ JTAHHBIMU  JIJI1  ONPEJCICHHUS] BO3MOXKHBIX  OOBEKTOB
BO3JCUCTBUS SIBIISIIOTCS:

a) o0mwMii mepedeHp yrpo3 0Oe3omacHOCTH HWHGOpPMAIMH, COJASp)KalIencs B
OaHke maHHBIX yrpo3 OesomacHoctd uHpopmanuun PCTIK Poccum (bdu.fstec.ru),
Mozenu yrpo3 OeszomacHoctu uHbopmarmu, paspadbarsiBaempie PCTIK Poccuu B
COOTBETCTBUM € NOANYHKTOM 4 myHkTa 8 [lonoxenuss o @enepanbHoil cinyx0e 1Mo
TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO, YTBEpXkKIACHHOro YkazoMm IIpesunenra
Poccuiickonn ®@enepanuu ot 16 aBrycra 2004 r. Ne 1085, a Takke oTpacieBbie
(B€ZOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIENU YIPp0o3 0€30MacHOCTH HH(OpMaLUK;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTak, cojeprkaluecs B 0a3ax JaHHBIX
U UHBIX UCTOYHHKAX, onyOisukoBaHHbIX B cetu «MuaTtepHer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) JOKYMEHTAIlUsl HA CETM U CHUCTEeMbl (B YacTH CBEJCHUH O COCTaBe M
apXUTEKType, O TIpynmax IMOJb30BaTeied M ypOBHE HX TIOJHOMOYMN M THUIAX
J0CTYTIa, BHEITHUX U BHYTPEHHUX UHTep(dercax);

') JOTOBOPBI, COIJIALICHHUs] WM HHbIE JOKYMEHTBI, COJEpKalllie YCIOBHUSA
UCIIOJIb30BaHUsl  HMH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHON  UHQPaCTPyKTYphI
HeHTpa 00pabOTKU JaHHBIX WK O0JAYHON MH(PACTPYKTYpHl MOCTABIIMKA YCIIYT
(B ciyyae (GYHKIIMOHUPOBAHUS CHUCTEM M ceTell Ha 0aze wuHGOpPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON HMH(PacTpyKTypbl 1EHTpa OOpabOTKM JaHHBIX WJIHU
00nauHON MHDPACTPYKTYPHI);

1) HETaTUBHbIE TMOCJHEACTBUS OT peaiu3aluud  (BO3ZHUKHOBEHHUS) yIpo3
0e3omacHOCTH HMH(pOpPMAILIMM, ONpPEACICHHbIE B COOTBETCTBUUM C HACTOSIICH
MeToauKoHu.

VYka3aHHbIE UCXOHBIC TaHHBIE MOTYT OBITh JOIMOJHEHbI HHBIMU JTOKYMEHTAMHU
U CBEACHMSAMH C Y4YE€TOM OCOOEHHOCTEeH o00JacTu JesTeIbHOCTH, B KOTOPOii
(GYHKIIMOHUPYIOT CUCTEMBI U CETH.

4.3. Ha ocHOBe aHanmm3a UCXOAHBIX JAHHBIX U PE3yJIbTATOB MHBEHTApU3ALUU
CUCTEM U CETeH OMPEIENAIOTCs CIAeAYIOUINe rPybl HH(OOPMALMOHHBIX PECYPCOB U
KOMITOHEHTOB CHCTEM U CETeH, KOTOPhIE MOTYT SBJIATHCA 00bEKTaMU BO3JCHCTBUS:
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a) nHdopmanus (JaHHbIE), COAEpKalIascs B CUCTEMaX M CeTsIX (B TOM YHCIEe
3amuiaeMas uHpopmanus, nepcoHaibHbIe JaHHbIe, HHpOpMaLns 0 KOHPUTYpaLuu
CUCTEM U CETEH, TaHHbIE TeJIEMETPUH, CBEACHUS O COOBITUAX OE30IaCHOCTH U JIp.);

0) mporpaMMHoO-anmapaTHble cpe/cTBa 00pabOTKM W XpaHeHUs WH}opMau
(B TOM 4ymMCle aBTOMAaTU3MpPOBAHHbIE paboyre MecTa, CepBEphbl, BKIIOYAS
MPOMBILIUICHHBIE, CpEACTBA OTOOpakeHHs UHGOpMAIMK, MNPOrpaMMHUpPYEMbIE
JIOTUYECKUE KOHTPOJUIEPHI, MPOU3BOACTBEHHOE, TEXHOJOTHUYECKOE O0OpyAOBaHHE
(MCTIOTHUTEIBHBIE YCTPOUCTRA));

B) MporpaMMHbIE CpeACcTBa (B TOM UHCJIE€ CHUCTEMHOE M MPUKIATHOE
nporpaMMHOe oOOecHeueHre, BKIIIoYas CepBEpbl MPHIOKEHUH, BEO-TPUIIOKEHUH,
CUCTEMBI yIIpaBJIeHUs 0a3aMu JaHHBIX, CUCTEMbI BUPTYaIU3allUN );

I') MalIMHHBIE HOCUTENW HWH(POpPMaLMK, CcoAepXkallhe KakK 3alldllaeMylo
uH(pOopMaIIo, TaK U ayTCHTU(HUKAITMOHHYIO HH(POPMAIIHIO;

1) TEJIEKOMMYHUKALIMOHHOE 00O0pyaoBaHHe (B TOM 4YHCIE MPOTpaMMHOE
oOecrieueHue JJis yIpaBiIeHUs TEJICKOMMYHHUKAITMOHHBIM 000PYI0BAHUEM );

€) CpelcTBa 3aluThl UHGOPMAIMU (B TOM YHUCJIE MPOrpaMMHOE OO0eCTICUCHUE
IUTS IEHTPATU30BAaHHOTO aIMUHIUCTPUPOBAHUS CPEJICTB 3aLTUTHl HHGOPMAIUH ),

) IPUBUJICTUPOBAHHBIE M HETPUBUIICTUPOBAHHBIE MOJI30BATEIN CHUCTEM H
ceTel, a Takke HHTep(deiichl B3auMOIEUCTBUS C HUMU;

3) 00eCTIeYNBAIOIINE CUCTEMBI.

Ipumep 2: x 0CHOBHBIM UHGOPMAYUOHHBIM PeCyPCam U KOMNOHEHMAM CUCmeM
u cemei MO2ym OMHOCUMbCA CUCHEeMbl XPAaHeHUs OAaHHbIX (0a3bl OAHHBIX),
cucmemsl ynpasieHus o6azamu OaHHbIX, 8eO-calim, NOYMosbslll cepeep, NOYMmoabill
KIUeHm, A8MOMAmu3uposaHHoe paboyee Mecmo NOAb308amens, Ccucmema
VIpasieHus U AOMUHUCPUPOBAHUSL, KOHMPOLIEp OOMeHd, cemesble CLyiHcObl,
npoBooHbvle U OeCnpoBOOHbIE KAHAIbI Nepedayll OaHHbIX, MeleKOMMYHUKAYUOHHOE
obopydosanue u m.o.

4.4. Ha sTane co3/laHus CUCTEM U ceTeil OOBEKThl BO3JACUCTBUS OMPEACIIIIOTCS
Ha OCHOBE IMPEANOIaraéMbIX apXUTEKTYpPhl U YCIOBUM (YHKIIMOHUPOBAHUS CUCTEM U
CeTeH, OMpe/IeIEHHBIX HAa OCHOBE M3YYEHUsS M aHajiu3a MUCXOAHBIX JaHHBIX. B xoxe
AKCIUTyaTallMil CUCTEM M CETed, B TOM YHCIIe TIPU Pa3BUTUU (MOJAEPHHU3ALIMN) CUCTEM
U ceTeil, OObEeKThl BO3JCHCTBUS ONPEACNSAIOTCS IJsl PEANbHBIX ApPXUTEKTYphl H
yCcIOBUM (DYHKIMOHHPOBAHUS CUCTEM U CeTe, MOJYy4YEeHHBIX IO pe3yJbTaTam
aHaJIM3a UCXOHBIX TaHHBIX U MHBEHTAPU3allUU CUCTEM U CETEH.

WNHBeHTapu3alusi CUCTEM UM CETel MNPOBOAUTCS C  HMCHOJb30BAaHUEM
ABTOMATU3HPOBAHHBIX CPEJICTB, KOTOPBIE ITO3BOJSIOT OINPEAEIUTh KOMIIOHEHTBI
CUCTEM U CEeTeM, a TaKkKe BHEIIHUE U BHYTPEHHUE UHTEP(DENChI.

4.5. Jns onpeneneHHbIX HHGOPMAIMOHHBIX PECYPCOB U KOMIIOHEHTOB CUCTEM
U ceTeil JOJKHBI ObITh OINpPEACNICHbl BUAbI BO3ICHCTBUS HA HUX, KOTOPbIE MOTYT
MPUBECTU K HEraTHUBHBIM MocieAcTBUSIM. OCHOBHBIMM BHJIaMH TaKUX BO3JEHCTBHIA
SBJISIFOTCSL:



19

a) yreuka (mepexBar) KOH(GUISHIIMATBLHOW WH(POPMAIMA WM OTACIBHBIX
JTaHHBIX (HapyIIeHHE KOH(UICHIIMATbHOCTH);

0) HECAHKIIMOHMPOBAHHBI  JIOCTYl K  KOMIIOHEHTaM,  3alllMIIaeMOM
uH(pOpMaIU, CUCTEMHBIM, KOHPUTYPAITMOHHBIM, UHBIM CIIY>KEOHBIM JJaHHBIM;

B) OTKa3 B 00OCTY>KUBAaHUU KOMIIOHEHTOB (HapyIIeHUE JOCTYITHOCTH);

I') HECAaHKIIMOHUPOBaHHAs MOAM(UKALIMS, TOJIMEHA, UCKAKEHUE 3alUIIaeMOn
uH(OpPMAIMU, CHCTEMHBIX, KOH(MUTYpPAallMOHHBIX, WHBIX CIY)KEOHBIX JIaHHBIX
(HapylIeHHe 1ETOCTHOCTH);

1) HECAaHKITMOHUPOBAHHOE MCTIOJIH30BAHNE BBIUUCIUTEIHHBIX PECYPCOB CUCTEM
Y CETEN B MHTEPECAX PELICHUSI HECBOWCTBEHHBIX UM 33/a4;

€) HapylIeHne (PyHKIIMOHUPOBaHUS  (PaOOTOCIIOCOOHOCTH) MPOTPAMMHO-
anmapaTHBIX CPEJICTB 00pabOTKH, TIepeladr U XpaHEeHUs1 HH(OpMAaITIH.

4.6. OObEKTHI BO3JICHCTBUSA OIPEACIAIOTCS Ha alapaTHOM, CUCTEMHOM U
MPUKIATHOM YpPOBHSX, Ha YPOBHE CETEBOW MOJIEIM B3aMMOJICHCTBHS, a TaKXKe Ha
YpOBHE TOJIb30BaTeNel (pUCyHOK 3).

PucyHok 3. YpoBHU apXUTEKTYphl CHCTEM U CETEN, HA KOTOPBIX
OTIPEEISAIOTCS OOBEKTHI BO3ICHCTBUS

4.7. B mporiecce dKCIuTyaTaluyu CUCTEM U CeTel 00BEKThI BO3ICHCTBUS M BUJIbI
BO3JICUCTBHS Ha HUX MOTYT JOMOJHATHCS U U3MEHSTHCS OTHOCUTENILHO UX COCTaBa U
BUJIOB BO3JCHCTBHS, OMPECICHHBIX Ha dTare CO3JaHus JaHHBIX CHCTEM U CEeTEH.
B sTom cnyuae y4yeT W3MEHEHHWI MOJDKEH NPOBOAUTHCA B paMKax peaau3aliu
MEpONPUATHIA MO YIPABJICHUIO KOH(Urypalue cucTteM M CeTell W aHalau3y yrpos
0e30macHOCTH MH(OPMALIUU B XOZ€ UX SKCIUTyaTallHH.

4.8. Ilpu ormeHke yrpo3 0e€30MacHOCTH HMHPOPMAUA B CHUCTEMaxX U CETIX,
(GYHKIIMOHUPYIOIIHX Ha 0aze UH()OPMAITMOHHO-TEJICKOMMYHUKAITMOHHON
UHQPACTPYKTYphl LIEHTpa OOpaOOTKM JAaHHBIX WM OOJauyHOM HH(PACTPYKTYpHI,
OOBEKTHI BO3JEHCTBUS OIPEAEISAIOTCS C Y4€TOM COCTaBa M COJACPKAHUS YCIYT,
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MPEIOCTABIAEMBIX MOCTABIIMKOM YCIYT (Hampumep, MHGpacTpyKTypa Kak yciyra,
miatopma Kak cepBHC, IPOrpaMMHOE 00ecTIeYeHIE KaK CEPBHC).

ApeHIyeMble WM UCIONb3yeMble HAa HMHOM 3aKOHHOM  OCHOBAaHUU
IPOTrpaMMHO-aIapaTHbIE CPEJCTBA U UX UHTEP(EHChl, KaHaJbl CBA3U, IPOTPAMMHOE
obecrieyeHue (B TOM 4HCJE TMPOrpaMMHOE OOECIeUeHHEe BUPTyalu3allud |
MOCTPOEHHBIX Ha ero 0a3e BUPTYAIbHbIX MAIllMH, BUPTYAJIbHBIX CEPBEPOB, CUCTEM
yIpaBJICHUs BUPTyadu3allei, BUPTYyaJbHBIX KaHAJIOB CBSI3U M T.A.) OTHOCATCS K
00BEKTaM BO3ACUCTBUS, HAXOASIIUMCS B TpaHHIE OLIEHKH Yrpo3 Oe30macHOCTH
uHpopManMu  omeparopa. B OoTHomeHMM  OCTadbHOW  MHGPOPMAIMOHHO-
TEJIEeKOMMYHUKALIMOHHOW HHQPACTPYyKTYphl LIEHTpa OOpaOOTKM JaHHBIX WJIH
00JauHOi HMHQPPACTPYKTYpbl Yrpo3bl OE30MaCHOCTH HMH(OPMAIMH OLEHUBAIOTCS
MOCTABILIUKOM YCIIYT.

[Ipumep pacopeneneHuss TpaHUL] TMpU  OLEHKE Yrpo3 0e30MmacHOCTU
uHpOpMaLlMM  MEXIy OINEepaTopoM U  TOCTaBIIMKOM YCIyTI  IpelICTaBJeH
Ha PUCYHKE 4.

IIporpammHOe
Wndpactpykrypa HUudpacrpykrypa [Inargopma obecrieueHue
omeparopa KakK ycayra Kak yciayra KaK yciyra

[Ipunoxenns [Ipunoxenus

TIpunoxxenus
JlaHHbIE
CpeJia BBITIONHEHHS

Casyromiee
TPOrpaMMHOE
obecreueHne

IIpunoxxenns
ﬂaHHHe

Cpena BbIOTHEHUS

JlaHHBIE

Cpe,ua BBITTOJITHEHU S Cpe)la BBITOJITHEHU S

Casizyromiee Casizyromiee Casytomiee
MPOrPaMMHOE POrPaMMHOE TPOrpaMMHOE
obecricucHne obecneueHne obecrnieueHne

OrepanioHHas CHCTEMa OrnepaioHHast cucTeMa OnepalnoHHas cHCTeMa
Inarpopma [nargopma Inatdopma
BHPTYaIH3aliH EHINETHE AT BHPTYaIH3ALUN
Annaparsas miatdopma AnmnaparHas miatdopma
Cucrema XpaHeHHs CucTemMa XpaHEHHs.
JIAHHBIX JIaHHBIX
CerteBast HH(ppacTpyKTypa CereBast MH(PACTPYKTYpa

Pucynox 4. Ilpumep pacnpenesneHus rpaHull Ipy OLEHKE yrpo3 6€301MacHOCTH
uHbopMaIuu B HTHPOPMAITMOHHON HHPPACTPYKTYpe MOCTABIIUKA YCIyT

ITnatdhopma
BHPTYyaIH3alUH

AnmnaparHas miathpopma Annaparsas miatdopma

Cuctema XpaHeHHS
JIAHHBIX

Cucrema XpaHEeHUst
JQHHBIX

CereBast uHPPACTPYKTypa

CereBast HUHPPACTPYKTypa

_

4.9. O0ObeKTsl BO3AECUCTBUS M BHUABI BO3IEHCTBHAS HAa HUX JOJDKHBI OBITH
KOHKPETU3UPOBAHBI MPUMEHUTETHHO K apXUTEKType " YCIIOBHSIM
(GYHKIIMOHUPOBAHUS CHUCTEM M CeTed, a Takke o0JacTsIM W OCOOCHHOCTSIM
NeATeIbHOCTU 001a1aTestst nHGOpMallUK U orieparopa.
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Ipumep 3: 1) pazenawenue nepcoHAIvbHuIX OAHHBLIX U (UAU) UX MOOUDUKAYUSL
B03MOJICHbL 8 pe3ybmame HeCAHKYUOHUPOBAHHO20 00CMYNa K 0Oaze OAHHbIX, 8
KOmMopou sma ux@opmayus XxpauHumcs, 2) paziué Hepmu u3z Heghpmenposooa
B03MOJHCEH 8 pe3yIbmame HeCAHKYUOHUPOBAHHO20 OOCMYNA K NPOSPAMMUPYEMOMY
Jlo2U4ecKOMy — KOHmpoJiepy, obecneuusaiowemy YApasieHue  3a08UNICKAMU
Heghmenposooda, U NOOMEHbl XPAHAWUXCSL 68 HeM  3HAYEHUll  YCMABOK;
3) nenpedocmasnenue yciye cesi3u abOHEHMAM B03MOJICHO 6 pe3ylibmanie OmKasa
8 00CIYHCUBAHUU Mapuipymu3amopa ypoeHs sA0pa cemu, 4) HapyweHue
9NEeKMPOCHAOIHCEHUS nompebumernet 803MOMNCHO 8 pe3ynbmame
HeCaHKYUOHUPOBAHHO2O0 ~ OOCMYNA K  NPOSPAMMUPYEMOMY  JIO2UHECKOMY
KOHMpOepy, YNpasisaouemy 8blKaouamenem, ¢ Yyeiblo no0adu JOHCHbIX KOMAHO
Ha e20 omKIoYeHue; 5) XuueHue OeHedN’CHbIX cCpedCcme y Onepamopa no nepesooy
OEHEJCHbIX CPeOCm8 BO3IMOMCHO 8 pesyibmame HNOoOMeHbl (Mooughukayuu)
uHgopmayuu, cooepricaujeiics 8 J1eKMpOHHbIX COOOUEHUSX.

[Ipumepsb! onpeneneHusi 0ObLEKTOB BO3/ICUCTBUS U BUJIOB BO3JEHCTBUS Ha HUX
IIPUBEJICHBI B IPUJIOAKECHUHU 5 K HAcTOALIEH MeToIUKeE.
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6. OuneHka BO3MOKHOCTH peajin3anny (BOSHUKHOBEHHS) YIPo3
0e3omacHoCTH UHGOPMAIIMHU U ONpee/ieHHe UX AKTYaJIbHOCTH

6.1 OnpenejieHue HCTOYHMKOB Yrpo3 Ge3onmacHocTH HHGopMaLUN

5.1.1. B xone oneHku yrpo3 0e30macHOCTH HWHQOpMAIUU JOJDKHBI OBITh
onpenereHbl BO3MOXKHBIE AHTPONOT€HHbIE HCTOYHHKMA YIrpo3 0O€30MacHOCTH
uH(popMaIMi, K KOTOPbIM OTHOCATCA Jula (TrpyInna Jul), OCYIIECTBISAIONINE
peanu3anuio yrpo3 0€30MacHOCTH HMH(POpPMALMU IMyTEM HECAaHKIIMOHUPOBAHHOTO
JOCTyMa U (WJIK) BO3ACUCTBUS HAa MH(GOPMAIIMOHHBIE PECYpPChl U (MJIM) KOMITOHEHTHI
CUCTEM M CETCH, — aKTyaJIbHbIC HAPYIITUTEIIH.

5.1.2. UcXOMHBIMU JTaHHBIMU JIJISE  OTNIPEACIICHUS BO3MOYKHBIX aKTyaJIbHBIX
HapYyILIUTENEH ABIIAIOTCSA:

a) o0mmii mepeueHb yrpo3 0e30macHOCTH WHGOPMAIMK, COIASPKAIMUNUCS B
OaHke maHHBIX yrpo3 OesomacHoctd uHpopMmannu PCTIK Poccun (bdu.fstec.ru),
Mozenu yrpo3 OeszonmacHoctr uHbopmarmu, paspadbarsiBaembie PCTIK Poccuu B
COOTBETCTBUM ¢ TOoANyHKTOM 4 myHKkTa 8 [lonoxenuss o dexepanbHOil cimyx0e 1o
TEXHUYECKOMY M HKCIIOPTHOMY KOHTPOJIO, YTBEpXKICHHOTOo YkazoMm lIpesumenta
Poccuiickonn ®@enepanmu ot 16 aBrycra 2004 r. Ne 1085, a Takke oTpacieBbie
(BeIOMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpO3 0€30MaCHOCTH UH(OpMAIIIH;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTaK, COAEpk aluxcs B 0azax JaHHBIX
U MHBIX UCTOYHHKaX, onyOiukoBaHHbIX B cetu «MuTepHer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) HOpMAaTHUBHbBIE MpaBoBbie akThl Poccuiickoii denepaliu, B COOTBETCTBUU C
KOTOPBIMH CO3AaeTca U (PYHKIIMOHUPYET CHUCTEMa WIN CETh, COAEPIKAILUE OMUCAHUE
Ha3HadeHWs, 3amad (QyHKOHMI) CHCTEeM H CETe, cocTaB 0OpabaThIBaeMOM
nH(}OpMAITUHU U €€ TIPABOBOU PEXKHM;

') TOKyMEHTAIlMs Ha CETH U CHUCTEMbl (B YaCTH CBEJCHHM O Ha3HAYCHHUH U
(GYHKIIUSX, COCTaBE M apXUTEKType CHUCTEM M CETeil, O Tpymmax MoJb30BaTelied U
YpOBHE MX MOJITHOMOYHM U TUTIAX JOCTYTa, O BHEITHUX U BHYTPEHHUX HHTEep(deiicax);

J1) TOTOBOPBI, COTJIAIICHHsS] WM WMHBIC JOKYMEHTBHI, COJEpKaIlue YCIOBHUS
UCIIOJIB30BAaHUS  MH(POPMAIMOHHO-TCJICKOMMYHHUKAITMOHHOW  HMH(MPACTPYKTYPBI
IeHTpa OOpabOTKHM MaHHBIX WM O0JaYHON WHOPACTPYKTYPHI TOCTaBIIHKA YCITyT
(B WacTu mepcoHasa MOCTaBIINKa YCIYT, HMEIOIIETO JOCTYI K 3TOH HHPPACTPYKTYpE,
€ro npas U 00sA3aHHOCTEH, YPOBHS MOJHOMOYUHN U TUIOB JI0CTYIIA);

€) pe3yJbTaThl OIIGHKHW yiiepOa (PUCKOB), TMPOBEICHHOW o00iaaaTenemM
uH(pOpMAaIUU WIH ONIEPATOPOM;

’K) HETaTUBHbIC TOCIEJACTBUS OT pealu3alud (BO3HUKHOBEHHUS) YIrpo3
O6e3omacHOCTH HWH(POPMAIIMK, OMpPEACICHHbBIE B COOTBETCTBHU C HACTOSIICH
MeTo UKo,
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3) OOBEKTHl BO3ACUCTBUA Yrpo3 0Oe3omacHOCTH HUHGOPMAMUM U BUIBI
BO3/JCHCTBUS HA HUX, OIPEJICIICHHBIE B COOTBETCTBUU C HACTOSIEH MeToauKoM.

VYKa3zaHHbIE UCXOJIHbIE JAHHBIE MOTYT OBbITh JIOMOJHEHbI HHBIMU JTOKYMEHTaMU
U CBEJCHUSMH C Y4YETOM OCOOCHHOCTEH 00JacTh JesATEeIbHOCTH, B KOTOPOM
(GYHKIHOHUPYIOT CUCTEMBI U CETH.

5.1.3. Ha ocHOBe aHanu3a MCXOJHBIX JAHHBIX, @ TAKXKE PE3yJbTAaTOB OLIEHKU
BO3MOXHBIX I[€JIeM peanu3aluy HapyUIUTEISIMU YIpo3 0€30MacHOCTH MH(pOpMaluu
OMPENENSAIOTCA BUIbI HAPYIIUTENEH, aKTyalbHBIX JJISI CHCTEM U CETEH.

OCHOBHBIMH BUJAMU HAPYIIUTENEH, TTOIJIEKAIUX OLICHKE, SIBJSIOTCS:

CrieIMaIbHbIe CITYKObI HHOCTPAHHBIX TOCYapCTB;

TEPPOPUCTHUECKHUE, FIKCTPEMUCTCKUE TPYIITUPOBKHY;

MPECTYIHBIE TPYNIIBI (KpUMUHAIBHBIE CTPYKTYPBI);

OTJIEeTbHBIE (PU3UUECKHE JTUIIA (XaKePhl);

KOHKYPHPYIOIINE OpraHu3aluu;

pa3pabOTYUKH MMPOTPAMMHBIX, TPOTPAMMHO-AITAPATHBIX CPECTB;

JuIa, 00ecIeurBalolie MOCTaBKy MPOrpaMMHBIX, MPOTPaMMHO-aNMmapaTHbIX
CPEACTB, 00€CTIEYMBAIOIINX CUCTEM;

MOCTABIIUKHU YCIIYT CBSI3U, BBIYUCIUTEIBHBIX YCIIYT;

JWIla,  TPUBJIEKAEMBICE  JUISI  YCTAaHOBKHM,  HACTPOWKH,  HUCIBITAHUU,
MMyCKOHAJIaJIOYHBIX U UHBIX BUJIOB PadoT;

auia, obecneuyuBawolue (QYHKIMOHUPOBAHUE CHCTEM U CeTed WU
00ecreunBaIINX CUCTEM OrepaTropa (aAMUHUCTpAIs, OXpaHa, YOOPIIUKY U Ap.);

aBTOPU30BaHHBIE MOJIb30BATENIN CUCTEM U CETEH;

CUCTEMHBIE aJIMUHUCTPATOPHI U aIMUHUCTPATOPHI O€30MaCHOCTH;

ObIBIIME (YBOJIEHHBIE) PAOOTHUKH (TIOJIB30BATEIIN ).

VYka3zaHHble BHWJBl HApPYIIUTENIEH MOTYT OBITh JOTOJHEHBI WHBIMU
HApYUIUTEISIMU C y4E€TOM OCOOEHHOCTEH OO0JacTH MAESITENbHOCTH, B KOTOPOW
(GYHKIUOHUPYIOT CUCTEMBI U ceTH. JJIsl OJTHOM CUCTEMBI U CETU aKTyaJlbHBIMU MOTYT
SIBJISITHCSI HAPYIIUTENN HECKOJIBKUX BHUJIOB.

5.1.4. Hapymurenu NpU3HAIOTCS aKTyalbHBIMU JUIsl CUCTEM W CETeHl, Koraa
BO3MOXHBIE IIEJIM peau3alMil UMHU yrpo3 0e30MacHOCTH HH(OpMalMd MOTYT
MPUBECTU K ONPENEICHHBIM JJII CUCTEM W CETed HETraTUBHBIM MOCIEACTBUSIM U
COOTBETCTBYIOIIMM pUCKaM (BuaaM yiiepOa). Bo3MoKHbIE MEH peann3aiuu yrpo3s
0e30macHOCTH  WH(OpMAIMK  HAPYIIUTEISIMU TPUBEICHBI B  MPUIIOXKEHUU 6
K Hacroslen Meroauke.

[Ipumep COOTBETCTBUS HAPYLIMTEIEH, BO3MOXKHBIX LEJIEH peAIN3alUuUd UMU
yrpo3 0e30MacHOCTH WH(DOPMAITMU U BO3MOKHBIX HETAaTUBHBIX MOCJIEICTBUMA U BUIOB
puckoB (ymep6a) or ux peanu3anuy (BO3SHUKHOBEHHMS) MPUBEJCH B MPUIIOKEHUU 7
K Hacrosuen Meroauke.

5.1.5. Hapymurenu uMEIOT pa3Hble YPOBHU KOMIETEHTHOCTH, OCHAIICHHOCTH
pecypcaMd W MOTHUBAIlMK IS peaju3alud yrpo3 O0e30macHoCcT HHGOpMAIUU.
COBOKYMHOCTh JAHHBIX XapaKTEPUCTUK OIpeJesieT YpPOBEHb BO3MOXXHOCTEH
HapyIIUTeIeH Mo peanusanuu yrpo3 0e301acHOCTH HHpopMaIuu.
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B 3aBucMMOCTH OT ypOBHSI BO3MO>KHOCTEW HApyLIMTENH MOAPA3JIEIAIOTCS Ha
HapyluTenei, o0aagaromux:

0a30BbIMM  BO3MOJKHOCTSIMM [0 pealu3alMd  yrpo3  0e301acHOCTU
undopmaruu (H1);

0a30BbIMM  TOBBIIIEHHBIMM ~ BO3MOXKHOCTSIMM [0  peallM3allud  Yrpo3
6e3omnacnoctu uapopmanuu (H2);

CPeIHMMH  BO3MOXKHOCTSAMHM 1O  pealu3alud  yrpo3  0e30MacHOCTH
unpopmanuu (H3);

BBICOKMMHM  BO3MOXKHOCTSIMM [0  peajlu3alud  yrpo3  0e30macHOCTU
undopmaruu (H4).

JInst OQHOUM CHCTEMBI WM CETH aKTyaJbHBIMU MOTYT SIBJIATHCS HApyLIUTEIH,
MMEIOIINE Pa3HbIE YPOBHU BO3MOXKHOCTEM.

YpoBHU BO3MOXXHOCTEH HapyIIUTENECH MO peaiau3alnuud yrpo3 0e30MacHOCTH
uH(pOpMallMU IPUBEJICHBI B IPHIOKEHUHU § K HacTose MeToauke.

5.1.6. lns akTyaldbHBIX HApyIIMTENEH JODKHBI OBITh OMpEAENICHbl HUX
KAaTeropuy B 3aBUCUMOCTH OT UMEIOIMXCS MPaB U YCIOBHH MO JOCTYIYy K CHCTEMaM
U CeTsIM, OOYCIIOBJIEHHBIX apXUTEKTYpOH U YCIOBUAMH (DYHKIIMOHMPOBAHUSA STUX
CUCTEM M CETEH, a TAK)KE OT YCTAHOBJICHHBIX BO3MOXHOCTEH Hapymureneu. [Ipu
ATOM HApYIIMUTEIU MOAPA3EIAIOTCS Ha JIBE KATErOpuu (PUCYHOK 3, 6):

BHEILIHUE HApYUIUTENIH — HApPYIIUTEIU, HE HMEIOUIME MpaB J0CTyna B
KOHTPOJIUPYEMYIO (OXpaHsIeMYI0) 30HY (TEppUTOpPHUIO) U (MJIM) MOJIHOMOYHUH IO
J0CTylly K UHGOPMAlMOHHBIM pecypcaM M KOMIIOHEHTaM CHUCTEM U CeTel,
TpeOyIOIUM aBTOPU3ALIHH;

BHYTPEHHHE HApPYIIMTEIM — HApPYILIMTEIW, HUMEKIIMe IpaBa J0CTyna B
KOHTPOJIUPYEMYIO (OXpaHSIEMYI0) 30HY (TEppUTOpPUIO) M (WJIM) ITOJHOMOYMS IO
aBTOMATHU3UPOBAHHOMY JOCTYIy K HH(OPMALMOHHBIM pecypcaM U KOMIIOHEHTaM
CUCTEM U CETEM.
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PucyHok 6. BHyTpeHHHMII HApYIIUTENb TP peaTnu3aluy yIpo3
6e3omacHoCcTH HH(OPMALIUU

BHyTpeHHUE HapyIUTeIn epBOHAYAIBHO MOTYT UMETh Pa3HbIil YpOBEHb IIpaB
JocTyna K HWH(DOpMAMOHHBIM pecypcaM M KOMIIOHEHTaM CHUCTEM U CeTel
(HammpuMep, MOCTYIl B JIMYHBIM KaOMHET Ha cailTe, UCIOJHEHHE O0sS3aHHOCTEH Ha
aBTOMATU3UPOBAHHOM paboyeM MecTe, aJIMHHHCTPUPOBAHUE CHCTEM M CeTel).
K BHyTpeHHHUM HapyIIMTEISIM OTHOCATCS IIOJIb30BATEIM, WMEIIINE Kak
HETIPUBUJICTUPOBAHHbIE  (MOJB30BATENBCKHUE), TaK W  NPUBUICTUPOBAHHBIC
(anMHHHCTpAaTHBHBIC) TMpaBa JOCTyma K WHOOPMAIMOHHBIM pecypcam H
KOMITOHEHTaM CHCTEM M CETEH.

5.1.7. BHemHue HApYIIUTEIN Peaau3yoT yrpo3bl 0€30MacHOCTH MHGOpMAIIIH
MpeaHaMEepeHHOo  (MpeaHaMepeHHbIe  yrpo3bl  Oe3omacHOCTH — MH(OpMAIUN)
C MCIOJIb30BAaHUEM MIPOrPAMMHBIX, MPOTPAMMHO-AIAPATHRIX CPEACTB WIH 0e3
WCIIOJIb30BAaHUSI ~ TaKOBBIX. BHyTpeHHHWE  HapYIIUTENH  pEaJu3yloT  yrpo3bl
O0e3zomacHocTH ~ WMH(OpPMANMM ~ TpEeIHaMEepeHHO  (MpeaHaAMEPEHHBIC  yTPO3BI
O0e3omacHOCTH HWH(POPMAIMHA) C WCIIONIB30BAHUEM IPOTPAMMHBIX, MPOTPAMMHO-
anmapaTHBIX CpPEJICTB WU 0O€3 HWCIONB30BAaHUS TAaKOBBIX WM HEMpEIHAMEPEHHO
(HempegHaAMEpEeHHbIE YTpo3bl Oe3omacHocTH HHGOpMalUu) 0€3 HCHOJIb30BaAHUS
MIPOTPaMMHBIX, TTPOTPAMMHO-AIITAPATHBIX CPEICTB.

Ilpumep 4: x HenpeoHamepeHHbIM Yepo3am Oe30NaACHOCMU UHGOpMAYUU MO2YM
OMHOCUMBCA!

1) HapyweHnue @yHKyuOHUpPOBAHUS CUCMEMbl YNPAGIeHUs 0a3bl OAHHBIX 3d CYem
8600a 6 NOJIsi OAHHBIX UHDOPpMAYUU, npesvliulaloueti O0NYCmumblil 06vem,

2) napyuwienue yHKYUOHUPOBAHUA 8eD-pecypca 3a cuem mo2o0, Ymo CUCHEMHbILL
AOMUHUCMPAmMOp OONYCMUl OWUOKY npu 6vibope KoHueypayuonHo2o atiia
6eO-cepaepa.

5.18. B cnyuae ecam K cuUCTeMaM U CETAM NPEIbSIBICHbI TpeOOBaHUs
K YCTOMYMBOCTH M HAACKHOCTH (YHKIIMOHUPOBAHMUA (B YacCTHU LIEJIOCTHOCTH H
JOCTYITHOCTH HWH(OPMALMOHHBIX PECYpCOB U KOMIIOHEHTOB CHCTEM U CceTel),
JIOTIOJIHUTENBHO K aHTPONOTE€HHBIM MCTOYHHMKAM yrpo3 0€30MacHOCTH MH(POpPMAIIH
B KaueCTBE aKTyaJlbHbIX MOTLYT OBITb ONPEIEICHbl TEXHOT€HHbIE HCTOYHHUKH
(pusnueckue  sABIEHUS, MaTEpHAIbHbIE OOBEKTHI). YTpo3bl  0OE30MaCHOCTH
uH(pOpPMAIINHU, CBA3aHHBIE C TEXHOTEHHBIMH HMCTOYHHWKAMH, BKIIIOUAIOTCS B MOJENb
yrpo3 0Oe3onacHocTH MHGOpMALMK MO pelleHuio olnagaTesis UHPOpMalUUU WU
olepaTopa CUCTEM U CETEH.

OCHOBHBIMHM (paKTOpamMu BO3HHMKHOBEHHSI Yyrpo3 0e30macHOCTH HMH(OpMaiuu,
CBSI3aHHBIMH C TEXHOTCHHBIMU UCTOYHUKAMH, MOTYT SIBJISITHCSL:
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a) HEJOCTaTKW  KAauecTBa, HAJEKHOCTH  MPOrPaMMHOTO  OOecredeHus,
POrpaMMHO-AIIAPaTHBIX CPEACTB, OOECHEeUMBAOIINX OOpabOTKy M XpaHEHHE
UH(pOpMaLUH, UX JINHUH CBS3H;

0) HeIOCTAaTKU B pabOTe 00ECIICUUBAIOIINX CUCTEM;

B) HEJIOCTYITHOCTh ~ CEPBUCOB  (YCJIyTr), TMPEAOCTaBISIEMBbIX CTOPOHHUMHU
OpraHU3aLsIMHU.

B0O3MOXXHOCTP BO3HMKHOBEHHSI TaKUX YIpO3 OIpEAeNseTcss Ha OCHOBE
CTaTUCTUKU MX BO3HMKHOBEHHS 3a MPOLUIbIe ro/ibl. B ciiyyae oTCyTCTBHS yKa3aHHOU
CTaTUCTHKH BO3MOKHO MCIOJIb30BAHUE SKCIIEPTHON OLICHKHU.

BrIsiBIIeHHE TEXHOT€HHBIX MCTOYHHUKOB JOJDKHO OCYILECTBIIATHCS C y4ETOM
TpeOOBaHMI M TMpaBWJ, YCTAHOBJICHHBIX YIOJHOMOYEHHBIMH (pelepaibHbIMU
OpraHaMH HCIONHUTEIBHON BIIACTH, HAIMOHATBHBIMU CTAHIAPTAMU, K HE BXOIHT
B 00J1aCcTh JEHCTBUS JaHHON METOuKH.

5.1.9.1lo pesynbraTaM ONpENENECHUS MCTOYHUKOB YIrpo3 0e30MacHOCTU
MH(GOPMALIUU JTOJKHBI OBITH OMPE/ICIICHBI:

a) BUJIbl AKTyaJIbHbIX HapyIIUTENIEW U BO3MOXHBIE LU peanu3alud HUMHU
yrpo3 0e30macHocTH HH(POpPMaLnH, a TAKKE UX BO3MOXKHOCTH;

0) KaTeropuu akTyaJbHbIX HapyLIUTENEH, KOTOpPbIE MOIYT pEalu30BbIBATH
yrpo3bl 0€30MMaCHOCTH HH()OPMALIUK, B TOM YHCIIE HENPEIHAMEPEHHBIE YTPO3BI.

[Ipu omnpeneneHMM UCTOYHHUKOB yrpo3  0Oe3onmacHOCTH  UHGpOpMAaIu
HEOOXOIMMO HUCXOJUTh U3 MPEANOJOKEHUS O HAJIMYUU MOBBILIEHHOW MOTHBALIMH
BHEIIHUX W BHYTPEHHUX HapYLIUTENIECH, MPEIHAMEPEHHO PpEaTU3yIOLIUX YIpO3bl
6e3omnacHoctu nHpopmaiu. Kpome Toro, Heo0OX0IUMO YUYUTHIBATh, YTO TAKHE BUIbI
HapylmuTeneil Kak CHelUalibHble  CIIY>)KObl ~ MHOCTPAHHBIX  TOCYJapCcTB MU
TEPPOPUCTUYECKUE, DKCTPEMUCTCKUE TPYNIIMPOBKM MOTYT NPHUBIEKATh (BXOAMTH
B CrOBOp) BHYTPEHHUX  HapylmuTelned, B TOM  4Hcie  OO0JaJarolux
IIPUBUJIETMPOBAHHBIMU TIpaBaMu J0cTyna. B 3ToOM ciy4yae ypoBEHb BO3MOXHOCTEU
aKTyaJlbHBIX Hapymwurenaeil OyneT ompeAensiTbCs COBOKYIHOCTbIO BO3MOKHOCTEH
HapyluTesei, BXOASIIMX B CTOBOP.

[Ipumepsl ompeneneHus akTyaldbHBIX HApyLIUTENEH Mpu peanu3alnuu yrpos
0e3omacHOCTH MH(OpPMAUMU W COOTBETCTBYIOIIME WM BHJbl HApYyLIUTEIEH U UX
BO3MOKHOCTH MPUBEIEHBI B IIPUJIOKEHUH 9 K HacTosmen MeToauke.

6.2 OueHka cnoco00B peaju3anun (BOSHUMKHOBEHUS) YTPo3
0e3onmacHocTH UHGOpPMAITUHA

5.2.1. B xonme oleHKH yrpo3 0e30macHOCTH HWHQOpMAIUU JOJDKHBI OBITh
ompeneicHbl  BO3MOXKHBIE  CIOCOOBI  peanu3anu  (BOSHUKHOBEHHS)  yIpO3
Oc3omacHOCTH WHGOpPMAIMK, 3a CYCET MCIOJB30BAaHUS KOTOPBIX aKTyaJIbHBIMH
HapyIIUTEIIMA MOTYT OBITh peaJM30BaHbl yrpo3bl 0O€30MacHOCTH HMHGPOPMAIUU

! Hanpumep, TakiMu CTaHIapTaMHE SIBIISIOTCS:

T'OCT P 22.0.05-2020 Be3omacHOCTH B Upe3BBIYAHHBIX CUTyalusAX. TeXHOT€HHBIC UpEe3BEIYAHBIC CUTYAINA. T epMHUHBI
U ONpeIeNICHHUS;

I'OCT P 51901.1-2002 MeHemKMEHT pricka. AHAIN3 prCKa TEXHOJOTHIecKuX cucteM (¢ [TompaBkoii).
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B CHCTEMax WM CETSAX, — aKTyaJbHBIC CITOCOOBI peanu3anuu (BOZHUKHOBEHUS) YIPO3
0e30MmacHOCTH HH()OPMALIHH.

5.2.2. ICXOMHBIMU JT@aHHBIMH JIJIE  ONPEACIICHUSI aKTyaJlbHBIX CIOCOOOB
peanuzaiuy (BOSHUKHOBEHUS) yTpo3 0€30MacHOCTH HH(POPMALINU SBIISIOTCS

a) o0l TepedeHb yrpo3 Oe30MacHOCTH HH(pOPMAIUU, COJACPIKAITUNCS
B OaHKe JaHHBIX yrpo3 Oe3omacHoctd uHpopmaun ®CTIK Poccun (bdu.fstec.ru),
MoJielu yrpo3 Oe3onacHoctu uHbopMmanuu, pazpadateiBaeMblie DCTIK Poccuu
B COOTBETCTBUU C MOANYHKTOM 4 myHkTa 8 I[Tonoxenus o @eaepanbHoil ciiyx0e 1o
TEXHUYECKOMY M OSKCIOPTHOMY KOHTPOJIO, yTBepkaeHHoro Ykazom I[lpesumenta
Poccuiickoii ®@enepauun ot 16 aBrycra 2004 r. No 1085, a Takke oTpacieBble
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIETTH YTPo3 Oe30macHOCTH H(pOpMaIuy;

0) onmmcaHusl BEKTOPOB KOMIBIOTEPHBIX aTaK, COJIEPKAIIMXCA B 0a3ax JTaHHBIX
M HWHBIX UCTOYHHKAX, omybnukoBaHHBIX B cetu «uteprer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) JOKYMEHTAIUsl HAa CHCTEMbl U C€TU (B YacTH CBEJCHUH O COCTaBe M
apXUTEKType, O Tpynmax IMoJb30oBaTele W HUX TUIAX JOCTylla M YpOBHEH
MOJIHOMOYHUIA, O BHEITHUX U BHYTPEHHUX UHTEpdeicax);

I') HETaTUBHBIC  TIOCTEACTBUS  OT  peaju3anuu  (BO3HUKHOBEHHS)  yIpo3
0e301macHOCTH UH(OpMAITIH, OTIPEICIICHHBIE B COOTBETCTBUH C HACTOSIICH MeToIUKOM;

1) OOBEeKThI ~ BO3ACHCTBHS  yrpo3  Oe3omacHOCTH  WHGOpPMAUM U
COOTBETCTBYIOIIME WM BHUJbl BO3ACUCTBUS, ONpEIEICHHbIE B COOTBETCTBHUHU
¢ HacTosmeld MeToaukoi;

€)BUABl W KATETOPUH AaKTyalIbHBIX HAPYIIUTEICH, KOTOpPhIE MOTYT
peanu3oBbIBATH  Yrpo3bl  Oe3omacHocTH  WHGOpPMAIMKM, B TOM  YHUCHE
HETpeTHAMEPECHHBIE YTPO3bl, © UX BO3MOXKHOCTH, OTPENEICHHBIE B COOTBETCTBHUH
¢ HacTosimed MeToauKou.

VYka3zaHHbIE UCXOJIHBIE JAHHBIE MOTYT OBITh JOTIOJHEHBI HHBIMU TOKYMEHTaMU
U CBEICHUAMH C YYETOM OCOOCHHOCTEH 00JIacTh JeATEeIHbHOCTH, B KOTOPOM
(GYHKIIMOHUPYIOT CHCTEMBI U CETH.

5.2.3. Ha ocHOBe aHanu3a HUCXOJHBIX JaHHBIX, a TaKXe BO3MOXKHOCTEH
HapyLIUTENEH ONpeNeNstoTcsa CrnocoObl peanu3auud (BOSHUKHOBEHHS) YIpo3
0e30macHOCTH UHPOPMALIUU, aKTyaJIbHBIE JIJIsl CACTEM U CETEH.

OCHOBHBIMM CIIOCOOaAMU peayin3aliui (BOZHHUKHOBEHHS) yrpo3 0e30MacHOCTH
uH(pOpMAaIUU SBISIOTCS:

1) ucnonb3oBaHWE  YSA3BUMOCTEH  (ysa3BUMOCTEH  Kojga  (IPOrpaMMHOIO
oOecrieueHus), YysSI3BUMOCTEH apXUTEKTypbl U KOH(MUTYypallMd CHCTEM U CETeH,
a TaK)Ke OPraHU3alMOHHBIX U MHOTO()AKTOPHBIX YS3BUMOCTEH);

2) BHEIPEHHE BPEOHOCHOTO MPOrPAMMHOI0 00CCIICUCHHUS;

3) WCIOJIb30BAaHUE  HEACKIAPUPOBAHHBIX  BO3MOXKHOCTEH  IPOTPaAMMHOTO
obecrieueHus 1 (W) TPOrpaMMHO-aIIIaPaTHBIX CPECTB;

4) ycTaHOBKAa MPOrPaAaMMHBIX W (MJIHM) MPOrPAaMMHO-AIIAPATHBIX 3aKJIaI0K
B IIpOrpaMMHOe oOecriedeHune 1 (MiIn) mporpaMMHO-annapaTHble CPEeICTBa;

5) bopMupOBaHHE W HCIOJB30BAHHUE CKPBITBIX KaHAJIOB (MO0 BpPEMEHH, I10
MaMSTH) JUTS TIepead KOHPUACHITHATBHBIX TaHHBIX;
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6) mepexBar (W3MepeHHE) MMOOOYHBIX JIIEKTPOMATHUTHBIX H3IIyYEeHUH W
HAaBOJAOK (Apyrux (QU3MYECKUX TMOoJei) g Joctyna K KOHQUACHIMAIBLHOU
uH(pOopMaIK, COJEPKAILEHCS B allllapaTHBIX CPEACTBAX ayTeHTU(UKAINY;

7) MHBa3MBHBIC CIOCOOBI JIOCTyNa K KOH(MUIACHIMAIbHON HH(pOpMAIIHH,
coJiepKalieiics B anmapaTHbIX CPEJCTBAX ayTeHTU(DUKAINY;

8) HapymieHne O€30MAaCHOCTH IMPH TOCTaBKaxX IPOTPAMMHBIX, MPOrPaAMMHO-
anmnapaTHbIX CpEICTB M (WJM) YCIYr MO YCTAaHOBKE, HACTPOIKE, HMCIBITAHUSIM,
MyCKOHAJIaJOYHBIM paboTaM (B TOM YHUCJIe aIMUHUCTPUPOBAHUIO, 0OCITYKUBAHUIO);

9) ommOOUHbIE IEUCTBHS B XOJIC CO3IaHMS U IKCILTyaTaIlul CUCTEM M CETEH, B TOM
YHCIIE [IPU YCTaHOBKE, HACTPOUKE MTPOrPaMMHBIX U MPOrPAMMHO-AIIAPATHBIX CPE/ICTB.

VYkazaHHble CcrnocoObl peanu3anuud (BO3ZHUKHOBEHHUs) yrpo3 Oe30MacHOCTH
uH(pOpPMaLMKU MOTYT OBITH JOTIOJIHEHbI MHBIMU CIIOCOOAMHU C YY€TOM OCOOEHHOCTEM
APXUTEKTYPHI U YCIOBUM (PYHKIIMOHUPOBAHUS CUCTEM U CETEH.

Crioco0bl peanu3anuu (BOZHUKHOBEHHS) Yrpo3 0e30macHOCTH WH(GOpMaluu
ONpEACIAIOTCA MPUMEHUTEIBHO K OOBEKTaM BO3ACUCTBUS, OINPEACICHHBIM B
COOTBETCTBUM ¢ Hacrtosinieil Meronukoil. CriocoObl SIBISIOTCS aKTyaJlbHBIMH, KOT'/a
BO3MOXHOCTH HapYIIUTENsl MO3BOJISIIOT MX HMCIOJB30BaTh AJIA peaju3alid yrpo3s
0€30MacCHOCTH U UMEIOTCSl WJIM CO3/1aHbl YCIOBUS, MPU KOTOPBIX TaKas BO3MOKHOCTb
MOET OBbITh peajiu30BaHa B OTHOUIEHUWH OOBEKTOB Bo3jaeicTBus. OpHa yrposa
6e3omacHocTH HHGOPMAIIUUA MOXKET ObITh peaIn30BaHa HECKOJIBLKUMU CIIOCOOaMU.

5.2.4. YcnoBueMm, TMO3BOJIAIONIMM HAPYIIMTENISM HKCIONb30BaTh  CIOCOOBI
peaiiv3anuu  yrpo3 0e30macHOCTH HWHGOpMallUU, SBISETCS HAIWYHME Yy HUX
BO3MOKHOCTH JIOCTYIA K CJIEIYIOIIKUM TUIIaM UHTEeP(ENHCcOB 0ObEKTOB BO3ICHCTBUS:

BHEIIHHE CeTeBble MHTEp(Pechl, 00ecneurnBaoIIue B3auMOJICHCTBUE C CEThIO
«HTEpHET», CMEXHBIMH (B3aUMOACHCTBYIOLUIMMH) CUCTEMaMH WU CETAMU
(mpoBoaHbIe, OecnpoBOAHBIC, BeO-UHTEpPEichl, UHTEPPEHCH  YIAICHHOTO
JOCTyIIa U JIp.);

BHYTPEHHHUE CETEeBbIe HHTEPPEIChI, 00ecneurnBaoIre B3auMoAeCTBUE (B TOM
YHUCJIe 4Yepe3 MPOMEKYTOUHBIE KOMIIOHEHTHI) C KOMIIOHEHTaMHU CHCTEM U CETei,
MMEIOIIMMH BHEIIHUE CETeBbIE MHTEPENCHI (IIPOBOAHBIE, OECTIPOBOIHBIE);

uHTEep(Peiich IS MOJIb30BATENEH (TIpoBOIHBIE, OeCrpOBOJIHbIE,
BeO-uHTEpQeichl, uHTep(dErchl yaIeHHOro 10CTyna u JIp.);

UHTEpPENChl NI  UCIOJIb30BAaHUS CBEMHBIX  MAIWHHBIX  HOCHUTENEH
uH(popmanuu u nepudepuitHoro 060py10BaHus;

uHTEephENChl Il YCTaHOBKH, HACTPOMKH, HUCHBITAHUM, MTyCKOHATAJI0YHBIX
pabor (B TOM 4MCl€ aJIMUHUCTPUPOBAHMS, YINpaBICHHs, OOCITYKUBaHUSA)
obecnieueHns QyHKIMOHUPOBAHUS KOMIIOHEHTOB CUCTEM U CETEH;

BO3MOXKHOCTh ~ JIOCTyHla K  TIOCTaBISieMbIM WM  HaxoJsAUIUMCS  Ha
00CITy’KMBaHUH, PEMOHTE B CTOPOHHUX OPraHU3alMsAX KOMIIOHEHTaM CUCTEM U CETEH.

Hanuune yka3zanHbIX UHTEp(DENCOB OMpenensieTcs apXUuTeKTypoil, COCTaBOM U
YCIOBUSIMU (DYHKIIMOHUPOBAHUSI CHCTEM M CETeW, TpyIIaMu IOJb30BaTeNe, ux
TUMIAMH JIOCTYNIa M YPOBHSAMHU NOJHOMOYMI. B Xone aHanu3a JOJKHBI OBITh
OmpeAeNeHbl Kak JOrMYecKne, Tak U (Qu3udeckue HHTEPHEHCh 0OBEKTOB
BO3/ICHCTBHS, B TOM YKCIIe TpeOyroue PU3NIECKOro J0CTyna K HUM.
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WuTepdeiickl onpenenstoTcss Ha anmapaTHOM, CHUCTEMHOM U TPUKIIATHOM
YPOBHSIX CHCTEM W CETeH, a TaKKe I TeJIEKOMMYHHUKAITMOHHOTO OO0OpYIOBaHUSI.
B0O3MOXXHOCTP HMX UCIHOJIb30BaHUSI HAa YKa3aHHBIX YPOBHAX  OIpEAENeTCs
BO3MOXHOCTSIMU aKTyaJIbHbIX HApYIIUTEIIEH.

5.2.5. Ha »Tame co3maHMsi CHUCTeM M ceTed ompeacsieHue uHTepdeicon
00OBEKTOB BO3JEHUCTBUSA, KOTOPHIE MOTYT HMCIOJIb30BaThCS [UJISl pealu3aluu yrpo3
0€30I1acHOCTH, TTPOBOJMUTCS HAa OCHOBE MPEANOJaraeMod apXUTEKTypbl M YCJIOBHUI
(GYHKIIMOHUPOBAHUS CUCTEM U CETEH, OMPEICIICHHBIX Ha OCHOBE U3YUYEHHUS U aHan3a
MCXOJIHBIX JIAaHHBIX O HUX.

Ha »srame skcrutyataniuu CHUCTEM W CETEW I OMNpeAesieHus UHTepQehcoB
00BEKTOB BO3JEHCTBUS, KOTOPHIE MOTYT HCIOJIb30BAThCS [IJISl pealu3alliid yrpo3
0€30MacHOCTH, JOMOJHUTENIBHO K JIOKYMEHTAIIUUA Ha CETU M CHCTEMBI UCIIOIb3YIOTCS
pe3ynbTaThl MHBEHTApHU3aIllMd CHUCTEM M CETeH, MPOBEACHHOW C HCIOJb30BaHUEM
aBTOMATU3UPOBAHHBIX CPECTB.

5.2.6.Ilo pesyapTaramM OIIGHKH BO3MOKHBIX CIIOCOOOB pealM3allikl yIpo3
0e3omacHoCcTh UHGOPMAIIUU JTOJKHBI OBITh OTIPE/ICIICHBI:

a) BUIbl U KATErOpuM HaAPYIIUTENEeH, KOTOphlE MMEIOT BO3MOXKHOCTh
WCIIOJIb30BaHUs aKTyaJIbHBIX CIIOCOOOB;

0) akTyaJibHbIE CMOCOOBI peanu3aluu yrpo3 0e30MacHOCTH WH(OpMalUu U
TUIIbI MHTEPPENHCOB OOBEKTOB BO3ACHCTBHUS, 3a CYET KOTOPBIX OHM MOTYT OBIThH
peanr30BaHbI.

[Ipumepsl  ompeneneHus  aKTyalbHBIX  CIHOCOOOB  peaju3allid  yrpo3
0e3onmacHOCTH WH(OpPMAIMU M COOTBETCTBYIOIIME WM BHUJbI HApYIIUTEIEH U UX
BO3MOYXHOCTH MPUBEICHBI B IpmiioxkeHuu 10 k Hactoseit MeTtoauke.

6.3 OueHka aKTyaJbHOCTH YIpo3 0€30MacHOCTH HHPOPMAIIUH

5.3.1. B xome omenku yrpo3 Oe3omacHocTH HWHGOPMAIMU JOJDKHBI OBITH
ompeseNieHbl BO3MOXKHBIE YTPO3bl 0€30MaCHOCTH WH(GOPMAlMd M OIICHEHA UX
aKTyaJIbHOCTh JUJII CHUCTEM M CeTed — aKTyalbHble YIpo3bl 0O€30MaCHOCTU
uHpopMaruu.

5.3.2. UcXoiHBIMU JTaHHBIMU JUIsl OLICHKH aKTYaJbHOCTH yrpo3 0€30MacHOCTH
uHpOpMAaIUU SBISIOTCS:

a) oOMK TMepedeHb yrpo3 0e30macHOCTH HH(pOpMAIMU, COAEp)KaIlUiics B
OaHke JMaHHBIX yrpo3 OezomacHocTH uHpopMmanuu PCTOK Poccum (bdu.fstec.ru),
Mojaenu yrpo3 OesomacHoctu wuH(popmaruu, paspadbareiBaempie @CTOK Poccum
B COOTBETCTBUM C MOANYHKTOM 4 myHKTa 8 Ilosmoxxenus o ®@enepanbHoil ciyx0e 1o
TEXHUYECKOMY M D3KCIIOPTHOMY KOHTPOJIO, YTBEPKAEHHOTrO Ykaszom IIpesmnenra
Poccuiickoii ®@enepaunun ot 16 aBrycrta 2004 r. No 1085, a Takxke oTpacieBble
(BeIOMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpO3 O€30MacHOCTH UH(OPMALINH;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTaK, COAEpk aluXcs B 0a3ax JaHHBIX
U WHBIX WH()OPMAIMOHHBIX HMCTOYHWKAX, OMYyOJIMKOBAaHHBIX B ceTH «UHTepHET»

(CAPEC, ATT&CK, OWASP, STIX, WASC u ap.);
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B) HETaTUBHBIE  MOCIEJACTBUS OT peanu3aluyd  (BO3HHMKHOBEHHUS)  yIpo3
6e3omacHOCTH HH(OPMAITUH, OTIPE/ICTICHHBIE B COOTBETCTBUU C HACTOSIIIEH MeTOIUKOM;

r') OOBEKThl BO3JICUCTBUSA yrpo3 0Oe3omacHOCTH HWHOOpMaMK W BUJbI
BO3JICVICTBUI HA HUX, ONIPEJCIICHHBIE B COOTBETCTBUU C HACTOSIIEW METOIMKOM;

) BUABL W KATErOpUM AaKTyaJlbHbIX HapyLIUTENEH, KOTOpble MOTYT
peanu3oBbIBaTh  Yrpo3bl  Oe3omacHocTd  WMHGOpMAIMKM, B  TOM  YHUCJHE
HEeTIpeTHAMEPEHHBIE YTPO3bl, U MX BO3MOXXHOCTH, OIpPECICHHbIE B COOTBETCTBUU
¢ HacToser MeToIuKou;

€) aKTyallbHbIE CIOCOOBI peanu3anuy (BOSHUKHOBEHHMSI) YyIrpo3 O€30MacHOCTH
uHdopmaIuu.

5.3.3. Ha ocHOBe aHanmm3a MCXOAHBIX JAHHBIX OMPEACISIIOTCS BO3MOXKHBIC IS
CUCTEM M CeTell yrpo3sl Oe3omacHOCTH WHGOPMAIMK, K KOTOPBIM OTHOCSTCS
OCYIIECTBJISIEMbIE HAPYIIUTEIEM BO3JEHCTBUA HAa HWHGOPMAIIMOHHBIE PECYPCHI H
KOMITOHEHTBI CHUCTEM U ceTel (OOBEeKThl BO3JCHCTBHUSA), B pE3yJbTaTe KOTOPHIX
BO3MOXKHO HapylieHue Oe30macHOCTH uH(popManuu W (WiIW) HapyIICHUE WIH
npekpaiieHre GyHKIMOHUPOBAHUS CUCTEM U CETEH.

VYrpo3a Oe3omacHOCTH MH(OpPMAIMKM BO3MOKHA, €CIM MUMEIOTCS HAPYIIMTEINb
WIM WHOM MCTOYHHUK yIrpo3bl, 0OBEKT, HA KOTOPBIA OCYIIECTBIISIIOTCA BO3JIEHCTBUS,
CIOCOOBI pean3aliii yrpo3bl OE30MAaCHOCTH HMH(OpMAIUU, a peaau3aius yrpo3bl
MOYET IMTPUBECTU K HETATUBHBIM OCJIEICTBUSIM:

YBU; = [HapymuTens (MCTOYHUK YTPO3bl); OOBEKTHI BO3IEHCTBUS; CLIOCOObBI
peanu3alnuy yrpo3; HeraTUBHbIE MOCIEACTBUA |.
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5.3.4. AKTyanbHOCTh BO3MOXHBIX yrpo3 0Oe3zomacHOCTH  HH(OpManuu
OTIpeIeSETCS HATMUMEM CIICHAPUEB UX peaTu3aliui.

Cuenapuu peanuzanud yrpo3 0€30macHOCTH HWH(OpMalMKM JOJKHBI OBIThH
OTIPENICNICHBl JJISI COOTBETCTBYIOIIUX CIOCOOOB pealu3ali yrpo3 0e30MacHOCTH
nHpOpMAIUU, OIpEACISHHBIX B COOTBETCTBUM C HacTOsAmeH MeToaukor, u
MPUMEHUTETHPHO K OOBEKTaM BO3ACHCTBUS W BHJIAM BO3JCHCTBUS Ha HUX.
OnpeneneHue cCleHapUeB IMPeayCMaTPUBAECT YCTAHOBJICHUE IOCIIEA0BATEILHOCTH
BO3MOXHBIX TaKTHK M COOTBETCTBYIOIIUX KM TEXHUK, MPUMEHEHHE KOTOPBIX
BO3MOXKHO  aKTyaJbHbIM  HAPYIIMTEIEM C  COOTBETCTBYIOIIUM  yYPOBHEM
BO3MOXKHOCTEH, a TakKe JIOCTYIHOCTH UHTEP(HENCOB I  HCIOJIb30BaHUS
COOTBETCTBYIOIINX CIIOCOOOB peaIn3aiu yrpo3 6€30macHOCTH HH(HOPMaIIUH.

[lepeyeHh OCHOBHBIX TaKTHK (TaKTHYECKUX 3a7ad) U COOTBETCTBYIOIIMX MM
TUTIOBBIX TEXHHUK, UCIOJIb3yeMbIX HJIsi MOCTPOEHUS CIEHAPHEB pealn3allii yrpo3
6e3onacHocTH UH(pOpPMAIMU, TPUBECH B puiiokeHUH 11 k HacTosmiet Meroauke.

5.3.5. Ha srame co3manus cucTeM U CETei NOJDKEH OBITh OmpeaesieH XOTs Obl
OJIUH CIEHApUN KaXXJOTO Crocoba peaau3alid BO3MOXKHOM yrpo3bl 0€30MacHOCTH
uHpopmaruu. CueHapuil ompenenseTcss g KaXJI0ro aKTyaJbHOTO HapYUIUTENs U
HX YPOBHEUN BO3MOXKHOCTEM.

[Tpu Hamuaum x0T ObI OAHOTO CIIEHAPHUS YIPO3bl O€30macHOCTH WH(OpMAIUu
Takasl yrpo3a MPU3HACTCS aKTyaIbHOW JIUIST CUCTEMBI M CETH M BKJIIOYACTCS B MOJIEb
yrpo3 0€30MaCHOCTH CUCTEM U CEeTeH Ik 000CHOBAaHMSI BHIOOpA OpraHU3aIMOHHBIX U
TEXHUYECKUX Mep MO0 3amuTe nHpopmaiuu (o0ecredeHnuo 0€30MacHOCTH), a TaKXKe
BBIOODA CpEICTB 3aIUTHI uHpopMaru (pucyHok 7).
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Yrpo3a HecaHKLMOHNPOBAHHOIO A0CTyNa K 6a3e AaHHbIX, COAEepKaLLen 3alumLLaemyo MHGO pMmaumio
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Ha srane skcruiyatauuu CUCTEM M CETE€U Ui KaXIOM BO3MOXKHOU YIPO3bI
Oe3omacHOCTH HMH(pOPMAIMK OMPEACAETCS MHOXXECTBO BO3MOXHBIX CIIEHApUEB
€e peajm3aluyd B MHTEPECaX OLECHKU d(PPEKTUBHOCTH MPUHATHIX TEXHUUYECKUX MEP
no 3ammure wuHbopmaiuu (oOecreueHU0 O€30MacHOCTH), B TOM  YHUCJE
CpelncTB 3amuThl UHGopManuu. [Ipu 3TOM MHOXKECTBO CIEHAPUEB OMNpEAeIseTcs
JUISL  KaQXJOTO AaKTyaJlbHOrO HApYIIUTENIsI U YpPOBHEHM €ro BO3MOXHOCTEH
B COOTBETCTBUU C MOJYYEHHBIMU PE€3yJbTaTaMU MHBEHTAPU3ALUU CHUCTEM U CETEH,
aHaiu3a ysA3BUMOCTEH W (WJIM) TECTHMPOBAaHUA Ha MPOHUKHOBEHHUE, MPOBEICHHBIX
C UCIOJIb30BaHUEM aBTOMATU3UPOBAHHBIX CPEACTB (PUCYHOK 8).

5.3.6. Ha stane skcmyatanuu omnpeaefeHHe CLEHAPUEB pean3alli yrpo3bl
BKJIFOYAET:

a) aHaJIM3 UCXOJIHBIX JAHHBIX HA CUCTEMY WM CETh, MpPeaycMaTpUBAIOUIUN B
TOM YHUCJI€ aHalIu3 JOKYMEHTAllMd, MOJENu yrpo3 Oe30MacHOCTH HH(opMaluu,
MPUMEHSEMBIX CPEACTB 3alluThl WH(OpPMAIMU, W OMNpPEACIICHUE IJIaHUPYEMBIX K
MIPUMEHEHUIO AaBTOMATU3UPOBAHHBIX CPEJICTB;

0) mpoBe/icHUE WHBEHTApU3allul WHQPOPMAIMOHHBIX CHCTEM M CeTed U
omnpeesieHre 00bEKTOB BO3ICUCTBUS U UX UHTEP(PEICOB;

B) ompe/eieHre BHENTHUX UHTEeP(HEHCcOB, KOTOPHIE MOTYT OBITh 33J1eHCTBOBAHbI
MIPH peau3alvy yrpo3 0€301macHOCTH HHPOPMAIINH;

') ONpeleNieHue BHYTPEHHUX  HMHTep(deiicoB, KOTOpble MOTryT  OBITh
3aJ1IeliCTBOBAHbI TP peaTU3alMUU YyIpo3 0€30MaCHOCTH UH(POPMALINH;

1) BBISIBJICHHE YS3BUMOCTEH OOBEKTOB BO3JICUCTBHS, a TaKKe KOMIIOHEHTOB
CUCTEM U CeTeH, MMEIOIUX BHEITHUE HWHTEP(EHCHI, ¢ KOTOPHIMU IOCPEIACTBOM
BHYTPEHHUX UHTEP(HENCOB B3aUMOJACHCTBYIOT OOBEKTHI BO3JICHCTBUS;

€) MPOBEJACHUE TECTHPOBAHHWA HA MPOHUKHOBEHHWE, MOATBEPKIAIOIIETO
BO3MO>KHOCTh HCIIOJIb30BaHUSl BBISIBJICHHBIX YSI3BUMOCTEH WJIM BBISIBJICHUS HOBBIX
CIIEHAPHEB pealn3alii Yrpo3bl 0€30MaCHOCTH HHPOPMAIIUH;

) TIOUCK TOCJIEIOBATEIbHOCTH TAaKTUK W TEXHUK, MPUMEHEHHE KOTOPBIX
MOXET NPUBECTH K pealu3aluu Yrpo3bl Oe30MacHOCTH HH(OpMaLUU, HCXOMS
U3 YpPOBHS BO3MOXXHOCTEH aKTyallbHbIX HApYyIIUTENEH, a TakXKe pe3yJlbTaToB
WHBEHTapU3alluy, aHAI13a YA3BUMOCTEN U TECTUPOBAHUS HA IPOHUKHOBEHHUE;

3) COCTABJICHUE CIICHAPUEB peaM3allMi YIrpo3bl OE30MaCHOCTH WH(OpMAaIUu
MIPUMEHUTENBHO K 00OBEKTaM U BUIAM BO3IEHCTBHUSA, a TAKXKE CIOco0aM peaau3aluu
yrpo3 0e30macHocTd HHGOpMaLUK.
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7. [Tpunoxenue 1
K MeTonnke OLleHKH yrpo3
6e3omacHoCTH HHGOpMAIUU

TepMuHbI U onpeaeIeHHS,
NpUMeHsieMble /I HeJIell HACTOSero MeTOAUYeCKOro J0KyMeHTa

ApXUTEKTYpa CHCTEM M CceTeill: COBOKYIIHOCTb OCHOBHBIX CTPYKTYpPHO-
(GYHKIIMOHANBHBIX XapaKTEPUCTHK, CBOWCTB, KOMIIOHEHTOB CHCTEM U CeTel,
BOIUIONIEHHBIX B WH(GOPMAIIMOHHBIX pecypcax M KOMIIOHEHTaX, MpaBujaxX uX
B3aMMO/ICUCTBUS, peKUMaX 00paOOTKH HH(OPMAIIUH.

B3aumopaeiicTByomas (cMe:xXHasi) CHCTeMAa: CUCTEMa WJIM CETh, KOTOpasl B
paMKaxX yCTaHOBJIEHHBIX (DYHKIMI HMMEeT B3aUMOJCHCTBUE MOCPEACTBOM CETEBBIX
uHTEepdENCcOB C CHUCTEMOM M CEThIO OlepaTopa M HE BKIIOYEHAa UM B TPaHUILY
IpoIiecca OIEeHKH yrpo3 0€30MacHOCTH HH(OPMAIIUH.

Bo3MokHOCTH HApylIMTeJsl: Mepa YCWIMHA HapyHIUTeNs Ui pealu3aluu
yrpo3bl 0€30MacHOCTH MH(POPMAINH, BHIPAKEHHAsI B MOKA3aTEIsIX KOMIIETEHTHOCTH,
OCHAIIICHHOCTH PeCypcaMu U MOTUBAILIMU HAPYILIUTEIS.

I'panuna oueHkKH Yyrpo3 0e30mMacHOCTH HWHEGOPMALNMHU: COBOKYIHOCTD
MH(OPMALIMOHHBIX PECYPCOB U KOMIIOHEHTOB CHUCTEM U CETEH, B Mpeaenax KOTOpPOit
oOecnieunBaercs 3amura uHGopmanuu (6€30MaCHOCTh) B COOTBETCTBUU C €IUHBIMU
IpaBWIaMd M TpPOLEAYpaMH, a TakKe KOHTPOJb 3a PEAJM30BAHHBIMH MeEpamu
3amuThl HHpOopMaluu (obecreueHus: 6e30MacHOCTH).

Nudopmanuonnbie pecypcebl: uH(oOpmaiusi, JaHHbIE, MPEICTABICHHBIE B
(dbopme, npegHaA3HAYECHHOM J1s1 XpaHEHUsI U 00paOOTKU B CUCTEMAX U CETSIX.

KomnoHeHT (cucTemMbl, CeTH): MPOrpaMMHOE, MPOTrPaMMHO-ANMNAPATHOE WU
TEXHUYECKOE CPEJICTBO, BXOJSIIEE B COCTAB CUCTEM U CETEH.

OO0ecneynBaMe CUCTEMbI: HTH)XEHEPHbBIE CUCTEMBI, BKIIOYAIOIUE CUCTEMBbI
ANEKTPOCHAOKEHUS, BEHTWSILUU, OXJIAXKACHUS, KOHAMIIMOHUPOBAHUS, OXPaHbl U
ApyTue HWHXEHEPHbIE CHCTEMbI, a TaKKe CpEeACTBa, KaHAJIbl M CHCTEMBI,
npelHa3HauYeHHbIE JJIs OKa3aHWs YCIyr CBSI3M, JAPYTUX YCIYT M CEPBUCOB,
NPEIOCTABIAEMbIX  CTOPOHHUMH  OpPraHHU3allMsIMH, OT  KOTOPBIX  3aBHCHUT
(GYHKIIMOHUPOBAHHUE CUCTEM U CETEH.

Obaanartesb MHGOPMALMN: U0, CAMOCTOSTEIBHO CO3/1aBIlIee HHPOPMAIUIO
au0O0 TMOJIy4MBIIEE HAa OCHOBAaHMM 3aKOHA WJIM JOTOBOpa MPaBO pa3peliaTh WM
OTpaHUYUBATH JAOCTYI K HH(OPMALIUU, OTIPEAEIIAEMO 10 KaKUM-TH00 MPU3HAKAM.

OmnepaTop: 110, OCYIIECTBISIONIEE NEATEIbHOCTh MO IKCILTyaTallid CUCTEM
U CEeTe, B TOM 4HCIIe 110 00paboTKe cojeprKaleicss B HUX HHGOPMALIHH.

OcHoBHBIE (kpuTHUYECKHE) MPOLeCcChI (Ou3Hec-nmpoueccsl):
yIOpPaBJICHYECKUE, OpPraHU3alMOHHBIC, TEXHOJOTUYECKHE, IPOU3BOJCTBEHHBIE,
(hMHAHCOBO-?KOHOMHUYECKHE W HWHBIE OCHOBHBIC IMpOIECChl (OM3HEC-TPOIIECCHI),
BBINIOJIHAEMbIE OOJlafaTesieM HMHGPOpPMAIMKM, ONEPaTOpOM B pPaAMKaX peau3aluu
(GyHKIME (MOJTHOMOYMI) WIJIM OCYIIECTBICHHS OCHOBHBIX BHUJOB JESTEIBbHOCTH,
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HapyimieHne M (Wiau) MpeKparieHrue KOTOPHIX MOXKET MPUBECTH K BO3HHUKHOBEHUIO
puckoB (ymepoy).

IMoan30BaTeNb: JIMIIO, KOTOPOMY Ppa3pelIeHO BBIMONHITh HEKOTOPHIC
nevictBust (omepanuu) mo oOpaboTke HWHGOpPMAlMM B CHUCTEME UM CETH U
HCIIOJIB3YIOIIEE PE3yIbTaThl €€ (PYyHKIIMOHHUPOBAHUS.

IMocTaBmMK yCJOYyr: JUIO, TPEJAOCTaBisIoNlee omepatopy W (WJH)
o0JjazaTenro Ha OCHOBAaHWU JOTOBOPA WM WHOM 3aKOHHOM OCHOBAHHMH YCIIyTH TIO
HCIIOJIb30BaHNIO CBOMX BBIYHCIUTEIBHBIX PECypCcOB, MPOrPaMMHOTO OOecreYeHuUs,
CPEIICTB XpaHEHUS WK Tepeaaun nHPOopMaIuu.

IIporpaMMHo-annapaTHoe  CpeACTBO:  YCTPOWMCTBO,  cOCTOsIee U3
anmapatHoro oOecrneuyeHuss W (QYHKIHMOHUPYIOIIETO HAa HEM MPOrPaMMHOTO
oOecrniedeHus, ydacTBymolee B (opMmupoBaHuu, oOpaboTKe, mepefade Wil MpHeMe
uH(bOopMaIuu.

¥Yrpo3a 6e3onacHocTH MHGOPMALMU: COBOKYITHOCTh YCIOBUH M (PaKTOPOB,
CO3/IAI0IIMX MOTEHIIHAIBHYIO WM PEalbHO CYIIECTBYIOIIYIO OMACHOCTh HapyIICHUs
0e3omacHocTh UHGOPMAITUH.

YA3BUMOCTB: HelOoCTaTOK  (c1abocTh)  mporpaMMHOro  (IIporpaMMHO-
TEXHUYECKOTO) CPEJICTBA MJIM CHUCTEMBI U CETH B IIEJIOM, KOTOPBIi(as) MOXKET OBITH
WCIIOIb30BaH(a) I pean3aluy yrpo3 0€301MacHOCTH HH(pOopMaIuu.
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8. [Ipunoxxenue 2
K MeTonnke OLleHKH yrpo3
6e3omacHOCTH HHGOpMAIUU

Pexomenaauuu mno (popMupoBaAHUIO
IKCHEPTHON IrPyNnbl U MPOBEACHUIO IKCIEPTHON OLEHKH NP
OLICHKE YI'Po3 0e30nmacHOCTH HHPOPMALNH

KauectBenHoe opMupoBaHue SKCIEPTHOM TPYIIBI CIOCOOCTBYET CHHKEHUIO
CYOBEKTUBHBIX (PAaKTOpPOB TMpH OIEHKE Yrpo3 0e30MacHOCTH HH(POpMAIUH.
3anmkeHue (ocimabyieHne) SKCIepTaMH TMPOTHO30B M MPEANOJIOKEHUNM TPU OIEHKE
yrpo3 MOXKET IMOBJI€Yb HACTYIUIEHHWE HEMPOTHO3UPYEMOro (HEOXKHJIaHHOTO) yiiepoa
B pe3yjpTaTe WX peaju3alud. 3aBblIEHUE OSKCIepTaMud IMPOTHO30B U
MPEIIOJIOKEHUH MPU MOJEIUPOBAHUHU Yrpo3 0€30MacHOCTH HWH(OPMALUMU MOXKET
MOBJIeYh 32 COOOM HeoIpaBJaHHBIE PAcXoAbl Ha HeWTpanu3aiuio (OJIOKHpPOBAHUE)
yIpo3, SBISIOMINXCS HEAKTYaTbHBIMHU.

HezaBucumo ot pesynbrata GOpMUPOBAHUS SKCIIEPTHOU TPYMIIBI MIPH OLIEHKE
yrpo3 0€30MacHOCTH HMH(POpPMALUUA  CYHIECTBYIOT CYOBEKTHUBHbBIE (DaKTOpHI,
CBSI3aHHBIC C TICUXOJOTHEH NMPUHATHS PEHICHWA. DTO TaKKe€ MOXKET MPUBOAHUTH Kak
K 3aHWKEHUIO (0cnablIeHHI0), TaK U K 3aBBILICHUIO (YCUJIEHUIO) 3KCHEPTAMH
MPOTHO30B M MPEIONIOKEHUN MPHU OIEHKE yrpo3 0e30macHOCTH WH(OpMaIuu, 4To
B CBOIO OuYe€pelb MOXXET MPHUBECTH K MPOMYCKY OTIENbHBIX yIrpo3 O€30MacHOCTU
uH(pOpMallMK WIK K HEONpaBJaHHBIM 3aTpaTaM Ha HEUTpalM3allMi0 HEaKTyalbHbIX
yrpo3.

JIroboe pelieHne, NPUHUMAEeMOe SKCIIEpTaMu IIPU OLIEHKE YyTpo3 O€30MaCHOCTH
uH(pOpMaLnH, TOJKHO UCXOIUTh U3 MPaBWJI, IPU KOTOPHIX HAPYILIUTENIb HAXOAUTCS B
HAaWIy4lIUX YCIOBHUSX JJIA peaju3ald yrpo3sl 0e30macHOCTH  (MPUHIIMIIA
«TapaHTUPOBAHHOCTH).

a) popMHUpPOBAHHUE IKCIEPTHOH IPYyNIIbI

B cocTaB sxcniepTHOM Tpynibl JUisl OLEHKH yrpo3 0e30macHOCTU UH(popMaIuu
PEKOMEHIyeTCSI BKIJIFOYATh DJKCIEPTOB (HE3aBHCHMO OT TOTO, PCAIM3YIOTCS JIH
dbyHkMu obnagaTens WHpOpMAaIMK, 3aKa3urKa M onepaTopa B paMKaxX OJHOW WIIH
HECKOJIbKUX OpTraHu3alnii) OT:

nojpaszeneHuss mo 3amure uHpopmaruu (obecnedeHus: MHGOPMAIMOHHON
0C30ITacCHOCTH);

MOJpa3/ieNieHusi,  OTBETCTBEHHOr0  3a  HU(PPOBYIO  TpaHCHOPMAIIHUIO
(UT-cneunanucros);

Mo/Ipa3/ieNieH s, OTBETCTBEHHOTO 3a IKCILTyaTaIllIo CeTEH CBA3H;

Mo/Ipa3/ieNieHusi, OTBETCTBEHHOTO 3a JKCIUIyaTallMi0 aBTOMATH3WPOBAHHBIX
CUCTEM YyTIPABIICHHUS,
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nojipa3zesieHui obnaaarens nHGOpPMaIMK WK OllepaTopa, OTBETCTBEHHOTO 32
BBITIOJTHEHHE OCHOBHBIX (KPUTHYECKUX ) MPOIECCOB (OU3HEC-TIPOIIECCOR).

CocTaB 3KCHepTOB MO pelIeHuto obsanatens MHGOpMAlMK WKW OIeparopa
MOXET OBITh JIONMOJHEH WM YTOYHEH C Yy4eTOM OCOOEHHOCTEeH 001acTu
NEeSATEIbHOCTH, B KOTOPOM (DYHKIIMOHUPYIOT CUCTEMBI U ceTu. B wacTHocTH, 1is
OLICHKU yIrpo3 0€30MacHOCTH UHPOPMALIUHU, peann3alus KOTOPhIX MOXKET IPUBECTH K
(UHAHCOBBIM pHCKaM, PEKOMEHAYETCS TPUBIIEKATH JOMOJIHUTEIHHO CIEIHAINCTOB
SKOHOMHMYECKUX ((DMHAHCOBBIX) TMOApa3feieHuid obOnanarens uHGOPMALUA WU
oreparopa.

Jlnst opranu3anuu padOTHI AKCIEPTHON TPYMIIBI PEKOMEHIYETCS OMPEISsITh
cnenuaiucra 1o 3ammre uHbopMammu  (oOecmeueHH0  MHOOPMAIMOHHOU
0€30MacHOCTH), UMEIOIIEro CTaX paboT HE MEHee TpeX JIET U MPAKTHUYECKUU OIBIT
OIICHKM HMH(OPMAIMOHHBIX PHUCKOB. B 3KCHEepTHYIO Tpymimy s OIEHKHA YIpo3
6e3omacHOoCTH WHGOPMAIIMK PEKOMEHIYETCS BKJIIOYATh CIEIUATHUCTOB, MMEIOIIUX
ONMbIT pPabOTHl HE MEHEEe OJHOrO0 Tofa MO COOTBETCTBYIOIIEMY HAIPaBIICHUIO
JESTEIbHOCTH, B KOTOPOM MIPOBOJUTCS OIIEHKA yTPo3 0€30MacHOCTH HHPOPMAITHH.

DKcHepThl JOHKHBI 00J1aaTh HE3aBUCUMOCTHIO, OCHOBAHHOW HA OTCYTCTBUU
KOMMEPUYECKOTro U (PMHAHCOBOTO MHTEpEca WM JIPYroro JaBICHUS, KOTOPOE MOXKET
OKa3aTh BIUSHUE Ha NpUHUMaeMbie perienus. He pexomenmyercs ¢hopMupoBaTh
OKCIIEPTHYIO TPYIITY U3 YYACTHUKOB, HAXOSAIINXCS B TIPSIMOM IMTOTYNHCHUH, TaK Kak
TO MOXXET HETaTHBHBIM 00pa3oM TOBIMATH Ha pPE3yJabTaT OMPEACNCHUS Yrpo3
6e3omacHOCTH UH(POPMAIIUH.

B cocTaB skcniepTHO# rpymibl JOMKHBI BXOJAUTH HE MEHEE TPEX IKCIEPTOB.

0) npoBeeHUE IKCIIEPTHOH OLleHKH

[Ipu npoBeIeHNH SKCIIEPTHON OLICHKU NPUHUMAIOTCSI MEPbI, HAalIPAaBJIICHHbIE HA
CHUKEHUE YPOBHS CYOBEKTUBHOCTU U HEOIIPEACICHHOCTH TIPH ONPEIEICHIUN KaXKI0M
U3 yrpo3 0e301acHOCTH UH(GOpMAaIIH.

OKCHEPTHYIO OLEHKY PEKOMEHIYETCs MPOBOAUTH B OTHOLIEHUHU CIEAYIOLIUX
MapaMeTpOB:

a) HETaTUBHOTO  MOCJENCTBHS  OT  pealu3alu  yrpo3  0e30MacHOCTH
uH(popmanuu;

0) meneit HapyIUTENeH 10 peaTu3alyy yrpo3 0€30MacHOCTH HHPOPMAIIHH;

B) CIIEHApHs JIEUCTBUM HapyIIUTENEeH MpU peaau3aluu yrpo3 0e30MacHOCTH
uHpopManuu.

OueHky mnapamMeTpoB PEKOMEHIYETCS MPOBOAUTH OMPOCHBIM METOJIOM C
COCTAaBJICHHEM aHKEThI, B KOTOPOU YKa3bIBaIOTCS BOIPOCHI M BO3MO>KHBIE BAPUAHTHI
OTBETa B €MHOM MPUHITOM IIKajie U3MEPEHUM («HU3KHUI», «CPEIHUI», «BBICOKHII)
WIH «J1a», «HET» WU UHbIe IKalbl). [Ipn 3TOM BOMPOCH! HOHKHBI OBITh YETKUMH U
OJIHO3HAYHO TPAKTYEMBIMU, IPEAINOIAraTh OAHO3HAYHBIE OTBETHI.

Onpoc 3KCIEepTOB BKIIOYAET CIAEAYOIINE TaIlbL:
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KOKIBIM  DKCIEPT  MPOBOAWT  OIEHKY  OIEHMBAEMOrO  IapaMeTpa
(pexoMeHIyeTCsl HE MEHE JIBYX PayHJIOB OIICHKH), PE3YJIbTaThl KOTOPOM 3aHOCSTCS B
Ta0IuILYy;

Moclie OIEHKH KaXKIBIM U3 DKCIEPTOB OTOPACHIBAIOTCS MHUHUMAIBHBIE U
MaKCHMaJbHbIC 3HAYCHUS;

OTIpe/IeIIICTCS CpeHEee 3HAUCHNE OIIEHUBAEMOTO TTapaMeTpa B K&KIOM payH/IE;

OTIpe/IeIIIETCSl UTOTOBOE CpeIHEe 3HAUCHHE OLIEHHBAEMOTO MapamMeTpa.

[Tpumep TaOauUIBI PE3yIHTATOB OIEHKH MapaMeTPOB

OKcnepThl 3HauYe€HHE OLIEHUBAEMOI0 | 3HAaY€HUE OLICHMBAEMOTO
napametpa (paysan 1) napametpa (payan 2)
Okcnepr 1
Jkenept 2
DKcnepT N
Hrorosoe 3HaueHue




«
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9. [Tpunoxenue 3
K MeTonnke OLleHKH yrpo3
6e3omacHOCTH HHGOpMAIUU

PexoMeHnayemasi CTPyKTypa Mo/ieJI YIpo3
0e3omacHOCTH MHpoOpMATUHT

YTBEPXIAIO

PykoBoaurens oprana
rOCYJlapCTBEHHOW BJIACTH
(opraHuzaium) Ui HHOE

YIOJTHOMOYEHHOE JIUIIO

« » 20 r.

Mogaenb yrpo3 6e30nacHOCTH HHPOpMaIIUU
»

HauMCHOBAHHUEC CUCTCMbI U (I/IJ'II/I) CCTHU
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1. O6mue moJio:xkeHUs1

Paznen «O01111e MonoxKeHUs» COIEPIKUT:

Ha3HAuY€HUE U 00JIaCTh ACHCTBUSA JOKYMEHTA;

HOPMATHUBHBIE TNPABOBBIE AKThl, METOAMYECKUE TOKYMEHTHI, HAI[MOHAJIbHbBIE
CTaHIAPThl, HWCIOJB3yeMbIC IJsi OICHKH yrpo3 0e30mMacHOCTH WHGOpMalUu U
pa3pabOTKU MOJIENIU yTPO3;

HaWMEHOBaHUE oOianarenss WHPOpPMAIMU, 3aKa3uuWKa, OMepaTropa CHUCTEM U
CeTel;

noJipa3esieHusl, JOKHOCTHBIE JIULA, OTBETCTBEHHBIE 32 00ECIICUeHNE 3aIUThI
uHpopmaruu (0€30MacHOCTH) CUCTEM U CETEH;

HAaUMEHOBAHME OpraHM3alNM, MPHUBJIEKAaeMON AJs pa3pabOTKU MOJAEIH YIpo3
6e3omacHocT HH(pOpMaLnu (TIpU HATUYHH).

2. OnucaHue cUCTEM M ceTell M HMX XaAPaKTePUCTHKA KaK 00beKTOB
3alUThI

Paznen «Omnucanue cucteM M CeTEd U MX XapaKTEpUCTUKA KAaK OOBEKTOB
3aIUATBD) COACPIKUT:

HAaMMEHOBAHUE CHCTEM M CETeH, I KOTOpPbIX pa3paboTaHa MOJENb yrpo3
0e30macHOCTH UHPOpPMaALIUK;

KJIACC 3aIUMIIEHHOCTH, KaTeropusi 3HA4MMOCTH CHCTEM M CETEH, YPOBEHb
3aIMIIEHHOCTH NEPCOHAIBHBIX JAHHBIX;

HOpPMAaTUBHBIE IpaBoOBble aKThl Poccuiickon denepanuu, B COOTBETCTBUU C
KOTOPBIMU CO3JAI0TCs U (MiIK) (PYHKIIMOHUPYIOT CUCTEMBI U CETH;

Ha3HaueHue, 3amauu (QyHKIHMH) CHCTEM M CETEH, cocTaB 00padaThiBaeMOit
MH(pOpPMALIUU U €€ IPaBOBOU PEIKUM;

OCHOBHBIC  Tporiecchl  (OM3HEC-TpoIiecChl)  oOmamarens  uHQoOpmaIu,
omiepaTopa, i 0OeCIeUYeHHUs] KOTOPBIX CO3/at0TCs ((PYHKIIMOHUPYIOT) CHUCTEMbl U
CeTH;

COCTaB M AapXUTEKTypy CHUCTEM M CETei, B TOM uuciIe HUHTEpPEhCh Hu
B3aMMOCBSI3M KOMIIOHEHTOB CUCTEM U CETEH;

OMKMCAHWE TPYII BHEUIHUX W BHYTPEHHHUX IOJb30BaTelIed CUCTEM M CETEH,
YpPOBHEW HUX TMOJHOMOYMH M THUIIOB JAOCTyna (B COCTaB TPYII I[OJb30BaTEIeH
BKJIFOYAIOTCSl BCE MOJIb30BATENH, JIsi KOTOPBIX TpeOYeTCsl aBTOpHU3aIUs [IPH JOCTYIIE
K WHGOPMAIMOHHBIM pecypcaMm, U I0JIb30BATENIH, MJII KOTOPBIX HE TpeOyeTcs
aBTOpu3alus (HampuMep, MPEeNOoCTaBIE€H JOCTYNl K calTy 0e3 NpOXOXKICHUs
aBTOPH3AIUN );

ONMKMCAHWE BHENTHUX HHTEP(PENCOB M B3aMMOJIEUCTBUM CHUCTEM U CETeH C
MOJIb30BaTEISIMU (B TOM YHCIIE€ MOCPEICTBOM MAIIMHHBIX HOCUTENIEH MH(OpMAaIUH,
CPEICTB BBOJA-BbIBOJA, BEO-TIPUJIOKEHUI), WHBIMH CHUCTEMAMH M CETAMH,
00ecreynBaIIMMI CUCTEMaMH, B TOM YHUCIIe ¢ ceTbio « THTepHeTY;

uHpopmMauoo O (PYHKUMOHUPOBAHMM CUCTEM M ceTed Ha 0ase
UH(OPMAIMOHHO-TEIEKOMMYHUKALIMOHHON HMHQPACTPYKTYphl LEHTpa 0OpabOTKU
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JAHHBIX WM O0madyHoOW  WHPPACTPYKTYphl, O MOJEIH  MPEJOCTABICHUS
BBIYMCIIUTEIILHBIX ~ yCIYT, O pAaCOpeleICHNH OTBETCTBEHHOCTH 33  3alllUTy
uHpOpMaAIMU MEXay obiagareneM HHGOPMAIUU, ONEPATOPOM U IMOCTABIIMKOM
BBIUUCIUTEIBHBIX  YCIYT, 00 YyCIOBHSX HCIOJB30BaHUS  HHPOPMAIMOHHO-
TEJIEKOMMYHUKAITMOHHON HMH(PPACTPYKTyphl IIeHTpa O0OpabOTKM JaHHBIX WU
00J1auHOM HHPPACTPYKTYPHI MOCTABIIKKA YCIYT (MPU HATUYUHN ).

K momemu yrpo3 GezomacHocTH HMH(OpMAMKM MOTYT MPUIAraThCs CXEMbl U
PUCYHKH, WILTIOCTPUPYIOIINE COCTaB U apXUTEKTYPy CHCTEM U ceTell, nHTepdeuch
B3aMMOJICCTBUSI KOMIIOHEHTOB CHCTEMBI M CETH, TPYMIBI MOJH30BATENICH, a TaKKe
JpYTHUE TOSICHSIONNE MaTEPHAITHI.

3. Bo3Mo:KkHbIE HEeraTUBHbBIE MOCJICACTBUS oT peaan3anmnu
(BO3HUKHOBEHHSI) Yrpo3 0e30nacHOCTH HHpopMaUU

Pa3znen  «Bo3MOXHBIE  HEraTMBHbIE  NOCIEICTBHS  OT  peald3aluu
(BO3HMKHOBEHHMSI) yrpo3 0€30MacHOCTH HHPOPMAITUUY) CONEPIKUT:

ONMKMCAHWE BHJIOB PHUCKOB (yuiepOOB), aKTyalbHbIX JUIsl oOsajgarens
uH(popMaluy, ornepaTopa, KOTOpPble MOTYT HACTYNUTh OT HapyUIEeHUs WIH
pEeKpalleHNs] OCHOBHBIX MPOIECCOB;

ONMHMCAHWE HETaTHUBHBIX MOCIEACTBUM, HACTYIICHHE KOTOPBIX B pe3yibTaTe
peanu3anuu (BOSHUKHOBEHHUS) yrpo3 0€30MacHOCTH HH(POPMALIUK MOXKET MPUBECTU K
BO3HUKHOBEHUIO PUCKOB (yIiepoa).

4. Bo3Mo:KHbIe 00bEKTHI BO3/eCTBHS YIPo3 0€30NMacHOCTH HH(pOpMALMHU

Paznen  «Bo3MoxHBIE  OOBEKTHI  BO3JCUCTBUSA  yrpo3  0€30macHOCTH
uH(OpMAITUN» CONEPIKUT:

HAaMMCHOBAHUS M HA3HAUYCHUE KOMIIOHEHTOB CHUCTEM U CETE€H, KOTOpbIE
HETOCPEJICTBEHHO YYacCTBYIOT B 00pabOTKe M XpaHEHUU 3aluinaeMon nHhopMaIi,
WM 00ecreunBaloT peaan3aldio OCHOBHBIX IMPOIECCOB obanaTess MHGOpMAaIIU,
omnepaTopa;

ONMCAHUE BUJIOB BO3JICUCTBHUS HA KOMIIOHEHTBI CUCTEM M CETEH, peav3alus
KOTOPBIX HAPYIIUTEIIEM MOXKET MPUBECTH K HETAaTUBHBIM ITOCIIEICTBUSM.

K mMoxmenu yrpo3 Ge3omacHOCTH HH(POPMAIIMA MOXKET MPHIIAraThCs CXeMa C
OTOOpaKEHHEM OOBEKTOB BO3JCHCTBUSA M WX HA3HAYCHUS B COCTABE APXUTCKTYPHI
CHCTEM U CETEM.

5. UcTouyHUKH Yyrpo3 6e30nacHOCTH HHpOpManuu

Pasnen «VcTouHuky yrpo3 6€301macHOCTH HHPOPMAITUID COJICPIKHUT:

XapaKTePUCTHKY HAPYIIUTENIeH, KOTOPhIE MOTYT SIBIISATHCS HCTOYHUKAMH YTPO3
Oe3omacHOCTH WH(MOpPMAIMKA, W BO3MOXHBIC IIEIM peIM3allMd HWMH  YIpo3
0e3omacHocTh UHGOPMAITUH;

KaTeTOPUM  aKTyalbHBIX  HApPYyIIUTENEH, KOTOPhIE  MOTYT  SIBJISATHCS
MCTOYHHUKAMU yrpo3 6e30macHoCcTH nH(pOpMaInu;
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OINMCAHUE BO3MOXXHOCTEW HApyILIMTEIECH MO peaau3alud UMH  yIPo3
0€30MacHOCTH TPUMEHUTEPHO K HAa3HAYCHHWIO, COCTABY U APXUTEKTypPEe CHUCTEM H
ceren.

K monenu yrpo3 Oe3omacHoCcTH HMH(OpMAlMM MOTYT MPUIIAraThCsl PUCYHKH,
WJUTFOCTPUPYIOLIME BO3MOKHOCTH HAPYILIUTENIECH, U APYTHUE MOACHIIOUIUE MAaTEPUAIIBI.

6. CnocoObl  peanm3anuu  (BOBHMKHOBEHHUsI) YIrpo3 0e30lMaCHOCTH
uH(popMaMU

Pazgen «CnocoObl  peanmusanmu  (BOSHHMKHOBEHHsS) Yrpo3 0€30MacHOCTH
uH(pOpPMaIIUN» BKIIOYAET:

OMHCaHHE CHOCOOOB peanu3alvu (BO3HUKHOBEHHSA) Yyrpo3 0e30MacHOCTU
uH(pOpPMaLIMU, KOTOPBIE MOTYT OBITh UCIOJIb30BaHbl HAPYIIUTENIIMU Pa3HBIX BUAOB U
KaTEeropuiu;

onvcaHue  HHTEpPEHCcOB  OOBEKTOB  BO3ACMCTBUS, JOCTYNHBIX IS
WCIIOJIb30BAaHUSl HApYLIUTENIMU  CIIOCOOOB  peajiu3aliid  yrpo3 0Oe30MacHOCTH
uHpopmanuu.

K Mopenu yrpo3 06e30macHOCTH MH(QOpPMALMKM MOKET MpPUJIaraTbCsi CXeMa C
OTOOpKEHHEM  THUIOB  JIOTHYECKUX, (U3HUECKUX HHTEep(deiicoB  0OBEKTOB
BO3JICHCTBHUS, B TOM YHUCJIE TPeOYIONMX (PU3UUECKOro MOCTyma K HUM, a TaKxKe
COOTBETCTBYIOIIIME UM CIIOCOOBI pealin3alii yrpo3 0€30MacHOCTH HH(OpMaIUK.

7. AKTyaJIbHBbI€ YTPO3bl 6€30NaCHOCTU HH(popMauu

Paznen «AxryanbHbie yrpo3bl 6€30macHOCTH HH(POPMAIIMK» BKIIOYAET:

NepPEeUYeHb BO3MOKHBIX (BEPOSITHBIX) YIpo3 0e30MmacHOCTH HHGOpMAIMH IS
COOTBETCTBYIOIIUX CIMOCOOOB WX pealu3ali ¢  YPOBHEH BO3MOXKHOCTEH
HAPYLIUTEIIEH;

OMHMCaHUE BO3MOXHBIX CIIEHApUEB pealu3alid yrpo3 0e30MacHOCTH
uHpopmanuu;

BBIBO/IbI 00 aKTyaJbHOCTH Yrpo3 0€30MMacHOCTH HH(OpMALUK.

K Monenu yrpo3 6e3omacHOCTH WH(OpPMAIMM MOXKET MPUJIAraTbCsi CXema C
OTOOPaXKEHHUEM CIICHAPHEB pean3allii yrpo3 0€30macHOCTH HH(POPMAITHH.
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[Tpunoxenue 4

Kk MeToauke OIleHKH yrpo3

Oe3omnacHoCTH HH(OpPMALIUU

Buasbl puckos (ymep0a) ¥ TUIIOBbIEe HETATUBHBIE OCTAEACTBHUA OT
peajqM3anuu yrpo3 0e3onacHoctu mHGopManumn

Ta6mmma 4.1
Ne Buabl Bo3Mo:xHbIE€ TUTIOBbIE€ HETATHBHbIE
pucka (ymep6a) MOCJIeICTBUSA
V1| VYmepb ¢puznueckomy Juiry VYrpo3a )Ku3HU WIH 3J0POBBIO.
YHMKEeHHE TOCTOUHCTBA TIMYHOCTH.
Hapymenue CBOOO/IBI, JTUIHOMN

HENPUKOCHOBEHHOCTH.

Hapymenue HETPUKOCHOBEHHOCTH YaCTHOU
KU3ZHHU.

Hapymienue nu4HOM, ceMeHON TailHbI, yTparta
YeCTH U JOOpOTro UMEHH.

Hapymienne TaliHBI TEpenucKd, Tele(OHHBIX
MEPETOBOPOB, MHBIX COOOIICHUH.

Hapymienne uHBIX mpaB M cBOOOJ TrpakJaHUHA,
3akpemieHHbIXx B KoHctutymuum — Poccuiickoit
Oenepannu u henepaabHBIX 3aKOHAX.

®uHAHCOBBIN, WHOW  MaTepHAbHBIA  yIepo
buznveckomy JIuIy.

Hapymienne  koHpuaeHnuanpbHOCTH  (yTEuKa)
MEPCOHAJIbHBIX TAHHBIX.

«TpaBns» rpaxxnannHa B cetd «MHTEpHETY.

Pasriamenue nepcoHaIbHbIX TAHHBIX TPaKIaH




46

v2

Pucku  ropuamueckomy  numy,
WHIUBUIYATBHOMY
NpEeANPUHUMATEII0, CBSI3aHHBIE C
XO3AHCTBEHHOU NIEITEIbHOCTLIO

Hapymenne  3akoHomarenbcTBa  Poccuiickoin
denepanuu.

[ToTeps (xuilleHNE) TEHEKHBIX CPEICTB.

Henononydenne oxumgaemMoir (IIpOTrHO3UPYEMOA)
PUOBLIH.

Heo6xoaumocTthb JIOTIOTHUTEIbHBIX

(He3arTaHMPOBAHHBIX ) 3aTPAT HA BBIUIATHI MTPagoB
(HEyCTOEK) NI KOMITCHCAIIUM.

Heo6xoaumocth JOTOTHUTEIBHBIX
(He3arIaHMPOBAHHBIX) 3aTpaT Ha 3aKyIKYy TOBapOB,
pabor wmmu ycayr (B TOM 4YMCIe  3aKyIlKa
IIPOrpaMMHOI0 00€ecrieueH sl, TEXHUYECKUX CPEJCTB,
BBIIIEANINX M3 CTPOs, 3aMEHA, HACTpPOWKa, PEeMOHT
YKa3aHHBIX CPEJICTB).

Hapymenue LITaTHOI'O pexuma
(GYHKIIMOHMPOBAHUS ABTOMATU3UPOBAHHONW CHCTEMBI
yIpaBICHUS W  YIOPABIIEMOro OOBEKTa W/WIH
nporiecca.

CpbIB 3aIUTaHUPOBAHHOM CICIKU C TAPTHEPOM.

Heobxonumocts JOMOJTHUTEIbHBIX
(He3aIuIaHUPOBAHHBIX) 3aTpaT HAa BOCCTAHOBJICHUE
JEsTeIbHOCTH.

[Tponomxenue Tadauibl 4.1

Buani
pucka (ymepoa)

Bo3Mo:kHbI€ TUTIOBbIE€ HETATUBHbIE
MmocCJeACTBUSA
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[Tponomkenne Tabmmipl 4. 1

Ne Buabi Bo3MoskHbIE THIIOBbIEC HETATHBHbIE
pucka (yuep0a) MOCJIeACTBUSA

[ToTepst KTUEHTOB, MOCTABIIUKOB.

[ToTepst KOHKYPEHTHOTO NMPEUMYILECTBA.

HeBo3MoxxHOCTH 3aKJIIOYEHUS JIOTOBOPOB,
COTJIALLICHUH.

Hapymenue nenoBoii pemyranum.

CHMKeHHue MpecTKa.

Juckpenuraius pabOTHUKOB.

YTpara nosepusi.

[IprunHeHne UMYIIECTBEHHOTO yiepoa.

Hecnoco6HOCTB BBITIOJTHEHUS JIOTOBOPHBIX
0053aTENBCTB.

HeBo3moxkHOCTh  pelieHus 3amad  (peanu3aiuu
byHKIMA) WK cHUXKEHUE d(PPEKTUBHOCTH PEIICHUS
3an1ayd (peanusanuu GyHKINN).

HeoOxomumocTs  m3MeHeHUs  (TIEpEeCTPOCHMS)
BHYTPEHHUX TPOIEAYp M JOCTHKEHUS LENeH,
pemieHus 3anay (peanusanuu GyHKIAN).

IIpuHsATHE HENPABUIIBHBIX PELICHUMN.

[TpocToii nHPpOPMAITMOHHON CUCTEMBI HJI CETH.

[TyGnukanuss HeIoCTOBepHOW WHQPOpPMALUU Ha
BeO-pecypcax OpraHu3aluu.

Hcnonb3oBanue BeO-pecypcoB TUISL
pacnpocTpaHEeHUsT U  YOpPaBJIEHUS BPEIOHOCHBIM
POTPaMMHBIM 00ECTIeYCHUEM.

Pacchuika  wHGOpPMAIMOHHBIX ~ COOOIMIEHUNH  C
UCIIONIb30BAaHUEM  BBIUMCIUTENBHBIX  MOIIHOCTEH
omieparopa u (Wjii) OT €ro UMECHH.

VYTeuka KOH(HISHIINATbHON UHpOpMALUU
(KOMMepYecKOl TalHBI, CEKPETOB IPOHM3BOJICTBA
(HOy-xay) 1 1p.)

VY3 | Vmepb rocymapctBy B obnactu | [IpuumHeHue ymepOa >KM3HU U 3I0POBBIO JIIOJICH.

oOecrieyeHuss OOOpPOHBI  CTPAHBI,
0e30macHOCTH  TOCyAapcTBa |
npaBoIOpsiiKa, a  TaKKe B
COIIMALHOM, 9KOHOMHYCSCKOH,
HOJMTHYECKOH, IKOJIOTUIECKON

chepax nesaTenbHOCTH

IIpexpamenue J5RI05 HapyllIeHue
(G YHKIIMOHUPOBAHUS 00BEKTOB obecrieueHus
KU3HEJEATEIIbHOCTH HACEIICHHUS.

[Ipexpamienue W HapylIeHue
(GyHKUIMOHUPOBAaHUS ~ OOBEKTOB  TPAHCIOPTHOMN
UH(]PpaCTPYKTYypPHI.

IIpexpamenue J5RI05 HapyllIeHue
(GYHKIIMOHUPOBAHUSI TOCYIApCTBEHHOTO OpraHa B
YacTH HEBBINIOJHEHUS BO3JI0KEHHOW Ha HETro
GbyHKIMH (TTOTHOMOYHS).

IIpexpamenue J5RI05 HapyllIeHue

(GYHKIIMOHUPOBAHUS CETU CBSI3H.
OTtcyTcTBHE A0CTYNA K TOCYJapCTBEHHOM yCyre.
Hapymenue ycnoBuid MeXIyHapOAHOTO JOTOBOpa
Poccuiickoit denepanuu, CpblB IIEPETOBOPOB  HIIU
NOAMHUCAHUSL  IUIAHUPYEMOTO0 K 3aKJIIOUEHUIO
MEKTYHapOIHOTO JIOTOBOpaA Poccutickoit
denepauuu.
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[Tpogomkenue Tabauis 4.1

Buani
pucka (ymepoa)

Bo3Mo:kxHbI€ TUTIOBbIE€ HETATUBHbIE
MmocCJeaACTBUSA

CHuxeHue YpOBHS JI0XOJa TOCYIapCTBEHHOM
KOPIOpAIiK, TOCYIapCTBEHHOW OpraHu3alliyd WIH
OpraHMU3aIMH C TOCYIapCTBEHHBIM yYACTHEM.

BosnukHoBenne ymiep6a Oromxeram Poccuiickoii
denepanuu.

[Ipekpamenue WM  HApyIICHHE IMPOBEACHUS
KJIMEHTaMH onepauuid mo OaHKOBCKMM cyeTaM H
(umu) 0Oe3 OTKpBITUS OAHKOBCKOTO CuUeTa WIIU
onepaudii B CUCTEMHO 3HAUYUMOW KpPEIMTHOM
OpraHMW3aIi, OMNEepaTopoM  yCIAyr  IUIATeKHOU
WH(PPaCTPYKTypbl CHUCTEMHO H (WJIM) COLUAIBHO
3HAUYMMBIX TUIATEKHBIX CHCTEM, CUCTEMHO 3HAYUMOM
WH(PpaCTPpyKTypHOH oOpraHuzanuei (GUHAHCOBOTO

pBIHKA.

Bpennbie Bo3eliCTBUSA HA OKPYKAIOIIYIO CPEY.

IIpexpamenue J5R05 1 HapyllIeHue
(GyHKIIMOHUPOBAHUS MyHKTa yIIpaBJICHUS
(CUTYalIMOHHOTO IIEHTPA).

CHuxeHue roKaszaresen rOCyIapCTBEHHOTO
000pOHHOTO 3aKa3a.

[Ipexpamnienue 15810 HapylIeHue
(GyHKIMOHUPOBAaHUS HMH(OPMAIIMOHHONW CHCTEMBI B
obnactu obecrieueHus 000pOHBI CTpaHBI,

0€30IaCHOCTH IOCyJapCTBa U MPABOMOPSIIKA.

Hapymenue 3aKOHOJIaTEIbCTBA Poccuiickoit
denepauuu.

[TyGnukarus HeTOCTOBEPHON COIMATBLHO 3HAYNMOM
uHpopMaMu Ha BeO-pecypcax, KOTOpas MOXKET
IPUBECTH K COLMAIBHOM HANpPSKEHHOCTH, ITaHUKE
CpenH HACEJIEHHUs U JIp.

Hapymenue LITaTHOI'O pexuma
(GYHKIIMOHUPOBAHUSI aBTOMATU3UPOBAHHON CHCTEMBbI
yIpaBJIeHUS W  YOPaBIseMOro OOBEKTa W/WIU
Ipolecca, €Cli 3TO BENeT K BBIBOAY W3 CTpOs
TEXHOJIOTHYECKUX OOBEKTOB, MX KOMIIOHEHTOB.

Hapymenne ~ oOmecTBEHHOro  MpPaBOIOPSJIKA,
BO3MOXXHOCTb IIOTEPU WM CHM)KEHUS YPOBHS
KOHTPOJIS 32 OOILIECTBEHHBIM [TPABOMIOPSIIKOM.

Hapymenne BeiOopHOTO Mporiecca.

OtcytcTBHE BO3MOKHOCTHU ONEPATUBHOTO
OIIOBEILICHNS HACEJICHUS O YPE3BbIYAHON CUTYaLUU.

Opranuzainys NHUKETOB, 3a0aCTOBOK, MUTHHIOB W
JPYTUX aKUUH.

MaccoBbie yBOJIbHEHUS.

VBennyeHne KoiuyectBa Kalmo0 B OpraHsl
rOCYJapCTBEHHON BJIACTM WM OPraHbl MECTHOTO
CaMOYIPaBJICHUS.

IlosiBiienue HEraTUBHEIX myOIuKammit B
00IIeTOCTYMHBIX UCTOYHHKAX.
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[Tponomkenne Tabmmipl 4. 1

Ne Buani
pucka (yuep0a)

Bo3Mo:kxHbI€ TUTIOBbIE€ HETATUBHbIE
MmocCJeaACTBUSA

Coznanue MpeanochlIoK K BHYTPUIIOIUTUYECKOMY
KpHU3HUCY.

Oxonyanue Ta0auusl 4.1

Ne Buabl
pucka (ymep6a)

Bo3Mo:xHbI€ THIIOBbIE HETATUBHBIE
noCJCACTBUSA

JlocTyn K TepcOHATBHBIM JIaHHBIM COTPYTHHKOB
OpraHoB roCyJapCTBEHHOM BJIACTH,
YIIOJITHOMOYEHHBIX B 00acTH oOecreueHrss 000pOHBI,
0e30macHOCTH u [IpaBOIIOPsIKa, BBICIIUX
JOJDKHOCTHBIX JIMIl TOCYJApCTBEHHBIX OPraHOB H
APYTUX JULl TOCYIapCTBEHHBIX OPraHOB.

JIoCTym K CHCTEMaM U CETSIM C IEIbI0 HE3aKOHHOTO
HUCITOJIB30BaHUA BbIYNCIUTCIbHBIX MOHIHOCTCﬁ.

Hcnonp3oBanne BeO-pecypcoB TOCYIapCTBEHHBIX
OpraHoB i1 pacIpOCTPaHEHUS U  YIPABICHUS
BPCAOHOCHBIM IIPOTrpaMMHBIM OGGCHG‘-IGHI/IGM.

YTeuka HHPOPMALIMU OTPAaHHUYSHHOTO JIOCTYIIA.

Henpenocrasienne rocy 1apCTBEHHBIX YCIyT

VYKa3aHHbIE THUIOBBIE HETaTUBHBIE MOCIEACTBUSA OT peaau3aluu yrpos
Oe3omacHOCTH HMH(POpPMAIMM MOAJEKAT KOHKPETHU3ALMU M MOTYT JOMOJHATHCA
APYTMMU HETaTUBHBIMU TOCJEACTBUSIMH B 3aBUCUMOCTH OT OCOOCHHOCTEH 00JacTu
JESITeIbHOCTH, B KOTOPOU (DYHKIIMOHUPYET CUCTEMA U CETh.
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[Ipunoxenue 5

K MeTronrke OLleHKH yrpo3

6e3omacHoCTH HHGOpPMAIUU

IIpumepsl onpenesieHuss 00bEKTOB BO3AeHCTBUSA U BU0B
BO3/efiCTBUA HA HUX

Tabmuma 5.1
HeratuBHsble O0BEeKTHI BO31eHCTBUSA Buanl Bo3aericTrBus
NMoCJIeACTBUSA
Pasrnamenue baza JTaHHBIX | YTeuka WACHTU(PUKANMUOHHON  WHPOpMAIN
MEPCOHAITBHBIX nH(OPMAMOHHON rpaxaaH u3 0a3bl TaHHBIX
JMaHHBIX TpakJaH | CUCTEMBbI,  cojepiKalias
Y1) UICHTH()UKAITMTOHHYIO
nH(pOpMaIHIO rpakaanH
VY nanenHoe VYTeuka uaeHTHPHUKAIMOHHON HH(OpMAIHH
aBTOMATU3UPOBAHHOE rpaxnaasd ¢ APM nosns3oBatens
pabouee wmecto (APM)
MOJIb30BaTENS
Jluans  ca3m mexny | [lepexsar nHdopmaruu, comepkaiiei
CEpBEPOM OCHOBHOTO | HJICHTH()PHUKALMOHHYIO MH()OPMAIUIO TPaXKIaH,
IEHTpa 00paboTKH | TepegaBaeMoi 1O JIMHUSM CBSI3H
JaHHBIX H  CEPBEPOM
pE3epBHOTO LEHTpa
00pabOTKH JaHHBIX
Be6-mpunoxenue HecankiimonnpoBaHHbI JTOCTYT K
nH(pOPMaITMOHHOM UIeHTU(DHUKAITMOHHOW WH(OpManuu TpaxaaH,
CUCTEMBI, coziepakarieics B BEO-TIPUITOKCHUH
oOpabaTsIBaroIICH MH(POPMAITMOHHON CUCTEMBI
UICHTH()UKAITMTOHHYIO
nH(pOpMaInIo rpakaan
XuUlleHue bank-xkauenTt HecankunonupoBanHnas noJIMeHa JIQHHBIX,
JIEHEKHBIX CPE/CTB COAepXKAIMXC B  PEKBU3UTAX  IUIATEKHOTO
co cyera MOpYYCHHUS
opranuzarnuu (Y2)
APM ¢unancoBoro | HecankuunonupoBanHas MoauUKaIUs
IUpEKTOpa nH(pOpPMAallUK B TUJIATEKHBIX PACIOPSDKEHUSAX H

OTIIpaBKa HEJOCTOBEPHBIX PACHOPSIKEHUN OT
UMEHH (PUHAHCOBOTO JUPEKTOpa

ONEKTPOHHBINA MTOYTOBBIN

Momudukanust HHQOPMAUUM B IUIATEXKHBIX

SITIUK (MHAHCOBOTO | PACIIOPSDKCHHUSIX M OTMPaBKa HEJOCTOBEPHBIX

JTUPEKTOpA pacmopspkKeHHii  OT  HMMEHH  (PMHAHCOBOTO
JTUPEKTOpA

APM rnaBHoro | [lomMeHa JaHHBIX, COAEPKAIMX PEKBU3UTHI

Oyxrantepa

IJIATEXKHBIX TOPYYEHUM M JPYrOM IIIATEKHOU
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‘ uHpopmanuu Ha APM riaBHoro Oyxrairepa

Oxonyanue Tadmauisr 5.1

HeraruBHbIE OO0LEeKTHI BO3AeiiCTBUA Buanl Bo3aercTBUS
NoCJe/ICTBUSA
CpeiB APM pykoBomutens | Mogudukanus wuHGOpMAIMM U OTIpaBKa
3aIUIAHUPOBAHHON | OpraHU3aluu NEKTPOHHBIX ~ IHMCEM  C  HEIOCTOBEPHOMU
CHENKH c uHpopmaned  OT UMEHUM  PYKOBOIUTENs
naptHepoM (Y2) OpraHMu3aLuu
DNEeKTPOHHBIM MOUYTOBBIN | Momudukanuss wHOpPMAIMM W OTIpPaBKa
SIIIUK PYKOBOIMTENS | NEKTPOHHBIX ~ IMCEM  C  HEIOCTOBEPHOU
OpraHu3au uHpopmaned  OT UMEHUM  PYKOBOIUTENS
OpraHu3aluu
3arpsi3HeHUs KomMmyTanmoHHbIii HecankumonupoBanHas MoaubUKaIUs
OKpY KaroIen KOHTPOJIIED uist | (MI3MEHEHHE) JIOTUKH PabOThl HMIIM  YCTaBOK
Cpelpl U BOJOEMOB | YIPABJIECHUS KOMMYTAllUOHHOTO  KOHTpoOJUIepa,  KOTOpas
B pe3ynbTare | aBapuilHbIMU MPUBOJIUT K OTKPBITHIO (MJIM HE 3aKPBITHIO)
paznuBa HepTH W3 | 3aBHIKKAMU B | aBapUtHOM  3aJBJKKM  TpU  HAPYLICHUH
HedTenpoBoaa HedrenpoBoae TePMETHYHOCTH He(dTempoBOIa
(¥3) IIporpammupyemslii HecanknuonupoBannas MOU(PUKAIHS
JIOTUYECKUI KOHTPOJUIEp | (M3MEHEeHUe) JOTUKH paboThl niau yctaBok [1JIK,
(IUIK) mns ympaBieHMs | KOTOpass NPUBOAUT K BKJIIOYEHHIO (MM HE
HAaCOCHBIMH CTaHLUHUSAMU | OTKJIFOUEHHUIO) HACOCHOM CTaHIIMU MPU 3aKPHITON
aBapuifHOM 3a7BUKKE B HEPTEIPOBOIE
APM onepatopa HecankimonupoBanHasi ~ oTnpaBKa  KOMAaH]I,
npuBoOJsAUIas K  HecpabaThIBAaHUIO  CPENICTB
aBapUifHON 3almUThl W (WIU) K W3MEHEHUIO
noruku [TJIK
Henpenocrasnenue | Beb-punoxenue OTka3 B 00CITyXHMBaHUU BEO-TIPUIIOKECHHUS
rOCYy/IapCTBEHHBIX | TOpTala
yeayr (Y3) rOCyIapCTBEHHBIX YCIYT

[lonmena uHoOpManMK Ha CTpaHULIAX MOpTaia
Ha HEI0CTOBEPHYIO

Cucrema yIpaBICHUS
COJICPKUMBIM BeO-
MIPUJIOKEHUS (caifta)
nopraia
rOCYIapCTBEHHBIX YCIIYT
CepBep  OalaHCHPOBKH
Harpy3Kku Ha BeO-
MIPUIIOKEHNE (caifT)
noprana

rOCy/1apCTBEHHBIX YCIYT

OTtka3 B 00CTy)KMBaHUN BEO-TIPHIIOKEHUS

CepBep BeO-IPUITIOKECHHS
(caifta) nopraia
rOCy/IapCTBEHHBIX YCIYT

OTtka3 B 00CITy)KMBaHUN BEO-TIPHIIOKEHUS

Cepep 0a3
nopraia

rOCYAapCTBEHHBIX yCIIyT

JaHHBIX

OTka3z B OOCITyXMBaHHM CepBepa YIpaBJICHUS
0a3zaMH TaHHBIX

ITonmena wHpopManmu B 0a3ax JaHHBIX Ha
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HEJIOCTOBEPHYIO

VTeuka NEPCOHATIBHBIX JAHHBIX I'paXXJaaH

12.

[Mpunoxenue 6

K MeTtoauke OIleHKH yIpo3

Oe3omacHoCTH HH(OpPMaALIUU

Bo3MoxkHbBIe HeIM peaju3anum yrpo3 6e3onacHocTu uHpopmanuu

HAPYIIUTEJIAMU
Tabmuma 6.1
Ne Buabi Kareropum Bo3MoxHBIE 1[eJIM peaju3anuu yrpos
BUIA HAPYIINTEJS HAPYIINTEJS 0e3onacHOCTH HH(pOpMaNUH
1 | CneumanbHble — CITY>KOBI Buewnnit Hanecenue ymiep6a rocynapcTBy B 001acTi

MHOCTPaHHBIX obecriedeHuss OOOPOHBI, 0E30MacHOCTH |

rocyapcTB MPaBOMNOPSJIKA, & TAKKE B MHBIX OT/IEIbHBIX
00JacTax ero NesTeNbHOCTH WU CEKTopax
SKOHOMHKH, B TOM YHCJE IUCKPEAUTALIUS
W nectaOuan3anus NesITeIbHOCTH
OTHENbHBIX  OPraHOB  TOCYAAapCTBEHHOM
BJIACTH, OpraHu3auii, MoJTy4yeHue
KOHKYPEHTHBIX TPEUMYIIECTB Ha YpPOBHE
rocy/1apcTBa, CpBIB 3aKJIIOYEHUS
MEXIYHapOAHBIX  JIOTOBOPOB,  CO3JaHHE
BHYTPHUIOJUTUYECKOTO KpU3HUCa

2 Teppopuctuueckue, Buenrnuii CoBepuieHue TEPPOPUCTUUECKUX  AKTOB,

JKCTPEMHCTCKHE yrpo3a KU3HU TPaKIaH.

TPYIITUPOBKHU Hanecenne ymepba otaensHbIM chepam
NESTeIbHOCTH WM CEKTOpaM 3KOHOMHUKH
rocy/1apcTBa.

JlecTabunn3anus oOIIecTBa.
Jecrabunm3anusi JAESITETbHOCTA OpPraHOB
rOCYJIapCTBEHHOW BJIACTH, OPraHU3aLNi

3 | [IpectymHsbie TPYIIIBI Bremnwnit [Monyyenne  ¢uHaHCOBOM WO  MHOH

(KpUMHHAJIbHBIE MaTepuaIbHOU BBITOMbI.

CTPYKTYpHI) Kenanue camopealin3aluu
(monTBepXKACHUE CTaTyCa)

4 | OtnenbHble (U3HYECKUE Bremawmit [Tomyyenue  ¢uHAHCOBOW  WIM  HMHOH
nuna (Xaxkepbl) MAaTepHAIbHON BBITOJIBI.
JIt000MBITCTBO W KelaHue
camopeanu3anuuu (MOoATBEPkKACHUE cTaTyca)
5 | Konkypupytomiue Bremnwnit ITonyyeHre KOHKYPEHTHBIX IPEUMYILECTB.

OpraHu3aIuu [Tomyyenue  ¢uHAHCOBOW WM HMHOH

MAaTepHATIbLHON BBITOJIbI
6 | PaspabGoTtunku Buyrpennuii | BHenpenue JOTIOJTHUTEIBHBIX

MPOrPaMMHBIX, (G yHKIIMOHATBHBIX BO3MOKHOCTEM B

IPOrpaMMHO- MIPOrpaMMHBbIE W IPOrpaMMHO-

anmnapaTHBIX CPE/ICTB anmnapaTHbIe cpencTaa Ha JTane
pa3paboTKH.

[TonyueHnre KOHKYPEHTHBIX PEUMYIIIECTB.
[lonyyenne  ¢uHAaHCOBOM  WIM  MHOM
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MaTepHaIbHOMN BBITOJIBI.
HenpennamepenHbie, HEOCTOPOXKHBIE WU

HEKBaTM(HULIMPOBAHHBIC IEHCTBUS

Oxonyanue Tadiauusl 6.1

nH(OpMAIUK TOJJICKAT KOHKPETH3AlUA U

Ne Buabi Karteropuu Bo3moskHbIe e peajiu3aluu yrpos
BH/IA HAPYLIUTeJS HAPYLIUTEJS 0e3omacHOCTH HH(OpMALHU
7 | Jluna, obecrieynBaroIne Bueunnit [lonyyenne  ¢uHaHCOBOM  WiIM  WHOU
MOCTaBKY MPOTPaMMHBIX, MaTepuaTbHOU BHITO/IBI.
IPOTrPaMMHO- HenpennamepeHnHble, HEOCTOPOXKHBIC WIIN
anmapaTHbIX  CPEICTB, HEKBaNIU(UITUPOBAHHbIE JICHCTBUS.
o0ecreynBaroIuX [Tony4yeHne KOHKYPEHTHBIX PEHUMYILECTB
CUCTEM
8 | IlocraBuiuku Buyrpennuii | [lonyuenne  guHaHCOBOM WM WHOM
BBIUMCIUTENbHBIX YCIYT, MaTepuaibHON BBITO/BI.
YCIIYT CBA3HU HenpennamepeHHnble, HEOCTOPOKHBIE WU
HEKBATU(UIIUPOBAHHEIC IEHCTBUSI.
[Tony4yeHre KOHKYPEHTHBIX MPEHMYILECTB
9 | Jluna, npusnekaemble | Buyrpennuii | [lomydyenune — ¢uHaHCOBOW  MIM  MHOM
TUTS YCTaHOBKH, MaTepuaIbHOM BBITO/IBI.
HAaCTPOWKH, HUCIBITaHUH, HenpennamepeHHble, HEOCTOPOXKHBIE WU
MyCKOHAJIaI0YHbIX U HEKBaJM(UIUPOBAHHBIE TEHCTBUSI.
MHBIX BUJOB paboT [TosryyeHrne KOHKYPEHTHBIX TPEUMYIIIECTB
10 | Jluma, oOGecmeunBaromme | Buyrpennuii | [lomyuenme — guHaHCOBOM WM WHOM
(bYHKIIMOHMPOBAaHUE MaTepuaibHON BBITOJbI.
CUCTEM M CeTed WM HenpennamepenHsle, HEOCTOPOXKHBIE WIH
obecrnieynBaromme HEKBaTU(UIIUPOBAHHEIEC NEHCTBUS
CHCTEMBI oreparopa
(aaMUHHCTpAIHS, OXpaHa,
yOOPIIMKY U T.11.)
11 | ABTOpH3OBaHHBIC Buyrpennuii | [lonyuenne  guHaHCOBOM WM WHOM
MOJIb30BATEIN CHUCTEM U MaTepuaibHON BBITO/BI.
cere JIxo60ombITCTBO WIN KelaHue
camopealin3aiuu (moaTBepKACHHE
cTaryca).
MecTb 3a paHee COBEPIIECHHBIE IEHCTBUS.
HenpennamepeHnHble, HEOCTOPOKHBIE WU
HEKBATU(UITUPOBAHHBIE EHCTBUS
12 | CucremHbIe Buyrpennuii | [lonyuenne  guHaHCOBOM WM WHOM
aJIMMHHCTPATOPbI U MaTepuaibHON BBITO/bI.
aJIMMHHCTPATOPBI JIro60ombITCTBO WIn KellaHue
0€e30I1aCHOCTH caMmopean3aIuu (moaTBepKACHUE
cTaTyca).
MecTb 3a paHee COBEPIIECHHBIE IEHCTBUS.
HenpennamepeHnHble, HEOCTOPOKHBIE WU
HEKBATU(UIIUPOBAHHBIE TEHCTBUS
13 | beiBmme paboOTHUKH Bueunuit [lonyyenne  (uHaHCOBOM  WiIM  WHOU
(monp30BaTenn) MaTepHaIbHOU BBITOJIBI.
MecThb 3a paHee COBEpIICHHbBIE NEHCTBUS
VYka3aHHbIE  BO3MOXHBIE  II€Id  pealnu3aly  yrpo3  0€30MacHOCTH

MOTYT AOMNOJHATHCA APYTUMHU LCIIAMU
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B 3aBHCHUMOCTH OT OCOOEHHOCTEH 00JacTh JeATEIbHOCTH, B  KOTOPOM
(GYHKIIMOHUPYIOT CUCTEMBI U CETH.

ITpu orieHKE BO3MOYKHOCTEN HapylIuTeNeld He00X0AUMO UCXOAUTh U3 TOTO, YTO
JUISL TIOBBILLICHUSI YPOBHS CBOMX BO3MOXXHOCTEH HAapyIIMTENW | BUJa MOTYT BCTyNAaTh

B CroBOp C Hapymwmtensimu S5, 6, 7, 8, 9, 10, 11, 12 BunoB. Hapymurenu 2 Buaa
MOTYT BCTyIaTh B croBop ¢ Hapymmutensamu 10, 11, 12 Bugos. Hapymurenu 3 Buna
MOTYT BCTynaTh B croBop ¢ Hapymwmtenasmu 10, 11, 12 BugoB. B ciaydae npunstus
TaKuX MPEANIOJIOKEHUA LEIM W YPOBHH BO3MOKHOCTEH HAPYIIUTENICH ITOJIEKAT
00BbEIMHEHUIO.



13. [Tpunoxxenue 7

K MeTtonrke OleHKH yrpo3

6e3omacHoCTH HHGOpMAIUU

IIpumep oneHKH neJieil peaau3aliy HApYUIUTEIsIMH YIPo3 0e3011aCHOCTH HH(OPMALMHU B 3AaBUCHUMOCTH OT BO3MOKHBIX
HEraTUBHBIX MOCJEeICTBHII 1 BUIOB yiIep0a oT UX peaau3anuu
(ays rocyrapcTBeHHON HHPOPMALMOHHON CHCTEMBI)

Tadomuma 7.1

Buasbl
HapyLmTesei

Bo3mokHBIe e 11 pean3aluy Yrpo3 0e30nacHoCcTH HH(popManuu

Hanecenne ymep0a
¢usnyeckomy auny

Hanecenne ymep0a
OPUANYECKOMY JIHUILY,

Hanecenne ymep0a rocyaiapcrBy B
o0J1acTH oOecnieyeHHs1 000POHDBI

CooTBercTBHE L€
BHIaM pucKa (yuepoa) u
BO3MO’KHBIM HETaTHBHBIM

HHIMBHUAYAJTbHOMY CTpaHbl, 0€30MaCHOCTH rocy1apcTBa NocJeICTBUSIM
npeanpuHIMATETI0 U MPaBONOPSI/IKA, a TAKKE B
COIMAIbHOM, DKOHOMHYECKOI,
MOJTUTHYECKOI, IKOJIOTHIECKOI
cepax 1esITeJbHOCTH
CrennanbHbIe CITYXKOBI - - + V3
WHOCTPaHHBIX (mMCKpeauTaIys WIH eCTa0MITH3aIns (HapymieHue
roCynapcTB JeATENILHOCTH OpraHa (GYHKITMOHUPOBAHUS
rOCY/IapCTBEHHOM BIIACTH ) roCy/IapCcTBEHHOTO OpraHa,
JTUCKPEIUTAIUS
NEeSITeIbHOCTH OpraHa
roCyJapCTBEHHOM BJIAacTH)
Teppopuctuueckue, - - + V3
IKCTPEMHUCTCKHE (mecTabunuzanus qesTebHOCTH (oTcyTcTBHE AOCTYIA K
IPYNIUPOBKU OpPraHoOB TOCYJIapCTBEHHOMN BJIACTH, COLIMAJIbHO 3HAYUMBIM

OopraHu3aIuil)

rocyJapCTBEHHBIM
yCIIyram)

GS



[Tpogomkenue Tabauis 7.1

Bunni
HApyLIHTeleH

Bo3MokHBIE 11eJIM peaju3anui yrpo3 6e30nacHocTH nHpopManun

Hanecenne ymep0a
PpusnuecKoMy ULy

Hanecenue ymepo6a
OPHIHYECKOMY JHULLY,

Hanecenne ymep0a
rocyJapcTBy B 00J1aCTH

CooTBeTcTBHE LIeJIeH BUIAM
pucka (ymep6a) u
BO3MOKHBIM HETraTHBHBIM

HHAUBHAYAJIBHOMY o0ecrieyeHust 000POHBI CTPAHBI, MOCJIeACTBUAM
NpeanpuHIMATEI0 0e30MacHOCTH rocy/IapcTBa U
NPaBOMOPS/IKA, a TAKKE B
COIMAJIbHOM, 7KOHOMHYECKOIA,
MOJIMTHYECKOI, IKOJOTHIeCKOMN
cepax gesTeILHOCTH
IIpecTynHble rpyIIb + + + Vi
(KpUMUHAJIbHBIE (momydeHue (monmyueHnve GUHAHCOBOM (>kenmaHue caMOpeaTn30BaTHCS) (HapymieHue
CTPYKTYpHI) (UHAHCOBOH BBITOJIBI 32 BBITOJIBI 32 CUET KOH(UICHIIMATEHOCTH
CUET KpaXkl U MPOJaXH HCIOJIb30BAHUS MEPCOHAIBHBIX JaHHBIX TPAXKIAH)
MEPCOHAIBHBIX JTaHHBIX |BBIYUCIUTEIBHBIX MOITHOCTEH v2
TpaXKJIaH) CEPBEPOB rOCYyIapCTBEHHOMN (HapyIIeHUE TETOBOM peIryTaIum)
MH(POPMALIMOHHOMN CUCTEMBI v3
I MaHUHTa (opranuzanusi MUTUHTOB,
KPUIITOBAJIIOTHI) 3a0aCcTOBOK M3-3a MyOJIMKaLui
HEJIOCTOBEpHOM MH(MOpMAIUn)
OtnenpHBIC PU3UUECKUE + + - Vi
nuua (Xxakepsl) (>xenmaHue (momy4yenue (GUHAHCOBOM (HapyiieHue JIMYHOM, CeMEHOM
camMopealin30BaThCs) BBITO/IbI 32 CUET KPakH U TaliHBI, yTpaTa YeCTH U J0OPOro

KOMMEpYECKON TalHBbI)

UMeHH) Y2
(yTeuka KOMMEpUYECKOU TalHBbI;
IOTEpsl KJIIMEHTOB)

Konkypupyromnue
OpraHusalnuu
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[Tpogomxenue Tabauis 7.1

Buasbi Bo3moxkHbIe e peajM3anuu yrpo3 06e30nacHocTu nHpopmManuu CooTBeTcTBHE 1/l BUIaM
HapyluTeaen Hanecenune ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
puznyeckomy Uy OPUANYECKOMY JIHMILLY, rocy1apcTBy B 00J1aCTH BO3MO’KHBIM HEeraTUBHBIM
HHIMBUAYAJIBHOMY olecrieyeHust 000POHBI CTPAHBI, MOCJIeICTBUSIM
NnpeanpuHIMATEI0 0e30MacHOCTH rocy/1apcTBa U
NPaBOMOPS/IKA, a TAKKE B
COIMAJIbLHOM, 7KOHOMHYECKOIA,
NOJMTHYECKOI, IKOJIOTHYeCKOil
cepax 1esITeJIbHOCTH
Pazpabotunku - + + y2
MPOTPaMMHBIX, (mepenaya nHGOPMAITIH O (BHEPEHME TOMTOTHUTEIILHBIX (Hemomoy4eHue 0KU1aeMOM
IIpOrpaMMHO- IOPUINYECKOM JIUIIE TPETHUM | (PYHKIMOHATIBHBIX BO3MOXKXHOCTEH npuObLIH)
anmnapaTHBIX CPEICTB JUIaM) B [IPOrpaMMHbIE WU MPOTrPaMMHO- v3

anmapaTrHbIe CPEeJICTBA Ha JTare
pa3paboTKu MpH BCTYIICHUU B
CTOBOp CO CriciMaJIbHBIMU
CITy»KOaMH WHOCTPAHHBIX
roCy/1apCTB)

(napymieHue (pyHKIMOHHUPOBAHUS
rOCyIapCTBEHHOT'O OpraHa,
JTMCKPEANTALHS IS TEIIHOCTH
OpraHa rocy/1lapCTBEHHOH BIIaCTH)

JInia, obecrneunBaronye
[I0CTaBKY IIPOrPaMMHBIX,
MIPOrPaMMHO-aIAPATHBIX
CpEIICTB,
00€eCIIeUnBAaIOIINX CHCTEM

IlocTaBimku
BBIYMCIIUTEIbHBIX YCIYT,
YCIIYT CBSI3U

Jluta, MIPUBJICKAEMbIE
JJI YCTaHOBKI/I,
HACTPOWKHU, HCIBITAaHUH,
HYCKOHaJIa,Z[O‘-IHBIX n
WHBIX BUJOB pabOT
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ITponomkenne Tadbuuusl 7.1

Buasbi Bo3moxkHbIe e peajM3anuu yrpo3 06e30nacHocTu nHpopmManuu CooTBeTcTBHE 1/l BUIaM
HapyluTeaen Hanecenune ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
puznyeckomy Uy OPUANYECKOMY JIHMILLY, rocy1apcTBy B 00J1aCTH BO3MO’KHBIM HEeraTUBHBIM
HHIMBUAYAJIBHOMY obecrneyeHusi 000POHBI CTPAHBI, MOCJIeICTBUSIM
NnpeanpuHIMATEI0 0e30MacHOCTH rocy/1apcTBa U
NPaBOMOPS/IKA, a TAKKE B
COIMAJIbLHOM, 7KOHOMHYECKOIA,
MOJIMTHYECKOI, IKOJIOTHIECKOI
cepax 1esITeJIbHOCTH

Jluma,  oOecrieynBaroILIye - - - -
(hyHKITMOHUPOBAHHUE
CUCTEM U CEeTel WU
o0ecreunBaroIme
CHCTEMBI oreparopa
(agMuHHCTpanys, OXpaHa,
yOOPIIMKY ¥ T.]1.)
ABTOpPHU30BaHHBIE + - - Vi
MOJIb30BaTENU CUCTEM H| (HEmpeaHAMEpPEHHBIE, (uHAHCOBBIH, HHOM
ceTen HEOCTOPO>KHBIE WITH MaTepHaTbHBIA yIIepo

HEKBaJM()UIIUPOBAHHBIE (U3UYECKUM JIUIIaM)

JIEHCTBUS)

Cucremubie + + + Vi
aIMUHUCTPATOPBI u (MecTh 3a paHee (JTF0OOTIBITCTBO MUK KemaHue |(TTonydeHne PUHAHCOBOW MM MHOM (puHaHCOBBIN, HHOU
aIMHUHHACTPATOPEI COBEPIICHHBIE camopeaJIn3alim) MaTepUaJIbHOU BBITOJIBI IIPH MaTepHabHBIN yIiepo
0€301acHOCTH JIEHCTBUS ) BCTYIUICHHH B CTOBODP C (bU3UYIECKUM JTHIAM)

IPECTYIHOMN I'PYyIION)

v2
(HEBO3MOXHOCTD 3aKJIIOUEHUS
JIOTOBOPOB, COTJIALIEHUN)
v3
(yreuka uH(pOpMaILUN
OTPaHUYEHHOTO JOCTYTIA)
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Oxonyanue tadmauusl 7.1

Buani
HapyLIHTeeH

Bo3moxkHbIe 1eJu peajm3anuu yrpo3 06e30nacHocTu nHpopmanuu

Hanecenne ymep0a
puznyeckomy Uy

Hanecenue ymepo6a
IOPHIHYECKOMY JINLLY,
HHIUBHUAYAJTHHOMY
NpeANnpUHIMATEJI0

Hanecenue ymepo6a
rocyapcTBy B 00J1aCTH
obecreyeHnst 000POHBI CTPaHBI,
0e30MacHOCTH roCcy/IapcTBa U
NPaBOMOPS/IKA, a TAKKE B
COIMAIbHOM, DKOHOMHYECKOI,
NOJMTHYECKOM, IKOJIOTHYeCKOI
cdepax 1esITeJIHLHOCTH

CooTBeTCcTBHE IeJIeH BUIAAM
pucka (ymep6a) u
BO3MOKHBIM HEraTHBHBIM
MOCJIeICTBUSIM

beiBoiMe  (yBoJIEHHBIE)
paboOTHUKH
(monp30Barenun)

" - IpUMeEpBl BO3MOMKHBIX I€J€d peanusaluu yrpo3 0e30macHOCTH MH(OPMALUKM C YY4eTOM OOJIacTH JESTENLHOCTH, B
KOTOpOH (DYyHKIIMOHUPYIOT CUCTEMBI U CETH, OIIPEICJICHHbIE B COOTBETCTBHH C MPUIIOKEHUEM 6 K HacToseld Metoauke.
” COTIOCTABJICHUS BO3MOXKHBIX IL€Jel peanau3anuu yrpo3 O€30MacHOCTH HHPOpPMAIMK C BHUIAMU
yimepba (pucka) M BO3MOXKHBIMH HETaTUBHBIMHU TOCIEACTBUSIMH O pEaM3allid Yrpo3, OINpPEAeNeHHbIE B COOTBETCTBUU

- NPUMEPBHI

C NMPUJIOKEHHUEM S K HacToAlerd Mertoauke.
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14. [Ipunoxenue 8
K MeTtonnke OleHKH yrpo3
6e3omacHoCTH HHGOpMAIUU

YPoBHHM BO3MOKHOCTEH HAPYyILIMTeeH

M0 peajn3anuu yrpo3 6e3omacHocTH HHGpopMauu

Tabmma 8.1
Ne Yposensn Bo3mokHOCTH HapyLIHMTeJIel 0 peaju3aluy Yrpo3 0e30nacHOCTH Buabl Hapymmresei
BO3MOKHOCTeEH uHopmManumn
HapyLIHTeIeH
H1 | Hapymurens, HNmMeer BO3MOXXHOCTD MPH peaju3aliu yrpo3 0e30macHOCTH HHGOpMAIUN dusndeckoe TUIO (XaKep)
oOnagaromui MCII0JIb30BaTh TOJIBKO U3BECTHBIC YSI3BUMOCTH, CKPUIITHI U MHCTPYMEHTHI.
0a30BbIMHU HMMeer BO3MOXKHOCTH HCIOJIB30BAaTh CPEACTBA  pealM3alUd  yrpo3 JIuna, obecreunBaronIfe MOCTaBKy
BO3MOXKHOCTSIMU (MHCTpYMEHTHI), CBOOOJHO pacmpocTpaHsemble B cetu «MHTepHET» u | NpOrpaMMHBIX, TPOrPaMMHO-aNapaTHBIX
pa3paboTaHHbIE JPYTMMH JIMAMM, HMMEET MHMHHUMAJbHbIE 3HaHUSA CpEeACTB, 00ECIIEUNBAIOIUX CUCTEM
MEXaHU3MOB MX  (YHKUMOHHPOBAHUS, JOCTaBKM ¥  BBIIOJHEHHUS
BPEIOHOCHOT'O MPOrPaMMHOI0 00ECTIeYEeHNU s, FKCITIONTOB. JInua, obecneunBaromue
O6nanaer 6a30BBIMM KOMITBIOTEPHBIMH 3HAaHUSIMHU M HAaBBIKAMU HA YpOBHE | (DYHKIIMOHHPOBAHHE CUCTEM M CETeH MM
I10JIB30BATEJIA. o0ecrneunBaroIuX CUCTEM (aIMUHHUCTpALIU,
Hmeet BO3MOXKHOCTh peaIM3alii yrpo3 3a c4eT GU3NIECKUX BO3/IECHCTBUI OXpaHa, YOOpIIUKH U T.1I.)
Ha TEXHUYECKHE CpE/CTBA OOpabOTKM M XpaHEeHWs WHGOPMAIUHU, JTUHUI
CBSI3M M OOeCHeyuBalolie CHCTEMBbl CHCTEM W CeTed MpH HAIWYMK |  ABTOPH30BAaHHBIC MOJIH30BATENIN CHCTEM H
(U3UYECKOro 10CTyNna K HUM. ceren
Takum o0pa3om, HapymmMTeJH ¢ 0a30BbIMH BO3MOKHOCTSIMH MMEIOT
BO3MOKHOCTb  PeajH30BbIBATHL  TOJBKO  HM3BECTHbIe  YIPO3bI, beiBIIMEe paOOTHUKH (IIOJIB30BATENN)
HaNpaBJICHHbIe HAa M3BeCTHbIC (JOKYMEHTHPOBAHHBIC) YSA3BHMOCTH, C
HCIO0JIb30BAHMEM 00IEJOCTYIIHBIX HHCTPYMEHTOB
H2 | Hapymmurens, OOnamaer BceMH  BO3MOXKHOCTSMU  HapymuTened ¢ 6a30BbIMHU [Ipectynuble Tpymnmsl (1Ba 1uLa u 6ojee,
obnagaromui BO3MO>KHOCTSIMHU. JEUCTBYIONIUE 110 €AUHOMY IUIaHY)
0a30BBIMHU MMeeT BO3MOXXHOCTh HCIOJIB30BAaTh CPEACTBA  peaM3alMU  yrpo3

09



ITOBBIIEHHBIMUA (MHCTpYMEHTHI), CBOOOJIHO pacmpocTpansembie B cetu «HTepHET» U Konkypupyromue opranuzanuu
BO3MOXXHOCTSIMU | pa3pabOTaHHbIE JPYTUMHU JUIIAMH, OJJHAKO XOPOILIO BIa/I€ET ITUMHU
HOCTaBH_II/IKI/I BBIYUCIIUTCIIBHBIX YCIIYT,
ITponomkenue Tabmauupl 8.1
Ne YpoBenb Bo3MokHOCTH HApYLIMTEJIEH 10 peaju3anum yrpo3 0e30macHoCTH Buabl HapymmTesieit
BO3MOKHOCTEM HHpopmannu
HapymTesen
CpeACTBaMU M WHCTPYMEHTAaMH, MOHMUMAET, Kak OHU paboTaloT U MOXKET YCIIYT CBS3U
BHOCUTh M3MEHEHHS B HMX (DYHKUMOHHUPOBAHUE JJS  IOBBIIICHUS
3¢ (HEKTUBHOCTH peanu3alii yrpos. JIuia, npuBiekaemsple 11 YCTAHOBKH,
OcHarieH u BrageeT GppeiMBopkaMu U HAOOpaMU CPENICTB, MHCTPYMEHTOB | HACTPOWKH, UCTIBITAHUN, TyCKOHAIAIOYHBIX
JUIs  peaju3ali  yrpo3 0e30MacHOCTH HH(OpPMAnMu M HCHOJIb30BAHUS Y UHBIX BUJIOB paboOT
ySI3BUMOCTEH.
HmMmeer HaBBIKM C€aMOCTOSITCILHOIO IUIaHUPOBaHUA W pCaiu3allun CucreMunle AAMUHUCTPATOPHI U
CIIEHapHUEB yrpo3 0€30MacHOCTH HH(OPMAITUH. aMUHHUCTPATOPBI 0€30MMaCHOCTH
OOnamaer MpaKkTUYECKUMHU 3HAHUSAMH O (DYHKIMOHHUPOBAHWU CUCTEM U
CeTeil, OmepalMOHHBIX CHCTeM, a TaKKe MMEeT 3HaHHUS 3allUTHBIX
MCXAaHU3MOB, IMPUMCHSACMbBIX B HNPOIrpaMMHOM O6€CH€‘I€HI/II/I, nporpaMmMHO-
anmnapaTHbIX CPE/ICTBAX.
Takum o0pa3oM, HapymmTeau ¢ 0a30BbIMH MNOBBIIIEHHBIMHU
BO3MOKHOCTSIMH MMEIOT BO3MOKHOCTH Peaii30BbIBATH YIrpo3bl, B TOM
yHuc/ie HanpaBJieHHble HAa HeU3BeCTHble (HEIOKYMEHTHPOBAHHbIE)
YA3BHMOCTH, € HCHOJb30BAHHEM CHEHHAJIBLHO CO3JIAHHBIX I 3TOr0
HHCTPYMEHTOB, CBOOOIHO pacnpocTpansieMbiX B ceTu «HTepHeT». He
HMET  BO3MOKHOCTEH  peaju3auumm  yYrpo3 Ha  (usnyecku
H30JTHPOBAHHbIE CETMEHThI CHCTEM M ceTeil
H3 | Hapymurens, OO6mamaer BCEMH  BO3MOXXHOCTSMH ~ Hapymureiaeii ¢ 0a30BBIMH Teppopuctudeckue, 3KCTPEMUCTCKHE
obnafaromuit MTOBBIIIEHHBIMU BO3MOKHOCTSIMH. rPYNIIHPOBKHU
CPEITHUMH Nmeer BO3MOXKHOCTH mpHOOpeTaTh HH(OpMANUIO 00 YA3BUMOCTSX,
BO3MOKHOCTSIMU pasMemaeMyl0 Ha CIeHHMAIM3MPOBAHHBIX IUIATHBIX pecypcax (Oupikax PazpaboTunku nporpaMMHBIX,

YSI3BUMOCTEH).

Vmeer BO3MOXKHOCTH NPHUOOpETAaTh JOPOTOCTOSIIIME CPEACTBA U

IPOrpaMMHO-aINapPaTHBIX CPE/ICTB
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[Tponomxenne Tabauis 8.1

YpoBeHb
BO3MOKHOCTEH
HapylmTesen

Bo3mokHOCTH HApyIIHMTEJICH 0 peaju3aluy yrpo3 0e301acHOCTH
HHpopmannu

Buabl HapymmTesiei

MHCTPYMEHTEI I peanuzanuu yIrpos, pasmMeliaeMele Ha
CIIEIUATTM3UPOBAHHBIX TUIATHBIX pecypcax (Ouprkax ys3BUMOCTEH ).

NMeeT BO3MOXHOCTH  CaMOCTOSITENIBHO  pa3padaThiBaTh  CPENCTBA
(MHCTpYMEHTHI),  HeoOXOoAWMBIC JUIA  pealu3aluu  yrpo3  (arak),
PCATN30BbIBATH YI'PO3bI C UCIIOJIB30BAHUCM JAHHBIX CPCACTB.

Nmeer  BO3MOXHOCTH  MOJY4YEHHsS  JOCTyNla K  BCTpauBaeMoMy
OpOrpaMMHOMY OOECHEUEHHUIO alMapaTHBIX IUIaTGOpM, CHUCTEMHOMY U
MPUKIATHOMY MPOTPAMMHOMY OOECHEUYEHUIO, TEeIIEKOMMYHHKAIHOHHOMY
00OpYJIOBaHUIO W JPYTUM HNPOTPaMMHO-allapaTHBIM CpeACTBaM IS
MPOBEJCHUS UX aHAJIN3A.

OGHaI[aeT SHAHUSAMU U MPAKTUYCCKUMU HABBIKAMH IMPOBCACHUA aHAIN3a
IPOrpPaMMHOT0 KOJia JJIsl MoJTyuyeHus: HHopMaIuu 00 ya3BUMOCTSIX.

OGHaI[aeT BBICOKMMU 3HAHUSAMU U MNPAKTUYCCKMMHU  HABBIKAMHU O
(GYHKIIMOHUPOBAHUM CUCTEM M CEeTeil, OMEepallMOHHBIX CHCTEM, a TaKke
HUMECT FHyGOKOC IMNOHUMAHUC 3alllUTHBIX MCXAHWU3MOB, HNPHUMCHSICMBIX B
IPOrpaMMHOM 0OecTieYeHUH, MPOTrPaMMHO-aNMapaTHBIX CPEACTBAX.

HMeeT BO3MOXHOCTh PEaTM30BLIBAaTh YIPO3bl OE30MACHOCTH WH(OpMAIH
B COCTaBE€ IPYIIIbI JIMII.

Takum 00pa3oM, HAPYIIMTEHM CO CPEIHHUMH BO3MOKHOCTSMH HMEIOT
BO3MOKHOCTH PeajiM30BbIBATh YIPO3bl, B TOM 4YHCJie HA BbISIBJIEHHbIE UMM
HEW3BECTHbIE  Y3BUMOCTH, €  HCIOJL30BAHHEM  CAMOCTOSITEIHHO
pa3padOTaHHBIX /I 3TOr0 HHCTpyMeHTOoB. He HMeHOT BO3MOMKHOCTeI
pean3anuu yrpo3 Ha (pU3HYeCKH H30IMPOBAHHBIE CETMEHTHI CHCTEM U ceTell

H4

Hapymwurens,
oOnagaronui
BBICOKMH
BO3MOKHOCTSIMU

OO6mamaer BCEeMH  BO3MOXXHOCTSAMH  HapylIUTelIeH CO  CPEIHUMH
BO3MOXHOCTAMMU.

Hmeet BO3MOKHOCTH MOJTYYEHHUS TOCTYIA K UCXOAHOMY KOy BCTPauBaeMOro
NpOrpaMMHOTO  OOECTICUeHHUs] — anmaparHbIX —IUargopM, CHCTEMHOTO U
NPUKIAJHOTO  IPOTPAaMMHOTO  OOecrieueHHs,  TEeIEKOMMYHUKAI[HIOHHOTO
000pyIOBaHUS M JPYIHX MPOTrPaMMHO-AIApPaTHBIX CPEJCTB IS MOTYYeHHS
CBeJICHU 00 YSA3BUMOCTSIX «HYJEBOTO JTHSI.

CreunanbHble CITy>KObl HTHOCTPaHHBIX
rocyapcTB
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[Tponomxenne Tabauis 8.1

Ne YpoBeHb Bo3mokHOCTH HApYILIMTEJIEH 10 peau3anun yrpo3 0e30macHoCTH Buabl HapymmTesiei
BO3MOKHOCTEM HHpopmannu
HapylmTesen
HNmeer  BO3MOXHOCTh  BHEAPEHHsS]  MPOTPAaMMHBIX  (IIPOrpamMMHO-
anmnapaTHbIX) 3aKJIaJ0K WM YS3BUMOCTEH Ha Pa3lMYHBIX dTanax MOCTaBKU
IPOTPaMMHOT0 00eCTIeUeHHs MM TPOrPaMMHO-AIAPAaTHBIX CPEJICTB.
Oxonyanue Ta0auisl 8.1
Ne Yposensn Bo3mokHOCTH HapyLIHMTeJIeH 0 peaju3aluy yrpo3 0e30acHOCTH Buael Hapymuresei
BO3MOKHOCTeEH uHopmManumn
HApyLIHTeIeH

HNmMeeT BO3MOKHOCTH CO37[aHUSI METOJIOB M CPEJICTB Peallu3aIlii yrpo3 C
MPHUBJICYCHUEM CIICIIMATU3UPOBAHHBIX HAYYHBIX OPraHU3AlUN U pealli3aluu
yIpo3 C MPUMEHEHHEM CIICMAILHO pa3paOOTaHHBIX CPEJCTB, B TOM YHCIIC
00ecneYnBarOIINX CKPHITHOE TPOHUKHOBEHUE.

NmMeer BO3MOXHOCTh  pPEaIM30BBIBATH  yIrPO3bl C  MPHUBJICYCHHEM
CIEIUAIICTOB, UMEIONIMX 0a30BbIe MOBBINICHHBIC, CPEAHHE UM BBICOKHE
BO3MOKHOCTH.

HMeeT BO3MOKHOCTH CO3JJaHUS ¥ IPUMEHEHUS CTICIIHATTbHBIX TEXHUYECKUX
CpencTB i n0ObIBaHUS MHPOpManuu (BO3JACHCTBUS Ha MHGOPMAIIHIO WK
TEXHUYECKHUE CPEJICTBA), PACIPOCTPAHSIONICICS B BUAEC (PU3NISCKUX TOJCH
WM SIBJICHUH.

HMeeT BO3MOXKHOCTH JONTOBPEMEHHO M HE3aMETHO [UIsl OIepaTopoB
CHCTEM U CETEeH pealn30BBIBaTh YIrPO3bl 0€30MMaCHOCTH WH(OpMAITHH.

Obnagaer UCKIIOYUTENFHBIMA 3HAHUSAMU M MPAKTUYECKUMH HaBBIKAMHU O
(GYHKIIMOHUPOBAHUN CHCTEM M CETEH, OTIEPAIIMOHHBIX CHUCTEM, aIllapaTHOM
o0ecrevYeHnH, a TaKKe OCBEIOMIICH O KOHKPETHBIX 3aIUTHBIX MEXaHU3MaX,
MPUMEHSEMBIX B TPOrPaMMHOM OOECIIEYEHUH, MPOTPaMMHO-ANIapaTHBIX
CPEJICTBAX aTaKyeMbIX CHCTEM U CETEH.

Takum o0pa3oM, HAPYIIUTEJH € BHICOKHMH BO3MOKHOCTSIMHU HMEIOT
NMPaKTHYeCKH HEOrPpAHUYEHHBbIe BO3MOKHOCTH Peain30BbIBATH YIPO3bl,
B TOM 4HCJIEe ¢ HCNOJb30BAHHEM HeIeKJAPMPOBAHHBIX BO3MOKHOCTEIA,
NMPOrPaMMHBIX, MPOrPAMMHO-ANNAPATHBIX 3aKJIA0K, BCTPOEHHLIX B

€9



OxoHyanue Ta0auus! 8.1

YpoBeHb
BO3MOKHOCTEH
HapylmTesen

Bo3mokHOCTH HApyIIHMTEJICH 0 peaju3aluy Yrpo3 0e301acHOCTH
HHpopmannu

Buabl HapymmTesiei

KOMIIOHEHTBI CHCTEM H ceTeil

¥9



15.

65

[Tpunoxenue 9

K MeTonnke OLleHKH yrpo3

6e3omacHoCTH HHGOpMAIUU

IIpumepsl pe3yabTaTa onpeaeeHUs aKTyaJlIbHbIX HApYLIUTEJIel Mpu

peanu3anuu yrpo3 6e3onacHocT HHGOPMANU U

COOTBECTCTBYIOIIMEC HM BO3MOKHOCTH

(ass rocyrapcTBeHHON HHGPOPMALMOHHON CHCTEMBI)

Tabmuma 9.1
Ne | Buabl pucka (ymep0a) u Buabi Kareropus Yposenn
1/l | BO3MOKHbIC HeraTHBHbIE aKTyaJbHOI'0 HAPYWIMTEIs | BO3MOKHOCTeH
MoCaeACTBHS HApyIIHTes HAPYIIMTEJIs
1 Vi [IpectymnHbie rpynmnbl Buenrnuii H3
HapyIleHue (KpUMHUHAIBHBIE
KOH(pHICHIIMAIIBHOCTH CTPYKTYPBI) Brayrpennunii™**
MEePCOHAIIbHBIX TAHHBIX OtnenbHBIC Bremnunit H2
rpakJaH; dusnueckue nuna
HapyIlIeHNUE JIUYHOM, (xakepsl)
CEMENHOM TailHBbl, yTpaTa Pa3paboTunku Bnayrtpenuunii H3
YeCTH U J0OPOT0 UMEHHU; POTPaMMHBIX,
(GuHAHCOBBIN, UHOU IPOTrPaMMHO-
MaTepHaIIbHBIN yIIepo anmapaTHbIX CPEICTB
usnyeckux nui CucremMHBIE BryTpennuii H2
aJIMUHUCTPATOPbI U
aJIMUHUCTPATOPHI
0€30I1aCHOCTH
ABTOpHU30BaHHbIE Bnayrtpennunii H2
I10JIb30BATEIHN CUCTEM
U ceTen
2 V2. [IpectymnHbie rpynmnbl Buenrnuii H3
HEBO3MO>KHOCTb (KpUMHUHAIBHBIE
3aKJIIOYEHUS JT0TOBOPOB, CTPYKTYPBI)
COTJIAIICHUM; OtnenbHble Bnayrtpenuuii H2
yTe4uKa KOMMEpPYECKON buznyeckue nuua
TaHBI; (xakepsl)
MOTEPSI KJTUEHTOB,; PazpaboTunku BuyTrpennuit H3
HapyIlIeHHE JeT0BOM MPOrPaMMHBIX,
penyrauuuy; IPOTrPaMMHO-
HEJIOTOTy4YeHHUe anmapaTHbIX CPEICTB
OKH/IaeMOM PUOBLTH CucreMHBIE BryTpennuit H2
aJIMUHUCTPATOPbI U
aJIMUHUCTPATOPHI
0€30I1aCHOCTH
3 V3. CnernuanbHbie Buemnwnit H4
HapyleHHe CI1y’KOBI HHOCTPaHHBIX
(GYHKIIMOHUPOBAHUS roCy/1apCcTB BuytpenHnii***
roCcy/1apCcTBEHHOTO OpraHa, Teppopuctuueckue, Bremnuit H3
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Ne | Buabl pucka (ymep0a) u Buabi Kareropus Yposenn
/1 | BO3MO:KHbIE HETATHBHbIE AKTYaJIbHOTO HAPYLIUTEAsl | BO3MOJKHOCTEi
* **k
NOCJIeCTBUSA HAPYIIMTeJs HAPYLIUTEJS
TUCKPEAUTAIIS HKCTPEMHUCTCKHE
JeSITEIbHOCTH OpraHa OpraHu3aluu
Oxonvanue Tabauie! 9.1
Ne | Buabl pucka (ymep0a) u Buabi Kareropus Yposenn
1/l | BO3MO:KHbIE HETATHBHbIE AKTYaJIbHOTO HAPYLIUTEJAsl | BO3MOJKHOCTEi
* **k
NoCJIeCTBHUSA HAPYIIMTeJs HAPYILIUTEJS
roCyJ1apCTBEHHOM BJIACTH; [IpectymnHbie rpynmnbl Buenrnuii H3
JOCTYH K CUCTEMaM U CETAIM (KpUMHHATBHBIC
C TENTbI0 HE3aKOHHOTO CTPYKTYPBI) BrayTpennunii™ **
UCTIOJIb30BaHUS =
CHOTIE30 Pa3paborumnku BuyTpennuit H3
BBIYHCIUTENbHBIX
. MPOrPaMMHBIX,
MOIIIHOCTE;
OILIHOCTCH, MporpamMMHO-
yTeHKa HEpOpMALH anmnapaTHBIX CPEICTB
OTPaHUYEHHOI0 JOCTYIIA; =
P AOCTYIIA, CucreMHbIe Buyrpennuii H3
OpraHu3alysi MUTHUHTOB,
AIMHHHUCTPATOPHI U
3a0aCTOBOK M3-3a
. aJIMMHHCTPATOPBI
myOauKammit
. 0e30MmacHOCTH
HEI0CTOBEpHOU
HH(OpMAIHH; ABTOpPHU30BaHHbIE Buyrpennnit H1
OTCYTCTBHEC IOCTYyIIa K I10JIb30BATEIN CUCTEM
COLIMAJIbHO 3HAYUMBIM U ceTeil
rOCyJapCTBEHHBIM YyCIIyramMm -
beiBIINE Bryrtpennunii HI
(YBOJIEHHBIC)
paboTHUKH
(mosp30BaTENN)
* (v
- IpUMEPHl  BO3MOXXHBIX  II€JIed  peanu3anuu  yrpo3  0€30MacHOCTH

uHGOpMAIMH C yI4ETOM 00JaCTH JAEATEIbHOCTH, B KOTOPOH (PYHKIIMOHUPYIOT CUCTEMBI
U CETH, ONPEACIICHHBIE C YUYETOM NMPUIOKEHUHN 4 U 5 K HacTosIer Meroauke.

L MPUMEPHI BUJOB aAKTyaJbHbIX HApYIIUTENICH, OINPEICICHHbIE C YYE€TOM
NPUIIOKEHHM 6 1 7 K HacTosied MeToauke.

CHUCTCMHBIMH

*kk

AJIMUHUCTpATOPaMU

OIIPENICJIEHHOM B IIPUJIOKEHUHU / K HacTosmen Meronuke.

- NP CTOBOpPE MPECTYNMHOW TPYNIUPOBKU (KPUMHUHAIBHOU CTPYKTYPHI) C
aIMUHUCTpAaTOpaMu |

0€e30I1aCHOCTH,



16. [Tpunoxenne 10
K MeTtonrke OleHKH yrpo3

6e3omacHoCTH HHGOpMAIUU

IIpumeps! onpenesieHUs AKTYaAIbHBIX CIIOCO00B peau3anuu yrpo3 0e3onacHocTu HHGpopManuu
U COOTBETCTBYIOLIE UM BHAbI HAPYUIMTEIEeH U UX BO3MOKHOCTH
(as1g rocyrapcTBeHHOM MH(POPMALUOHHOU CHCTEMbI)

Tabmauna 10.1

Ne Bux Hapymuresas Kareropus O0beKT BO3ACHCTBUS HoctynHbie Crnoco0sb1 peajm3anumn
n/n HAPY M TEJISA uHTepdeiichl
1 | Cneunanpnsle Buemmnun basa nanHbBIX MH()OPMAIMOHHOM Be6-unrepdeiic Hcnonb3oBanue

CITY>KOBI CUCTEMBI, CONEPAKAIAS | yyianeHHOTO HeJeKIapuPOBAHHBIX

WHOCTPAHHBIX UICHTH()UKAITMTOHHYIO a/IMHHHCTPUPOBAHNS BO3MOYKHOCTEH

rocyaapcts (H4) WH(pOpMaIIHIO TPaXKIaH: 6a3bI JAHHBIX | IPOTPAMMHOI0 00ecreYeH s
HECAHKIMOHNPOBAHHBIA JOCTYI K | yydopMaLHOHHOM TEJICKOMMYHUKAIIHOHHOTO
KOMITOHEHTaM CHUCTEM MJIH CETeH, | cpcreMpbr o0opynoBaHus
ziTTHeT;iﬁz ! HHcpopALL [Tonp30BaTENbCKHIA chonwmsazme
KOH(UTYpallMOHHBIM, unpv | BEO-HHTEpdetic nocTyma | YASBUMOCTEH KoHGUrypauun
Ty KeOHBIM TAHHEIM: K Gaze TAHHEIX %I/ICTCMBI yIpaBICHUS
yreuKa (Hapymene MH(OPMALIHOHHOM a3aMu JaHHbBIX
KOH(MHIEHIINATLHOCTH) CHCTCMBI
3alUIIaeMON uHpOopMaLuy,
CUCTEMHBIX,
KOH(UTYpaIMOHHBIX, WHBIX
CIIy>KeOHBIX JaHHBIX
Jluans cBs3m Mexnay cepepoMm | Kanam mepengauu MaHHBIX | YCTaHOBKA — MPOTPAMMHBIX
OCHOBHOTO IIGHTpa O0OpabOTKHU | MEXIY CEpPBEPOM | 3aKJIaI0K B
JTAHHBIX U CEPBEPOM PE3EPBHOTO | OCHOBHOTO LIEHTpa | TeJIEKOMMYHUKALMOHHOE
IeHTpa 00pabOTKHU TaHHBIX: 00pabOTKM JaHHBIX U | 000PYy/IOBaHUE
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nepexsar (HapyILIeHHE | CEpBEpOM  PE3EpPBHOTO
KOH(PHUACHITHATHHOCTH) IIEHTpa 00paboTKu
3amuUnaeMon nHpopMaIm, TAaHHBIX
[Tponomxenne Tabnump 10.1
Ne Bux Hapymureas Kareropus O0beKT BO3ACHCTBHUS HocTtynHbie Crnoco0sbl peajm3anumn
n/n HAPY M TEJIS uHTEepdeiichl
CUCTEMHBIX,
KOH(UTYpaIMOHHBIX, MHBIX
CITy’)KeOHBIX JaHHBIX
KoMMyTanmoHHBI ~ KOHTPOIICD | VY panennslit kaman | IcToIb30BaHue
JUISL  YIPABICHHS  ABAPUIHBIMH | yrpapieHus ySA3BUMOCTEH Ko/
3aJIBU’KKaMHU B He()TEPOBOIE: KOMMYTALHOHHBIM KOMMYTallHOHHOTO
HapylieHne (yHKIIMOHUPOBAHUS KOHTPOIIEPOM KOHTpOJIepa
(paboTOCIIOCOOHOCTH)  CPEJCTB TS
06paboTKH - XpaHeHHs CpeMHBIE  MalIMHHBIE 5
MH OPMATIHII HOCUTEH HWH(POPMAIIHH, ayTeHTH(QUKALMOHHON 5
MoHHKALHS (monmena) | COZCPKamme UH(pOPMALUU U3 TOCTOSIHHOM
3aIMIIAEMOi nH(OpMAITHH, ayTeHTH()UKAIMOHHYIO namsaTu } HOCHTEIS
CHCTEMHBIX, MH(OPMALIIIO (MHBA3WBHBIA METO.)
KOH(UTYpaIMOHHBIX, MHBIX
CITy’)KeOHBIX JaHHBIX
2 | OrnenbHble Buemnui YnaneHHOe aBTOMATH3UPOBAHHOE | JlocTym yepes | BHEIpEHHE  BPEJOHOCHOrO
dusndeckue LA pabouee MECTO (APM) | okanbryro IPOrpaMMHOT0 0OecreueH s
(xaxepsr) (H2) 110/1b30BATCLA. 5 BBIYUCIIUTEIBHYIO  CETh
HECaHKIMOHNUPOBAHHBIA JOCTYI K | opranmsanuu
omnepanuoHHon cucrteme APM c TP ——.
IOTB30BATEIIS; BEMHBIC  MAalTUHHBIC .
HapymICHIe HocuTenu uH(poOpMauuy, | YA3BUMOCTEH KOH(UTypaIm
KOH(bUICHIHATBHOCTH nonkiaoyaeMele k' APM | CUCTCMBI YUPaBHZII{)IKZ
uHOpMaInK, cojepxkameiica Ha | 10/TP30BATCI AIOCTYITOM K
MOJIb30BATENS

APM rmonp3oBareis
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Be6-caiirt noprana
rOCyJapCTBEHHBIX yCIyr
(cepBHCOB):

OTKa3 B OOCTy)KUBaHWUU BeO-

caiiTa opTajga rocy1apcTBEHHBIX
ycayr

BeG-untepdeiic
[IOJIb30BaTeNlsl BebO-caiita
rOCYIapCTBEHHBIX YCIIYT

Hcnonp3oBanue
ySI3BUMOCTEMN KoJa
MPOrpaMMHOTO 00eCTieYeHHUSI
BeO-cepBepa

Oxonyanne Ta6aunsl 10.1

Ne Bua napyummresist Kareropus O0beKkT BoO3a€eiicTBUSA JocTynHble Crnioco0bl peajim3amumn
n/n HAPYILIUTEJISA HHTeppeiichl
Buenpenue  BpemoOHOCHOTO
KOJIa B BEO-TIPUIIOKEHUE
CereBbie  mHTepeiice: | ICTOMb30BANME
KOMMyTaTopa ceTn, rze | YA3BUMOCTEH KOHGbHUTyparuu
pacrnonoeH Bed-cepep | CHCTEMBI yHpaBJICHNA
JIOCTYIIOM K APM
M10JIb30BATENS
3 | ABTOpU30BaHHbBIC BnayTtpenunii APM  rnaBHoro  Oyxraiurepa | JlokanbHas OmunboyHble  ACUCTBUS B
MOJIL30BATEIN OpraHH3alNH: BEIYHCIIATEIbHAS CeTh | XoJe HaCTPOUKH APM
cucteM u cereit (H1) MoauduKaus IJIATEKHBIX | OpraHu3aluu TJIaBHOTO OyXranrepa
MOPYYECHUH, XpaHSAUIUXCS  Ha
APM rnaBHoro Oyxranrepa
CepBep 0a3bl maHHBIX BeO-caiiTa Be6-unTepdeiic Hapymienue 1enovku ycmyr
[opTajia rocy1apCTBEHHBIX YCIYT | cpcTeMbl o aJMUHHCTPUPOBAHUIO
(cepBHCOB): aIMHHHCTPUPOBAHUS nopTajga IroCyJapCTBEHHbIX
OTKa3 B 00CIIy’KUBaHUHU | ge@-caiita noprana | YCIyr

OTACJIBHBIX KOMIIOHEHTOB WJIH

CHCTEM U CETEU B I1EJIOM

rOCYJapCTBEHHBIX YCIIYT
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17. [Tpunoxenne 11
K MeToauKe OIIeHKH yrpo3
Oe3omacHOCTH HH(OpPMaALIUU

IlepedyeHb OCHOBHBIX TAKTHK H COOTBETCTBYIOIINX HM THMOBBIX TEXHUK, HCMOJIb3YeMbIX /IJIsl MOCTPOEHUS
ClleHAPHEB peaju3anuu yrpo3 6e30nacHocTy nHpopManuu

Tadmuma 11.1

TakTuka

OcHOBHBbIE TEXHUKH

T1

CO6op nHpOpMAIIUU O CUCTEMAX U CETSIX

TakTuueckas  3amava:  HapPYIIUTEIb
CTPEMUTCS MOJTYYUTh 000
TEXHUUYECKYI0 HWHPOpMAIUIO, KOTOpas
MOXKET OKa3aThCsl IOJIE3HOW B XOJe
peanmzani yrpo3  0€30MacHOCTH
uHpopmaruu

T1.1. Coop nnpopManmy U3 MyOJUUYHBIX UCTOYHUKOB: O(QHUIMATBHBIN CaiT (CalThl) OpraHU3alny,
CMMU, conmanbHbie ceTH, POTOOAHKH, CAWTHI MOCTABIIUKOB M BEHOPOB, MaTEpHAIIbl KOH(EpeHIINA

T1.2. Coop uHbOpMAIMK O TOAKIIOYCHHBIX K MyOJUYHBIM CHCTEMaM U CETSIM YCTPONCTBAaX U HMX
ciy)k0ax TMpH TOMOIIM TOMCKOBBIX CHUCTEM, BKIOYass cOOp KOH(PHUIypalMOHHON HH(pOpMaLuu
KOMITOHEHTOB CHCTEM U CETEH, MPOrPaMMHOT0 00ECIIEYeHHUsI CEPBUCOB U TIPUIIOKECHUIH.

[Ipumep: wucmonp3oBaHME MOWCKOBOW cucTeMbl Shodan s monydeHus wuHpOpMaAuu 00
OTIpEeNeNICHHBIX MojesIX [P-kamep BUACOHAONIONEHUS C BO3MOXHO YSI3BUMBIMH BEPCHUSMHU
IPOIIHNBOK

T1.3. IlaccuBHbIiA cOop (mpociymmBanue) WHGOPMAIMKA O TOJKIFOYEHHBIX K CETH YCTPOMCTBAX C
1EJIbI0 MICHTU(UKALIMHI CETEBBIX CIIyO0, THIOB U BepcHid [10 3Tux ciayx0 ¥ B HEKOTOPBIX CIyYasx —
UaeHTU(OUKAITMOHHOW MH(OPMAIIUH TTOTh30BaTEeH

T1.4. HampaBiieHHOE CKaHUPOBAaHWE NIPU IOMOILIM CHELHMAIU3UPOBAHHOIO IPOrPAMMHOIO
o0ecrieyeHNs MOAKIIOUEHHBIX K CETH YCTPOMCTB C LENbI0 MACHTU(UKALMU CETEBBIX CEPBHUCOB,
TUIIOB M BEPCHHM NPOrpaMMHOIO OOECHeueHHs] 3TUX CEPBHCOB, a TAaKKE C LENbI0 MOJTY4YEHUs
KOH(pHUrypanmoHHo WHGOpPMAIUU KOMIIOHEHTOB CHCTEM W CETEH, MPOrpaMMHOI0 oOecreueHuUs
CEPBUCOB U IIPUJIOKCHUMN.

ITpumep: ckaHMpOBaHKME IPU IOMOIIM CKaHEPa nmap

T1.5. Coop wmHpOpMaMu O TIOJNB30BATENAX, YCTPOMCTBAX, IPUIOKEHUSAX, a TaKkxke cOop
KOH(UTYpalMOHHOW HWH(POPMAIIMA KOMITOHEHTOB CHCTEM M CETEH, MPOrpaMMHOTO OOECIICUCHHUS
CEpPBUCOB M NPWIOKEHHH IyTeM IMOUCKAa M AKCIUTyaTallud YA3BUMOCTEH IMOJKIIOYEHHBIX K CETH
YCTPOICTB.

0L



[Tpumep: skcrmyaranus ysa3BUMOCTH Tuma directory traversal myOnmaHO JOCTYITHOTO BeO-cepBepa

[Tponomxenne Tabmumpb 11.1

TakTuka

OcHOBHBbIE TEXHUKH

T1.6. Coop wHPOpMAaMK O TOIH30BATEIAX, YCTPOMCTBAX, TMPHUIOKECHUIX, aBTOPHU3YEMBIX
CepBUCaMH BBIUMCIIUTEIBHOM CETH, IyTeM mepedopa.

[Tpumep: cOop mHbOpMaIMK O TOYTOBBIX aapecax npu momorm directoryharvestattack Ha modToBbIe
cepBepa

T1.7. Coop nndopmanuu, npeaocrapisiemorr DNS cepsucamu, Bkitodas DNS Hijacking

T1.8. Coop wmHpOpMAIMu O IMOJNB30BATENE MPH MOCEIIEHUH WM BebO-caiiTa, B TOM 4YHUCIE C
UCTIOJIb30BaHUEM YSI3BUMOCTEH MpOrpaMMbl Opay3epa U HaJCTpauBacMbIX MOTyJIel Opay3epa

T1.9. Coop wuHpopManmu O TMONB30BATEIAK, YCTPOHMCTBAX, NPHIOKCHHUSIX IyTEM TIOMCKA
uHpopMaLnu B TaMsTH, Qaiiiax, KkaTanorax, 6a3ax JaHHBIX, IPOIIMBKAX YCTPOICTB, PETO3UTOPHUIX
ucxoaHbeix koaoB [IO, BkiIOYasgs MOMCK TMApoJie B HMCXOAHOM M XJBIIMPOBAHHOM BUJIE,
KpUNTOTrpapUUeCcKUX KIOUeH.

[Ipumep: monydeHue xomied maposne u3 /etc/passwd Wiy mojiydeHHe TMapojieid Mo yMOJTYaHHUIO
nyTeM 00paTHOTO MHXMHUPHHTA IPOUTUBKH YCTPONWCTBA

T1.10. Kpaxxa 1udpoBeIXx cepTHdUKATOB, BKIOYAs Kpaxy (QHU3NYECKUX TOKEHOB, JHOO
HEaBTOPU30BAHHOE BBINMUCHIBAHUE HOBBIX CEpTU(HUKATOB (BO3MOXKHO TOCIE KOMIIPOMETAIIUU
UHQPACTPYKTYphl JOMEHHOTO perucrpaTopa WM akKayHTa aJMUHUCTpaTopa 30HBI Ha CTOPOHE
JKEPTBBHI)

T1.11. Coop wuHpopManuum O TONB30BATEIAK, YCTPOMCTBAX, MNPUIOKECHHUIX, BHYTPEHHEH
uH(pOpMAaIIMK 0 KOMIIOHEHTaX CHUCTEM M CETEH MyTeM MPUMEHEHUS COLMATbHON WHKCHEPUH, B TOM
qyucie GuImHra

T1.12. COop nuuHOW wuAeHTU(PUKAIMOHHOW HHPOpMaIUK (MIESHTH()UKATOPHI TOJIH30BATENEH,
ycTpoiicTB, uH(pOpManuss 00 HICHTU(PHUKALUK II0JB30BATENICH CEepBHCAMU, NPHIIOKCHUIMH,
CpeACTBaMH YIAJIEHHOTO JI0CTYIa), B TOM 4Hcie cOOp YKpaJeHHBIX JIMYHBIX JTAHHBIX COTPYIHUKOB
U TIOJPSAIYMKOB Ha CITydaid, €CIM COTPYAHUKH/IOAPSTINKH UCTIONB3YIOT OJHU M T€ )K€ Mapoiii Ha
paboTe u 3a ee npeaeIamMmu

T1.13. Coop munbopmaIuu vepe3 MmojaydyeHHue AOCTyna K cucteMaM (pU3WYecKor Oe30MacHOCTH H
BUJICOHAOIIOICHUS

1.



ITponomxenne Tabauupl 11.1

TakTuka

OCHOBHBIE TEXHUKH

T1.14. COop undopmanuu yepe3 moaydeHne KOHTPOJIS HaJ JUYHBIMUA YCTPOUCTBAMH COTPYIHUKOB
(cmaprdoHamu, IaHIIETaMU, HOYTOYKaMu) JJIsE CKPBITOM MPOCITYIIKA U BHICO(DUKCAITIN

T1.15. Ilouck n nmokynka 6a3 TaHHBIX UACHTU(PHUKAIMOHHON MH(OPMAIH, CKOMIPOMETUPOBAHBIX
napoJsel ¥ KIII0ueil Ha ClIeHaIn3UPOBAHHBIX HEJICTAIBHBIX TUIOMIAIKAX

T1.16. COop nnpopmamu yepes moxydeHue AocTyna k 0a3aM JaHHBIX pe3yIbTaTOB MPOBEACHHBIX
MHBEHTApH3allii, peecTpaM YCTaHOBJIEHHOTo obOopyxoBanuss u I[1O, maHHBIM TNPOBEIEHHBIX
ayJIUTOB OE30MacHOCTH, B TOM YHCJIE 4Yepe3 IOJIyueHHe JOCTylna K TakUM JaHHBIM depes3
KOMITPOMETAIMIO TOAPSTIMKOB M HAPTHEPOB

T1.17. [laccuBHbIif cOOp ¥ aHaNM3 JAHHBIX TEJIEMETPUM s MOJy4YeHHs HHPOpPMALUU
0 TEXHOJOTHYECKOM IIPOLECCE, TEXHOJIOTHYECKUX yCTaHOBKax, cucreMax u I10 Ha mpeanpuarnax
B aBTOMATHU3UPOBAHHBIX CUCTEMAax YIPABICHUsS I[POU3BOACTBEHHBIMM M TEXHOJIOTUYECKUMHU
IpolieccaMy, B TOM YHCIIE HA KPUTUYECKU BaXKHBIX 00BEKTaX

T1.18. COop W aHaiu3 JNaHHBIX O MPOUIMBKAX YCTPOWCTB, KOJUYECTBE W MOJKIIOYEHUU ITHX
YCTPOMCTB, MCIOJIb3YEMBIX IPOMBIIUIEHHBIX MPOTOKOJIAX s MOJIy4eHHUs HHPOpMalUu O
TEXHOJOTMYECKOM IPOLIECCE, TEXHOJIOTMYECKUX YCTaHOBKax, cucreMax u [1O Ha mpennpustusx B
aBTOMAaTH3UPOBAHHBIX CHUCTEMAax YINpPaBJIECHUS IPOU3BOACTBEHHBIMH U TEXHOJOTHYECKUMHU
poIieccaMy, B TOM YHCII€ Ha KPUTHYECKU BaKHBIX 00bEKTaxX

T1.19. Coop m ananu3 crnenuduueckux I OTPAciad WX THMA TPEANPUITHS XapaKTePUCTHK
TCXHOJIOTHUYCCKOI'0 IIponccca I IMOJTYyYCHHA HH(bOpMaHHH 0 TCXHOJIOTMYCCKHUX YCTAHOBKAX,
cuctemax u I[IO Ha mnpeanpusTUsSX B aBTOMATU3HPOBAaHHBIX CHUCTEMaxX  yIpaBICHUS
MPONU3BOACTBCHHBIMHU W TCXHOJIOTUYCCKUMH IMPOLCCCaMU, B TOM YHCIIC HAa KPUTUUYCCKU BAKHBIX
0o0BeKTax

T1.20. TexHuKHM KOHKYPEHTHOW Pa3BEIKH U MPOMBIIIUICHHOTO MITTHOHAXa sl cOopa nH(popManuu
0 TEXHOJIOTUYECKOM Ipoliecce, TEXHOJIOTUYECKUX YCTaHOBKaX, cuctemax u I10 Ha npeanpuatusax B
ABTOMATHU3UPOBAHHBIX CUCTCMAX  YyIHpPaBJICHUA TIPOU3BOACTBCHHBIMHU W  TCXHOJOTMYCCKUMU
pOIECCaMH, B TOM YHCJI€ Ha KPUTHUECKH BaXKHBIX 00BEKTaxX

Ipumeuanue 1: Coop ungopmayuu modscem 8blNOIHAMBCI C UCNOIL30BAHUEM OOHOU UIU Oolee u3
NepeyuUCIeHHbIX 8blile MeXHUK, NOKA HApyWumenb He NOIYYUM OOCMAMOYHO UHGopmayuu O
peanuzayuu 0py2o makmuky 8 NPOOOANCEHUU amaKy
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ITponomxenne Tabauupl 11.1

TakTuka

OCHOBHBIE TEXHUKH

T2

[TonyuyeHne nepBOHAYAIBHOIO JOCTYIA
K KOMIIOHEHTAaM CHUCTEM U CeTel

TakTuyeckass  3ama4ya:  HApPYIIUTENb,
HaXOJISICh BHE HH(PACTPYKTYPHI CETH U
CUCTEMBI, CTPEMHUTCS MOTYYUTh JAOCTYI K
moOoMy Y31y B HUH(PACTpyKType H
WCIIOJIb30BaTh €ro Kak IUlaiyiapM Jyist
NanbHEUINX ACUCTBUMN

T2.1. Mcrionb30BaHME BHEIIHUX CEPBUCOB OpraHU3aluy B ceTsxX mybauuHoro goctyna (MuTepHer)
[Ipumepsr: 1) moctynm k BeO-cepBepy, pacloOiOKEHHOMY B CETH OpraHM3aluu; 2) AOCTyN K
uHTepdeiicy anekrponnoit moutsl OutlookWebAccess (OWA) mouroBoro cepepa opranu3ainuu

T2.2. Ucnionb30BaHUE YCTPOMCTB, NATYMKOB, CHUCTEM, PACIOJIOKEHHBIX HAa MEPUMETPE WM BHE
nepuMmeTpa (U3NUECKON 3alUThl 00bEKTa, JJIs MOJYYeHHUs MEPBHYHOTO JOCTYyNa K CHUCTEMaM H
KOMIIOHEHTaM BHYTPH 3TOTr0 IEPUMETpA.

[Ipumeps! 1) gocTyn k AaTYMKaM aBTOHOMHOM CHUCTEMBI AMCTAaHLIMOHHOTO KOHTPOJIS JaBJICHUS ra3a
y4acTKa ra3onpoBo/ia; 2) IOCTYIl K YMHOMY CUETUHKY, PACIIOJIOKEHHOMY Ha YaCTHOM OOBEKTE, KaK
K 9acTH MH(PaACTPYKTYphl MOCTABIIMKA 3JIEKTPOIHEPruu; 3) AOCTYN K HHTepdelcy ymnpaBieHUs
KaMephl BUJICOHAOIOICHUS Yepe3 CeTH OJIMKHEro IeHCTBUS

T2.3. DkcrutyaTanus ya3BUMOCTEH CETEBOTO OOOPYAOBAaHUS U CPEACTB 3AIIUTHI BHIUYUCIUTEIBHBIX
ceTel JI MOJy4eHUs JOCTyNa K KOMIIOHEHTaM CUCTEM M CeTel MpHU yAaJICHHOM aTake.

[Ipumep: 00x0I MEXKCETEBOrO JKpaHa MYTeM JKCIUTyaTallid ySI3BUMOCTEH peau3aluyd MPaBII
bunpTpan

T2.4. cnonb3oBanue ommOOK KOH(MUTYpAIIMK CETEBOT0 00OPYIOBAHUS U CPEJCTB 3aIIUTHI, B TOM
yucie ciadbIX Mmapojiell W mapojei Mo yMOJYaHHIO, Ui TOJIyYeHHs JOCTyna K KOMIIOHEHTaM
CHCTEM M CeTEeH MpHU YJAJICHHON aTaKe

T2.5. Dkcrutyaranusi ysi3BUMOCTEl KOMIIOHEHTOB CUCTEM M CETEH TMPU YAAICHHON WM JIOKAJIbHON
aTake.

[Tpumepsr: 1) sxcrutyaranust ysi3BUMOCTE BeO-cepBepa ¢ ENIbI0 BRIIOJIHEHUS TPOU3BOJIBLHOTO KOJIa
B KOHTEKCTE 3TOTO CepBepa; 2) SKCIUTyaTalus ysI3BUMOCTEH ONepalliOHHON CHUCTEMbI yCTPOICTBA
YeJI0BEKO-MAIllMHHOTO MHTepdeiica aBTOMAaTU3UPOBAHHOW CHUCTEMBbI YIIPAaBJICHUS C LENbIO
BHEJPEHUS CPEACTB IIOJIyYEHHsS BBOJUMBIX Ha 3TOM YCTPOMCTBE mapoied pocrymna; 3)
JKCILTyaTalus ysi3BUMOCTeH Opay3epa BpeIOHOCHBIMU CKPUIITAMH MPHU MOCEUIEHUH M0JIb30BaTeNIeM
BPEIOHOCHOTO WJIM CKOMITPOMETUPOBAHHOTO BeO-caiiTa

T2.6. cnonb3oBanrne HETOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH MPOTPaMMHOTIO 0OOecreueHus
CEpBUCOB, TMPHIOKEHUH, 00OpPYIOBaHUS, BKIOYAs HCIIONb30BAaHUE OTIAOYHBIX HHTEp(eiicoB,
IPOrPaMMHBIX, IPOrPaMMHO-aNIaPaTHBIX 3aKJIaJJ0K

T2.7. Ucnionb30BaHMe B CHCTEME BHEUIHMX HOCHTEJIeH WHQPOpPMALUU, KOTOpPBIE MOTIH
HNOJKIIOYAThC K JPYTUM CHCTEMaM U ObITh 3apa)K€Hbl BPEJOHOCHBIM IPOIPaMMHBIM
obecrieueHUEM.
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B Tom uucne papeHue, moAMEHa WM IMOAJOr HOCHTENIeH MH(OpMAlMM W BHEIIHUX YCTPOWCTB,
COJIepKALIMX BPEJOHOCHOE MPOrpaMMHOE 00ECHEeYEeHUE WM IMpeJHa3HAuYeHHBIX Ui pealu3aluu
BPEIOHOCHBIX (DYHKIIUH.

[Tpumepsr: 1) nepenaua ¢rem-HOCUTENSI B KOMIUIEKTE MaTEpHaOB BBIE3THOTO MEPOIPUATHS;
2) nmogmena USB-amantepa OecripoBOJHOM KIaBHATyphl CXOXHM BHEIIHE, HO PEaTU3YIOLIUM
byHKIIMKA cOOpa U Mepeaadn JaHHBIX YCTPOHCTBOM

T2.8. Ucnonb30BaHre METOJIOB COLMATBHOW MHXEHEPUHU, B TOM UYWCIe (PUINUHTA, TSI TIOTYICHHS
MpaB JOCTYIA K KOMIIOHEHTAM CHCTEMBI

T2.9. HecaHKIIMOHMPOBAaHHOE MOAKJIIOUYEHNE BHEIIHUX YCTPONCTB.
[IprMep: HECAHKIIMOHNPOBAaHHOE TTOIKIFOUCHUE TOUKHU noctyna Wi-Fi

T2.10. HecaHKIIMOHUPOBAHHBIM OCTYN MyTeM NOA00pa YUYETHBIX MaHHBIX COTPYIHHMKA WIH
JIETUTUMHOTO TOJb30BaTeNs (MeTogamMu MpsMOro mepedopa, CIOBApHBIX aTak, mapoJiel
IIPOU3BOJUTENIEH 110 YMOJYAHUIO, MCIOJIb30BAaHUS OMHAKOBBIX IMApoOJIeH ISl pa3HbIX YUYETHBIX
3anuce, MPUMEHEHUS «PaJy>KHbBIX» TaOJIHI] WU IPYTUMH)

T2.11. HecaHKIIMOHUPOBAHHBIA JOCTYN MYTEM KOMIIPOMETAIlMA YYETHBIX JaHHBIX COTPYJIHUKA
OpraHu3alii, B TOM 4YHCIIE Yepe3 KOMIIPOMETAIMI0O MHOTOKPATHO HCIOJIb3YEMOTO B Pa3IMYHBIX
cucTeMax mapoJst (s TUIHBIX WIIH CITY>KEOHBIX HYXT)

T2.12. Ucnionp30BaHue [OCTyma K CHCTEMaM U CETsIM, IMPEIOCTaBIEHHOTO CTOPOHHUM
OpraHu3aIysaM, B TOM YHCJIE Yepe3 B3JIOM HHPPACTPYKTYpbl 3TUX OpPraHU3alMi, KOMIPOMETAIIIO
JUYHOTO 00OPYIOBAHUS COTPYIHUKOB CTOPOHHUX OpPTraHU3alUN, HCIIOIB3yeMOTO AJIs JOCTYTIA.
[Ipumep: HCMOTB30BaHUE JOCTYIAa TPEThEW TOBEPEeHHOW CTOpoHBI (mocTaBimku WT-ycmyr,
MOCTABIUKH YCITYT OE30ITaCHOCTH )

T2.13. Peasin3anusi atakd TUIA «4EJIOBEK MOCEPEAMHE» I OCYLIECTBICHUS AOCTYIA, HAIpUMep,
NTLM/SMB Relaying aTaku

T2.14. JlocTym myTeM 3KCIUTyaTai HEAO0CTATKOB CHCTEM OMOMETPUYECKON ayTeHTU(PUKAIINH.
[Tpumep: nemoHcTpanus potorpaduu 11 ayreHTU(GUKALKUN yepe3 yHKIHIO pacio3HABAHUS JIHIT

Ipumeuanue 2: Ionyyenue docmyna moxicem bINOIHAMbCA 8 HECKOILKO UA208 C UCNOIb308AHUEM
00HOU Unu OoNlee U3 NepeducieHHbIX 8bllie MEXHUK, NOKA Hapyuumenb He O0CMUcHem yenegol
cucmembl Ul He 6y0em GbIHYHCOeH NPubecHymv K Opy2ou maxkmuxe 0Jisi NPOOOIHCEH U AMAaKU
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T3 | Buenpenue 51 ucnonaenue | T3.1. ABToMaTu4ecKkuil 3amyck CKpUITOB U MCHOJHSIEMBIX (DailJIoB B CUCTEME C HCIIOJIb30BaHHEM
BPEIOHOCHOTO IIPOTPAMMHOTO | MOJIb30BATENbCKUX WM CHCTEMHBIX YUYETHBIX JaHHBIX, B TOM YHCJE C UCIOJIb30BAHUEM METOI0B

o0ecrieueHus B CUCTEMAX U CETAX

TakTuueckas 3aj1aya: MOJIYYUB JOCTYII K
Y3y CETH WU CUCTEMBI, HAPYLIUTEIb

CTPEMUTCS BHEJIPUTH B ero
IIPOrPaMMHYIO cpeny
UHCTPYMEHTAJIbHBIE CpEICTBa,

HEOOXOAUMBIE €My ISl JaIbHEUIINX
NEeNCTBUN

COLIMAJIbHOW MH)KEHEpUU

T3.2. AKTUBan¥si W BBINOJHEHHWE BPEJOHOCHOTO KOJA, BHEAPEHHOIO B BHUJIE 3aKIAJOK B
JIETUTUMHOE MPOTPAMMHOE U MPOTPAMMHOE-AIIAPaTHOE 00ECTICUeHNE CUCTEM U CETeH

T3.3. ABToMaTuueckas 3arpy3ka BpEIOHOCHOTO KoJa C YIaJeHHOrO cailTa WU pecypca C
MOCJICAYIOIINUM 3aITYCKOM Ha BBIITOJIHCHUC

T3.4. KonupoBaHue M 3alyCK CKPUNTOB M HCHOJHIEMbIX (ailioB depe3 cpelncTBa YHaJIeHHOTO
yYIpaBJICHHS ONIEPAIIMOHHON CUCTEMOM U CEpBUCAMU

T3.5. Okcrutyatanust ya3BUMOCTEH THIa yaajieHHoe HcronHeHue mporpaMMHoro koza (RCE,
Remotecodeexecution)

T3.6. ABToMaTuueckoe CO3JaHue BPEIOHOCHBIX CKPUOTOB NPU  MOMOIIMA  JOCTYIHOTO
I/IHCprMeHTapI/I}I OT UMCHH I10JIb30BaTCJIsI B CUCTEME C UCITIOJIB30BAHUEM €I'0 y‘-IeTHI:IX JAHHBIX

T3.7. Ilonmena aityioB JTErUTUMHBIX TPOTPaMM U OMOJIMOTEK HETTOCPEICTBEHHO B CHCTEME.
Ipumeuanue 3: B mom yucie modxcem couemamvcs ¢ MeXHUKOU KOMApOMemayuu cepmuguxama,
UCnonb3yemo2o 0as yugposoi noonucu oopaza 110

T3.8. IlogMeHa JETUTUMHBIX TNPOTrpaMM M OUOIMOTEK, a TaKKe JICTUTUMHBIX OOHOBJICHUH
POrPaMMHOT0 OOECIEUEHHUs, MOCTABISIEMbIX MPOU3BOJIUTENIEM YAAJEHHO 4Yepe3 CEeTH CBsI3U, B
PENO3UTOPUSAX MTOCTABIIKKA UIIH NIPU IEpeade 4Yepe3 CETH CBS3H.

Ipumeuanue 4: B mom uucie modxxcem couemamuvcs ¢ MEXHUKOU KOMNpomMemayuu cepmuguxkama,
UCNONBL3YEMO20 015 YUPPOoBol noonucu 0opasa npoepammHo20 obecnedeHus

T3.9. IlonMeHna cCBHUIOK Ha JICTUTUMHBIE TPOTpaMMbl U OMOJHMOTEKH, a TAK)KE Ha JICTUTUMHBIC
OOHOBIICHHSI TPOrPAMMHOTO 00eCIeueHus, TOCTaBIsIeMble TPOM3BOAUTENIEM YIAEHHO Yepe3 CEeTH
CBSI3M, TIOJMEHAa WH(POPMALMU O TAaKUX OOHOBIICHUSX, BKJIIOYAs aTakd Ha WHQPPACTPYKTYPHBIC
cepBuUCHI NocTaBmuKa (Takue kak DNS hijacking), araku Ha TpeThbeCTOPOHHHE PECYpPChl, aTaKH Ha
3JICKTPOHHYIO TMOUTY U JIPYTUE CPEICTBA 0OMEHA COOOIICHUSIMH.

Ipumeuanue 5: B mom uucie modxcem couemamvcs ¢ MeXHUKOU KOMApOMemayuu cepmuguxama,
UCNONB3YeM020 015 YUGPosol noOnucu 0opaza npocpammHo20 0becneyeHus

T3.10. IlommMena aucTpuOyTHBOB (YCTAHOBOYHBIX KOMIUIEKTOB) TPOTPaMM HAa HOCHUTEISX
nH(OpMaIy UM 00X CETEBBIX pecypcax
Ilpumeuanue 6: B mom uyucie modxcem couemamvpcs ¢ MeXHUKOU KOMApoMemayuu cepmuguxama,
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UCNONBL3YEMO20 015 YUPPOBOU NOONUCU 00paA3d NPOSPAMMHO20 0becnedeHUs

T3.11. Komnpomeramusi cepTudukaTa, HCIoIb3yeMoro s nudpoBoil moamucu obpasa I[10,
BKJIIOYasi KpaxKy 3Toro ceprudukara y nponspoantens [10 wim mokynky KpagaeHoOro cepTudHKara
Ha HEeJIETAJIbHBIX IJIOUIAJIKAaX B CETSX CBS3U (T.H. «1apKBeO») U MOAJENKY CepTHU(PHUKATA C TIOMOLIBIO
sKkcruTyaTanuu ysassumocteil [10, peanmusyiomero GpyHKIMN reHepHpOBaHHUS KPUOTOTPahUIecKuX
KJIIOUeH, XpaHEHUs! U yIpaBieHHs HU(POBBIMU CepTHPHUKATAMU

T3.12. KomnpomMeranusi CpeicTB CO37aHusI MPOrPaMMHOTO Koja MPUIOKEHUN B MH(paCTpyKType
pa3paboTyMka ATHX MPHIOKEHHH (KOMIWIATOPOB, JIMHKOBIIMKOB, CPEICTB  YIPABICHUS
pa3paboTKoil) [ TOCIEAYIOUIEr0 aBTOMATHU3HPOBAHHOTO BHECEHHUS HM3MEHEHHM B 3TOT KOJ,
yCTaHaBHHBaeMBIﬁ ABTOPHU30BAHHBIM IMOJIL30BATCJICM HaA LCJICBLIC IS HAPYHIUTCIISL CUCTCMBL

T3.13. Komnpomeranusi cpeacTB COOPKH, KOH(PUTYPHUPOBAHHS M Pa3BOPAYUBAHUS MPOTPAMMHOTO
KOJa, a TaKXke CpPeACTB CO3JaHusl Y3KOCHEIUAIU3UPOBAHHOTO Kojaa (K TMpuMepy, Koja
MPOMBIIIIEHHBIX KOHTPOJIJIEPOB) B HH(PPACTPYKType LEIEBOU CUCTEMBI AJI1 aBTOMAaTHU3UPOBAHHOTO
BHECCHHUS U3MEHEHUN B 3TOT KO, yCTaHaBHHBaeMBIﬁ ABTOPU30BAHHBIM IMTOJIB30BATCIICM Ha LCJICBBIC
JUISL HAPYIIUTEIIS CUCTEMBI

T3.14. IlnanupoBaHue 3allycka BpPEJOHOCHBIX INPOTpaMM IIPH CTapTe OINEPALMOHHOW CHCTEMBI
IyTeM SKCIUTyaTallud CTaHAAPTHBIX MEXaHU3MOB, B TOM UHCIIE IyTEM IpPaBKH KIIOUYEH peectpa,
OTBEUAIOLIMX 3a ABTOMATUYECKMH 3amyCcK IpPOrpaMM, 3alycka BpEIOHOCHBIX IPOrpaMM Kak
CEpBHUCOB U T.II.

T3.15. [InanupoBaHue 3amycka BpEIOHOCHBIX MPOrpaMM Yepe3 IUJIAHUPOBIIMKOB 3a/ad B
OHGpaHHOHHOﬁ CUCTCMC, a TAKIKC C HUCIIOJIb30BAHUEM MCXAaHHU3MOB IJIAHUPOBAHHA BBIIIOJIHCHUSA B
YAQJIEHHOW CHCTEME uepe3 YAAJICHHBIM BBI30B Mpolenyp. BbIMojJHEHWE B  KOHTEKCTE
IUIAaHUPOBIIMKA B psijie  CIy4aeB IO3BOJISIET AaBTOPU30BaTh BPEAOHOCHOE MPOrPAMMHOE
o0ecrneyeHre U MOBBICUTh IOCTYITHBIE €My NPUBUJIETUN

T3.16. 3anmyck BpEeIOHOCHBIX MPOrpamMM IPU TOMOIIM JIETUTUMHBIX, MOANUCAHHBIX H(PPOBOI
HNOJANKMCHIO YTUIMT YCTAHOBKM MPUJIOKEHMH M CPEACTB 3alycka CKPUNTOB (T.H. TEXHUKA
IPOKCUPOBAHMS 3aITyCKa), a TAKXKe Yepe3 CpelICTBa 3aIlyCcKa KOJa 3JIeMEHTOB yrnpasieHus ActiveX,
KOMITOHEHTOB (PUIIBTPOB (KOJEKOB) M KOMIOHEHTOB Onbnmrorek DLL.

[Ipumepsr: 1) 3amyck MSI-daiinoB B oneparuonHoi cucreMe Windows Mpu MOMOIIM YTHIUTHI
msiexec; 2) wucnonb3oBanue yTwimMT Regsvr32.exe (Microsoft Windows RegisterServer) wu

9.
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odbcconf.exe ans mMpokcHpoBaHUS UCTONHEHHS Koja Oubmuorek dll B omeparmoHHON cucTreMe
Windows nocpecTBOM BHECEHUSI U3MEHEHUH B PEECTpP ONEPALUMOHHBIX CHCTEM
IIpumeuanue 7: Bneopenue u ucnonnenue 6pe0oHOCHO20 NPOSPAMMHO20 0Decnedenus 6 cucmemax
U cemsax MOdicem BbINOJIHAMbBCA 8 HEeCKOIbKO WA208 C UCHONb308aHUeM OOHOU unu bonee u3
NepeyuCIeHHbIX 8blile MeXHUK, NOKA Hapywumenb He 00CMUSHem Yeaegou cucmemsl Uiy He byoem
8bIHYIHCOEH NpubecHyms K Opy2ou maxmuke 05l NPOOOJINHCEHUS AmMaKu
T4 | 3akpemienue (coxpanenue noctymna) B | T4.1. HecaHKIMOHUPOBAaHHOE CO3aHME YUYETHBIX 3alMCed MM Kpaka CYIIECTBYIOIIMX YYETHBIX
CUCTEME UJIM CETU JTAHHBIX
T4.2. Ucnionib30BaHME IITaTHBIX CPEACTB YIAJIEHHOTO JAOCTYNla U YIPABJIEHUS ONEpPALMOHHON
TakTuueckas 3afada: MOJIY4YUB JOCTYH K | CHCTEMBI
Y3y CCETH C TIOMOIIBIO HEKOTOPO# | T4.3. CKpbiTasi yCTaHOBKA M 3aITyCK CPEICTB YAAJCHHOTO JOCTYa U YIPABJICHUS OMEPAILMOHHOM
I0CJIE0BATENBHOCTH NEUCTBUM, | cHCTEMBI.
HapyImuTeab  CTPEMUTCS  YIPOCTUTH | BHeceHHe M3MEHEHHMH B KOH(UTYpalMI0 M COCTaB NMPOTPAMMHBIX M INPOrPAMMHO-ANIMapaTHBIX
cebe MOBTOPHOE MOJYYEHHE JOCTYNA K | CPEICTB aTaKyeMOW CHUCTEMBI MJIM CETH, BCIEICTBHE YETO CTAHOBUTCS BO3MOKEH MHOIOKPATHBIM
5TOMY Y311y, €CIIM OH €MY BIIOCJIEICTBUHM | 3aIyCK BPEIOHOCHOIO KO
IOHA/J00HTCS (mampumep, | T4.4. MackupoBaHue TOAKIIOYEHHBIX YCTPOKMCTB TOJ JICTUTUMHBIE (HalpuMep, HaHECEHUE
YCTaHaBJIMBACT CPEACTBA YNAICHHOIO | xopropaTHBHOTO JIOTOTUIIA, HHBEHTAPHOTO HOMEPA, TeleOHa CITY>KOBI MOICPIKKH )
yHpaBICHHA y3JIOM, MSMCHACT | T4 5. BHeceHHe COOTBETCTBYIOIIMX 3allMcell B PEECTp, aBTO3Arpy3Ky, IUIAHMPOBIIMKH 3aaHMiA,
HaCTPOMKH CPCJICTB 3allUTRl U NPYTUC | oGecreunBarolyX 3allyck BPEJOHOCHOIO HPOrPAMMHOIO 0OECTIeUeH s TIPH Mepe3arpys3Ke CUCTEMbI W
JEeNCTBUA) cetu
T4.6. Komnpomeranusi NpONIMBOK YCTPOMCTB C MCIOJIB30BAHUEM YSI3BUMOCTEH WJIM MPOrPaMMHO-
anmapaTHbIX 3aKJaJl0K, K IpuMmepy, BHeapenue HoBbIX GyHkuuit B BIOS (UEFI), komnpomerarus
IPOIINBOK JKECTKUX AUCKOB
T4.7. PezepBHOE KONMPOBAaHHE BPEAOHOCHOTO KoJia B 00J1aCTAX, PEIKO MOJBEPraeMbIX MPOBEPKE, B
TOM YHCIIE 3apak€HHE PE3EepPBHBIX KOMUN JaHHBIX, COXpaHEHHE O0pa3oB B HEPa3MEUYEHHBIX
00J1aCTSAX KECTKUX TUCKOB U CMEHHBIX HOCHTEJEH
Ilpumeuanue 8: 3axpennenue (coxpaneHue OOCmyna 8 cucmeme) MONHcem NPOUBOOUMBCI C
UCNONb308aAHUEM OOHOU UNU OOJIee U3 NEPEYUCTEHHbIX Gblle MEXHUK
TS | Yopasnenue BpenoHOcHbIM | T5.1. YnanenHoe ympaBieHHMe depe3 CTaHAapTHbIE NpoTokosbl (Hanpumep, RDP, SSH), a Takxe

MpOorpaMMHBIM oOecrieueHueM H (WJTn)
KOMIIOHEHTaMH, K KOTOPBIM paHee ObLI

UCIOJIb30BaHUE HH(PPACTPYKTYPBI IPOBAIEPOB CPEACTB yIAIEHHOIO aIMUHUCTPHUPOBAHHUS.
[Tpumep: WCHOIB30BAHUE CPEACTB yHAJICHHOro ympasieHUss RMS/teamviewer ans co3gaHus
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HOJIY4eH JOCTYI

TakTuyeckas 3aja4a: BHEJIPUB
BPEIOHOCHOE IPOrPaMMHOE
obecrneucHue N obecrieunn
MOCTOSTHHOE TIPUCYTCTBHE Ha y3JI€ CETH,
HAPYIIUTEIh CTPEeMUTCS
ABTOMATH3UPOBATH yIIPaBJICHHE
BHEJIPEHHBIMH HHCTPYMEHTAJILHBIMU
CpeJICTBAMH, OpraHH30BaB
B3aUMOICUCTBHS

CKOMIIPOMETHPOBAHHBIM  y3JIOM  H

CepBEPOM YIIpaBJICHUS, KOTOPBII MOXET
OBITH pa3MelieH B ceTd MHTepHeT nim B
UHPPACTPYKTYpE OpraHu3aluu

KaHaJia CBA3U U YIIPABJICHUA CKOMHpOMeTHpOBaHHOﬁ CHCTEMOM CO CTOPOHBI 3JIOYMBIIIUICHHUKOB

T5.2. Ucnonip30BaHME IITaTHBIX CPEACTB YIAJIEHHOTO JAOCTYNIa W YIPABJIEHUS ONEPALMOHHON
CUCTEMBI

T5.3. KoMMyHHKanusi ¢ BHEIIHUMHU CEpBEpaMM YINPABJICHUs YEPE3 XOPOIIO U3BECTHBIE MOPTHI HA
ATUX CepBepax, pa3pelieHHbIe Ha MexceTeBoM dKkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

T5.4. KoMMyHUKalMs ¢ BHEHTHUMH CEpPBEpaAMU YIIPABJICHHS Yepe3 HECTAHIAPTHbBIEC MTOPThHI HA ATUX
cepBepax, 4TO B HEKOTOPBIX CIIydasX IO3BOJISET JKCILUIYyaTHPOBATh YSI3BUMOCTH CPEACTB CETEBOU
buapTpaum 111 00Xo1a STUX CPEJICTB

T5.5. Ynpasnenue yepe3 CbeMHbIE HOCUTENH, B YACTHOCTH, IIepeada KOMaH/| YIIPaBICHUS MEXIY
CKOMITPOMETHPOBAHHBIMU H30JIMPOBAHHOM CHCTEMON M TOAKIIOYEHHOW K MHTEpHET cucteMoi
Yyepe3 HOCUTENH UH(OPMAIINH, UCTIONb3YeMbIe Ha 00X CUCTeMax

T5.6. IlpokcupoBanre Tpaduka yOPABICHHUS [JII MACKHPOBKHM TOJO3PUTEITHLHON  CETEBOU
aKTUBHOCTH, 00XO0Ja MpPaBUJ Ha MEXKCETEBOM JKPaHE U COKPBITHA aapecoB HH(PACTPYKTYPHI
HapymuTeseH, 1y0IMpoBaHue KaHAIOB CBSI3H, 00 yCcKalus 1 pasjeieHre Tpaduka ynpaBiIeHUS BO
u30exxanne oOHapy>KEeHHSI.

[Tpumepsr: 1) ncrnonb3oBaHUE CKOMIIPOMETHPOBAHHBIX CUCTEM B TOM YK€ CETH, I KOTOPBIX MpaBHIaMU
MD paspenieH goctyn B MIHTepHET, B Ka4yeCcTBE POKCH CEPBEPOB; 2) UCTIONb30BaHUE HH(PPACTPYKTYPHI
cetru TOR pans mpokcHpoBaHUSI 3allpOCOB K CepBEpaM  YIpaBJICHHS, 3) HCHOIB30BAaHUE OIHOTO
KOMMYHHUKAIMOHHOT'O IIPOTOKOJIA JIIsl 3a1poca, U APYroro — JUIsl OTBETa Ha 3aIpoc

T5.7. TynaenupoBanue Tpaduka ynpasieHus depe3 VPN

T5.8. TynnenupoBanue Tpaduka yIpaBiACHUS B TOJsA 3alOJHCHHUS M JaHHBIX CITYKEOHBIX
IPOTOKOJIOB, K IIpUMEpY, TYHHETUpOBaHHE TpaduKa YIpPaBJICHUS B IOJIA JAHHBIX W 3alOJHEHUS
npoToko0B DNS, ICMP unu apyrue

T5.9. YipaBieHne uepe3 MNOAKIIOYEHHBIE YCTPOMCTBA, PEANU3YIOLIUE JIOMOJHUTEIbHBIM KaHaj
CBSI3U C BHEUITHMMHU CHCTEMaMU WJIM MEXY CKOMIIPOMETHPOBAHHBIMU CUCTEMAaMHU B CETH

T5.10. Ucnonp3oBanue cpenctB obdyckamuu, mudpoBaHusi, cTeraHorpaduu Uiss COKPBITUS
TpaduKa yrnpaBieHUs

T5.11. [lepenaua koMaHja yOpaBJICHHS Yepe3 HECTAHJAPTHO HMHTEPIPETUPYEMBIE THIIOBBIE
olepanuu, K MpUMepy, IMyTeM BBINIOJIHEHUsI KOMHMPOBaHUA (ailia Mo pa3pemeHHOMY MPOTOKOIY
(FTP unu nonoOHOMY), yTeM YIpaBJICHUs pa3/eisieMbIMU CETEBBIMU pECypcamH MO MPOTOKOIY

8.
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SMB u T.11.

T5.12. lepenaua koMaHA yIpaBieHUS yepe3 IMyOJMKAIMI0 HAa BHEIIHEM JITUTHMHOM CEpBHCE,
TaKOM Kak BeO-caiT, 00JauHbINA pecypc, pecypc B COIUATBHOM CETH U T.II.

T5.13. lunaMuveckoe M3MEHEHHE aJ[pecoB CEPBEPOB YIPABICHHS, MACHTH(PHUKATOPOB BHEUIHHX
CEpBUCOB, Ha KOTOPBIX MyOJUKYIOTCS KOMaHbl YIPABICHUS, U T.II. 10 U3BECTHOMY QJITOPUTMY BO
n30exaHne oOHapyKEHUS

Ilpumeuanue 9: Ynpasnenue pedoHoOCHbIM NPOCPAMMHBIM 0becneyeHuem u (Uiu) KOMNOHEeHMAMU,
K KOMOpbulM paHee Obll NONYYeH OOCMYN, MOJiCEem NPOU3BOOUMbCA  Hapyuiumenem ¢
UCNONb308aHUEM OOHOU UnU Oonee U3 NePeHUCTIeHHbIX Gblile MEeXHUK Ol  YNpagieHus
MpyOHOOOCMYNHBIMU KOMIOHEHMAaMU UIU O151 Peanu3ayul pe3epeHuiX KaHAI08 YNPAeieHUs!

T6

[loBbllIEHNE PUBWIETUN IO JOCTYITY K
KOMIIOHEHTaM CUCTEM U CETEU

TakTnyeckas 3a1aya: IIOJIy4UB
[IEPBOHAYAJIBHBIA JOCTYIl K Y3IIy C
IPUBWICTUAMH, HEJOCTaTOYHBIMH JUIS
COBEPIUCHUS HYXKXHBIX €MY JCUCTBUHU,
HApyIIUTEIb  CTPEMUTCS  IOBBICUTH
[IOJIyYCHHBIE IIPUBUICTHUA U IOJIYYUTh
KOHTPOJIb HaJl y3JIOM

T6.1. Ilonydyenue MaHHBIX A ayTEHTU(UKAMH U aBTOPU3ALUU OT MUMEHH MPHUBUIIETUPOBAHHOMN
YUYETHOH 3alMCH ITyTeM MOUCKA 3TUX JaHHBIX B Mankax u ¢aiiiax, IOMcKa B MaMATH WK IepexBara
B ceTeBOM Tpaduke. JlaHHbIE ISl aBTOPU3ALMU BKIIOYAIOT MApOJIH, X3II-CyMMBbI IIApOJIeH, TOKEHHI,
UACHTU(PHUKATOPBI CECCHH, KPUNITOTpapHUECKUE KIIOYH, HO HE OTPaHUYMBAIOTCS UMHU

T6.2. IlonGop maponss wnu apyro uHbopMamuu Uil  ayTeHTH(UKAMH — OT
MPUBWIETHPOBAHHON YUYETHOM 3alUCH

HUMCHU

T6.3 Dkcruryararus ysa3BumocTed [10 K MOBBIIEHUIO TPUBUIIETHIA.

[Ipumep: sKcIuTyaTanus ysa3BUMOCTH JpaiiBepa CIIy>KObI MeyaTH, MO3BOJISIOIEH BBIOTHUTD KO C
MPUBWIETHUSIMU CHUCTEMHOI YYETHOM 3alliCH, 4epe3 JOCTYN K 3TOMY JpailBepy U3 MPHIIOKEHHUS,
3alYHICHHOI'O OT UMCHH HCTIPHUBUJICTUPOBAHHOI'O ITOJIL30BATCIIA

T6.4. DkcrutyaTanus ysS3BUMOCTEH MEeXaHM3Ma MMIIEPCOHAIMH (3amycKa oIepandidi B CUCTEME OT
MMEHU JIPYrol y4eTHOU 3aluCcH).

[Ipumep: sKcruryaTanus ys3BUMOCTH IITaTHOTO MEXaHW3Ma MMIIEPCOHALUN, PEaTu3yeMoro
ONEepalOHHONW CUCTEMOM

T6.5. Manunynauuu ¢ UASHTA(OUKATOPOM CECCUM, TOKCHOM JIOCTyMa WM WHBIM TapamMeTpoM,
OTIPEICIISIONIMM TIpaBa M IMOJTHOMOYHUS IOJIB30BATENSI B CUCTEME TaKUM 00pa3oM, YTO HOBBIM WU
U3MEHEHHBbIM  UACHTU(UKATOP/TOKEH/TapaMeTp  J1aeT BO3MOXXHOCTh  BBIMIOJIHEHUS — paHee
HEJOCTYIHBIX M10JIb30BATEII0 ONEPaLHil.

[Ipumep: kpaka u mojazenka cookie ceccuu A TOJYYEHHS aBTOPHU30BAHHOTO JOCTyMHa K BeO-
uHTEepdeiicy ynpaBiIeHHs CETEBOTO YCTPOWCTBA
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T6.6. O0X0/ MONMUTUKU OTPAaHUYEHHS TOJIb30BATEILCKUX YUETHBIX 3alMCeH B BHIMOJIHEHUHU TPYII
orepanuii, TpeOYIOIMX MPUBHICTHPOBAHHOTO PEKHUMA.
[Tpumep: 06xox UserAccountControl B onepaunonnoii cucreme Windows

T6.7. Ucnionb30BaHNEe yA3BUMOCTEH KOH(MUTYPAIIUN CUCTEMBI, CIIY>KO U MPHIIOKEHHI, B TOM YHCIIe
IpEBapUTEILHO  CKOHQUI'YpUPOBAaHHBIX Npoduiaedl NpUBWIETMPOBAHHBIX  IOJIb30BATENEH,
ABTOMATUYECKU 3allyCKAaEMbIX OT MMEHM IIPUBWIECTMPOBAHHBIX I10Jb30BATENEH CKPUIITOB,
NPWIOKEHUH M HSK3EMIUIIPOB OKPYKEHMsI, MO3BOJISIOIIUX BpeAoHOCHOMY IIO BeIMomHATHCS C
HOBBIIIEHHBIMU NPUBHIIECTUSMHU.

[Ipumepsr: 1) ucnonb3oBanue mnpoduneir PowerShell mist 3akperuienust Bpenonocuoro I10 B
cucTteMe M BhIMONHEHUs 3T0oro [1O ¢ MOoBBIIIEHHBIMUA MPUBUIIETUAMHU; 2) KOH(QUTYpaus KOMaHabI
nepexoaa B MPUBHIICTHPOBAHHBIA peskuM sudo, MPpH KOTOPOH YCHEUIHBIN pe3yibTaT BBIMOJIHEHUS
9TON KOMaH/Ibl HA HEKOTOPOE BPEMsI KILIUPYETCs, UTO MIPU ONPEEIEHHBIX 00CTOSTEIbCTBAX MOXKET
OBITh HCIOJH30BAHO BPEIOHOCHBIM KOJOM JUIsl BBIMOJHEHUS MPHUBHJICTUPOBAHHBIX ONEpalnuii B
TEUEHHUE 3TOr0 BpeMeHu; 3) mapamerpsl ucnoiaHeHus ¢ainos (ImageFileExecutionOptions, IFEO),
MO3BOJISIOIINE TEPEKIIoYaTh UCIONHEHUE (DAMIOB B PEXUM OTJIAJIKU, BBIIOJHSIS BPEIOHOCHBIE
NPUIOKEHUS IO/ BHIOM OTJIAJYUKOB U CPEICTB MOHMTOPUHIA, YTO MO3BOJSET MM OTKJIKOYaTh
CUCTEMHBIE NPUIIOKEHUS U CPEICTBA 3ALUTHI

T6.8. Dkcrutyatanust ysi3BUMOCTEH, CBSI3aHHBIX C OTHEJIBHBIM, M BEPOATHO MEHEE CTPOIMM
KOHTpOJIEM [IOCTylla K HEKOTOphIM pecypcam (Hampumep, K (ailioBol cucreme) s
HEIIPUBUIICTUPOBAHHBIX YYETHBIX 3aIIUCEH.

[Mpumep: moMeHa Ha AUCKe OMHAPHBIX (PAHIOB MM CKPUTITOB, MPEAHA3HAYCHHBIX ISl HCTIOJTHEHUS B
MNPUBHUIICTUPOBAHHOM  KOHTCKCTC, TMPUIOKCHHUCM, HUCIOJHAOIINUMCA B HCHPUBUIICTUPOBAHHOM
KOHTEKCTE

T6.9. Okcrutyaranust ya3BUMOCTEH CpEICTB OrpaHUYEHHsS] CpEeAbl HCIONHEHHS (BUPTyaJbHBIE
MalllMHbI, IECOYHULIBI U T.I1.) 7Sl UCIIOJHEHUS KOJIa BHE 9TON Cpebl.
[Ipumep: sKcruTyaTalust ys3BUMOCTH 00paboTKu Oydepa OaHHBIX B pPaMKax MECOYHHMIIBL,
peanmzyeMoil Opay3epoM mJisi  OrpaHWdeHus paboTel MoOwimbHOrOo Koma (Javascript), ¢
NOCJIETYIONNM BBITIOJTHEHHUEM KOJla B KOHTEKCTE Ipoliecca Opaysepa

Ipumeuanue 10: Ilosviwenue npusunecuti no 0OCMyny K KOMHOHEHMAM CUCTEM U Cemell MOdiCem
APOU3BOOUMBCS. € UCHOL308AHUEM OOHOU Ul 0Oonee U3 NEPedUCIeHHbIX 6blile MeXHUK, HOKa
Hapywumeins He NOJIY4Um 00CMAamo4Ho npusuiecull Oisl peanusayuu Opy2oti MaKmuKu 8 NPpoOOJIHCEeHUU
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amaxku

T7

CokpelTHE AEUCTBUH M MPUMEHIEMBIX
IIPU 3TOM CPEJICTB OT OOHAPYKEHUS

TakTudeckas  3amada:  HapPYyIIUTEIb
CTPEMHUTCS 3aTPyIHUTh MPUMCHEHHE
Mep 3amUThl MHGOPMAIUH, KOTOPHIC
CIIOCOOHBI IIOMEIIATh €ro JCHCTBUSM
WM OOHAPYKUTh UX

T7.1. Ucnionb30BaHNe HApYyLIMTEIEM HIM BPEIOHOCHOW MIaT(opMoil INTAaTHBIX MHCTPYMEHTOB
aIMVHHMCTPUPOBAHUS, YTWINT U CEPBUCOB OIECPALMOHHON CHCTEMBI, CTOPOHHUX YTHUJIHWT, B TOM
YUCJIE IBOWHOIO Ha3HAYCHUS.

[Ipumep:  uUCHONB30BaHUE  MOMYJISPHOM
aMMHHMCTPATOPaMH, TaK U HAPYIIUTEISIMU

yromtel  PsExec gt OC  Windows — kak

T7.2. OuncTka/3aTUpaHue UCTOPUM KOMaH U JKYPHAJIOB PETUCTPAIUH, IEpEHAINpaBIeHNE 3aITUCeH
B JKypHaJIbl pETUCTpALMH, IIEPEIOIHEHHE KCTOPHHM KOMAaHJ U JKYpPHaJIOB PETUCTpALUH,
3aTpyJHEHHE JOCTyNa K J)KypHajaM perucTpaliiy s aBTOPU30BaHHBIX MOJIb30BaTeNel

T7.3. Ynanenue ¢aiinos, nepenucbiBanue (aillioB MPOU3BOIBHBIME JaHHBIMH, (POpMATHUPOBAHUE
CbEMHBIX HOCUTEIIEN

T7.4. OTkitoYeHHE CPEACTB 3aUIUTHI OT Yrpo3 HWH(GOPMAIMOHHON O€30MacHOCTH, B TOM YHCIE
CPEICTB AHTUBUPYCHOM 3aIUTBI, MEXaHW3MOB ayauTa, KOHCOJIEH OIllepaTtopa MOHUTOPHUHIA M
CPENCTB 3aLIUThI IPYTUX TUIIOB

T7.5. OTKIIO4EHUE CUCTEM M CPEACTB MOHUTOPMHTA W 3alllUThl OT Yrpo3 MPOMBIIIJIEHHOM,
(GU3NYECKON, TMOXKAPHOW, HSKOJIOTHYECKOH, paguallMOHHON O0€30MacHOCTH, WHBIX BHUJIOB
0€30MacHOCTH aBTOMAaTH3UPOBAHHOM CHUCTEMBbl YIPABJIEHUS TEXHOJOTMYECKUMHU MpOIeccaMu M
yIpaBJsieMoro (KOHTPOJIMPYEMOro) o0beKTa U (WIK) mpoliecca

T7.6. Ilognenka qaHHBIX BBIBOAA CPECTB 3aLIUTHI OT YTPO3 HH(POPMAIIMOHHOM 0€301MacHOCTH

T7.7. llonnenka JaHHBIX TEIEMETPUH, JAHHBIX BBIBOJIA ABTOMATU3MPOBAHHBIX CUCTEM YIIPABIICHUS,
JAHHBIX CHUCTEM M CpEACTB MOHUTOPHHIAa M 3allUTHl OT yrpo3 MPOMBIIUICHHOH, (U3HMUECKOMH,
MOKApHOM, 9KOJIOTMYECKOW, paaualliOHHON OE€30MacHOCTH, WHBIX BHJIOB 0€30MacHOCTH
aBTOMaTH3HpOBaHHOI>'I CUCTCMBbI praBJICHI/IH TEXHOJIOTHYCCKNUMHN HpOI_[eCCB.MI/I 148 ynpaBHHGMOFO
(KOHTpOIUPYEMOTO) 00BEKTa U (KMJIU) TMpOoIecca, JAaHHBIX BUICOHAOIOACHHS U IPYTUX BU3YaJTbHO
NJIN aBTOMATHUYCCKHU I/IHTepHpeTI/IpyeMBIX JAaHHBIX

T7.8. BeimosnHeHne aTaku OTKa3a B OOCTY)KMBaHWM HA OCHOBHBIC M PE3CPBHBIC KaHAJbI CBSI3H,
KOTOPBIE MOTYT MCIOJIB30BATHCS JJIsi JOCTAaBKH COOOIIECHUI 0 HEpabOTOCOCOOHOCTH CHCTEM WU
UX KOMIIOHEHTOB WJIM O IPYTUX MPU3HAKAX aTaku
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T7.9. llognucanue Kojaa, BKIIOYas HCIHOJIb30BAHUE CKOMIIPOMETHUPOBAHHBIX CEepPTU(UKATOB
aBTOPUTETHBIX NpousBoauTeinei [10 mng nonnucanus BpeAOHOCHBIX MPOTPAMMHBIX MOIYJIEH.
Ipumeuanue 11: Couemaemcsi ¢ mexHukou KOMAPOMemMayuu cepmu@urkama, Ucnoib3yemozo 0
yugposoti noonucu oopasza 110

T7.10. BHeapenue BpenoOHOCHOTO KOAAa B JIOBEPEHHBIE MPOIECCHI OMNEpPAIMOHHONW CHCTEMBI U
Ipyrue OOBEKThl, KOTOpblE€ HE TOABEpPraloTCi aHajau3y Ha HaJIW4YMe TaKoro Koja, AJs
peOTBpALICHNs O0HAPYKEHHS

T7.11. Moaudukarus Moaysei u KOHUTYpaIlud BPEIOHOCHOTO MPOTPAMMHOTO OOeCTIeUeHUs JIJIst
3aTpyAHEHUS ero OOHAPYKEHUS B CUCTEME.

[Ipumep: BHeceHHME M3MEHEHHMM B MOIYNIH W KOH(puUrypanur BpemoHocHoro I1O mns ynanmenus
UHAMKaTopoB komnpomeraruu 3TuM BITIO nocie oOHapyskeHHs ero B IpYrux cHcTeMax

T7.12. Manunynsiuu MMEHAMU M TlapaMeTpaMH 3allycka IMpPOIECCOB W MPWIOKEHHH st
o0ecreyeHns CKPBITHOCTH.

[Tpumepsl: 1) COkppITHE OKHA MPUIIOKEHHS Yepe3 mapaMeTpsl 3amycka mporecca B OC Windows;
2) BbIOOp Ui BPENOHOCHOTO MPUJIOKEHHS HMEHH (Qaiina (mpouecca), MOXO0XKEro Ha HUMS
M3BECTHOTO W/WJIM CUCTEMHOTO MPUJIO’KEHHUS WM COBMAIAlONIEro C HUM

T7.13. Coznanue CKpHITHIX (DaiiIOB, CKPBITHIX YUETHBIX 3aruceit

T7.14. YcTaHOBIEHHE JIOKHBIX JOBEPEHHBIX OTHOLIEHWM, B TOM YHUCJIE YCTaHOBKA KOPHEBBIX
CepTU(PHUKATOB Ul YCHEIIHON BalWJAlMM BPEAOHOCHBIX IMPOTrPAMMHBIX MOJYJEH M aBTOpU3ALUU
BHEIIIHUX CEPBUCOB

T7.15. BHeapenne BpPEIOHOCHOTO KOJia BBIOOPOYHBIM/IICNIEBHIM 00pa3oM Ha HauOoyiee Ba)KHBIC
CUCTEMBl WJIH CHUCTEMBI, YIOBIETBOPSIOIINE ONPEACICHHBIM KpPUTEPUSM, BO H30EKaHUE
MPESKICBPEMEHHON KOMIIPOMETand WHGOPMAIMKU 00 MCIOIB3YeMBIX MPH aTaKe YSI3BUMOCTIX M
oOHapy>xeHHs (paKTa aTaku

T7.16. UckycCcTBEHHOE BPEMEHHOE OTPAHUYEHUE PACTIPOCTPAHEHUS WM aKTUBALIMU BPEAOHOCHOTO
KO/1a BHYTPHU CETH, BO N30EKaHUE MTPEKIAECBPEMEHHOT0 OOHAPYKEHUS (paKTa aTakH.
[Ipumep: pacnpocTtpanenre BpeaoHOCHOro I[IO eauHOBpEMEHHO MO BCEM HMHTEPECYIOIINM
3JIOYMBIIIJIEHHUKAM CHUCTEMaM M €JUHOBPEMEHHBIM 3allyCK €ro Ha BBIIIOJIHEHUE 110 KOMAaHJE,
BILJIOTH JIO0 BHITIOJTHEHHSI KOTOPOH KOMIIPOMETAIINIO CHUCTEMBI 0OHAPYKUTH CII0KHO

T7.17. O6dyckanus, mudpoBaHue, YHAKOBKA C  3alUTOW  TApOJIeM HIU  COKPBITHE
cTeraHorpa)MuecCKuMi METOJIaMH TPOTPaMMHOT0 Kona BperoHocHoro [10, maHHBIX M KOMaH[
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YIPaBJIAIONIETO TpauKa, B TOM YUCIIE IPU XPaHEHUH 3TOr0 KOJAA U JaHHBIX B aTaKyeMOW CHUCTEME,
IIPY XPAaHEHUU Ha CETEBOM peCypce WIH IIPH NepeNaye 1o CETH

T7.18. Ucnionb30BaHuE CpPEACTB BUPTyaIM3alMM JJS COKPBITHS BPEIOHOCHOIO KOJA WIH
BPEIOHOCHOHM aKTHBHOCTHU OT CPE/ICTB OOHAPYKEHMsI B ONIEPALlMOHHON cCUCTEME

T7.19. TynnenupoBanue Tpaduka yrnpasieHus yepe3 VPN

T7.20. TynnenupoBanue Tpaduka YIOpaBICHUS B TOJs 3alOJHEHHS W JAHHBIX CIY>KEOHBIX
IIPOTOKOJIOB, K MPHUMEPY, TyHHEIUpOBaHUE TpaduKa yNpaBiCHUs B MOJIA JAHHBIX U 3aMOJHEHUS
npotokosoB DNS, ICMP unu npyrue

T7.21. I3MeHeHne KoH(UTYypaluu CEeTH, BKIIOUYAs M3MEHEHHE KOH(PHUTYpaIlu CETEBBIX YCTPONCTB,
OpTraHMU3aINI0 TPOKCU-COCTUHEHUH, U3MEHEHHE TaOIUIl MapuIpyTU3aluu, copoc u Moaudukamo
napoJieil Joctyna K uarepdericaM yrnpaBieHHUs CETEBEIMU YCTPONCTBAMHU

T7.22. IlonMeHa 1 KOMIIpOMETalusl TPOUIMBOK, B TOM unciie npomuBok BIOS, sxecTkux auckoB

T7.23. TlonmeHa (haiisioB TETUTUMHBIX TIPOTrPaMM B OMOIMOTEK HEMOCPECTBEHHO B CHCTEME.
Ipumeuanue 12: B mom uucie modscem couemamscs ¢ MexHUKoU KOMIpomMemayuu cepmugpurama,
UCNoNbL3yemo2o 015 yugposoi noonucu oopaza 110

T7.24. [lonmMeHa JETUTHUMHBIX NPOrpaMM M OUOJIHOTEK, a TaKXe JETUTHUMHBIX OOHOBJICHUH
IPOTrPaMMHOTO OOECTIeUeHHsI, MOCTABISIEMBIX MPOU3BOJUTENEM YAAICHHO 4Yepe3 CeTH CBSI3H, B
PETO3UTOPUSX MTOCTABIIMKA HIIH IIPU Tepeade Yepes3 CeTH CBSI3U.

IIpumeuanue 13: B mom yucie modscem couemamvpcs ¢ MmexHuKol KomMnpomemayuu cepmugpuxama,
ucnov3yemo2o 0 yugposou noonucu oopasza 110

T7.25. IlomMeHa CCBIJIOK Ha JICTUTUMHBIE TPOTpaMMbl U OMOIMOTEKH, a TakKe Ha JICTUTHMHBIC
OOHOBIICHHSI TPOrPAMMHOTO 00eCIeueHus, TOCTaBJIsIeMble TPOM3BOAUTENEM YIaEHHO Yepe3 CEeTH
CBSI3M, MH(POPMALMU O TAaKUX OOHOBJICHUSX, BKIIOYAs aTakd Ha HHQPACTPYKTYPHBIC CEPBHCHI
nocraBmuka (takue kak DNS hijacking), araku Ha TpeTbeCTOPOHHHE pECypChl, aTaku Ha
3JICKTPOHHYIO TMOYTY U JIPYTUE CPEICTBA 0OMEHA COOOIICHUSIMH.

Ipumeuanue 14: 6 mom yucie Moxicem coyemamovcs ¢ MEXHUKOU KOMIpoMemayuu cepmuguxama,
UCnonb3yemo2o 0as yugposoi noonucu oopaza 110

T7.26. llommMena aucTpuOYTHBOB (YCTAHOBOYHBIX KOMILUIEKTOB) TPOTPaMM HAa HOCHUTEISX
nH(OpMaIUK UM OOITNX CETEBBIX pecypcax.

Ilpumeuanue 15: 6 mom yucie Moxicem coyemamovcs ¢ MEXHUKOU KOMIpoMemayuu cepmuguxama,
UCnonb3yemo2o 0as yugposoi noonucu oopaza 110
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T7.27. Komnpomeranusi cepTudHKaTa, HCIOIb3yeMoro s uudpoBoil moammcu obpasa I[10,
BKJIIOYasi KpaxKy 3Toro ceprudukara y nponspoantens [10 wimm mokynky KpaaeHoro cepTudHKara
Ha HEeJIETAJbHBIX IJIOUIAJIKAaX B CETSX CBS3U (T.H. «1apKBeO») U MOAJENKY CEpTHU(PHUKATA C TIOMOLIBIO
sKkcruTyaTanuu ysa3suMocteil [10, peanusyiomero GpyHKIMH reHEpUpPOBAaHHUS KPUOTOTpahUIecKUX
KJIIOUeH, XpaHEHUs U yIpaBieHHs HU(POBBIMU CepTHPHUKATAMU

T7.28. KomnpomMeranusi CpecTB CO3aHusI MPOrPaMMHOTO Koja MPUIOKEHUN B MH(paCTpyKType
pa3paboTyMka OTHX TPHIOKEHHH (KOMIWIATOPOB, JIMHKOBIIMKOB, CPEICTB  YIPABICHUS
pa3paboTKoil) s MOCIEAYIOUIEr0 aBTOMATU3HPOBAHHOTO BHECEHHUS HM3MEHEHHM B 3TOT KOJ,
yCTaHaBHHBaeMBIﬁ ABTOPU30BAHHBIM IMOJIL30BATCJICM HaA LCJICBLIC IS HAPYHIUTCIISE CUCTCMBL

T7.29. KomnpomMeranusi cpeicTB COOPKH, KOH(PUTYPHUPOBAHHS M Pa3BOPAYUBAHUS MPOTPAMMHOTO
KOJa, a TaKXke CpPeACTB CO3JaHusl Y3KOCHEIUAIU3UPOBAHHOTO Kojaa (K TMpuMepy, Koja
MPOMBIIIIEHHBIX KOHTPOJIJIEPOB), B uHppacTpyKType (0 (S:10)1 CUCTEMBI, JUIS
ABTOMATHU3UPOBAHHOI'O BHCCCHUSA U3MEHEHUH B DTOT KO, yCTaHaBHHBaeMBIﬁ ABTOPU30BAHHBIM
M0JIb30BATEJIEM Ha IEJIEBbIE JIJISl HAPYIIUTEINS CHCTEMBI

Ipumeuanue 16: Cokpvimue Oelicmeuil U NPUMEHSEMbIX NPU IMOM CPeOCm8 Om OOHAPYIHCEHUS.
MOdHCcem npou380OUMbCs C UCHONIL308AHUEM 0OOHOU UnU 6o/lee U3 nepeducieHHbIX 8blule MexXHUK O
COKDbIMUSL PA3HBIX CEUOEMENbCNE KOMNPOMemayuu cucmemvl unu 0as 6onee 3¢gpekmusHo2o
COKpbImusl

T8

[Mony4yenne moctyna (pacrpocTpaHeHHE
JOCTyna) K JpYrdM  KOMIIOHEHTaM
CUCTEeM H CeTeid WM  CMEXHBIM
CHCTEMaM U CEeTSIM

TakTudeckas 3a7ada: MOJIY4IUB TOCTYI K
HEKOTOPHIM  y3JIaM HH(PacTpyKTYpHI,
HapyLIUTEAb  CTPEMUTCS  IOJYYUTH
JIOCTyn K npyruMm  ysnam. [lomoOHoe
pacmpocTpaHeHUe OCTyIa MOXKET OBITh
HEIICTICHANIPABIICHHBIM: TaK, eIle He
3Hasd, K KaKMM HMMCHHO KOMIIOHCHTaM
HH(PpaCTPYKTyphl TpeOyeTcsl MOIYIUTh

T8.1. Okcrutyaranusi ysA3BUMOCTEH [JIsi TOBBIIICHUS TPUBWIETHM B CHCTEME WM CETH IS
YIAJICHHOTO BBINOJIHEHUS] IPOrPAMMHOTO KO/ JIJIsl PACIPOCTPAHEHUS AOCTyNa

T8.2. Ucnonb3oBanue cpeACTB U HHTEPHEHCOB YIAIGHHOTO YIIPABICHUS ISl TIOMYYCHHsI TOCTyTa K
CMECXKHBIM CUCTEMAM U CETAM

T8.3. cnonb30BaHNEe MEXaHW3MOB AMCTAHIIMOHHON YCTaHOBKM HPOTPAaMMHOTO OOECIeueHHUs M
KOH(pHUTYpUpOBaHUS.

[Ipumep: pacnpocTpaHeHHEe BpEIOHOCHOTO KOJAa TPYNMOBBIMH MoiuTHKaMHu ActiveDirectory,
OOBIYHO HCIIOJIB3YEMbIMH JJII aBTOMATHYECKOTO YIPABJICHUS JIETUTUMHBIM IPOrPAMMHBIM
o0ecrneyeHneM

T8.4. Ynanennoe xkomupoBaHue (DailyioB, BKIOYAs MOIYJIM BPEIOHOCHOTO IMPOTPAMMHOTO
O6€CHG‘IGHI/I$I N JICTUTUMHBIC HNPOrpaMMHBIC CPCACTBA, KOTOPBIC ITO3BOJIAIOT 3JIOYMBINIJICHHUKY
MOJIy4aTh JAOCTYI K CMEXKHBIM CUCTEMaM U CETIM

T8.5. I3MeHeHne KOHPUTypaluu CETH, BKIIIOYasi H3MEHEHNE KOH(PHUIypaluyu CEeTeBBIX YCTPOUCTB,
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JOCTYIl JJIsl TOro, 4dTOOBI BBI3BATh
HYKHBIE €My HETaTUBHBIEC TIOCIICICTBHS,
HapyLIUTETh MOXeET CTPEMHTHCS
HOJXYYUTh KOHTPOJb HAJ KaK MOXKHO
Oompliel  4acThl0  MHMPACTPYKTYPHI
CUCTEM H ceTei

OpTraHMU3AINI0 IPOKCU-COCTUHEHUH, U3MEHEHHE TaOIUIl MapuIpyTU3aluu, copoc u MoauduKamo
napoJieil octyna K uarepdericaM ynpaBiaeHHUsI CETEBBIMU yCTPONCTBAMHU

T8.6. KonupoBanue BpeJOHOCHOTO KOJIa HA CbeMHbIE HOCUTEIHN

T8.7. Pazmenienue BpelOHOCHBIX MPOTPaMMHBIX MOJYJIEH Ha pa3feisieMbIX CETEBBIX pecypcax B
CeTu

T8.8. Ucnionib30BaHME  JIOBEPEHHBIX  OTHOIIEHUW  CKOMIPOMETUPOBAHHOW  CUCTEMBI M
[I0JIB30BATEJICH 3TOM CUCTEMBI C APYTMMHU CUCTEMaMHU U IOJIB30BATEISAMU JJI PaCIpPOCTPaHEHUs
BPEIOHOCHOTO MTPOrpaMMHOI0 00ECTIeUeHHSI MITH JJIs1 AOCTYIa K CUCTeMaM U MH(GOpMAIMU B IPYTUX
CHUCTCMAX U CCTAX.
[Ipumep: OTChIIIKA COOOIICHUI KOPIOPATUBHOW SJEKTPOHHOM MOUYTHI OT MMEHHU KOJUIET M MPOYUX
JOBCPCHHBIX JIMI]

Ilpumeuanue 17: Ionyuenue oocmyna (pacmpocmpanenue 00Cmyna) K Opyeum KOMNOHEHMAM
cucmem u cemetl UNU CMENCHbIM CUCMEMAM U CeMAM MONCEM BbINOTHAMBCA 8 HECKOILKO U208 C
UCNONb308AHUEM OOHOU UMY OO0Nee U3 NePEeYUCTEHHbIX 6blule MEeXHUK, NOKA Hapywumenb He
docmuzHem yenesol cucmemvl UIU He 0yO0em GblHYIHCOeH NpubecHymv K Opy2ol makmuke O
NPOOONNCEHUS AMAKU

T9

COop ¥ BBIBOJ W3 CHCTEMBI WJIM CETH
uH(pOopMaIuy, HEOOXOJUMOM IS
JaTbHEUIINX IEUCTBUI MPU peaTi3aluu
yrpo3 0e30macHOCTH MH(OPMAIMH WIH
peam3ai HOBBIX YTPO3

TakTnueckas 3ajaya: B XoJe
peanmzani yrpo3  0€30MacHOCTH
uHpOpPMALIMK, HAPYIIMTEIIO  MOXET
noTpeOOBATHCS TIOTYYUTh M BBIBECTH 32
npenensl  UHQpacTpyKTypsl OosbIine
o0beMbl WH(MOpMaIUK, H30ekKaB MPHU
TOM OoOHapyKeHUs WIH

T9.1. loctyn x cucreme misi cOopa WHPOPMAMK W BBIBOJ MH(POPMAIMH YEpPEe3 CTAaHIApPTHHIC
NpoTOKOJNIbI yrpaBieHus (Hampumep, RDP, SSH), a Ttakxke wncnonb3oBaHue HHPPACTPYKTYPHI
IIPOBAIEpOB CPEACTB yJAIIEHHOIO aIMUHUCTPUPOBAHUS.

[Ipumep: ucmonp30BaHME CPEACTB yHaleHHOro ympasieHus RMS / teamviewer [uist co3mgaHus
KaHaJla CBSI3U M YNIPaBJIECHUs] CKOMIIPOMETHPOBAHHOM CUCTEMOM CO CTOPOHBI 3JI0YMBIIIJIEHHUKOB

T9.2. loctyn k cucteme s cOopa MHPOPMALUU M BBIBOJ MH(OpMAIMKM 4Yepe3 UCIOIb30BAHUE
IITaTHBIX CPEJCTB YAAJICHHOTO JOCTYIA U YIIPABJICHUS ONEPAliOHHON CHCTEMBI

T9.3. BeiBoa nH(opmMaImy Ha XOpOIIO U3BECTHBIC MOPTHI HA BHEITHUX CEpPBEpax, pa3pelieHHbIE Ha
MmexcereBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

T9.4. BeiBox nH(oOpMaIuy Ha HECTaHAAPTHHIEC TIOPTHI HA BHEIITHUX CEPBEPAxX, YTO B HEKOTOPBIX CITyJasx
MIO3BOJISIET FKCILTYaTUPOBATh YA3BUMOCTH CPEICTB CETEBOM (PUIIBTPALIMH [Tl 00X0/1a ITUX CPEJICTB

T9.5. OrnpaBka AaHHBIX 110 U3BECTHBIM ITPOTOKOJIAM YIIPABJICHUS U NIEPEJAuM JaHHBIX

T9.6. OTnpaBka JaHHBIX MO0 COOCTBEHHBIM IMPOTOKOJIAM
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MIPOTUBOICUCTBHUS

T9.7. llpokcupoBanre Tpaduka mepeaadd MaHHBIX JUII MACKUPOBKH TIOJO3PUTEIILHON CETeBOM
aKTUBHOCTH, OO0XOJa TpaBWJI Ha MEXKCETEBOM OKpaHe M COKpPBITHS aJpecoB HH(PPACTPYKTYphI
HapylmTeseH, 1yoIMpoBaHue KaHAIOB CBS3M, 00(yCKalus 1 pasziesieHue Tpaduka rneperadn JaHHBIX BO
n30exaHrue OOHAPYKEHMS.

[Ipumeps!: 1) ucnonp3oBaHre CKOMIPOMETUPOBAHHBIX CUCTEM B TOH K€ CETH, JJIs1 KOTOPBIX MpaBUIIaMU
MD pasperien goctyn B MIHTEpHET B KauecTBe MPOKCH CEPBEPOB; 2) UCMOIBb30BaHNE HH(PACTPYKTYPHI
ceti TOR 11 mpokcupoBaHUS 3alpoCcOB K CEpBEpaM  YNPABJIECHUS; 3) MCHOIB30BAHHE OJHOIO
KOMMYHHMKALMOHHOT'O IMPOTOKOJIA JUIS 3aI1pOca, U IPYroro — AJisl OTBETa Ha 3a1poc

T9.8. TynaenupoBanue Tpaduka nepenadu JaHHbIX yepe3 VPN

T9.9. TynnenupoBanue Tpaduka YOpaBlIE€HUS B TIOJIA 3aMOMHEHUS W JaHHBIX CIY)KEOHBIX
IIPOTOKOJIOB, K MPHUMEPY, TyHHEIUpOBaHUE TpaduKa yNpaBiCHUs B MOJIA JAHHBIX U 3aMOJHEHUS
npotokosoB DNS, ICMP unu npyrue

T9.10. BeiBon nHpOpManMK 4epe3 ChEeMHBIE HOCHUTENH, B YaCTHOCTH, TEpeaada JaHHBIX MEXKTY
CKOMIIPOMETUPOBAHHBIMY HW30JIMPOBAHHONW CHCTEMOM M MOAKIIOYEHHOW K IHTEepHeT cucremoin
yepe3 HOCUTEIM HHPOPMAIIMH, UCTIOIh3YEMbIE Ha 00X CUCTEMaX

T9.11. OTnpaBka TaHHBIX Yepe3 albTEPHATUBHYIO CPENY Mepeaun JaHHbIX.
[Ipumep:  BBIBOA  KOH(MUICHIHMATLHOHW  HWHPOpPMAMK  4Yepe3  CYOTHUTpPHI  BUIEOPAIA,
JIEMOHCTPUPYEMOTO Ha BebO-caiite

T9.12. [lluppoBanue BHIBOAMMON HH(OPMAIMH, HCIIOIB30BAaHUE CTETaHOrpadUH Ui COKPBITUS
¢dakTa BeIBOJIa HH(DOpMAITUU

T9.13. BeiBog uHdpopmanuu depe3 MpeaocTaBleHue AOCTyNa K (HailIoBbIM XpaHWIMIIAM U 0a3zam
JaHHBIX B HMHQPACTPYKType CKOMIIPOMETUPOBAHHOW CHCTEMbI HMJIHM CETH, B TOM YHCIE IIyTEM
CO3/IaHUS HOBBIX YYETHBIX 3allMCe WJIM Mepenadyd JaHHBIX I ayTeHTU(UKALUU ¥ aBTOPU3ALUU
MMEIONINXCS YIETHBIX 3amcei

T9.14. BoiBog uHpoOpManMu MyTeM pa3MEIIeHUs cooOIIeHu win (aiinoB Ha MyOIMYHBIX
pecypcax, MOOCTYIHBIX JJIS aHOHMMHOTO Hapymutens (dhopymsbl, (ailtooOMEHHBIE CEpPBHUCHI,
doTrobaHKu, 00JIaYHBIE CEPBUCHI, COIIMAIILHBIC CETH)

Ipumeuanue 18: Coop u 6b18600 u3 cucmemvl uiu cemu UHGoOpMayuu, HeoOXOOUMOU O/
OanbHetmux OetiCmeuil npu peanu3ayuu yepo3 6e30nachocmu UHGOpMayuu uiy peanu3ayuu HoGbix
Yepo3 MOCem 8bINOIHAMbCA C UCHONIb30BAHUEM OOHOU UU OO0ee U3 NePeUUCTEeHHbIX 6bliie MEXHUK
0J151 peanu3ayuu pe3epeubix KAHal08 6bl600a UHDOpMayUU
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T10

HecanknuonupoBaHHblii  JOCTYII U

(vm) BO3JICHCTBHE Ha
UH(POPMAaLIMOHHbIE pecypcsl 1581051
KOMIIOHEHTBI ~ CUCTEM W CeTel,
IMMPUBOAAIIINC K HETraTUBHbBIM
MOCIIEACTBUIM

Taktuyeckas  3amaya:  JOCTHIXKEHHUE
HapYILIUTEIEM KOHEYHOM Ley,
pUBOJIAIIEE K peanuzanuu
MOJEIINPYEMOU yrpo3bl U IIPUYUHEHUIO
HEIO0MYCTUMBIX HEraTUBHBIX
MOCJIEACTBHI

T10.1. HecanKIIMOHMPOBAHHBIM JOCTYN K MH(OpMAIMK B MaMsITH CHCTEMBI, (ailjioBOil cucteme,
0a3ax JaHHBIX, PETIO3UTOPUAX, B IPOIPAMMHBIX MOAYJISIX M IPOLIMBKAX

T10.2. HecaHKITMOHUPOBAHHOE BO3JICHCTBHE HA CHUCTEMHOE MPOTPAMMHOE OOecleueHue, ero
KOH(UTYpalHIO U TapaMeTphl JOCTyNa

T10.3. HecankunoHupoBaHHOE  BO3JCHCTBUE  Ha
MIPOTrpaMMHOTO 00eCIIeUeHUs

IIPOrpaMMHBIE  MOIYJHM  IIPUKIIAJHOIO

T10.4. HecanKIMOHUPOBAaHHOE BO3ACHCTBHE HA MPOTPAMMHBINA KOJI, KOHQUTYPAITUIO U TTapaMeTPhl
A0CTYyIIa MMPUKJIIAAHOTI'O IPOTPpaMMHOTIO OGGCH@‘-IGHI/IH

T10.5. HecanKimoHUpOBaHHOE BO3ACHCTBHE HA MPOTPAMMHBINA KOJI, KOHQUTYPAITUIO U TTapaMeTPhl
A0CTYyIIa CHCTCMHOI'O MPOTPpaMMHOTO O6€CHG‘I€HI/I}I

T10.6. HecanknimoHupoBaHHOE BO3ACHCTBHE HA MPOTPAMMHBINA KOJI, KOHQUTYPAITUIO U TTapaMeTPhl
JIOCTYIIA ITPOLIMBKH YCTPONCTBA

T10.7. Ilonmena nadopmanuu (HarpuMep, IMIATEKHBIX PEKBU3UTOB) B MaMSITH I UH(POPMAIIUH,
XpaHUMOH B BHIE (aiioB, MHGopManuu B 0a3zaX JaHHBIX M PEMO3UTOPHSIX, MH(POpPMAIUM Ha
HEpa3MEYCHHBIX 00JIACTSIX AUCKOB M CMEHHBIX HOCUTEIICH

T10.8. YanuTo)xeHne wuHPOpPMALMU, BKIOYas HWHPOPMALHUIO, XpaHUMYIO B BHIE (aiiios,
nHpopmaruio B 0a3ax MaHHBIX W PEMO3UTOPHIX, MHPOPMAIMIO HAa HEPa3MEUYCHHBIX 00JIACTIX
JIICKOB M CMEHHBIX HOCHTEJEH

T10.9. Jlo6aBnenne nHbopmanuu (Hanpumep, AehelCHHT KOPIOPATUBHOTO MOPTaia, MyOJIUKaIus
JI0’KHOW HOBOCTH)

T10.10. Opranuzanusi oTKa3za B OOCITY)XKHBaHUU OJHOM WJIM HECKOJBKHX CHCTEM, KOMIIOHEHTOB
CHCTEMBI WIH CETH

T10.11. HeueneBoe uCnoyib30BaHUE PECYPCOB CUCTEMBI.
[Ipumepsr: 1) opraHuzarnus MaWHWUHTOBOM TIIaTGOPMBI, 2) oOpraHu3ainus ImIaTGopMbl s
OCYHICCTBJICHUS aTAK OTKAa3a B OGCHy)I(I/IBaHI/II/I Ha CMCXKHBIC CUCTEMBI U CE€THU.

T10.12. HecaHKUMOHMPOBAaHHOE BO3ACHCTBUE HAa ABTOMATHU3MPOBAHHBIE CUCTEMbI YIPABICHHS C
IEJIbIO0 BBI30BA OTKAa3a WM HapylmeHus QyHKIMHA yrnpaBieHus, B ToM ynucie Ha ACY KpUTHUECKH
BaXXHBIX O0BEKTOB, MOTEHIIHAILHO OMACHBIX 00BEKTOB, 00BEKTOB, MPEACTABIISAIONINX MOBHIIICHHYIO
OMNACHOCTb JUISl KU3HU U 370POBbs JIIOACH U JJIA OKPYXKAIOWIEH IMPUPOAHOU CPElbl, B TOM YHUCIIE
OTIACHBIX MTPOU3BOJICTBEHHBIX OOHEKTOB.

[Tpumepsl: 1) Bo3eHCTBHE HA aBTOMATU3UPOBAHHBIE CUCTEMBI YIIPaBJICHUS! 0OBEKTOB TPAHCIIOPTA;
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2) ynaleHHOe BO3JCHCTBHE Ha HHU(POBBIE CHCTEMBI W TEPBUYHOE O0OpYyIOBaHHE OOBEKTOB
AJIEKTPOIHEPTeTUKN; 3) BO3JIEHCTBHE HA CHUCTEMBI YIPABICHHUS TEXHOJOTHYECKUM IIPOIECCOM
HE()TEXMMHUYECKOTO O0BHEKTA

T10.13. HecaHKIMOHMPOBAaHHOE BO3ACHCTBUE HAa ABTOMATHU3MPOBAHHBIE CUCTEMbI YIPABICHHS C
[ENIbI0 BBI30BAa OTKAa3a WJIM IOJOMKH 00OpyaoBaHUs, B ToM uuciae ACY KpPUTHYECKH BasKHBIX
O00BEKTOB, MOTEHIMAIBHO OMACHBIX OOBEKTOB, OOBEKTOB, MPEJCTABISIONIUX IOBBIIICHHYIO
OMNACHOCTb JUISl KU3HU U 370pPOBbs JIIOACH U JJIA OKPYXKAIOLIEH IMPUPOAHOU CPElbl, B TOM YHUCIIE
OIACHBIX MMPOU3BOJICTBEHHBIX OOHEKTOB

Oxonyanue Ta0aunsr 11.1

TakTuka

OcHOBHBIE TEXHUKH

T10.14. OTkiOYEHHE CHUCTEM M CPEACTB MOHUTOPUHIAa M 3alIUTHl OT YIpO3 MPOMBIIIJIEHHOM,
(GU3UYECKOM, TMOXKAPHOW, HSKOJIOTHYECKOH, paguallMOHHON O0€30MacHOCTH, WHBIX BHUJIOB
0€30MacHOCTH, B TOM YHCJIE€ KPUTHYECKH BAXKHBIX OOBEKTOB, MOTEHIHAILHO OMNACHBIX OOBEKTOB,
00BEKTOB, TPEICTABNISIONIUX MOBBIIICHHYIO OMACHOCTh JUISI JKM3HH M 370POBbS JIIOACH W IS
OKpYKarollel MPUPOJHON cpefibl, B TOM YHCJIE ONACHBIX MPOU3BOJACTBEHHBIX 0OBEKTOB

T10.15. Bo3neiicTBre Ha HH(GOPMAIIMOHHBIE PECYPCHI U€pPe3 CHCTEMBbI PacliO3HABAHUS BU3yalbHBbIX,
3BYKOBBIX 00pa30B, CUCTEMbI I€ONMO3UIIMOHUPOBAHUS U OPUEHTAIlUH, JATYMKU BUOpalUU, MPOYHE
JMATYUKH U CUCTEMBI TpeoOpa3oBaHUsl CUTHAIOB (U3MYECKOro Mupa B HudpoBoe MpeacTaBlIeHUE
C LEJbI0 TMOJHOTO MM YaCTUYHOTO BBIBOJA CHUCTEMBI M3 CTPOS WJIM HECAHKIIMOHUPOBAHHOTO
YIIPABJICHUS CUCTEMOM.

[Ipumepsl: 1) HaHeCeHHE HEJIETMTHMHOW Pa3METKH JOPOKHOTO TOJIOTHA C IIEJbI0O BBI30Ba COOS
CUCTEMBl aBTOMATHYECKOTO YIpPABIEHUS aBTOMOOWJIEM; 2) UCHOJIb30BaHUE CICIHATBHBIX
CHMBOJIOB B HJICHTH(PUKAIIMOHHOM 3HaKe (PU3NYECKOro OOBEKTa, PaClO3HABAEMOM KaMepaMu
BUJIEOHAOIIIO IEHUS
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Ipumeuanue 19: Hecanxyuonuposanuwviii docmyn u (unu) eozoelicmeue Ha UHGOPMAYUOHHbIE
pecypewl Ui KOMNOHEHmMbl CUCmeM U cemell, Npusoosiyee K He2AmueHbiM NOCIe0CMEUsIM npu
peanuzayuu  yepo3 0e30nacHOCmu  UHGOpMAyuu UIU  Pearu3ayuu  HOBblX Yepo3, Modcem
BbINOIHAMBCSA C  UCNONBL30BAHUEM OOHOU UlU 0Oojee U3 NePedUCeHHbIX 6blue MEXHUK Ois
nOBblULeHUS P PHeKMUEHOCMU 8030€liCEUs. C MOYKU 3PeHUs Hapywumens uiu OJisl peaiusayuu
HeCKOJIbKUX MUNO8 8030€liCIBUsL HA AMAKYEeMYI0 CUCIEMY
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