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Mojesab yrpo3 6e30MacHOCTH MEPCOHATBHBIX JaAHHBIX
MBOY «I'mmua3zus Nely

I. Ilepedyenn 0003HAYCHNI H COKPALLICHU I

. APM - agromMaTH3MpOBaHHOE Pabouee MECTO;

. P - unopmarmoHHslii pecypc;

. UCITJ18 - uadopmanmonnas cucreMa nepCOHaNbHbIX JaHHBIX;

. K3 - konTponupyemas 30Ha;

JIIH - mepcoHanbHBIC TaHHBIC,

. I1O - mporpammuOe 0GecrieyeHmue;

. IITC - nporpaMMHO-TEXHUYECKHE CPEICTBA,;

. [IDMUH - no6ouHble 3J€KTPOMArHUTHBIC U3ITYYCHHS M HABOIKH;
9. C3U - cpencrpa 3amuThl MHGOPMAIUH;

10. CK3M - cpencrBa kpunrorpaduuecKkoil 3aIuTsl HHGOPMAIIUK;
11. ®Cb - ®depepanbHas ciyk0a 0€30MaCHOCTH;

12. ®CO - denepanpHas ciayxba OXpaHbl;

13. ®CTOK - depepasnpHas ciyxba M0 TEXHHIECKOMY U 9KCIIEPTHOMY KOHTPOJIIO.
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II. O01mue MoJI0KEeHUA

1. Hacrosiimast Mmojienib yrpo3 6€30macHOCTH MEPCOHATBHBIX JTaHHBIX (anee — Mopenb)
COJICPKHUT CUCTEMATU3MPOBAHHBIN MepeueHb yrpo3 0€30MacHOCTH NMEePCOHATBHBIX JaHHBIX MPU
ux obpabotrke B MBOVY «I'umuazus Nel» (nmanee — YupexneHnue). YKazaHHbIE yTPO3bl MOTYT
UCXOJUTHh OT UCTOYHHKOB, UMEIOIUX aHTPOIIOTCHHBIN, TEXHOTEHHBIA U CTUXUWHBINA XapakTep
n BozzencTByromux Ha ys3umoctn MCII/IH, xapakrtepusie mis nannou WCII/IH, peanusys
TEM CaMbIM YTpo3bl HH()OPMAIIMOHHOH 0€30IacHOCTH.

2. B Mogenn mnmaercs o6o0mennoe omnucanne WCIIIH, cocTtaB, kareropum u
npenanoiaraeMbiii 00beM o0padaTeiBaeMbIx [1/[H ¢ mocneayromeit knaccudukarmeit UCI1JIH.

3. Mozenp onuchIBaeT MOTEHIIMAILHOTO HapymuTens 6e3onacHoctu [1JIH 1 moaxoasl 1mo
OIPENICICHUIO AaKTyaJbHOCTH YIPO3 C YY4E€TOM BO3MOKHOCTEH HApYIIMTENsI U OCOOCHHOCTEH
konkpetHou MCII/IH.

4. Hacrosimass Monenb pa3paboTaHa B COOTBETCTBHM ¢ TpeboBaHMsMU DenepanibHOro
3aKOHOAATENHCTBA U (Pe/lepalibHbIX OPraHOB IO 3aIIUTE MePCOHAIBHBIX TaHHBIX.

III. XapakrepucTtuka o0beKkTa HHpOpMATH3ALMU

B Ikone cymectBytot cnenytomue Tunsl MCITH:

1. UCIIJn BenmeHus OyXTanTepcKOro yueTa, pacdera 3apaOdOTHOM IIaTHI.

2. UCIIAH mnepemaun wuHpoOpMamuu, B ToM uyucie [IJ[H, B memsx HCIOITHEHUS
denepalIbHBIX 3aKOHOB.

3. CocraB UCII/IH m oOpabaThiBaeMbIX B HUX IMEPCOHAIBHBIX JAHHBIX TPUBEACH B
[Tpunosxxenuu Nel k HacTosILIEMY JOKYMEHTY.

4. B xauectBe 00bekTa HH(OPMATU3ALNUN YUPEKICHUS BHICTYIAIOT:
1. ABTOHOMHBIE aBTOMAaTHU3UpPOBaHHbBIE paboune mecta (APM).
2. JlokanbHbIe BBIYUCIUTENbHbIE CETH.



5. B 3aBUCHMOCTH OT XapaKTepUCTUK U OCOOCHHOCTEH OTAENbHBIX OOBEKTOB YACTh
BBIUHCIUTENBHBIX CPEJICTB JAHHBIX YUPEXKACHHUS TMOAKIIOUEHA K CEeTAIM CBSI3U OOLIero
MOJIb30BaHUSA U (WIIN) CETAM MEXTYHApOAHOTO HH(OPMAIIMOHHOTO OOMEHa.

6. BBox mepcoHaNBHBIX MAaHHBIX OCYIIECTBISETCA KaK € OYMaXHBIX HOCHUTENEH
(Hampumep, TOKYMEHTOB, YIOCTOBEPSIOIIUX JHYHOCTh cyObekTa [1JIH), Tak M C AIEKTPOHHBIX
HOcHUTeNe nHbopMaIiu.

7. UCITQn npeanonaraiot pacnpezeneHuyto (Ha APM) o6pabotky u xpanenue [1/1H.

8. IlepconanpHbie gaHHbIe cyOBekTOB I1/[H Moryt BeBoamuThcs u3 UCIIH ¢ menpro
nepenayn MepCOHATIBHBIX JAHHBIX CYOBEKTOB YUPEKICHHS, KaK B JJICKTPOHHOM, TaK M B
OyMa>KHOM BHUJIE.

9. Kontponupyemoii 3oH0# (K3) UCII/IH sBIsItOTCS 34aHUS U OTAEJIbHBIE IOMEIICHHUS.
B mpepemax KoOHTponwpyeMoOW 30HBI HaXOAATCA pabourie MecTa TONB30BaTeNie U MecTa
XpaHEHHs! ApXUBHBIX KOHI JaHHBIX, CETEBOE U TeIEKOMMYHHUKaImoHHoe ooopynosanue VCI/IH. Bue
KOHTPOJIMUPYEMON 30HBI HAaxXOIATCA JIMHUM TepeJadyd JaHHBIX U TeJIEKOMMYHUKAIIMOHHOE
000pyZioBaHUE, HWCIOB3yeMOe JUIsl HMH(OPMAIMOHHOTO OOMEHa 1O CeTSAM CBSI3U  OOIIero
TOJTB30BaHUS U (W) CETAM MEXIYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHa.

IV. CocraB, kareropuu 1 00beM MePCOHAJIBHbIX JAHHBIX, ONlPe/ie/ieHre YPOBHSA
3alUIIEHHOCTH NMEePCOHAIbHBIX JAHHBIX

I. Ha ocHoBe xapakTepucTuk U ocoOeHHocted wucnois3yeMbix WCIIJn wu
0o0pabaThIBa€MbIX B HMX MEPCOHAJIBHBIX JTAHHBIX, MOKHO KOHCTaTHPOBATh, YTO MEPCOHAJIbHBIE
nanable cyobekToB [1JIH, oOpabareiBatoTcsi B YupexaeHHMH HH()OPMAIMOHHON CHCTEMOH,
oOpabatbiBatolieil  OOIIEAOCTYIHBIE  IEPCOHANbHbIE  JaHHblE, a TaKXkKe CHCTEMOH,
oOpabatbIBarollel MHbIE KATErOpUU NEPCOHAIbHBIX JaHHBIX. CrenuanbHble KaTeropuu
IepCOHAJBHBIX JIaHHBIX U OnoMeTpuyeckue nepcoHanbHble AanHble B UCII[AH YupexaeHus He
oOpabaThIBarOTCA.

2. na UCITIH YupexxaeHus akTyaldbHbl yTPO3bl 2 THUIIA - YTPO3Bbl, CBA3aHHBIE C HAJTMYUEM
HEJIOKYMEHTHUPOBAaHHBIX (HEJEKIApUPOBAHHBIX) BO3MOXHOCTEH B IMPHUKJIAJHOM IMPOTrPaMMHOM
o0ecrieyeHny, UCNOoNIb3yeMOM B HMHGpopManMoHHOH cucteme. COrylaCHO aKTy KiacCUpUKaIUH
MHPOPMAIIMOHHOMN CUCTEMBI TIEPCOHANBHBIX JAHHBIX YUPEXKICHUIO TPeOyeTCst 00eCTIeUnTh 3 -Hii
YPOBEHb 3alUIIEHHOCTH MEPCOHATBHBIX MTaHHBIX HpU UX 00paboTke B HMH(MOPMAIMOHHON
CHUCTEME.

V. Cnioco0bl HApyllIeHUS] XapPAKTEPUCTUK 0€30MACHOCTH MEePCOHATbHBIX JAHHBIX

1. Hcxons w3 mnepeuHss NEPCOHANBHBIX JaHHBIX, oOpabarbiBaeMbix B WCIIJH,
CYIIECTBYIOT CJIEIYIOIIUE CIIOCOOBI HAPYIIEHUS XapakTepucTuk 6e3onacHocTH [1/1H:
e  XUIICHHE NIEPCOHAIBHBIX JaHHBIX COTPYAHMKAMHU YUPEKICHUS I UCIOJIb30BaHMs B
KOPBICTHBIX LIEJIAX;
e -mepenaya (PUHAHCOBOM, apecHOM, IOPUINYECKON U mpoyei uHpopManuu o cyObeKTe
[1/In TpeTbum nunaMm;
¢ HECAHKIMOHUPOBAHHOE IyOJMYHOE pA3TJalIeHUE IEPCOHANbHBIX JaHHbBIX, CTaBIINX
U3BECTHBIMU cOTpyaHUKaM LlIkoubr;
HECaHKIMOHUPOBAHHOE IIOJyYEHUE NEPCOHAIBHBIX JaHHBIX TPETHUMHU JIULAMY;
YHUUYTOKE€HUE (PMHAHCOBOM, aJipeCHOM M npoueil uHdpopmanmu o cyobexre I11/1H;
Mo uuKays GUHAHCOBOM, afpecHoll u npoueit nunpopmarmu o cyonexre [1/1H;
OJ0KMpoBaHUEe (PUHAHCOBOM, afpecHOM M mpouel nHdGopmaiuu o cyonsekre [1/1H;
BBOJI HEKOPPEKTHOU (hprHAaHCOBOM, afpecHoi u mpoueil nnpopmanuu o cyonrekre [1/1H;
- lepeiadya HEKOPPEKTHOW (PUHAHCOBOM, apecHoi u npoyeil uHpopmau o CyobeKTe
IT1n;
® - UCKaXeHHe apXuBHOU MHPopMaluu no cyowrekty [1/1H.



¢ - YHHUYTOXXCHHE apXUBHOH nH(popMaruu 1o cyonsexty [1/1H.

VI. ¥rpo3sl 6e30acHOCTH NEPCOHAJBHBIX JAHHBIX, IPH UX 00padoTke B
HH(OPMALMOHHBIX CHCTEMAX EePCOHAIbHBIX IAHHBIX

1. Tlomg yrpo3amu 0€30MacHOCTH IEPCOHATBHBIX JIAHHBIX HpU UX 00paboTKe B
NCIIlH moHUMaeTcs COBOKYITHOCTh YCIIOBHU M (PAKTOPOB, CO3JAIOIINX MOTEHIMATIBHYIO HIIU
peanbHO CYIIECTBYIOLIYIO ONACHOCTh, CBSI3aHHYIO C YTeUKOM wuHQoOpManmuu u (WIn)
HECaHKLMOHUPOBAHHBIMU W (WJIM) HENpeIHAMEPEHHbIMH BO3ICHCTBUSIMH Ha Hee. Takum
o0pa3om, yrpo3ssl 6e3omacuoctH [1/10 npu ux o6padorke B UCIIJIH MOTyT OBITH CBSI3aHBI KaK C
HenpeaHaMepeHHbIMU  JedcTBusiMu  nepcoHana MCII[H, Tak ¥ co cHenuagbHO
OCYLIECTBJISIEMbBIMU HENPAaBOMEPHBIMU JEHUCTBUSIMU OTACJIbHBIX OpraHU3alMil W TpaxaaH, a
TaK)K€ MHBIMU MCTOYHUKaMU yrpo3. HempaBomepHble A€HCTBUSI MOTYT UCXOAUTH TaKXKe U OT
COTPYAHMKOB YUpeXJIeHHUs B ciydyae, KOIJIa OHHM pacCMaTpUBAlOTCS B KauecTBe
NOTEHIIMAIBHOTO HapymuTens 6e3omnacHoctu [1]1H.

2. B nensx gpopmupoBaHUs CHCTEMAaTU3UPOBAHHOTO MepeuHs yrpo3 6ezomacHoct [1/1x
npu ux obpaborke B MCIIIH u pa3paboTke Ha MX OCHOBE YacCTHBIX (JAE€TaIU3UPOBAHHBIX)
MoJiesiel MpUMEHHUTENbHO K KOHKpeTHOMY Buay MCII/IH, yrpo3sl 6€301MacHOCTH epCOHATbHBIM
nanHbiM B UCIT/IH MoxHO KiaccuuuupoBaTh B COOTBETCTBUH CO CIIEIYIOIIUMU MPU3HAKAMU:

® 110 BU/IaM BO3MOXXHBIX HICTOYHUKOB YI'PO3;

e 10 tuny UCII/IH, Ha KOTOpBIEe HalpaBli€Ha peaan3alus yrpos;

e [0 BHJIY HapyliaemMoro cBoiicTBa WH(pOpMauuu (BHIY HECAHKIHOHHUPOBAHHBIX

NencTBUM, ocyecTBisieMbix ¢ [1/1H);

e 10 criocobaM peanusaluy yrpos;

® 110 HCHOJb3YEMOH YSI3BUMOCTH;

e 110 0O0BEKTY BO3JIEHCTBUSI.

3. Mo UCTIdH cymecTBYIOT clieytonue Kiacchl yrpo3 6ezonacuoctu [1/]H:
e [Ilo BHIaM BO3MOKHBIX HCTOYHMKOB YIP03 0€30MaCHOCTH NMEPCOHATbHBIX JAHHBIX
O Yyrpo3bl, CBfI3aHHBIE C TPEJHAMEPEHHBIMH WM  HENpeAHAMEPEHHBIMU

nevictBusamu suil, umerommu goctyn Kk UP UCII/H, Bitodas mosib3oBaTenei,
peanu3yromue yrpo3bl HenocpeactseHHo B UCIIIH;

O YIpo3bl, CBSI3aHHbIE C TPEJIHAMEPEHHbBIMH WM  HENpeaHaMEpPEHHBIMU

nercTBusAMU Jnil, He nuMeromux aoctyna Kk MCII/IH, peanusyromue yrpo3sl U3
BHEIIHUX CETEH CBSA3M OOLIEro IMOJIb30BaHUS U (WJIM) CETe MEXIyHapOJHOTO
nH(OPMAITMOHHOTO OOMEHA,

O yrpo3bl, BOBHUKHOBEHHE KOTOPBIX HAIIPSIMYIO0 3aBHCHT OT CBOMCTB TEXHUKH,

ucnons3zyemoit B UCII/IH;

O  YIpO3bl, CBA3aHHBIE CO CTUXUNWHBIMU MPUPOJIHBIMU SIBICHUSIMHU.

Kpome sToro, yrpo3sl MOryT BO3HHKAaTh B PE3YJIbTATE BHEAPECHUS annapaTHBIX 3aKJIaJ0K U
BpPEAOHOCHBIX IPOTPAMM.
e Ilo Tunmy UCII/In, Ha KoTOpbIE HANPaBJIEHA yrpo3a:

ITo crpykrype MCII/H, Ha KOTOpBIE HANpaBICHA yrpo3a, HEOOXOAMMO pacCMaTPUBATH
CJIEIyIOIIME KIIACChl yIpo3:

O yrpo3bl 0e30macHOCTH JaHHBIX, oOpaOateiBaemMbix B MWCIIJIH Ha 06aze

ABTOMATHU3MPOBAHHBIX pAOOYNX MECT;
O yrpossl 0e3omacHoCTH JaHHBIX, 0OpadaTeiBaeMbix B MCII[IH Ha 6aze nokanbHBIX
MH(OPMAIIMOHHBIX CHCTEM.
e [Ilo cmocobam peanm3zanuu yrpo3

I[To crioco6am peanu3zaliuy yrpo3 BbIIEISIOT CIIeIyIOIINe KIAcChl yTpo3:

O Yrpo3bl, CB3aHHbIE C HECAHKIMOHMPOBAaHHBIM JocTynoM K II/IlH (B ToM umcne

YTpO3bl BHEJPEHUS BPEAOHOCHBIX MPOTPAMM);

o yrpo3sl yreuku [1/IH mo TexHnyeckuM Kananam yreuku uHpopmanuu (TKYN);



O yrpo3bl crienuanbHbIX Bo3aeiicTBuit Ha UCII/IH.

IIo Buay HapymaeMoro cpoiicTBa HHGpopManuu (HeCAHKUMOHMPOBAHHBIX JCHCTBHH,
0CYIIECTBJISIEMbIX € MEPCOHATBHBIMU AAHHBIMH)

I[To Buay HECAaHKIMOHUPOBAHHBIX JEHCTBUM, OCYIIECTBISIEMbIX C IIEPCOHAIBHBIMU

JAHHBIMHU, MOYKHO BBIIETTUTH CIIEIYIOLIUI KIacc yrpos:

O Yrpo3bl, IPUBOJAILINE K HApyLIeHHIO KoHpuaeHuuansHocTu [1/1H (komupoBaHuio
WM HECAaHKIIMOHUPOBAHHOMY PacCIpOCTPAHEHHUIO), IPU PEeaTu3allud KOTOPBIX HE
OCYIIECTBISETCS] HEMOCPEICTBEHHOTO BO3/ICHCTBUS HA CoJiepKaHne NHpopMaumy;

O Yrpo3bl, IPUBOJALINE K HECAHKIIMOHUPOBAHHOMY BO3JIEHCTBHIO Ha COAEPKAHNE
UH(POPMALIUH, B pe3yIbTaTe KOTOPOTO MPOUCXOAUT U3MEHEHUE TAaHHBIX MIIN MX
YHUYTOXKEHUE;

O Yrpo3bl, IPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY BO3JICHCTBUIO HA MPOTrPaMMHBIE
WY niporpamMMHo-anmapatsbsie 35eMenTsl UCII/IH, B pe3ynbrate KOTOpOro
OCYILIECTBIIsIETCS OJIOKMPOBAHHUE JAHHBIX.

ITo ucnosib3yeMoii ySI3BUMOCTH BbIIEJISIIOTCS CJeIyI0lIUe KJIacchl yIpo3:

O yrpo3bl, peaTu3yeMble C UCIOJIb30BAHUEM YA3BUMOCTH CUCTEMHOIO TPOIPaMMHOT0
obecnieuenus (I10);

O yrpo3bl, peaJu3yeMble C UCIOIb30BAaHUEM YSA3BUMOCTH NpukiagHoro I10; - yrpossl,
BO3HHKAIOIINE B pE3yJIbTaTE UCIOJIB30BaHMs YSI3BUMOCTH, BEI3BAHHON HAJIMUUEM B
NCTIln annapaTHOM 3aKIaJKu;

O Yrpo3bl, pealn3yeMble ¢ UCIOIb30BAHUEM YSA3BUMOCTEN IPOTOKOJIOB CETEBOIO
B3aMMOJICHCTBHS 1 KaHAJIOB MEpeIaun JaHHBIX;

O Yrpo3bl, BO3HMKAIOIUE B Pe3yJIbTaTe UCIOJIBb30BAaHUS YSI3BUMOCTH, BBI3BAHHON
HE/JIOCTaTKaMU OpraHM3aliy TEXHHYECKOH 3aIluThl HHYOPMAIH OT
HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

O yrpo3bl, peagn3yeMble C UCTIOIb30BAaHUEM YSA3BUMOCTEMN, 00YCIOBIMBAIOLINX
HaJIM4YMe TEXHUYECKUX KaHAJIOB yTeUKU HH(POPMALIUH;

O yrpo3bl, pealu3yeMble C HCIOJb30BaHUEM YSI3BUMOCTEH CPEICTB 3alllUThI
uHpOopMaIUH.

ITo 00beKTy BO3AeHCTBHSA BbIICJIAIOTCA CJeIyolme KJIAacchl yrpo3:

o yrpo3ssl 6e3onacHocTH [1/1H, 06pabaTbiBacMbIx Ha APM;

o yrpo3ssl 6e3onacHocty [1/1H, mepegaBaemMbIX 1O CETSIM CBSI3U;

O Yrpo3bl IPUKIAJAHBIM IIPOrpaMMaM, ¢ MOMOILBI0 KOTOPbIX oOpabdateiBatorcs [1/1H;

o yrpo3sl cuctemMHomy 10, oOecnieunBatoniemy gyukiuonuposanue UCII/IH.

VII. XapakTepucTuKa HCTOYHUKOB YIPo3 0€30IaCHOCTH MEPCOHAJBHBIX JAHHBIX B
HUCIIIn

1. B ornomenun WCII[IH Moryr cymecTBoBaTh TpH THUIIA HCTOYHUKOB YIpPO3
6e3onacunoctu [1]1H:
1. AHTpoOmnoreHHble UCTOYHHUKH Yrpo3 6e3onacHocTH [1/1H.
2. TexHoreHHbIC UCTOYHUKHU yTrpo3 Oe3onacHocTH [1/]H.
3. CruxuiiHble HICTOYHUKH YTpo3 Oe3omacHocty [1/1H.

AHTPONOreHHbIe HCTOYHUKH yrpo3 0ezonacHocTu I1/{n

B xkauectBe anTpomoreHHoro wuctounuka yrpo3d s HCII[da Heobxommmo
paccmaTpuBaTh  CyObeKTa  (JIMYHOCTH),  UMEIONIETO  CAHKIMOHUPOBAHHBIA WU
HECAaHKIIMOHUPOBAHHBIA JOCTYyn K pabore co mratHeiMH cpeactBamu WCII[IH, neiictBus
KOTOPOrO MOTYT TPUBECTH K HApyIICHHIO OE€30MacHOCTH MEPCOHANBHBIX JTAHHBIX.
AHTpOMOreHHbIe UCTOYHUKH yrpo3 1o oTHomeHuio K MCIT/[H MoryT OBITh Kak BHEIITHUMHU, TaK
Y BHYTPECHHUMU



Cpenu BHEUIHUX AaHTPONOTEHHBIX HMCTOYHUKOB MOXHO BBIJICTUTh CIy4YallHble H
npeaHaMepeHHbIC HUCTOYHHUKH.

Crnyuaiinbie (HepeJHAMEPEHHBIEC) UICTOYHUKHA MOTYT MCTIOJIb30BaTh TAKUE YSI3BUMOCTH,
Kak omuOKku, coBepuieHHble Tpu TnpoekTupoBannu MCII[IH u ee smemMeHTOB, OMMOKA B
MPOrpaMMHOM  OOECTEUEHWH; PA3IUYHOrO0  poja cOOM U OTKa3bl, MOBPEKICHUS,
nposiBiisieMble B UCII/IH. K TakuM HMCTOYHHMKAM MOKHO OTHECTH MEPCOHAN MOCTABIIMKOB
Pa3IUYHOTO POAA YCIYT, MEPCOHAN HA30PHBIX OpraHW3alliii U aBapUUHBIX CIyXk0 W T.I.
HevictBust  (yrposbl), HCXOISIINE OT JaHHBIX MCTOYHUKOB, COBEPIIAIOTCS IO HE3HAHUIO,
HEBHUMATEJILHOCTH WJIM XaJTaTHOCTH, U3 JIFOOOMBITCTBA, HO 0€3 3JI0r0 yMBICTA.

[IpenHamepeHHblE  UCTOYHHUKM  MPOSIBISAIOTCS B KOPBICTHBIX  YCTPEMIICHUSX
Hapymmrteneil. OCHOBHAS 1eJIb TAKUX UCTOYHHKOB — YMBIIUICHHAS J€30praHu3anusi padoThl,
BbIBOJI cucteM OpraHuzalud M3 CTPOs, UCKakeHHWEe MH(OpMalnuu 3a cueT MPOHUKHOBEHUS B
NCIIIH myTeM HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

BHyTpeHHUMHU HCTOYHUMKAMM, KaK TMPAaBUIIO, SBISIIOTCS CIEUUAINCTBl B 00NacTu
MPOTPaMMHOI0 OOECIIEUEHUsI M TEXHUYECKUX CPEACTB, B TOM YHCIIE CpPEJICTB 3alUTHI
uHpoOpMallMK, WMEIOIIMEe BO3MOKHOCTh HCIIOJIb30BAaHUS IITaTHOTO OOOPYIOBaHHUS U
nporpaMMHo-TexHruueckux cpeacts MCII/InH. K TakuM ncTouHMKaM MOXHO OTHECTH OCHOBHOM
nepcoHan, MpeicTaBUTeNneil ciayxk0 0e30MacHOCTH, BCIOMOTATENbHBIN W TEXHUYECKUU
MepCOHAI.

J171st BHYTpEHHUX UCTOYHUKOB YTPO3 0c000€ MECTO 3aHUMAIOT YTPO3bI B BUIE
OMOOYHBIX JICHCTBUS W (W) HApYyLIEeHUH TpeOOBaHMN HKCILUTyaTAllHOHHONW M WHOU
JIOKYMEHTAIIUU COTpyAHUKaMu Yupexaenus, umeromux goctyn Kk UP UCITIH. K mogoOHbIM
yrpo3am, B YaCTHOCTH, OTHOCSITCS:

O HENpPeIyMBIIUIEHHOE MCKAXKEHHE WK YIAJIEHHE NPOrPAMMHBIX KOMIIOHEHTOB;

O BHEIPEHHE M UCIOJIH30BAHNE HEYUTEHHBIX TPOTPaAMM;

O WTHOPUPOBAHUE OPTraHU3ALMOHHBIX OTPAHWYCHMN (YCTAaHOBJICHHBIX MPABHI) MPU
pabore ¢ pecypcamu WCII[lH, Brimouas cpenctBa 3amuThl WHGopManuu. B
YaCTHOCTH:

O HapylleHHWEe  TpaBWJ  XpaHEHHS HWH(OpMAlMM  OrPAaHUYEHHOTO  JIOCTYTIA,
UCIONB3YEMOM  MPH  JKCIUTyaTallid  CPEACTB  3alluThl  WHGOpMAIUU
(KITIOYEBOH, TAPOIBHON 1 ayTeHTU(HUIpYTOoIIEel HHOpMAIuH);

O TMpPEeNOCTaBJICHUE TOCTOPOHHMM JIMIAM BO3MOXHOCTH JOCTyHa K CpeICTBaM
3alUTHl MHPOPMAIMK, a TAaKXKE K TEXHUYECKMM M MPOTPAMMHBIM CPEACTBaM,
CHIOCOOHBIM TIOBIUSATH Ha BBIIIOJIHEHUE TMPEIBIBISIEMBIX K CpPEICTBAM 3allUTHI
nHpopmaiuu TpeOOBaHMIA,

O HacTpoWka W KOHQUTypUpPOBaHHE CPEACTB 3allUThl WHPOpPMAIUH, a TaKKe
TEXHUYECKUX W MPOTPaAaMMHBIX CPEJICTB, CIIOCOOHBIX TMOBJIHUATH HA BBITIOJHEHUE
MPEeIBSIBISEMBIX K CPEICTBAM 3alIUThl MHMOpManuu TpeOOBaHUM, B HapyIICHUE
HOPMATHBHBIX U TEXHUYECKUX JTOKYMEHTOB;

o HecooOmieHHe o QakTax yTpaTbl, KOMIIPOMETAIMU KIIOYEBOW, MApOIBLHON U
ayreHTUQUIUpYIOMmEeH uHopMaIuu, a Takke o0od napyroil wuH(popManuu
OrPaHUYEHHOTO JI0CTYTIA.

Haubonpiryto onacHOCTh NPECTABIISAIOT [IPeIHAMEPEHHbBIE YIPO3bl, UCXOISAIINE KaK OT
BHEILIHUX, TaK U OT BHYTPEHHUX aHTPOIOTC€HHBIX UICTOUYHUKOB.

HeoOxonumo paccmaTpuBaTh Clieayronue KiIacchl TaKUX yrpos:

O YIpo3bl, CBSI3aHHBIE C TPEAHAMEPEHHBIMH JIEUCTBUSIMU JIUL, HWMEIOLIUMU
nocryn k HMCIIIH, Bkmrouwas mnosb3oBatesneid WMCII[IH ¥ WHBIX COTPYJHUKOB
VYupexnenus, peanusyromumu yrpo3sl HenocpenctseHHo B UCIIH (BHyTpeHHUIt
HapyIIUTENh),

O YIpo3bl, CBSI3aHHBIE C MPEJHAMEPEHHBIMH JEHUCTBUSIMU JIMI, HE HWMEIOIIUMHU
nocryna k HWCIIJIH w peanu3yromMMU Yrpo3bl M3 BHEIIHUX CETEH CBS3U
OOIIEro MoJIb30BaHHUsS WM CeTeH MEXAyHapoIHOro HH(OPMAIMOHHOTO OOMeHa



(BHELIHUI HAPYILIUTEND);
O yrpo3bl, CBS3aHHbIE C NPEIHAMEPEHHBIMU JAEUCTBUSAMM JIUL, HE HMEIOLIUMHU
nocryna k UCIIIn u peanusyroummu yrpossl no TKYH.
TexHoreHHble HCTOUYHUKH YIpo3 OesonacHocTu I11H

TexXHOreHHbIE MCTOYHHUKHU YIpO3 HAIPSAMYKO 3aBUCAT OT CBOMCTB TEXHUKH. JlaHHBIE
MCTOYHUKHU TaKkKe MOTYT ObITh KaK BHEUTHUMHU, TaK U BHYTPEHHUMHU.

K BHemHnM McTouHUKaM OTHOCSTCA MH(pacTpykTypHBIe 31emMenTsl MCII/IH: cpencTaa
CBA3M (Te’epOHHbIE JIMHUHW, JHMHUM TNepeladd JaHHbIX U T.I.), CETU HWHKEHEPHBIX
KOMMYHUKAaIUH (Bo10CHA0XEHUE, KaHAIM3allUsl, OTOIUICHUE U TIp.).

K BHYTpEHHHM MCTOYHMKAM OTHOCSATCSI HEKAUECTBEHHBIE TEXHUUYECKHE U IPOrPAMMHBIE
cpeacTBa o0pabOTKM WMH(OPMALIMU, BCIIOMOTaTelIbHbIE CPENCTBA (OXpaHbl, CHUIHAJIH3AIHH,
tenedoHun), Ipyrue TeXxHuueckue cpenacrra, npuMmeHsemoie B MCII/{H, a Takke BpemoHOCHOE
porpaMMHOE 00ecTieueHUe U allapaTHbIe 3aKJIAIKH.

Annapamuas 3axknaoka

AnmnapaTHple 3aKJIaJKH MOTYT OBITh KOHCTPYKTHBHO BCTPOCHHBIMH M aBTOHOMHBIMH.
AnmapaTHble 3aKJIaJJIKH MOTYT PEaan30BaTh yIPO3bl:

o cbopa u Hakoruierus [1/1H, o6pabaTeiBaeMbix u xpanumbix B ICIT/H;

o HopmupoBanus TKYU.

B cuily oTMEUYEHHBIX CBOWCTB ammapaTHBIX 3akKiIaloK >(PQeKTHBHAs 3alIUTa OT HHUX
MOXKET OBITb oO0OecreueHa TOJIBKO 3a CYeT TIIATEJbHOTO YyueTa UX CHeHU(PUKA U
COOTBETCTBYIOIIEH OpraHU3allil TEXHUYECKOW 3aluThl HMH(pOpMAnMu Ha BCEX CTaIUAX
skn3HeHHoro nukia UCITIx.

Hocumenv 8pedonocnou npoepammul

B xadectBe HOcuTenss BpeaoHocHo mporpammbl B MCIIJIH MoxeT BbICTynaTh
amnmapaTHBIM 3JIEMEHT CPEACTB BBIYHCIUTENbHON TexHuku u3 cocrtaBa WCII[In wmm IO,
BBITIOJIHAIOIIEE POJIb MPOIPAMMHOTO KOHTEMHEpA.

Ecmu BpemoHocHass mporpaMMa HE acCCOIMHPYETCS € KaKOH-THMOO MPHKIIATHON
nporpaMMmoii U3 coctaBa cuctemHoro wnu o6mero [1O UCII/IH, B kauecTBe ee HOCHUTENSA
BBICTYHNAIOT:

O BHEIIHUI MAIIWHHBIA (OTYYXIaeMblil) HOCUTENb, T.€. ITUCKETa, ONTHYECKUH MIHCK,
JIA3epHBIN AUCK, (QIIAII-IaMATh, BHEIIIHUM KECTKUHN JAUCK U T.11.;

O BCTpPOEHHbIe HocuTenu HHpopmanuu (KECTKHE ITHUCKH, MHUKPOCXEMBI OTNepaTUBHOM
MaMsTH, MPOIECCOP, MHMKPOCXEMbl CHUCTEMHOM IUIaThl, MUKPOCXEMBI YCTPOWCTB,
BCTPAaMBAaEMbIX B CHCTEMHBIM OJIOK yCTpOMHCTBa — BHJI€0aJaNnTepa, CETEBOM IJIaThl,
YCTPOWCTB BBOJIa/BBIBOJIA U T.[I.)

O MHKPOCXEMBI BHEIIHUX YCTPOUCTB (MOHUTOpA, KJIaBUATypbl, IPHUHTEPA, IUIOTTEPA,
CKaHepa U T.I1.).

B Tom ciyuae, ecnu BpeloHOCHas MporpamMma MOXKET OBITh IMPOACCOLUHPOBAHA C
cucteMHbiM uinu obmum [10, ¢ QaiinamMu pa3nauyHON CTPYKTYpbl WIM C COOOUICHHSIMH,
IIEpeIaBaEMbIMU TI0 CETH, TO €€ HOCUTEJIEM SIBJISIFOTCSL:

o maketsl nepenaBaembix mo cetu MICIIIH coobmenmii;

o (aiinsl (MCTIONHSAEMBIE, TEKCTOBBIC, IpaduuecKkue u T.1.).

IIpy BO3HMKHOBEHMM Yrpo3 U3 JAHHOM TpyHIbl IMOSABIAETCS NOTEHIMAJIbHAS
BO3MOKHOCTh HApYyHICHUS KOH(PUICHIHATBHOCTH, LEIOCTHOCTH, AOCTYHHOCTH M JPYTHUX
xapakTepucTuk 6ezonacuoctu [1/1H.

CruxuiiHbie HCTOYHUKH yIpo3 OesonacHoctu I11H

CTuxuiiHble  HMCTOYHUKM  yrpo3  OTIMYaeTcs  OOJbIIMM  pa3HooOpasueM U
HEIPEICKa3yeMOCTbIO U SBJISIOTCS, KaK MPaBUiIO, BHEIIHUMH 110 OTHOIIEHMIO K YUPEXKIECHUIO.
[lox HUMU, mpexae BCero, pacCMaTPUBAIOTCS Pa3IUYHbIC MPUPOIHBIE KAaTaKIU3MBL: I10KAPbL,
3eMJICTPSCEHUs, yparaHbl, HAaBOJHEHHUS. DBO3HMKHOBEHHE J3TUX MCTOYHMKOB TPYAHO
CIPOTHO3MPOBaTh M UM TSXKEJIO NPOTHBOJAEHCTBOBATb, HO MPHU HACTYIUICHUH MOJO0OHBIX
coObITHii Hapymaercs mratHoe ¢yHknuonupoBanue camoir MCII/IH u ee cpeacTB 3aluThl,



YTO MOTEHIMAJIBHO MOXKET MPUBECTH K HApYIIEHUIO KOH(UICHIUAIBHOCTH, LEIOCTHOCTH,
JIOCTYITHOCTH M IPYTUX XapaKTepUCTHK Oe3onacHocTH [1][H.

3amuTa OT yrpo3, UCXOJAIIMX OT TEXHOI€HHbIX M CTUXUNHBIX HMCTOYHHMKOB YIpO3
6esonacHoctu [1/lH, perimameHTHpYeTCS UHCTPYKLUUSAMHU, pa3pabOTaHHBIMU U YTBEPKICHHBIMU
OIIepaToOpoM ¢ y4eToM ocobeHHocTelt sxcmryatanuu UCIH.

VIII. Moneap HapymmTeJIs1 0€301aCHOCTH NEPCOHAJIBHBIX JAHHBIX

1. AnHanu3 BO3MOXHOCTEH, KOTOPBIMH MOKET 00Ja/JaTh HapylIUTENlb, IPOBOAUTCS B

paMKax MOJEIN HapyLIUTEs.

[pu pa3paboTke MOJenu HapYIIUTENS 3a(UKCUPOBAHBI CIIEIYIONINE TIOJI0KESHHUS !

o besomacrocts I/l B UCII[dH oOecmeunBaercsi CpeACTBAMU  3aIIUTHI
uHpopmanuun MCIIJIH, a Takke HCIONB3YyeMBIMH B HUX HWH(POPMALMOHHBIMH
TEXHOJIOTHSIMH, TEXHUYECKUMHU u IPOrpaMMHBIMU CpEeACTBaMHU,
YJIOBIIETBOPSIOMIMMHU TPEOOBAHUAM IO 3aIUTe MH(OpPMAIMH, YCTaHABINBAEMbIM B

COOTBETCTBUU C 3aKOHOJaTeNbcTBOM Poccuiickoit denepanuy;

o Cpencra 3ammutel uHpopMmaimu (C3M) mTaTHO (DYHKIMOHHPYIOT COBMECTHO C
TEXHUYECKUMU U MPOTPAMMHBIMH CPEJCTBAMHU, KOTOPbIE CIOCOOHBI MOBIUATH Ha
BBINIOJIHEHME NTpeabsaBiasieMbix k C3U TpeboBanmii;

o C3U ue moryt obecrieunth 3amuTy [1JIH OT meWCTBUH, BBITONHIEMBIX B paMKax
MPEOCTABICHHBIX CYOBEKTY NelcTBUil mosHomounid (Hampumep, C3U He moxer
obecrnieunts 3amuTy [1/IH OT packpbITus AHMIIaMHU, KOTOPBIM MPEAOCTABICHO MPAaBO
Ha JIOCTYII K 3TUM JIaHHBIM).

2 .Onucanue HapyIuTeeH.

C ToukM 3peHMs HaIU4Ms TpaBa IOCTOSHHOTO WJIM pa3oBOro JocTyna B
koHTponupyemyto 30HY (K3) oO6bextoB pasmemenus VCII[IH Bce ¢usnyeckue numa MOTyT
OBITh OTHECEHBI K CIIEAYIOIIAM JIBYM KaTETOPHSIM:

o kareropuss | — nMma, He WMeIIME MpaBa JIOCTYNa B KOHTPOJIUPYEMYIO 30HY

NCTIH;

o kareropus Il — numa, uMeronMe mnpaBoO JOCTyNla B KOHTPOJIMPYEMYIO 30HY
NCTI/n.

Bce noreHnmanbHple HAPYLIUTENN MOAPA3AEIAIOTCS Ha:

O BHEIIHMX  HAPYILIMTEJIEH,  OCYIIECTBISIIOIIMX  aTakKu  M3-3a  MPEAeioB
koHTposnupyemoin 308b1 MCII/IH;

O BHYTPEHHUX HApYyIIUTENEH, OCYUIECTBIISIIOIIMX aTaKh, HaxXoJIsiCh B IpeJenax
koHTponupyemoi 3081 MCII/IH.

B kadecTBe BHEIIHEro HAPYLIUTENs KPOMeE JIMI] KaTeropuu I ToKHBI paccMaTpuBaThCS

Takke jmua kareropuu I, Haxonsamumecs 3a npegenamu K3.
B ornomenun MCIIJIH B kauecTBe BHEIIHEr0 HApYHIMTEISIMU M3 4YMCIA JIML KaTeropuu |
MOTYT BBICTYIIATh:

O OBIBIIME COTPYAHUKHU YUpPEKICHUS;

O IIOCTOPOHHHME JIMLA, HbITarolMecss Noay4duTrh goctyn K [I/lH B MHMIMAaTHBHOM
MOPSIJIKE;

O IIPEACTaBUTENN NPECTYIHBIX OPraHU3aLINN.

Brenrnuii HapymmTenb MOKET OCYIIECTBIISITh:

o mnepexBar oOpabaTeiBaeMbIX TexHHueckumu cpeactBamMu UCIIAn I1/Ix 3a cuer ux
yreukn 1o TKVYU ¢ ucnonb3oBaHueM MOPTATUBHBIX, BO3UMbBIX, HOCUMBIX, a TAKKE
aBTOHOMHBIX aBTOMAaTUYECKHUX CPEICTB Pa3BEJIKU CEpUITHON pa3paboTKu;

O JECTPYKTHUBHBIE BO3ACHCTBUS uepe3 3JIeMEHTbl HHPOPMAIMOHHON HHGPACTPYKTYpPHI
UCII[AH, xoTopble B TMpoIecCe€ CBOETO >KM3HEHHOTO MLHMKIA (MOJEpHU3AIMS,
COTMPOBOXICHHUE, PEMOHT, YTHJIN3all1s) OKa3bIBaloTCs 3a npenenamu K3;

O HECAHKIMOHWPOBAHHBIN JOCTYN K MH()OPMALMU C HMCIOJIB30BAaHHEM CIEIHaIbHBIX



MPOrpaMMHBIX BO3JEHCTBUNA TMOCPEACTBOM MPOrPaMMbl BHPYCOB, BPEAOHOCHBIX
MporpamMM, alrOPUTMHUYECKUX WIIH MMPOTPAMMHBIX 3aKJIaI0K;

O TmepexBarT MH(OpPMAINH, TepeaaBacMol 10 CETSM CBS3U OOIIEro MOJIb30BAHUS WIH
KaHaJlaM CBSI3M, HE 3alIUIICHHBIM OT HecaHKiuoHupoBaHHoro noctymna (HCI) x
nH(pOpPMAIIMU OPTaHU3AIMOHHO- TEXHHYECKUMU MEPAMU;

o araku Ha MCII/IH myTem peann3anuu yrpo3 yJIajJeHHOTO AOCTyIa.

BuyTpennuii Hapymmrens (quna xkateropuu II) moapasnensieTcss Ha BoceMb Ipynin B
3aBHUCHUMOCTH OT crocoba M TOJHOMOYMU JocTyna K HHpopManuoHHBIM pecypcam (UP)
NCIIAn.

K nmepBoil rpynme OTHOCATCS  COTPYAHUKH  YUPEKICHHs, HE  SBISIOMIMECS
3aperucTpUpPOBaHHBIMU MOJdb30BaTeNsiMu U He nonyuieHHble kK P UCII/IH, HO uMeronue
CaHKIMOHMPOBAHHBIN qocTyn B K3.

JIM1IO TaHHOM TPYIIIBI MOYKET:

O pacmnonaraTb HMEHAaMHM W BECTH BBIBICHHE IApOJIEH 3aperuCTPUPOBAHHBIX

nonb3oBateneit UCII/x;

O W3MEHATh KOHPUTYpaIlMI0 TEXHUYECKUX cpeactB ooOpadotku [IJIH, BHOCHUTH
nporpammHo-annaparasle 3akinanku B IITC UCIIAn u obecneunBaTh CbheM
uHbOpMaIlMK, HCIONb3Ys] HEMOCPEICTBEHHOE TMOAKIIOYEHHE K TEeXHUYECKUM
cpeacTBaM 00pabOTKK HHPOPMALINH.

Ko BrOpoli rpymnme OTHOCATCS 3apeructpupoBaHHbie moJb3oBaTenu MCIIH,
ocymiecTBistomue orpaamdeHHbid qoctyn k P UCII/IH ¢ pabodero mecta. K aTol kareropun
OTHOCSITCSI COTPYIHHUKU YUpPEXKICHUs, UMEIoLIMe npaBo jgoctyna K JokanbHeiM WP UCITIH
JUJIS1 BBITIOJTHEHUSI CBOMX JIOJKHOCTHBIX 00SI3aHHOCTEH.

JIviio naHHOM TpyNMbI:

o 00JajaeT BCeMU BO3MOKHOCTSIMH JIUI] IIEPBOU KAaTETOPUU;

O 3HAeT, 0 MEHbILIEH Mepe, OJTHO JIETaJIbHOE UM JOCTYIA;

o o0magaer BceMH  HEOOXOOUMBIMH  aTpuOyTamMu  (Hampumep,  MapojeMm),

obecneunBarommm goctyn k MP MCIT/IH;

o pacnonaraet [1/]H, K KOTOpPBIM UMEET JOCTYIL.

- K Tperbeli rpymnme OTHOCSTCS 3aperMCTPUPOBAHHBIE IOJb30BATEIN IOJICUCTEM

UCTIIH, ocymectBiustone yaaneHHbli poctyn k I[IJlH mo mokanmpHOM cetn

Yupexnaenus.

JIviio naHHOM rpymnmbI:

o 00namaer BceMU BO3MOKHOCTSIMHE JIUI] BTOPOW KaTerOpuHu;

o pacnonaraer uHpopmanueir o Tomojorun cetu WMCII[IH m cocTtaBe TEXHHMYECKUX

cpeacts UCII/n;

O HUMEEeT BO3MOXKHOCTb MHPAMOTro ((hU3MUECKOro) JOCTyIa K OTAEIbHBIM TEXHUYECKUM
cpeactam (TC) UCTI/H.

K 4erBeproii rpynmne oTHOCATCS 3apeructpupoBaHHble mnodb3oBatenu MCIIIH ¢

MOJTHOMOYMSMHU aAMUHUCTpaTopa 6e3omacHoctu MCII/IH.
JIviio naHHOM rpyMNMmbI:

o o0magaer mNONHOM WH(pOpPMAIME O CHUCTEMHOM M TPHKIATHOM IMPOrPaMMHOM
obecnieuenuu, ucronbzyemom B cermerte MCII/IH;

o oOnamaer MOJHOW HWHPOpPMAIUMEH O TEXHHYECKUX CPEACTBaX U KOHPUTYpAIHH
cermenTta UCII/IH;

O HMEEeT JIOCTYIl K CPEeACTBaM 3alIUThl MH(OOPMAIUK W TPOTOKOJIHPOBAHUS, a TAKKE
K OTAENbHBIM 3JIEMEHTaM, ucrosib3dyeMmbiM B cermente UCII/IH;

O HMEET JIOCTYI KO BceM TexHuueckuM cpeactsam cermenta UCIIIx;

o oOnamaer mpaBaMu KOHQUTYpUPOBAaHHMS M  aJIMUHUCTPATUBHON  HACTPOUKH
HEKOTOPOTO MOJMHOKECTBA TEXHUYECKUX cpeacTB cermenta UCII/H.

K mnsaToll rpynme OTHOCSTCS 3aperucCTPUPOBAHHBIE MOJIB30BATEIN C IOJHOMOYHMSIMU

CUCTEMHOT'0  QJIMHHHCTPATOPa,  BBINOJHSIONICTO  KOHPUTYPHPOBAaHHEC W  YIpaBIICHUE



NIPOrpaMMHBIM OOecriedeHneM U 00OpYyJOBaHHEM, BKIIOYas 00OpYyJOBaHHE, OTBEHalollee 3a
0€30MacHOCTh 3alllMIIAeMOro OOBEKTa: CPeICTBa MOHUTOPUHIA, PE3EPBHOTO KOIMPOBAHUSA,
AHTUBUPYCHOI'O KOHTPOJISL, 3aIUThl OT HECAHKIIMOHUPOBAHHOT'O 1OCTYIIA.

JIvio naHHOM rpynmbI:

o obiagaer MoJIHOW MHpOPMAaLKEH O CUCTEeMHOM, CIelHaibHOM U npukiagHom 10,
ucnonszyemom B MCII/IH;

o obmnagaer nonHoi nHpopmanueit o TC u kondpurypamuu UCIIAx

o wumeet poctyn ko BceM TC UCII/IH u naHHbBIM;

o obmagaer mpaBaMHU KOH(PHUTYPHUPOBAHUS M aIMUHHCTpaTUBHOW HacTpoiriku TC
NCII/n.

K mecroii rpymnme oOTHOCITCS 3aperucrpupoBaHHble moisbs3oBatenu HWCIIIH c
HOJTHOMOYMSIMUA aJMMHUCTpATOpa 0€30MacHOCTH YUpPEeXIE€HUs, OTBEUAIOLIEro 3a COOI0IEHUE
IpaBWJ pa3TpaHUYEHUs AOCTYIA, 3@ TEHEpalMI0 KIIIOYEBBIX 3JEMEHTOB, CMEHY IapoJiei,
Kpunrorpaguueckyro 3amurty WHGOpMalnud. AJIMUHHUCTPATOp O€30MaCHOCTH OCYIIECTBIISCT
ayJIUT TEX K€ CPEACTB 3alUThl 00BEKTA, YTO U CUCTEMHBIA aJMUHUCTPATOP.

JIviio naHHOM rpynmbI:

o obnamaer nomxHoU nHPopManueit 06 UCII/Ix;

O MMeEeT JAOCTYH K CPeJCTBaM 3allluThl HH(POPMALUU M MPOTOKOIMPOBAHUSA U K YACTH

kitoueBbIx nemMeHToB MCIIIH;

O He HUMEeT IpaB AOCTyHna K KOH(UI'YPUPOBAHUIO TEXHHYECKHX CPEICTB CETH 3a
UCKIIIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

K cenpMmoil rpynme OTHOCATCA JiMIa W3 4YHUCIA MPOrpaMMHCTOB - pa3pabOTUYUKOB
CTOpPOHHEW OpraHu3almy, sBISIOMUXcs noctaBmukamMu [0 u nuia, obecnieunBaromue ero
conpoBoXxaeHUE Ha 00bekTe pazmenieHuss UCII/IH.

JIno naHHOW rpynmsl:

o obmnagaer uHGopMalnueil 06 aaropuT™Max U mporpamMmax oopaboTKH MHpOpMaLUU B
NCTIH;

o o0yagaeT BO3MOKHOCTSIMU BHECEHUS OILMOOK, HeJIeKJIapUPOBAaHHBIX BO3MOKHOCTEH,
MIPOrpaMMHBIX 3aKjaloK, BpeaoHocHbIX nporpamm B I1O HUCII/In Ha ctaguu ero
pa3paboTKH, BHEIPEHUS U COIIPOBOXKICHUS;

O MOXET pacroyiarate JoObIMH (parmentamu uHpopmarmu o TC o0paboTkm u
3amuThl nHGopMaruu B UCIIH.

K BocwMmoii rpymne otHocsTCs nepconai, oociyxubatommii TC UCIH, a Takke nuna,

o0ecrnieynBaroIye NocTaBKy, conpooxaenue u peMmont TC UCII/IH.
JIno 1aHHOW rpyns:

o obmagaer BO3MOXXHOCTAMHU BHeceHHs 3akianok B TC HCII[H Ha cragum ux
pa3paboTKu, BHEAPEHUS U CONTPOBOXKICHUS;

O MOXeT pacnojiaraTb ¢parmMeHTamMmu uHpopmauuu o Tomojorun  WCIIIH,
aBTOMATHU3MPOBAaHHBIX paboOyux MecTaxX, cepBepax M KOMMYHHKAI[MOHHOM
obopyznoBanud, a Taxke o TC 3amutel unpopmanuu B UCII/IH.

3. I[IpeanosiokeHus: 0 BO3MOKHOCTSIX HapyIIUTENS.

Jna nonyuenus ucxoansix JaHHblx o MCIIJIH Hapymwmrens (kak I xareropuu, Tak u
Il kateropum) MOXKET OCYIIECTBISATH TMEpexBarT 3amudpoBaHHON HWHGOPMAIMM W HHBIX
JAHHBIX, MEepeAaBaeMbIX II0 KaHajaM CBS3U CETSAM OOIIEro MOJb30BaHUSA U (WIIM) CEeTSIM
MEXIyHapOJHOT0 HMH(POpPMAMOHHOTO 0OMEHa, a Takke 10 JIoKaIbHbIM ceTssM MCITIH.

JIro00i1 BHYTpEHHHI HAPYUIIUTEIb MOXKET HMETh (PU3MUYECKUI TOCTYN K JTHUHUSAM CBS3H,
CUCTEMAaM JJICKTPOIIUTAHMS U 3a3€MIICHU.

[Ipennonaraercs, 4YTO BO3MOYKHOCTH BHYTPEHHEIO HAapYLIUTENsl CYLIECTBEHHBIM
00pa3oM 3aBUCAT OT JEHCTBYIOIIMX B IIPe/ieiax KOHTPOIUPYEMOM 30HbI 0ObEKTOB pa3MELICHUs
HUCII[AH orpaHuYMTENbHBIX (PAKTOPOB, M3 KOTOPBIX OCHOBHBIMHU SIBIISIFOTCS PEXHMHBIC
MEPOIPHUATHS U OPraHU3alUOHHO-TEXHUYECKHE MEPBI, HAIIPABICHHBIC Ha:

O IpeAOoTBpalllEHUE U IPECEUCHNE HECAHKIIMOHUPOBAHHBIX JEHCTBUI;



O Toa00p U PacCTaHOBKY KaJpOB;
O J0mycK (PU3MYECKHX JIUI] B KOHTPOJIHUPYEMYIO 30HY U K CPEACTBA BBIYUCIUTEIHHON
TEXHMKU;

O KOHTPOJIb 3a MOPSAJKOM IIPOBEAECHUS PadoOT.

B cumy »TOro BHYTpEHHUN HApyLIMTEIb HE HMMEET BO3MOXKHOCTU IIOJy4ECHMS
cnenuanbhbix 3HaHul 0 UCII/IH B 00beme, He0OX0AMMOM ISl pEIICHUs BOIIPOCOB CO3/AaHUS U
[IPeoNOIeHUs CpeACTB 3amuThl IIJ[H, ¥ HCKIOYaeTCs €ro BO3MOMKHOCTH IO CO3JAHUIO U
IIPUMEHEHHIO CIEHNAJIbHBIX MIPOrPaMMHO-TEXHHYECKUX CPENCTB peanuzanuu
LIEJICHANPABICHHBIX BO3JEHCTBUI JaHHOI'O HApYIIMUTENs] Ha MOJJIEKAIUE 3aIIUTE OOBEKTHI U
OH MOXET OCYLIECTBIIATH MOMNBITKA HECAHKIIMOHUPOBAHHOTO foctyna K P ¢ ucnons3oBannem
TOJBKO INTATHBIX NpPOrpaMMHO-TeXHHWYeckux cpeacts HWCII[An 0e3 HapymeHus uX
L[EJIOCTHOCTH.

Bo3MoOXHOCTH  croBopa BHYTPEHHUX HapylmuTeneil Mexay co0oif, croBopa
BHYTPEHHETO HAPYIIMTEIS C MEPCOHANIOM OpTraHu3alui-pazpadborunkos noacucrem MCIIH, a
TaK)Ke€ CroBopa BHYTPEHHET0 U BHEIIHEr0 HapylIUTeNedl [qobkHAa OBbITh HCKIIOYEHa
IIPUMEHEHNEM OPraHMU3allMOHHO-TEXHUYECKUX M KaJpOBO-PEKMMHBIX MEp, AEUCTBYIOLINX Ha
obowekrax pazmemnienus VCII/IH.

4. IlpeanonoxxeHus: 00 UMEIOLIMXCS Y HApYIIUTENs CPEeICTBAX aTak

[Ipenmnonaraercs, 4TO0 HAPYIIUTEIb UMEET BCe HEOOXOUMBIE JJIsl MPOBEACHUS aTak 10
JOCTYIIHBIM €My KaHajlaM aTaK CPeACTBaA.

Buemnnit Hapymmtens (nuuma kareropuu [, a Ttakke numua kareropuu Il mpum
HaxoXJeHuHu 3a mpenenamMu K3) MoXeT HCIONB30BaTh CIEAYIOUIME CPEeACTBAa JOCTyHa K
3anumaeMon nHpopMaIum:

O JOCTyHHbIE B CBOOOJHOM MpoJake ammnapaTHble CpeiAcTBa U MPOTrPaMMHOE
o0OecrieyeHre, B TOM 4HCI€ [POrpaMMHBIE M ammapaTHble KOMIIOHEHTHI
KpUIITOCPENCTB;

CHEIMaJIbHO pa3paboTaHHbIE TEXHUYECKUE CPEJCTBA U MPOrPaMMHOE 00ECIIEUEHUE;
CpeZcTBa NepexBara ¥ aHaiu3a HHPOPMALMOHHBIX TOTOKOB B KaHAJIaX CBS3H;
CTienMaTbHbIe TEXHUYECKHE cpeicTBa nepexsara nHpopmarmu no TKYH;

mratHele  cpeactBa MCIIJIH (TonbKO B cilydae MX pPACIOJIOKEHHs 3a MpeaeaaMu
K3).

BuyTpenHuit HapymuTens JUis JOCTyNa K 3alUIaeMod HMHQOpMaLuH, coaepKarien
[1/1H, MOXeT ucTob30BaTh TONBKO mTaTHBIE cpeactBa UCIIH. [1pu s3ToM ero BO3MOKHOCTH
[I0 KCIOJB30BAHMIO INTAaTHBIX CPEACTB 3aBUCAT oOT peannszoBaHHelx B MCII/IH
OpPraHN3ALMOHHO-TEXHUYECKUX U PEKUMHBIX Mep.

5. OnucaHue KaHAJIOB aTak.

Bo3MOXHBIME KaHAJJaMHM aTaK, KOTOpPBIE MOXET MHCHOJb30BAaTh HAPYIIUTENb IS
nocTtyna K 3amuiaemoit uapopmanuu B UCII/IH, apnstorcs:

O KaHaJlbl HEMOCPEJICTBEHHOTO0 JOCTyla K OO0BEKTY (BHU3YyaJbHO-ONTUYECKUH,

aKyCTHUYECKUH, PU3NUECKuil);

O DJJIEeKTPOHHBbIE HOCHUTENM HUHGOpMAlUMU, B TOM 4YHCIE CHEMHbIE, CIaHHbIE B
PEMOHT U BBILIEIINE U3 YIIOTPEOICHNUS;

o OyMakHbIe HOCUTEIN MH(POPMAITUH;

LITaTHbIE TporpaMMHo-anmnapaTtasle cpeactsa UCII/H;

O Ka0elbHble CHUCTEMBI W KOMMYTAallMOHHOE OOOpYyIOBAHHE, PACIIOJIOKEHHBIE B
npenenax KOHTpoJMpyeMoil 3oHbl u He 3amumieHHble oT HCJl k uabopmammm
OPTraHMU3aLMOHHO-TEXHUYECKUMHU MEPAMH;

O HE3alUIICHHbIC KaHAJIbl CBA3H;

TKVYH.

6. Tun wHapymmrens npu wucnonb3oBaHuu B HCIIJIH kpunrorpaduyeckux CpeacTs
3alUThI UHPOPMALUU

Ilpu oOmene wunpopmanmeit mexay HWCII[H M BHENIHMMH 1O OTHOLICHHIO K

O O O O

o



NPEeINpUATHIO  MHOOPMAIMOHHBIMH ~ CHCTEMaMH  HEOOXOAMMO HCIIOJIb30BaHUE CPEICTB
kpunirorpadudaeckoit 3amuTsl nHGopmarmu (CK3M).

YpoBeHb KpuUNTOrpauuecKkol 3amluThl I[EPCOHATBHBIX JAaHHBIX, obecreynBacMon
CK3U, omnpenensiercss IMyTeM OTHECEHUS HAPYIIMTENs, JEHUCTBUSIM KOTOPOrO JOJIKHO
npotuBocTosATh CK3U, k KOHKpeTHOMY THIly, M Oa3upyeTcss Ha IOJAXOJaX, OMNHUCAHHBIX B
«MeToIMYeCKUMH  PEKOMEHJAUAMH 1O OO0ECHEUEeHUI0 C TIOMOIIbIO KPUITOCPEACTB
0€30MIaCHOCTH MEPCOHAJBHBIX JAHHBIX MpHU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3AIIHI.

Tun napymurens u knacc CK3U nomkeH onpeaensTeesi B COOTBETCTBUU C TaOJIUIEH

Tabmuma — CooTBeTcTBHE TUIIOB HapymuTens u kiacca CK3U

I'pynna BHyTpeHHero Hapymuteyasi | Tunm HapymmTessi Kaace CK3U
I'pynna 1 H2 KC2
I'pynma 2 H3 KC3
I'pynmna 3 H3 KC3
['pymma 4 H3 KC3
['pymma 5 H3 KC3
['pynma 6 H3 KC3
I'pynma 7 H5 KB2
I'pynna 8 H4 KB1

Buemmnuit Hapymmutens otHocutrcs k tunmy HI1. Ilpu stom, eciu oH obnagaer
BO3MOXKHOCTSIMM [0  CO3JaHHUIO  CHOCOOOB W TOATOTOBKM  aTaKk, aHAJIOTUYHBIMU
COOTBETCTBYIOIIUM BO3MOKHOCTSM BHYTpEHHero Hapymwurenas tuna Hi (3a uckiIoueHuem
BO3MOKHOCTEH, MPeOCTaBIIEMbIX IPEOBIBAHEM B MOMEHT aTaKH B KOHTPOJIUPYEMOM 30HE), TO
3TOT HapyIIUTENb TaKke OyaeT 0003HavaThCs Kak HapyuTens Tumna Hi.

IX. AKTya.]'Ibele YIrpo3nl 0€e30ImacHOCTH MEPCOHATBHBIX JAHHBbIX B
I/IH(l)OpMaHI/IOHHBIX CHCTEMAX NMEPCOHAJIBHBIX TAHHBIX

1. Jlns BBISIBICHHS W3 BCEro mepedHs yrpo3 Oe3omacHocTH [I/IH akTyanpHBIX IS
HCIIIx oueHrBaroTCs ABa MOKa3aTeIIs:
O ypoBeHb ucxoHoi 3auuiieHHoctu UCIIH;
O dYacToTa (BEpOATHOCTH) peali3allii pacCMaTpUBAEMON YTPO3BI.
2. YpoBeHb HCXOJIHOHN 3aIUIICHHOCTH HH()POPMAIMOHHOW CHUCTEMBI TMEPCOHAIBHBIX
JAHHBIX
[lon ypoBuem wucxomHoit 3amumieHHoct WCIIJIlH noHumaeTcss 000O0IIECHHBIN
MOKa3aTelb, 3aBUCAIIMA OT TEXHMUYECKMX WM JKCIUTyaTalMoHHbIX Xapakrtepuctuk MCII/Ih.
[lepedyens maHHBIX XapaKTEPUCTHK W Moka3zatenu 3ammiieHHoctu UCII/IH, 3aBucsme oT HUX,
MOKa3aHbI B TAOJIHIIE.
3. [NokazaTenu, OTHOCSIIMECS K YUPEKICHUIO BBIJICICHBI dKUPHBIM KYPCHUBOM.
Jnsa ompenenenus ucxomHoi sammmeHHocTH HWCII[IH momkHO OBITH paccuuTaHO
MPOIICHTHOE COOTHOILICHUE KaXJAOTO YPOBHS 3alUIIEHHOCTH KO BCEM XapaKTEepPUCTHKaM,
nmeromum mecto A MCIJIH.



Ta6numa 9.1 — [NokazaTenu ucxomnou 3amumieHHocTy UCIT/x

TexHuueckue u IKcIIyaTanuoHHblie xapakrepuctuku UCIIAn

YpoBeHb

Bricokuit
Cpennuii

Huszknit

Ilo TeppuTopuaIBLHOMY pa3MelIeHUIO

pacnpenenennas MCII/{H, koTopass oXBaThIBa€T HECKOJIBKO 00JIacTEH,
KpaeB, OKPYroB WJIM FOCYAAPCTBO B IIEJIOM

ropoackast MCII/IH, oxBaThiBaromiass He Oojiee OZHOTO HACEICHHOTO
yHKTa (Topoja, MoceKa)

kopriopatuBHas pacupeneneHHas WMCII/IH, oxBaTeIBaronas MHOTHE
noapasacICHUA O,Z[HOI>'I opraHu3anuunu

nokanbHasg (kamnycHast) WCII[IH, pa3BepHyras B mpenenax
HECKOJIbKUX  OJIM3KO PACIONIOKEHHBIX 3/1aHUN

Joxkanvnaa UCIL/In, pazeepuymas ¢ npeoeiax 00H020 30anus

Ilo HaIM4YKMIO COeTUHEHHUS] C CETAMH 06]].[61"0 MMOJIb30BaHUSA

NCII/IH, nMmeromass MHOTOTOYSYHBIN BBIXO B CETh OOIIETO MOJb30BaHMS

NCITI/Ix, nMmeromasi OTHOTOYSYHBIN BEIXO B CETh OOIIET0 MOJIb30BAHMS

NCTI/IH, pusnyueckn oTaeaeHHAs OT CETH OOIIETo MOJb30BAHMS

I1o BcTpOeHHBIM (JIerajibHbIM) onepanusam ¢ 3anucsavu 6a3 I n

YTCHHUC, ITOUCK

3anucs, yoanenue, COpmuposKa

MoauQUKanys, nepeaada

ITo PArpaHu4CeHUI0 J0CTYyIIA K MEPCOHATBbHBIM JaHHBIM

HCIUIn, kK Komopoii umeem O0O0CHIYH OnRpeoe/ieHHblil nepeyers
COMPYOHUKOE opzanuzauuu, aeaatouiencs énaoeavuem UCIDIn, nuoo

cyovekm Il/[n

UCII/IH, k KOTOPOM UMEIOT JOCTYI BCE COTPYAHUKH OpTraHU3aIUU,
ABJIAIOIICHCS BIAJIEIbLEM

NCII/IH ¢ OTKPBITBIM JOCTYIIOM

ITo nanuuuio coenmuennii ¢ Apyrumu 6aszamu I nupix UCILIH

Wnterpuposannas UCIIx (opranu3amnust UCHonb3yeT Heckoiabko 6a3 [1/1x
NCII/IH, mpu 5TOM OpraHuU3alus HE ABJISIETCS BJIAJICNIbIIEM BCEX
ucnonb3yembix 6a3 [1/1H)

NCITIln, B koTopol wucmonb3dyercs onHa Oasza [I/lH, mpuHamiexamas
opranuzanuu —Bnajensily nannoi UCITIn

I1o ypoBHI0 000011eHNs1 (00e31uunBanus) [1/1n




NCIIJH, B KOTOpOH MpeaoCTaBIISIEMbIE MOJIB30BATENIO JAHHbBIC SBISIIOTCS
00e3TMYeHHBIMY (Ha YPOBHE OpraHM3alllu, OTPACIH, O0IACTH, PETUOHA U T.JI.)

HCIIH, B KOTOpOil AJaHHBIE 00€3TMYUBAIOTCS TOJIBKO MPH Niepeaade B Apyrue
OpraHU3aIuy U HEe 00€3TUYCHBI TIPH MPETOCTABICHUH TTOJI30BATEIO B
OpraHu3aIuu

HCIUIn, 6 komopoit npedocmaegiaemvle ROJ1b3086AMeI0 OanHble He
AGAAIOMCA 003 1UUCHHbBIMU

(m.e. npucymcmeyem umbopmauuﬂ, noseoniarwouilan udeumudmuupoeamb

IIo 00bemy II/IH, KOTOpPbIE MPETOCTABJSIOTCS CTOPOHHUM
noJjabn3oBareasam UCIIIn 6e3

NCTIIn, npegoctapisironias BCto 0a3y nanubix ¢ [1/{x

HCIIn, npedocmaesnsarowan wacmo I/1

NCTI /I, He npeocTaBIsIONIe HUKaKOH HHPOpMAITII

Koauuecmeo pewienuil 1 2 1
Oobuiee Koauuecmeo peuteHuil 4
1. [Tpunumaercs, yto MUCII/IH uMeeT BBICOKU ypOBEHb UCXOJAHOM 3alUIIIEHHOCTH,

ecnu He MmeHee 70% xapaxTtepuctuk MCIIJIH COOTBETCTBYIOT YPOBHIO «BBICOKHI», @ OCTAJIbHBIE
YPOBHIO «CPEIHUI».

B cnyuaae, ecnu ve menee 70% xapakrepuctuk UCIIJIH OTHOCUTCS K YPOBHIO

«HE HU)KE CPETHETO0», a OCTAIBHBIEC K YPOBHIO «HHU3KHUI», TO HCXOHAs 3alIUILEHHOCTD
UCIIdn OyaeT cpeHero ypoBHsI.

Bo Bcex octanpubix cnydasx UCIIIH Oynetr uMeTs HU3KUN yPOBEHB 3aIIUIICHHOCTH.

Hcxonst u3 xpurepueB oOleHKH, aAenaeM BbBoj, uto MCII[H VYupexnenus wnmeer
CPEHUI YPOBEHb 3aILUIIICHHOCTH.

5. OnpeneneHue akTyalbHBIX YIrpo3 6€30MaCHOCTH NEPCOHAIBHBIX TaHHBIX.

Jliss oLleHKH YpOBHS HMCXOJHOW 3alIMIEHHOCTH BBOJIUTCS KOI(PQUIMEHT HCXOIHOU
3aIIMILEHHOCTH Y |, KOTOPBI MOXKET IPUHUMATh 3HAYEHUS:

0 — 17151 BBICOKOM CTENIEHU UCXOAHOM 3alIMILEHHOCTH;

S — s cpeiHeN CTeNEeHN UCXOAHOM 3aIMIIEHHOCTH;

10 — U1t HU3KOM CTENEHU UCXOIHOM 3aIMIIEHHOCTH.

Crnenyromum napameTpom, HEOOXOAUMBIM JIJISl OTIPE/IETICHUS aKTYaIbHOCTH YIpO3
6e3omacHoctu I1/[H, sBasercs yacToTa (MM BEPOSATHOCTh) pealM3alMU YIpo3bl, MOA
KOTOPOW ITOHUMAETCS OIPEAEICHHBIN YKCIIEPTHBIM ITyTEM ITOKA3aTelb, XapaKTePU3yOLIUN
BEPOSATHOCTh peasn3alluil KOHKpeTHOM yrpo3sl 6e3onacHoctu [1n muis UCII/IH B peanbHbIX
YCIOBHUSAX €€ QYHKIIMOHUPOBaHUsS. BBOOUTCA YeThIpe 3HAU€HUsI 3TOrO II0Ka3aTes,
0003HauaeMoro kak Y?2:

MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTUBHBIE ITPEAINOCHUIKU Ul OCYIIECTBICHUS YIPO3bl
(HarmpuMep, yrpos3a XHILIEHHS HOCUTeNeH MHPOpMalWU JIUIAM{, HE MMEIOLUIMMH JIETaJIbHOI'O
JI0CTyIa B IOMELEHHE, TJ€ MOCIEIHNUE XPAHATC);

HU3Kasg BEPOSATHOCTh — OOBEKTHBHBIC MPEINOCHUIKA JJIs pealu3aludd  Yrpo3bl
CYLIECTBYIOT, HO IPHUHATBIE MEpbl CYHIECTBEHHO 3aTPYIHSIOT €€ pealu3aluio (Hampumep,
WCIOJIb30BaHbI COOTBETCTBYIOIIUE CPEICTBA 3AIUTHI HHPOPMALIUN);

CpedHssl BEpPOATHOCTb — OOBEKTUBHBIE MPEINOCBUIKA Ui peanu3alld  yrpo3bl
CYIIECTBYIOT, HO IPUHATHIE Mephl oOecrieuenus 6e3onacHocTH [1/[H HenocTaTouHbI;

BBICOKAsi BEPOSTHOCTb — OOBEKTUBHBIE NPEINOCBUIKM Ul peal3alud  Yrpo3bl



CYIIECTBYIOT U Mephl o o0ecnieueHuto O6ezonacuoctu I1/IH He NpUHATHI.

JlaHHBII MOKa3aTeIb MPUHUMAET CIEAYIONIUE 3HAUEHNUS

0 — 1151 MaJIOBEPOSATHOM YTpO3BI;

2 — 1711 HU3KOM BEPOSITHOCTH YTPO3bI;

5 — s cpeHel BEPOSITHOCTH YIPO3bl;

10 — 1151 BBICOKOM BEPOSITHOCTH YTPO3BI.

Hcnonp3yss 3HaueHus IPUBEACHHBIX Bbllle Mokazarened Y1 m Y2, Beluucigercs
K03 (QULIMEHT peaan3yeMOCTH Yrpo3sl Y, onpeaenseMsblil cootHomenueM Y = (Y 1+Y2)/20.

B 3aBuCHUMOCTH OT CBOET0 3HAYEHHS STOT KOA(PPUIIMESHT MPUHUMAET 3HAUCHUS:

0 <Y <0,3 — peain3yeMOCTb yIpO3bl MPU3HACTCS HU3KOU;

0,3 <Y <0,6 — peain3yeMOCTb yrpo3bl MPU3HAETCSA CPEAHEH;

0,6 <Y <0,8 — peanuzyeMoCTh yrpo3bl IPU3HAETCS BHICOKOM;

Y > 0,8 — peanu3yemMoCTb yrpo3bl IPU3HAETCS OYEHb BHICOKOM.

Hanee nmaercs onenka omacHocTh Kaxaol yrposwl [1In gns UCIIAx. JlanHas oneHka
HOCHUT SKCIIEPTHBIN XapaKTep U MOJydaeTcs IMyTeM OIpoca SKCIEPTOB B 00JIACTH OE30M1aCHOCTH
nHpopmanuu. J[aHHas OlleHKa UMEET TPU 3HAYCHUS:

O HHU3Kasg ONACHOCTb — €CJIM peanu3alys Yrpo3bl MOXET MPUBECTH K
HE3HAYUTENbHBIM HETaTUBHBIM MOCIEACTBUIM s cyObekToB [1/1H;

O CpenHsAs ONacHOCTb — €CJIM pealn3alus Yrpo3bl MOXET HPHUBECTH K
HETaTUBHBIM MOCJEACTBUAM Ui cyOBekToB [1/1H;

O BBICOKas ONACHOCTb — €CIM peaau3alusi yrpo3bl MOXKET MPHUBECTH K
3HAYUTEIBHBIM HETATUBHBIM MOCIEACTBUAM JiJ1s cyObekToB [1/1H.

[Tocne mpocyera Bcex NOKa3aTesiel NPOU3BOAMTCS OLEHKA AaKTYaJIbHOCTH KaxXIOu
yrpo3bl 6e3omacHoctu I1JIH mpu nx o6padotke B MUCII/IH ucxoas u3 MaTpHIlbl, IPUBEACHHAS B
tabnuue 9.2:

Tabnuua 9.2 — Martpuna pacdera akTyalbHOCTH yrpo3 0e3onacHoct [1/1H

Peamm3yemocthb Ioka3zaresb OMACHOCTH YIPO3bI
yrpo3sbl
Huska Cpennss Bricokas
Huzkas HEaKTyaJlbHas HeaKTyajabHas aKTvaJbHas
Cpennsas HeaKTvajabHas aKTvajabHast aKTvaJbHas
Beicokas aKTvajabHas aKTvajabHas aKTvaJbHas
OyeHb BbICOKas aKTvaabHas aKTvajabHas aKTvajbHas

Ha ocHOBaHUM MOJIOKEHUI MOJEIH Yrpo3, MOJIENN HAPYIIUTENs, JaHHBIX 00 UCXOTHOU
samumienHoctd MUCIIJn (Y1), koaddunuente peanusyemoctu yrpo3bl (Y), BEpOSTHOCTU €€
peamuzamm  (Y2), a TakkKe DOKCIEPTHOM OICHKA OMACHOCTH YTPO3bl, OMNpEAesieTCs
aKTYyaJIbHOCTb Kax10i yrpo3sl 6e3onacuoctu I1/1H, o6padareiBaembix B UCIIH. (Tabmuua 9.3)

Tabmmia 9.3 — AktyanbHOCTh Yrpo3 6e3onacHocTH [1/1H

Bepostr | Koadpdu
P bpun Onenka
HOCTh WEHT Onenka
Ne Yrpo3sa 6e3onacuHoctu [1/1x eanmnsa camusye | omacHocTH | oY oP
wn P ’ uu pMOCTIZ 03bI Hoetn
! yrp YTpO3bl
YTpO3bl YTpO3bl
1. | Pasrmamenue, nepenaya uim yrpara 5 0,75 cpenHas aKTyallb
aTpuOyTOB pa3rpaHUuYEHUs JOCTYIa K Has
NCIIIH
2. | HapymeHue mnpaBui XpaHEHUS 5 0,75 HH3Kas aKTyallb
aTpuOyTOB pa3rpaHUuYEHUs JOCTYIa K Hast
NCIIH




3. | HecooOmenue o ¢akrax yTparsl, 10 1,0 BBICOKAs AxTyanb
KOMITPOMETAIMU aTpuOyTOB Has
pasrpannyenus nocryna k UCI1/In

4. | BHenpeHue areHTOB B UHCJIO MTepCcoHala 0 0,5 BBICOKas AKTyanb
CUCTEMBI Has

5. | HecaHKUMOHHUPOBAHHBIN 3aITyCK 2 0,6 BBICOKas AxTyainb
TEXHOJIOTMYECKHUX MPOTrpaMM, CIIOCOOHBIX Has
IIPU HEKOMIIETEHTHOM HCIOJIb30BaHUU
BBI3BIBATH MTOTEPIO PAOOTOCTIOCOOHOCTH
CUCTEMBI WIIH OCYILECTBIISIOLINX
HEoOpaTUMbIE H3MEHEHHSI B CCTEME
(dbopmaTupoBanue win
PECTPYKTYPHU3ALIMIO HOCUTENIEH
uH(pOpMalny, YAaJIEHUE TaHHbIX U T.I1.)

6. | BBox ommOOYHEBIX JaHHBIX 10 1,0 HHU3Kasg AKTyanb

Has

7. | JlercTBUSI COTPYAHUKOB, TPUBOISILINE K 5 0,75 BBICOKAs AKTyanb
YaCTUYHOMY WJIM ITIOJTHOMY OTKa3y Has
CHUCTEMBbI WJIM HAPYILICHUIO
paboTOCIIOCOOHOCTH amnMapaTHBIX WIH
POTrPaMMHBIX CPEICTB

8. | UrHopupoBaHie OpraHu3alMOHHbIX 10 1 CpenHss AxTyanb
OrpaHHuYeHUH (YCTaHOBJICHHBIX MPABHUI) Has
npu padote ¢ I1]]

9. | ®usnueckoe pa3pylieHUe Ui BEIBOJ U3 0 0,5 BBICOKas AKTyanb
CTpOSs BCEX WUJIM OTAENbHBIX Hanboee Has
BakHbIX KomrnioHeHToB UCIIIn

10. | 3aKkynKku HECOBEPUIEHHBIX, YCTAPEBIINX 0 0,5 HU3Kast Heaxrya
WJIM HENIEPCIIEKTUBHBIX CPEACTB JbHAs
nH(popMaTU3alMK U UHHOPMALIMOHHBIX
TEXHOJIOTHi;

11. | Xumenue HocuTene nudopmanuu, 2 0,6 BBICOKas AKTyanb
conepxkanux [1]] Has

12.| To ke, BHEIIHUN  HAPYIIUTENb 2 0,6 BBICOKAs aKTyaJlb

Has

13. | He3akoHHOE nosryueHue naposiei u 5 0,75 cpenHss Axtyainb
JPYrUX PEKBU3UTOB pa3rpaHUUYEHUS Has
noctyna k UCIIn

14. | To ke, BHEIIHUIM  HapyIIUTENb 2 0,6 cpenHss aKTyaJlb

Has

15. | HecanknuonupoBaHHast MOJU(PHUKAIHS 5 0,75 BBICOKAs Axtyaib
IPOrpaMMHOT0 O0ecrieueHus! Has

16. | To ke, BHEIIHUN  HAPYIIUTENb 2 0,6 BBICOKas aKTyaJlb

Hasi

17. | llepexsat I1/I, mepegaBaeMbIx MO 0 0,5 BBICOKas AKTyanb
KaHAJIaM CBSI3H Has

18. | To ke, BHEIHMI ~ HAapyIIUTENb 0 0,5 BBICOKAas Axtyainb

Has

19. | HecaHKIIMOHMPOBAaHHOE KOIIUPOBAHUE 5 0,75 cpeaHss AxTyanp
HocuTenel nuadopmarmu c 1] Hast

20. | To xe, BHEIIHUM  HapyLIUTENb 2 0,6 cpenHss Axtyainb

HadA




21. | YUrenue octaTrouHON MH(DOpMAITUN U3 0 0,5 HU3Kast HEaKTya
OIIEpaTUBHOM MaMSTU U C BHEILIHUX TBHAsS
3aIIOMHUHAIOIINX YCTPOUCTB

22.| To ke, BHEUIHUA HAPYUIUTEIb 0 0,5 HU3Kas HEaKTya

JbHAast

23. | HenpegnamepeHnHoe 3apakeHue 5 0,75 HU3Kas aKTyaJlb
KOMIBIOTEPA BUPYCAMU Hasi

24. | IlpegnamepeHHOE 3apakeHHE 10 1,0 HU3Kas aKTyaJb
KOMIIBIOTEpA BUPYCAMHU Hasi

25. | BmemarenbcTBO B POIECC 5 0,75 BBICOKAs aKTyaJlb
¢ynkunonuposanus UCII/In , cereit Hast
00ILIETO ITOJIL30BAHUS C LIEILIO
HECaHKIIMOHUPOBAHHOM MOJIU(UKAIIIH
JTAHHBIX

26. | To ke, BHEIIHUIA  HAPYUIUTEIb 2 0,6 BBICOKas aKTyaJlb

Has

27. | HecaHKIIMOHUPOBAHHOE BHEIPEHUE U 10 1,0 cpenHss aKTyaJlb
UCIIOJIb30BaHUE HEYUTEHHBIX IPOTpaMM, Hasi
HE SBIISIOUINXCS HEOOXOAMMBIMHU IS
BBITMIOJTHEHUSI COTPYIHUKAMH CBOUX
CITY’)K€OHBIX 00s3aHHOCTEH

28.| To ke, BHEIIHUM  HApYIIUTEIb 5 0,75 cpenHss aKTyaJlb

Hasi

29. | HeyMbIlIIIEHHOE IOBPEXKIEHNS BHEITHUX 2 0,6 HU3Kas HEaKTya
KaOeJIbHBIX CHUCTEM CBSI3H JIbHAsS

30. | Bo3HMKHOBEHHE MMOKapPOB B 2 0,6 BBICOKas aKTyallb
HEIOCPEICTBEHHOM OJIM30CTH K Hasi
MOMEIEHUSM, B KOTOPBIX
obpabareiBatorcs I1]] u apxusam I1]]
pe3ysibTaTe HeUCIPaBHOM
3JIEKTPOIPOBOJIKH, HEUCIIPABHBIX
TEXHUYECKUX CPEICTB, HAPYIICHUS
COTpYIHUKAMHU IIPABUII
POTUBOIMOKAPHOI 0€30MaCHOCTH.

31. | Pa3pymienue 31aHuid, OTAEIbHBIX 0 0,5 BBICOKAsA aKTyaJb
MTOMEILICHUI Has

32. | BO3HMKHOBEHWE CTUXHIHBIX 04aroB 2 0,6 HU3Kast HEaKTya
1105KapOB TpHAs

33. | ABapuu B cuctemax JIEKTPOIUTAHUS 5 0,75 HU3Kas aKTyaJb

Hasi

34.| ABapuu B cucTemMax OTOIUJICHUS U 2 0,75 CpenHss aKTyaJlb

BOJIOCHA0>KEHUS B HETIOCPEICTBEHHOM Has

OJM30CTH K TIOMEIICHUSAM, B KOTOPBIX
obpabareiBarorcs I1]] u apxuam I1]]




