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YMBA Poccum No ApxaHreAbCKol oBAacTM npeaynpexaaetr o6 akTMBU3ALMM
TEAEPOHHBIX U MHTEPHET MOLLEHHMUKOB.

@) 1. HMkoraa M HKWKOMY He CoOBLLAMTE MMH-KOA GAHKOBCKOM KapTbl, MNAPOAb OT
7) MOOUABHOTO- 1 UHTEPHET-BAHKA, TOEX3HAYHBIN KOA HA oboporte KapTbl, Koabl M3 CMC.

(2 2. COTPYAHUKM BAHKOB HUKOTAQ He 3aNPALLMBAIOT MHCPOPMALMIO O BAHKOBCKOM KapTe.
Ny Ato©0oM NOAOGHbIM 3BOHOK, AQXKE ECAM OH cosepLuaeTcs SKobbl C OCOULMAABHOTO HoMEPA
OaHKa, — AEAO PYK MOLLIEHHMKOB!

. 3. ECAM BOM 3BOHAT M COOBLLAIOT O NPOBAEMOX C BALUMM CHETOM, MAM MOMbITKAX
. OCPOPMUTL HO BAc KpeAmT, NoAOKUTE TPYOKy. Camu Habepute Homep TeaedoHa BaHKa,
KOTOPbIM YKA3AH HO 0BOPOTE KAPTHI, U BBIICHUTE, BCE AM B NopsAKe C BALLmmM AEHbIOMM.

4. CoBepLuag MOKYMKU MAM MPOACKM B MHTepHeTe, Ha caltax ¢ BeCnAATHbIMM
¢ ODBIABASHMAMM MAM B MHTEPHET-MAra3MHAX, OyAbTE OCTOPOXHbI. He coobLLaiTe AMLLHME
AGHHbIE. AAS NEPEBOAQ AEHET AOCTATOYHO HOMEPQ TEAECDOHA MAM HOMEPQA KAPTHI.

5. He nepexoanTe No CCbIAKOM B COOBLLLEHMSX OT HE3HAKOMBbIX ANOAEN, KOTOPbIE NPULLIAM
-5 K Bam no noyte, B coucetix nam 8 CMC.

. 6. 3HOKOMBIM B COLIMOABbHBIX CETAX MPOCMT NEepeRecTH emy  AeHbre OBI3aTeAbHO
7 MEPE3BOHUTE YEAOBEKY, OT AMLLA KOTOPOTO NOCTYNAET Npockba. Ero akkayHT MoxeT GbiTs
B3AOMOQH!

_ /. He ycCTOHOBAMBQMTE HO MOGMABHBIE TEAECDOHBI M KOMMBIOTEPHI MPUAOKEHMS U3
- HEMPOBEPEHHbIX WCTOYHMKOB. ECTb MPOTPAMMBI, MO3BOASIOLLIME YACGAEHHO YMPABASTS
BALLVM TEAECDOHOM MAM KOMMBIOTEPOM! MCNOABIYHTE AMLEH3IMOHHOE QHTUBMPYCHOE
NporpammHoe obecneyeHme.

- 8. MNMoAy4MAK coODBLLEHME O MOAQPKE OT BAHKA MAM OecnpourpbILLHOM AoTepee? AAf
. MOAYHEHMA NPK3A NPOCAT BBECTU AQHHbIE KAPTHIZ 310 06MaH! Hukomy He coobLaiite
KOHCPMAEHLIMAABHYIO MHOPOPMALIMIO O HOMEPAX M KOAAX BAHKOBCKMX KapT.

9. HalwAm B ceti UHTEpHET MHADOPMALLMIO O BO3MOXHOCTH 30pPaboTATh HA KYPCAX AKLMIA2
i n byabte  GamteabHbl Bac  moryT  oBGmaHyT! [NoAb3yHTECH YCAYrAMM  OCOMUMAABHO
‘ 3ApPErMCTPUPOBAHHbIX DPOKEPCKMX OPTAHM3ALLMM.

10. B AIOBOM CUTYQUMM COXPAHIITE BAMTEABHOCTL M Kputnyeckoe MbllLAeHKe! He
MO3BOAAMTE MOLLIEHHMKAM OBMAHbLIBATH Bac.

EcAM Bbl CTAAM XXEPTBOM NPECTYNACHUSA, HE3AMEAAUTEABHO obpauiaiTech B NOAULLMIO NO
Homepam TeAechoHoB 02 (102) nam 112.
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JEKIIMOHHBIA MATEPHUAJL - TPODPUJIAKTHKA MO EHHUYECTBA

Ilpobnema auMCTaHIHMOHHEBIX HPECTYIICHUH IJis HAIlero pervoHa, KaKk d Ui
BCEH CTPaHEI B LIeJIOM, HE TepsieT CBOEH aKTyaJbHOCTH.

1. Haubonee wyacThiM crmoco6om COBEpIICHMS] HPECTYILUICHUN SBIIAETCS
3BOHOK OT JIMIIa CITy>k0BI 6€30MacHOCTH 6anKa. INotepneBimemMy coobmaroT, 4To ¢ ero
CHeTa COBEpIICHA IONBITKA HECAHKIOHUPOBAHHOTO CIHCAHMS EHEKHBIX CpPEeICTB.
/s TIpeNIOTBpAleHHs ONEpalMy IIPeIaraioT IIPOAUKTOBATh HOMepa GaHKOBCKOIA
KapThl ¥ KOZABbl Oe30macHOCTH, npuxondmue B CMC-coobmennsax. Dtu cBemeHns
CTporo koH¢unenumanshsl! Iloce ux pasriamenus IPECTYNHHUKHM IIOIY9arOT AOCTYII
K BalleMy 6aHKOBCKOMY CYeTy!

B nocnegnee BpeMs BTOPHIM 10 4acToTe CTal 3BOHOK OT HMEHHN CITYXOBI
Ge3omacHoCTH GaHKa ¢ COOBINEHHEM O IIOMEITKE TPEThUX JHL opopMHUTH Ha Baime
MMl KpEUT. YTOGBI 3TO NPeNOTBPATHTS, IIPEJIAraeTcs CPOYHO OPOPMHTE TAKOH Ke
KpEIUT caMOMy, a JIEeHEXHBIe CpelcTBAa OOHAJIMYHMTE W IEPEBECTH HAa T.H.
«be3onacHerif» cuer. HecMotpst Ha OYEBHIHYIO abCypAHOCTH CHTYalHH, OTPOMHOE
KOIMYECTBO IMOTEPNEBIIMX HAYT HA IOBOAY y MOIIEHHUKOB, odopMisiroT
MHOTOMMIIIIOHHEIE 3aHMbI M IEPEBOIAT MX HA HOMepa HHTEPHET-KOIIENHKOB MK
MOGHIIBHEIX TeNe(OHOB.

3AIIOMHUTE! Cnyx65I 6e30macHOCTH 6aHKOB HUKOrJia He 3BOHAT KJIMEHTAM
C COOOIIEHUAMH O mpobieMax co cyeToM. JIroGoi HOJOOHBIM 3BOHOK — IIENO pPYK
MOIICHHUKOB. Bce BONPOCH, CBA3aHHBIE C OGCIyXMBAHMEM Ballell GAHKOBCKOM
KapTel, HEOOXOAUMO pellaTh TONBKO IO TeNePOHY CHyX OBl TEeXHUYECKOI
TIOZNCPXKKH, KOTOPBI DPacmoioxeH Ha 0GOPOTHOH CTOpoHe M06OH GaHKOBCKOM
kapThl. OH GecruiaTHEIM M KpyrmocyTounsit. Huxorma u HHKOMY HE cooOmaiite
HOMepa U KOJbI 6€30I1aCHOCTH GaHKOBCKHX KapT!

2. Tloxynxu B cetu Unreprer. Yame Bcero IIPECTYIUICHUsI COBEPIIAIOTCS C
HCTIOJIE30BAHHEM CEPBHUCOB GECILIATHBIX OGBABIEHHMI (aBHTO, 0N U T.A.) IIpuuem
JKEPTBOH MPECTYIUIEHUS MOXKET CTATh KaK IIOKYIIATe/b, TaK H IIpoaaseil.

- Ilpu moxynke Belu B CeTH MHTEpHET HEOGXOTHMO IIOMHHUTB, 4YTO OO0
AUCTaHUMOHHBIH  IEPEBOJ  NEHEXHBIX  CpENCTB HE3HAKOMOMY  YEIOBEKY
NOTCHIMANBHO OnaceH. Bel He MoXeTe rapaHTHpPOBaTh, YTO OH BEINOJIHHMT CBOO
HacTh CHenKu. To ke XacaeTcs U HelPOBEPEHHBIX HHTEPHET-MArasfHoOB. BE MOxerTe

HE IOJIyIMTh OIUIAY€HHYIO Bellb, JIUOO IMONYYUTH COBCEM HE TO, YTO 3aKA3HIBAIIH.
Tlonb3yiTech IPOBEPEHHEIME CEPBICAMH M CHCTEMaMH Ge30MaCHOro pacuera.

- Ilpu pasmenienuy oGBsIBIEHNS O IPOAAKE BeIy YeJIOBEKY IOCTYIAET 3BOHOK
OT NOTeHIHaNEHOro noxynatend. OH coobmaer, 4T0 roToB mpHobpecTH JaHHYIO
BEIb W INpelylaraéT BHECTH Mpenomnary. Jis mepedncieHus aeHer IPOCHUT
COOGH.II/ITB JaHHBbIC 6aHKOBCKOﬁ KapThl, BKIIFOYas KOJ IIPOBEPKH NOMJIIHMHHOCTH KapThl
(CVV2,CVC2, CVP2) u xoxsi 6€30MacHOCTH U3 CMC-coobmenuit. ITocne nepenaun
KOHQUIEHIMANBHBIX CBEJEHUM CO cyeTa [IOTEPIEBINEI0 MPONCXOAUT CITHCAHHE
JAECHEXHBIX CPENICTB.

3. bonemioe Ymeno mpecTymneHMi COBEpIIAECTCA Yepe3 COLMANIBHBIC CETH.
Yame Bcero crpaHmuB! moms3oBaTeneii B3JIaMBIBAIOTCH, MO0 KomupyroTca. [locie
1€ro Kpyry «Ipyse#» pacchUIaloTcs cooblLieHHs ¢ mpocsGOi aTh NeHer B IIOJIT.,
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Huxorna He nepeuncnsiiTe meHsrw mocie npock6 B comcersx. O6g3aTenBHO
CO3BOHHUTECH C yenoBekoMm JIMUHO.

4. Emle onHa mpecTymHas cXeMa — NPeMIOKEHHS OT MMEHH H3BECTHEIX
0aHKOB NMPHHATH y4acTHE B POSBHIPHIILE K FapaHTUPOBAHHO MOJYYHTh JCHEKHBI
npus. g 3TOro HeoGXOOMMO 3arOJIHHTh CTIeHaIbHYI0 (GOpMy, Kyaa, HOMHMO
ITIEPCOHAIBHBIX CBEIEHUMN, HEOOXOAUMO BHECTH KOHQUIEHIHATEHYIO HHPOPMALIHIO O
HOMepax, Kojax 6e3onacHOCTH GaHKOBCKOM KapThI, a TakKe BBECTH xox u3 CMC-
coobmenui. ITocne pasrnamenus maHHBIX KOHGHICHINANBHBIX CBEICHUI CO cueTa
IOTEPIEBIIETO CIUCHIBAIOTCS JCHEXKHBIE CPEJICTRA.

5. He ycranapmupaiite Ha TemeoH HeM3BECTHBIE MOGHIBHEIE IIPUJIOXKEHHS.
Cpens HUX MOTYT OKasaTbcs Kak BHDYCHBIE IpOrpaMMEI, TaK U CEPBMCHI IIO
YAQICHHOMY yIpaBleHuIo TteneoHoM. EciM y Bac NOMKIIOYEHBI CHCTEMEI
AVCTAHIMOHHOTO yNpaBleHUS GUHAHCAMH, NaHHBIE BPEJOHOCHEIE IIPOrpaMMEI
HOJIy¥aT NOCTYN K HHM M K BallMM cOepexxeHusM. UToObI 06e30macuTh cebs He
IICPEXOAUTE I10 COMHHTENBHBEIM CChUIKaM B CMC u MMC COOOINEHHSX, HE
yCTaHaBNHBakTe NPOrpaMMbI, Ha3sHAYEHHE KOTOPHIX BaM He HOHATHO, MCIONB3yiiTe
JHMLIEH3HOHHOE aHTUBHPYCHOE IIPOrpaMMHOe obeceucHue!

bynste 6nutensunl. He mo3Bomnsiite MomeHHHKAM 0oOMaHEIBaTh Bac.

Ortnen urdopmanmy 1 06IIECTBEHHEIX CBA3EHT
YMBJI Poccuu 1o ApxaHreasckoii 061acTy

2022 rox




