OCTOPOXXHO:

TEJIEPOHHbIE MOLLEHHUKMUA!

S NPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMM

AdepUcTbl MOTyT
npegcraeuTbea cnyxbon
BeaonacHocTH GaHka,
HaloroBoiA,
npoKypatypomn

No6oii HeoXWaaHHbIA
3soHokK, CMC nnu nuceMo —
NMOBOL HACTOPOXUTLECH

PAOYIOT BHE3AMHOM
BbIrOOOW UMK NYTAIOT

CunbHble 3MOLMA
NPUTYNNAKOT
BoUTEensHOCTL

3BOHAT
w3 GaHka, NonuuKK

WK OPYTOH OpraHn3auumn?

~ YBEOWUTECH,

YTO 3TO HE MOLEHHMKK!

©

HA BAC JABAT

AdepucTsl Bcerga
TOPOMAT, YTobbI

¥ Bac He 6bino
BpeMeHW Bce obayMaTb

FOBOPAT O AEHBIrAX

MpegnaraloT cnacTh
cbepexeHus, Nony4YuTb
KOMMEeHCaLMIo UK BIIOXUTBCA
B MHBECTMLMOHHbIA NPOEKT

NMPOCAT COOBLUMTD
OAHHBIE

3M0yMbILIIEHHUKOB
MHTEpPEeCYHOT PEKBU3UTDI
KapTbl, MaponM U Koapl

13 6aHKOBCKMX YBE4OMNEHWIA

Q HUKOIOA HUKOMY
BAXKHO! HE COOBLLUAMTE:
CoTpyaHukyn 6aHKOB M NONUUMK * Kopbl a3 CMC
HWKOIOA He cnpawwMsaloT * TpexaHadJHbl¥ Kog Ha 0bopoTHOH
PEeKBU3UTBI KapThl, Naponu cTopoHe KapTsl (CVV/CVC)
* PIN-koa

3 CMC, nepcoHaneHbie aHHbie
M HE NPOCAT COBEpPWAaTL
nepeesoapl C Ballel KapThl

+ naponu/noruHel K 6aHKoOBCKOMY
NPWIOXKEHUIO K OHNaWH-BaHKy

* KOOOBOE CNoBO

= MepcoHalnbHble AaHHbIE

g 3 Kak 3aluMTUTb CBOW PMHaHCHI, ':H:'I;aH c:aan
[=] ' ykTadTe Ha fincult.info yAeTyp



@ baHk Poccumn

KAK SALLUTUTDBCAH

OT OHNNAMH-MOLWEHHUKOB

Y106kl gobpaTeca 4o Bawnx 6aHKOBCKUX CHETORB,
MOLUEHHMKaM HYXXHbl BallX NepcoHanbHble gaHHble
U PEKBU3UTBI KapT

Kakue cxeMbl UCMNonb3yroT adpepucTbl?

OBELLAKOT 30NOTBIE NrOPbI
Or‘.p}oibl 38 BO3HATDANASHWE, COUMANBHBLIE BLINMATE UMW CaEPXNPHOLINEHLIS
WHBECTHUMOHHBIE NPOEKTH. NapadTHA OeiCTROro oDoraleHnAa — NpH3HaxK o0mana

SAMAHWBAKOT HA PACNPOOAXN

OrpoMHBe CHMAKH W HMEKME UeHB MOTYT OKEa38ThCH MOLWEHHMYECKDH YNOBKDH

CMNEKYNUPYHOT HA TPOMKUWX COBbITHMAX
Hanpumep, cObRBNRIOT C60p ASHETr Ha pa3palboTKy BakuWH, o0eLWanT BepHYTh

OeHbr¥ 3a OTHEHEHHBIEZ DEVMCH MNW NDeanaragoT NoONYyYHTe NoCYoapCTBEEHHBIS

aoTaLme

MACKWPYIOTCH

FPa3asirpeigaoT pone NpogaslioB W NOKYNarenagn Ha NonynApHbIX CanTax OOBRBENEHKA

Kak o6e3onacuTb CBOU AeHbIrm

B UHTepHeTe?

L S L = I ¥ f e e
Y TAHOBWTE dHTHBWPRYC M perynapHo oOHOBNAWTE ero

3apennTe OTAeNnbHYI0 0eSeToBYID KapTy ANA NnaTexen
B MHTEDHETE W KNaQWTE Ha Hee HYXHYID CYMMY Nepeq onnaTton

Bcerga npoBepridTe agpeca INeKTPoOHHOR NOYTH U CaRToB —

OHKW MOTYT OTNUYMaTECH OT OMMLnaNkHBIX NHLUbBL NapoW CMMBEONOB

4 He nepexoavre No CoeiNkaM 0T He3HaKkoMues —
Cpa3y yAananTe COMHUTEbHbIE CooBILeHUR

Hl‘!h’(JM}l He cool0uanTe CROW NepcoHankHeie AaHHBIS

=14

E x

k _;*J.'b;."l-.?, Moppobree o npasunax

AN kubeprruensl ° PuHancosan
ERCHL  wwraiire Ha fincult.info KyneTypa
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KAK SALLIUTUTDBCH
OoT PULLIMHTA

DUILMHI — BUA MOLWEHHMYECTBA, KOrAa Y Yenoeeka KpaayT
NepcoHanbHbie JaHHbIe UKW AeHbrM C NOMOLLbIO CANTOB-NOAKENOK.
YacTo MOLEeHHMKM AEeNaloT CaiThl, KOTOPble Kak ABe Kannu soabl
MOXOXW Ha CaiTbl peasibHbiX OpPraHu3auum

KAK MOXXHO OKA3ATbCH
HA ®ULLUHIOBOM CAUTE?

Mo cchinkaM 13 MHTEPHETa MNKW NEeKTPOHHOW NoYThl, CMC,
COOBLUIEHNA B COLICETAX WNN MEeCcCeHKepax, peknambl,
0BbABNEHMIA O NOTepesx, PacnpogaNxax, KoMneHcaumax

OT rocypapcrea

Xakeps! 4YacTO B3NaMbIBAOT HYXMWE aKKayHThl,
U PUMHroBan CCbINIKa MOMET NPUATH fae OT 3HAKOMbIX

KAK PACIMNMO3HATb
OULLNHIOBbIN CANT?

Appec OTNMYaeTcs OT HACTOALEro Nuils Napoin CUMBONOB
B agpecHoOi cTpoke HeT https 1 3HaYKa 3aKpbiToro 3amka
Auv3aiiH cKonupoBaH HeKaYecTBEHHO, B TeKCTax ecTh ownbku

Y caiiTa Mano CTpaHWL WNW aaxke oaHa — ANA BBOAa AaHHbIX
KapTbl

KAK YBEPEYDbCH OT ®ULLINHIA?

YcraHoBUTE aHTUBUPYC M PerynapHo obHosnsnTe ero
CoxpaHaiTe B 3aKnafKax aapeca HYXHbIX CauTOB
He nepexoguTe Mo NoOAo3pUTENBHLIM CCBIIKaM

MUcnonbayitTe OTAENbHYIO KapTy ANS NOKYNOK B MHTEPHETE,
KnaguTe Ha Hee HYXHYIoO CyMMY MpaMo nNepen onnaTon

DuHaHCcoBaR
:Ihﬁaprume:: qmnih: Ha st e

B



YKPAJIX OEHBI'N?

© 3ABIOKUPOBATH € HAIMNAUCATb © OBPATUTBHCH
KAPTY 3AABNEHME O HECOITIACHM B NONMUMIO
C ONEPALMER

=

* No Homepy TenectboHa GaHka 3anABneHne A0NXHO Yem Gonblue nioaei
Ha BaHKOBCKOW KapTe 6bITb HANWCAHO:! nogagyT 3anBMEHuR,
W1 Ha ochuunansHOM canTe « B TEUeHME CYTOK nocne TEM Bbillie BEPOATHOCTS,
» yepez MobunbHoOE NpUNOXeHue CoOBLWEHNA O CNIUCaHNUW 4YTO NpecTynHUKoB
« Yyepes NUYHbIH KabuHeT aexer BOMMSRT
Ha ohuumansHOM caiTe GaHka » Ha MecTe B OTAeNneHuM
GaHka

« B oTAeneHuun GaHka

KAK OBE3ONACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLUAWTE: KOAOBOE CNOBO
» CPOK AENCTBUA KapTel M TRPEX3HaYHbIW Kog Ha3biBalTe TONbLKO COTRYAHMKY GaHka,
Ha ee 060poTHOI cTopoHe (CVV/CVC) Korfa camm 3B0HUTE Ha roOpPRAYYIO

« NAPONM U KOAbI U3 YBEAOMNEHWIA NUHWIO

« IOFKMH M NAPONL OT OHNalH-BaHkKa

HE NYBNUKYWTE
NepcoHanbHbIe AaHHbIe B OTKPBITOM AOCTYyNe

& baHk He KoMneHcupyer
noTepu, ecnu Bbl HapyLIUNK

npaenna 6e3onacHoro
MCNONbL30BaHWUA KapThbl

YCTAHOBMUTE
aHTUBMPYCHI Ha BCEe YCTPOACTBA

MoapobHee o npasunax GesonacHoOCTH ®duHaHcoBan
yuTahTe Ha fincult.info KynbTypa




@ baHk Poccumn

KAK 3ALLUTUTD
CBOM FADKETbI OT BUPYCOB _

BUPYCbI:

» OTKPbIBAIOT YAaNeHHbIA AOCTYN K Balwemy YyCTPOHCTBY
« KpapyT NorvHbl ¥ Naponu oT oHNanH- u MobuneHoro 6aHka
* MepexBaTbiBaloT CEKPeTHbIe Koabl U3 coobLyeHniA

3anony4yve 3T flaHHble, KnbepnpecTynHUKu
MOTYT NOXWUTUTL BCE AEeHbrku ¢ BallMX cHeToB

3asucaert, nepesarpyXXaeTca WnNn oTKN4aeTcq
KAK NMOHATD,

YTO YCTPOMCTBO 3APAKEHO? Camo saBepliaet paboty NpUNoXeHnin

MokassiBaeT BCNALIBAIOWWE OKHA

Tepret o6beM NaMATH

MozeoHuTe B GaHK U NonpocuTe 3a6NoKMPoOBaTe AOCTYN

YTO OENATD, K OHNanH- 1 Mo6MNbHOMY 6aHKy W BCE KapTbi, KOTOpLIe
EC/IM HA YCTPOWCTBE BUPYC? Mcnone3osanu Ha ycTpoiicTae
O6paTnTecs B CEPBMCHBIN LEHTP, YTOGL! BbINE4NTL ragxer

Hepelunycm're KapTel, CMEHWTE NOrMH KU Naponke
OT OHNaH-6aHKa W 3aHOBO YCTaHOBWTE GaHKOBCKOE NPUNoXeHne

KAK 3AWUTUTD WcnonbayiiTe aHTMBMPYC 1 PerynsipHo ero o6HosnsiiTe

.. He nepexopgure no ccuinkam OT HE3HAKOMLEB, HE yCTaHaenweanTe
YCTPOMUCTBO OT BUPYCOB? =, e

nporpamMmbi No Mx Nnpocsbbe n He UCNOoNb3YATe YyXxue ek
CkayvmBaiTe NpUNOXeHUs TONLKO W3 NPOBEPEHHbLIX MCTOYHUKOB
O6HoBNARTE ONepaLMoHHYIO CUCTEMY YCTPORCTEA

WNz6eranre obwenoctynHeix Wi-Fi-ceten

PuHaHcoBan
MogpobHee o sallKTe rAKETOR
yuTandTe Ha fincult.info KyneTypa



