HudopmManmHOHHAsS MaMATKA AASI O0ydaromuxcsa

C KaxIbpIM TofOM JAeTel B MHTEePHETE CTAHOBUTCH OOABIIIE, a IITKOABHUKU
OOHU N3 CaMbIX aKTUBHBIX I10Ab30BaTeAed PyHera. Mexnay TeMm, IIOMUMO
OTPOMHOTO KOAMYECTBAa BO3MOKHOCTEM, UHTEPHET HECET U MPobAaeMbl. DTa
rmaMsTKa JOAYKHA ITOMOYb Tebe 6e30I1acHO HaXOAUTHCS B CETH.

KoMmnberoTepHBIE BHPYCHI

KoMOBIOTEPHBIHA BUPYC - 3TO PA3HOBUIHOCTH KOMIIBIOTEPHBIX ITPOTPaAMM,
OTAUYUTEABHOH OCOOEHHOCTBIO KOTOPOH SIBASETCA CIOCOOHOCTBb K
pPa3sMHOXKEHUI0. B moIloAHEeHHe K 3TOMY, BHPYCHI MOTYT IIOBPEOUTH HUAU
TIOAHOCTBIO YHUYTOXKUTH Bce QalAbl W OgaHHbIE, I[TOAKOHTPOABHEIE
II0AB30BATEAI0, OT MUMMEHH KOTOpPOoro Oblaa 3amyllleHa 3apakeHHad
IIporpaMma, a TakiKe IMOBPEIUTh UAU OasKe YHUYTOKUTH OIepPallMOHHYIO
cucreMmy co BceMHu (QarinamMu B IIeAOM. B OOABIIMHCTBE CAydaeB
pPacIpoCTpPaHIdIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToap! 3alIUTHI OT BPEAOHOCHBIX IIPOrpPaMM:

1. Hcrnoab3yil COBpPEMEHHBIE OII€pPallMOHHBbIE CUCTEMBI, UHMEIOIIME
CEPBE3HBIN YPOBEHD 3allIUThI OT BPEAOHOCHBIX IIPOIrPaMM;

2. IlocrogHHO ycTaHaBAHMBaM nadyTu (LUQPPOBBIE 3allAaTKHU, KOTOpbIE
aBTOMAaTH4YECKH YCTAaHABAUBAIOTCS C IIEABIO JOPaAb0OTKH MIPOrpaMMbl) U
apyrre oOHOBAEHUS CBOEU orepallMoOHHOM cucteMbl. CKauuBal UX TOABKO
c odurmasrHOoro camita paspaboryura OC. Ecam CyIIecTBYeT peKUM
aBTOMAaTUYECKOr0 0OHOBAE€HUSI, BKAIOYH €T0;

3. Paborait Ha cBoeM KOMIIBIOTEPE IO IIpaBaMU IIOAB30BaTeAsl, a He
aIMUHHCTpaTopa. OTO HE TII03BOAUT OOABIIIMHCTBY BPEIOHOCHBIX
IIpOrpaMM HHCTAAAUPOBATHCS Ha TBOEM II€PCOHAABHOM KOMIIBIOTEPE;

4. Hcmoab3y¥l aHTHUBHUPYCHBIE IIPOrPpaMMHBIE IIPOAYKTBHI H3BECTHBIX
IIPOU3BOAUTEAEH, C aBTOMATUUYECKUM 0OHOBAEHUEM 0a3;

5. OrpasHuyb (pU3UUYECKUN OOCTYII K KOMIIBIOTEPY OASI IIOCTOPOHHUX AUIL;

6. Vcioap3yii BHEIIIHHE HOCUTEAU UH(popMaIllH, TaKue KaK PAEIIKa, JUCK
UAU (patia U3 UHTEPHETA, TOABKO U3 IIPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTkpniBall KOMIBIOTEPHBIE (PaBAbl, MTOAYYEHHBbIE N3 HEHAMEXKHBIX
HCTOYHHUKOB. [laxke Te daiiabl, KOTOPbIE IIPpUCAAA TBOM 3HAKOMBIH. Aydlile
VTOYHH y HETO, OTIIPABASIA AU OH TeDe HX.

CeTHu WI-FI



Wi-Fi - aT0 He BU nnepegaydu JaHHBIX, HE TEXHOAOTHS, 8 BCETO AUIIE OpPEeHT,
Mapka. Eme B 1991 rony HuzmepaaHAcKasd KOMIIAHUS 3aperUCTPUpoBasa
6perny "WECA", uro o6o03Hawyaao caoBocoderaHue 'Wireless Fidelity",
KOTOPBIH IepeBoaUTCA KaK "0ecIipoBoaHAS TOYHOCTD' .

[o Hairero BpeMeHH [OOIlIAa Apyras abOpeBuaTypa, KoTopas SIBASIETCH
TaKOU Ke TexHoaorue. Itro abbpeBuarypa "Wi-Fi". Takoe HazBaHUe OBIAO
JaHO C HaMEKOM Ha CTaHAapT BbICIIEN 3ByKoBoM TexHuKHU Hi-Fi, uTto B
IIEPEBOJE O3HAYAET "BbBICOKATd TOYHOCTH'.

[a, 6ecriaaTHBIN UHTEPHET-OOCTYII B Kade, OTEATIX U adPOIIoPTax SIBASIETCH
OTAWYHOM BO3MOXKHOCTBIO BBIXOJAa B HHTepHeT. Ho MHoOrme 3skKcrepThbl
CUYHUTAIOT, YTO obmrenoctyrHble Wi-Fi ceTu He aBAGIOTCS O0€30aCHBIMU.

CoBeThbI 110 6e30IMacHOCTH PAbOTHI B OOIEAOCTYITHBIX ceTsax Wi-fi:

1. He nepenaBaii CBOI0O AMYHYIO HH(pOPMAIIHIO Yyepe3 obineaocTyrHbie Wi-
Fi cetu. PaboTras B HUX, 3KeAaaTeAbHO He BBOJAUTDH IIapPOAU JOCTYIIa, AOTUHBI
U KaKHe-TO HOMEpPa;

2. Hcrnioab3y# 1 0OHOBASIHI aHTUBUPYCHBIE IIporpaMMbl U Opanamayep. Tem
caMbIM ThI o0e3oIrtacullb cebsi OT 3aKaYKH BHUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnoas3zoBanuu Wi-Fi oTkarounm dyHKIMo "OOHIME OOCTyn K
datinam u npuHTepaMm'. [laHHad QYHKIOUG 3aKpblTa II0 YMOAYAHUIO,
ONHAKO HEKOTOPhbIE II0AB30BATEAU AaKTUBHUPYIOT €€ [Oad yaobcTtBa
HCIIOAB30BaHHUS B paboTe Uau yuebe;

4. He wucrioap3yit myoawmunbii WI-FI gag mepegadyu AWYHBIX OJaHHBIX,
HaIIpUMeEDP OAd BbIXOZA B COILIUAABHBIE CETH UAU B 3AEKTPOHHYIO ITOYTY;

5. Ucnioab3yH TOABKO 3amiuilieHHoe coeguHeHue yepe3 HTTPS, a ue HTTP,
T.€e. IIpU Habope BebG-aapeca BBoau uMeHHo "https://";

6. B mo6uarHOM TeaepoHe oTKAOuUU pyHKIMIO "[logkaroueHue Kk Wi-Fi
aBTomMatudecku'. He  pgomyckall aBTOMATHYECKOrO  IIOAKAKOYEHUI
ycTpoiicTBa K cetaMm Wi-Fi 6e3 TBoero coraacus.

CounuaAnsHbBIE CETH

ConmasrHblE CEeTH AaKTHUBHO BXOAAT B HaIlly 3KH3Hb, MHOTUE AIOAU
paboTaroT U KHUBYT TaM IIOCTOSIHHO, a B Facebook yzke 3aperucrpupoBaH
MUAAMAPMI YEAOBEK, YTO IBASIETCS OOHOM cenbMOM BCeX XKUTeAEeH MAaHETHI.
MHorue moAb30BaTe€AW HE IIOHUMAIOT, YTO HHQOpMAallys, pa3MelleHHad
MU B COILIMAABHBIX CETSIX, MOIKET ObITh Hal[jeHa U HCIOAb30BaHaA KeM
YIOTHO, B TOM YHCAE He 0093aTEeABHO C DAATUMU HaMEPEeHUSIMU.

OcCHOBHBIE COBETEI IT0 O€30IIaCHOCTH B COIINAABHBIX CETAX:



1. OrpaHuYb CIIUCOK Apy3eH. Y Tebs B APY3bsIX HE TOAYKHO ObITH CAyYaHBIX
U HE3HAKOMBIX AIO/eH;

2. 3aumm@ad CBOIO YacCTHYIO KHU3HBb. He ykKaswpIBall mapoau, TeAedpOHBI,
azpeca, OaTy TBOETO POXKIAEHUS W MOPYTYI0 AWYHYIO HWH(pOpMAaIIUio.
3AOYMBIIIIAEHHUKHU MOTYT UCIIOAB30BaTh Aaxke MHOPMAIIHUIO O TOM, KaK ThI
U TBOU POAUTEAU NAAHUPYETE IIPOBECTU KAHUKYABI;

3. BammIrai CBOIO peIyTalluio - OEPKH €e B YHCTOTE U 3amaBail cebe
BOITPOC: XOTe€A OBl TbI, YTOOBI APYTHUE IIOAB30BATEAHM BHUIEAU, YUTO ThbI
zarpyzxkaemb? [Togymaii, mpexmae 4eM 4TO-TO OIMyOAMKOBaTbh, HAITHCATh U
3arpy3uTh;

4. Ecau TBI TOBOPHILB C AOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOAB3YH CBOE
peasbHOE UMS U APYTYIO AMYHYI0 HH(OPMAaIlUN: UMS, MECTO KUTEAbCTBA,
MECTO y4eObl U IIPOUEE;

5. Uzberaii pasmernenus pororpaduii B UHTEepHeTe, rae Thl H300paskeH Ha
MECTHOCTH, 10 KOTOPOH MOIKHO OIPEAEAHUTH TBOE MECTOIIOAOKEHHUE;

6. Ilpu perucrpaliliu B COIIMAABHOH CETH HEOOXOAUMO HCIIOAB30BATH
CAOIKHBIE TTAPOAU, COCTOLANIIME U3 OYKB U IIU(P U C KOAUYECTBOM 3HAKOB HE
MeHee 8;

7. [Jag commaAbHOM ceTH, IIOYTbl M [APYTHX calToB HeoO0XOoAUMO
HUCIIOAB30BaTh pasHble MapoAu. Torma ecaun Tebsa B3AOMAIOT, TO
3AOYMBIIIIA€EHHUKHU IIOAYYAT AOCTYII TOABKO K OOJHOMY MECTY, & HE BO BCE

cpasy.

OAEKTPOHHBIE NEHbBI'H

OAEKTPOHHBIE MAEHBIU - 3TO OYEeHb YAOOHBINM criocob IaaTexked, ogHAKO
CYILIECTBYIOT MOLIEHHUKHU, KOTOPBIE XOTSIT IIOAYIUTH 3TH JAECHBI'H.

3A€KTpOHHBIe JAE€HBI'Y IIOABHANCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO
BO MHOTHX T'OCygapCTBax A0 CHUX IIOP HE IIPOITMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu xxe oHU (DyHKIIMOHUPYIOT U O HUX y2Ke ITPOIIHCAHO B 3aKOHE, I
UX pa3deAdioT Ha HECKOABKO BHIOB - aHOHUMHBbIE U HE AaHOHHUMHLIE.
Pazauiia B TOM, 4TO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pellaercd
IIPOBOAUTEL omepanyu 06e3 HAeHTH(PUKAIIUM II0Ab30BaTeAd, a B
HEaHOHUMHBIX UICHTU(PUKAIIUS [I0AB30BATEAS IBASIETCSI 00s13aTE€ABHOM.

Takxke caenyeT pas3andaTbh OJSA€KTPOHHBIE ((UAaTHbIE [AeHBIU (paBHBI
FOCYOapCTBEHHBIM BaAlOTaM) M 3A€KTPOHHBIE HedUaTHbIE AEHBIU (HE
PaBHBI 'OCYyIaPCTBEHHBIM BaAIOTaM).

OCHOBHBIE COBETHI IT0 0€30IacHOM paboTe C SIAeKTPOHHBIMU JIeHbIraMU:



1. TlpuBaKU K CYETY MOOUABHBIHA TeaeoH. ITO camMblil yIOOHBIA U
OBICTPBIM CITocO0 BOCCTAHOBHUTH AOCTYII K cUeTy. [IpuBa3aHHbBIN TeaedpoH
TIOMOIKET, €CAU 3a0yIEIllb CBOH MAATEXKHBIH IapPOAb UAH 3afellb Ha CauT
C HE3HAKOMOTO YCTPOUCTBA,;

2. Hcmoab3y#l omHOpaszoBble IapoAu. llocae mepexoma Ha YCHAEHHYIO
aBTopu3aluio Tebe yxKe He OyaeT yrpozKaTh OIIACHOCTb KpPaXKU HAU
riepexBaTa MAaTEeKHOTO ITaPOAS;

3. BeiOepu CAOXKHBIH napoab. [IpecTtymHUKaM OyaeT He IPOCTO yraaaTh
CAOKHBIN TapoAb. HagekHble mapoAu - 3TO IapoAH, KOTOPBIE COAEPKAT HE
MeHee 8 3HAKOB M BKAIOYAIOT B Ce0sl CTPOYHBIE M ITPOIHCHBIE OYKBEHI,
nu(pbl U HECKOABKO CHMBOAOB, TaKH€ KaK 3HaK [aoarapa, yHTa,
BOCKAUIIATEABHBIN 3HaK U T.I1. Hampumep, $tROng!;;

4. He BBOOU CBOU AUYHBIE JAaHHBIE Ha caliTax, KOTOPbIM HE JOBEPSEIIb.
JAEKTPOHHAS MOoYTa

OAEKTpPOHHAd II0YTa - 3TO TEXHOAOTUSA U IIPENOCTABASIEMBIE €10 YCAYTHU I10
IIepEeChIAKE U  TIOAYYEHUIO OAEKTPOHHBIX  COODOIIEHHH, KOTOpPbIE
pacrpeaeAsdroTcd B KOMIOBIOTEPHOM ceTu. OOBIYHO 3A€KTPOHHBIN IT0YTOBBIH
AITUK BBITAGIUT CA€AYIOIIUM 00pa3oM: UMs_IIOAB30BATEAS(@HUMSI_JIOMeHaA.
Taxkske Kpome Iepefadu IIPOCTOr0 TEKCTa, HMEEeTCd BO3MOXKHOCTD
rnepeaaBaThb (PamiAbI.

OcHOBHBIE COBETHI 110 Oe30T1acHOM paboTe C IAEKTPOHHOM ITOYTOM:

1. Hago BrIOpaTh IpaBUABHBIM MOYTOBBIH cepBHC. B HHTEpHeTe ecTb
OTPOMHBIN BBIOOP OecCraaTHBIX IIOYTOBBIX CEPBHCOB, OJHAKO AyYIIIE
JOBEPATH TEM, KOI'O 3HAEIIb U KTO IIEPBBIA B PEUTUHIE;

2. He ykasbsiBall B AMYHOM IOYTE ANYHYIO HH(popMaruio. Hanpumep, aydiie
BBIOpaTh "My3bIKaAbHBIN_(paHaT@' nan "pok2013" BMecTo "Temal3d";

3. HUcrnoap3y#l AByXSTAIIHYyIO0 aBTOPU3AIUI0. DTO KOTJa IIOMHMO IIapOAd
HY>KHO BBOJUTH KOJI, IIPUChIAAEMBIN 110 SMS;

4. BbpiOepu CAOXKHBIH IapoAb. [Ad KasKOOT0 IMIOYTOBOTO SIIMKA IOAYKEH
OBITH CBOM HaIEKHBIN, YCTOHNYUBBIHA K B3AOMY ITapPOAb;

5. Ecau ecTh BO3MOXKHOCTBH HaIlMCaAThb CaMOMY CBOM AMYHBIHA BOIIPOC,
UCIIOAB3YH 3Ty BO3MOXKHOCTE;

6. Hcrnoab3yii HECKOABKO IIOYTOBBIX SIMUKOB. [lepBhII ngasgd 4YacTHOU
IEPENNUCKH C aAgpecaTaMH, KOTOPBIM Thl AOBEPHENIb. OTO SAEKTPOHHBIMN
aZpec He HaJ0 UCIOAB30BaTh IIPU PEerucTpalium Ha popyMax U carrax;



7. He oTkpbIiBall (patiabl U ApyTrHUe BAOXKEHUS B IIUCbMAaX, JaXKe €CAU OHU
IIPUILIAN OT TBOUX Apy3eH. Aydllle yTOYHU Y HUX, OTIIPABASIAU AU OHU Tebe
3THU (pahiabl;

8. Ilocae okOHUYaHHA PaAOOTBI HaA IIOYTOBOM CEPBHCE IIE€pes 3aKPbITHEM
BKAQIKHU C caliToM He 3a0yab HazxkaTh Ha "BeriTu".

KHOepOyAAHHT HAH BHPTYaAbHOE H3A€BaTEABCTBO

KubepOyaamuHr - IIpeCAeJOBAHUE COOOIIIEHUSIMH, CoZlepKaIMU
OCKOpPOAEHUSI, arpeccuio, 3amyruBaHUe; XYAHUTAHCTBO, COI[MAABLHOE
OOMKOTUPOBAHUE C IIOMOMIBIO PA3ANYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpEOe ¢ KHOEPOYAAMHTOM:

1. He G6pocatica B 60. Aydinuii criocod: rocoBeTOBaThCS KaK cebsi BECTH
U, €ECAU HET TOTO, K KOMY MOXKHO OOpPaTHUTBCH, TO BHAYAAE YCIIOKOUTBLCSI.
EcAu ThI HAQYHEITh OTBEYaTh OCKOPOAEHUSIMH Ha OCKOPOAEHHS, TO TOABKO
e1e 60ABbIIIEe PA30KIKEITh KOH(PAUKT;

2. YupaBaal cBoelt Kubepperyraluei;

3. AHOHUMHOCTb B ceTU MHHuMasi. CylIecTBYIOT CIIOCOOBI BBIICHUTH, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM,;

4. He ctouT BecTH XyAUTAHCKHUH 00pa3 BUPTyaAbHOM KH3HU. UHTEpHET
PUKCUPYET BCE TBOU AEUCTBUL U COXpPaHSIeT UX. YIaAUTDb UX OyZeT KpaiiHe
3aTPYAHUTEABHO;

5. Cobaronali CBOIO BUPTYAABHYIO YECTb CMOAOLY;

6. UrHopupy¥ enmHu4HBbI HeraTuB. OOgHOpPa30BblE OCKOPOUTEABHBIE
COOOIIEHUS Ay4llle UTHOPUpoBaTh. OOBIYHO arpeccud IpeKpallaeTcsa Ha
HadyaAbHOU CTaUU;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B
COIIMAABHBIX CETSIX €CTh BO3MOXKHOCTH OAOKUPOBKH OTIIPaBKU COOOIEeHUH
C OIIPENEAECHHBIX aJPECOB;

8. Ecau Tb1 cBUzeTeAb KubepOyasnHTra. TBOU HeHCTBUA: BBICTYIIUTE IIPOTUB
IpecAefoBaTeAd, IIOKa3aThb €My, YTO €ro MOeHWCTBUS OLIEHUBAIOTCH
HETaTUBHO, IIOAAEP3KAaTh 3IKEPTBY, KOTOPOM HyKHaA IICUXOAOTHUYECKad
TIOMOIIlb, COOOIIUTE B3POCABIM O (paKTe arpeCCUBHOIO ITOBEAEHUS B CETH.

MoOuaAbpHBIH TeAedOH

CoBpemMeHHbIE CMapT(OHBI U TIAAHIIETHI coAepKaT B cebe BIIOAHE
B3pPOCABIM (OYHKIIMOHAA, UM TEHNepb OHU MOIYT KOHKYypPHpPOBaTh CO
CTAallMOHAPHBIMU KoMIObloTepaMu. OOHaKO, CPEeACTB 3alluThbl AL
IIONOOHBIX YCTPOMCTB IIOKa O4YeHb Maao. TecTupoBaHHE UM IIOUCK



YH3BHMOCTeﬁ B HHUX IIPOHUCXOOUT HE TaK MHTCHCHBHO, KaK A HK, TO 2K€
caMoe KacaeTcsd ¥ MOOMABHBIX HpPIAO)KCHHfI.

CoBpeMeHHBbIE MOOUABHBIE Opay3ephbl ViK€ IIPaKTHYECKH [OOTHAAU
HaCTOABHBIE aHAAOTH, OJTHAKO paclIupeHre (PpyHKIIMoOHaAa BA€YET 3a coO0M
OOABIITYIO CAOKHOCTH U MEHBIIIYIO 3aIIUIIEHHOCTb.

ﬂaACKO HE BCE€ IIPOHU3IBOAHUTEAHU BBIIIYyCKaroT O6HOBA€HI/IH, 3aKpbIBaAIoOIIe
KPHUTHUYIECKHE YA3BHUMOCTH OAd CBOHUX YCTpOfICTB.

OCHOBHBIE COBETHI A 6€30IIaCHOCTH MOOHABHOTO TeAaedoHa:

Hudero He gBASIETCS IO-HACTOSIIIIEMY OecraaTHBIM. ByIb OCTOpOIKEH, BeOb
Korza Tebe rpenaararoT 6ecrnaaTHBIM KOHTEHT, B HEM MOTYT OBITH CKPBITHI
KaKHe-TO IIAATHBIE YCAYTH;

dymaii, mpexae yeM oTapaBuTh SMS, doTo uau Buaeo. Thl TOYHO 3HAEIIID,
IZle OHU OyayT B KOHEYHOM HTOTe?

Heobxoaumo oOHOBASTE OIIEePAllOHHYIO CUCTEMY TBOEro cMapTdoHa;
Hcrioab3y# aHTUBUPYCHBIE ITPOTPaAMMBI A MOOHUABHBIX TeAe(POHOB;

He 3arpyzkaii IpHUAOKEHUS OT HEU3BECTHOT'O UCTOYHUKA, BEAb OHU MOTYT
colep3kKaTh BPEIOHOCHOE IIPOrpaMMHOe 00ecIieYeHHUE;

[Tocae Toro Kak Thl BEIHAENIL C caiiTa, Ile BBOAUA AUYHYIO HH(POPMAIIUIO,
3aiiiu B HaCTpodKU O6pays3epa U yaasu cookies;

Ilepuonynyecku IIpoBepdM, KakKHe IAATHbIE YCAYTH aKTHBHPOBAaHBI Ha
TBOEM HOMEDE;

[aBaii cBoli HOMEp MOOHABHOIO TeAe(OoHA TOABKO AIOASIM, KOTOPBIX ThI
3HAENIb U KOMY JIOBEPSIEIID;

Bluetooth moaskeH OBITHP BBIKAIOYEH, KOTZIa Thl UM HE ITOAB3yemnibcda. He
3a0pIBall MHOT/IA IPOBEPATH 3TO.

Online urps:

CoBpeMEHHbBIE OHAAWH-UTPBI - STO KpacCO4dHbIE, 3axXBaTbIBalOIINE
pa3BA€UYEHUd, OOBEOUHLAIONINE COTHU THICSIY UYEAOBEK II0 BCEMY MUPY.
Urpoku wuccAeAyIOT OaHHBIA UM MUpP, oOIIaloTCd ApPyr C OPYroM,
BBIIIOAHSIOT 3a/1aHUS, CPaKarloTCsd C MOHCTPaAMH U IIOAy4YalOT OIIBIT. 3a
VIOBOABCTBHE OHU MAQTHAT: MOKYIAIOT AUCK, OTIAQYUBAIOT abOHEMEHT HUAU
IpUoOpPEeTarOT KaKUe-TO OIITHH.

Bce sTH cpeacrBa uayT Ha NOALAEPKAHUE U Pa3BUTHUE UIPHI, a TAKIKE Ha
camy 0e30lIacCHOCTBL: COBEPIIEHCTBYIOTCH CHCTEMBI aBTOpPH3alINH,



BBIIIYCKAIOTCS HOBBIE IIaTyu (HU@POBBIE 3alAaTKHU [OAS IIPOTpaMM),
3aKpbIBAIOTCH YI3BUMOCTH CEPBEPOB.

B HOILO6HI:IX HUIpax CTOHT oIlacaTbCd HE CTOABKO CBOHX COIIEPHHKOB,
CKOABKO Kpaxuhu TBOE€ro Iiapoad, Ha KOTOpPOM OCHOBaHa CHCTEMaA
aBTOpHU3allkuH OOABIITMHCTBA urp.

OcHOBHBIE COBETHI I1I0 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. EcAau apyroii UTpoK BemeT cels MAOXO HAU CO3/IaeT Tebe HEIIPUATHOCTH,
3a0AOKHUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxkaayiica agMUHUCTpPATOPaAM HUTrPhl Ha IIAOXO€ IIOBEOEHUE ITOTO
UTPOKA, IKEAATEABHO IIPHUAOXKHTH KaKHe-TO [JOKa3aTeAbCTBA B BHIE
CKPHUHOB;

3. He ykaspiBali AMuHyI0 HHpOpPMAIHIO B IIpodaiine UTphI;
4. YBazkali Apyrux y4aCTHUKOB II0 UTPE;

5. He ycranaBauBait Heo(puiasbHble IIaTYX U MO/bI;

6. Mcrioab3yii CAOKHBIE U Pa3HbIE IAPOAH;

7. [axke BO BpeMs UTPbl HE CTOUT OTKAIOYATHL aHTHUBHUpPYC. [loka TbI
Urpaelllb, TBOM KOMIIBIOTEP MOIYT 3apa3UTh.

PHIIHHT HAH Kpaixa AHYHBIX JaHHBIX

OOBIYHOM Kpaskel meHer U JOKYMEHTOB CETrOHS yKe HUKOIO He VIUBUIIbD,
HO C PA3BUTHEM HHTEPHET-TEXHOAOTUHN 3A0YMBIIIIACHHUKHU IIE€PEMECTHUAUCH
B UHTEPHET, U IIPOJ0ANKAIOT 3aHUMATBCH "AIOOUMBIM" TEAOM.

Tak mosgBHAACh HOBas yrpos3a: UHTEPHET-MOIIEHHUYECTBA HAWU (QUIIIHHT,
raaBHasl IIEAb KOTOPOIO COCTOUT B TIIOAYYEHHUU KOH(UAEHIIMAABHBIX
JAaHHBIX IIOAB30BATEAEH - AOTHMHOB H Iapoaed. Ha aHTrAMMCKOM 43bIKE
phishing unraerca kak ¢umunr (ot fishing - pribHas aoBas, password -
IIaPOAB).

OcCHOBHBIE COBETHI 110 OOpBEOE C PUITUHTOM:
1. Caenu 3a CBOUM aKKayHTOM. EcAU ThI To103peBaelllb, YTO TBOsSI aHKeTa

OblnAa B3AOMAaHa, TO HEOOXOMWMO 3a0AOKHpOBaTh €€ U COOOMMTH
aIMUHUCTPATOPaM pecypca o6 3ToOM KaK MOXKHO CKOpPee;

2. Ncnioap3yit Ge3omacHble BeO-caliThl, B TOM YUCAE, HHTEPHET-Mara3uHoB
U IIOHMCKOBBIX CUCTEM;

3. Ucrioab3y#l caoKHBIE UM pas3Hble MHapoAu. TakuM oOpas3oM, ecau Tebds
B3AOMAaIOT, TO 3A0YMBIIIA€EHHUKHU IIOAYYAT JOCTYII TOABKO K OMHOMY TBOEMY
IpPodHAIO B CETH, a HE KO BCEM;



4. Ecam Tebs B3AOMaAM, TO HEOOXOAUMO MIPEenyHIpPEeaUTh BCEX CBOUX
3HAKOMBIX, KOTOpble A00aBA€HBI y TeOs B APYy3bdX, O TOM, 4YTO Tedsd
B3AOMaAU U, BO3MOIKHO, OT TBOEro MMEHH OyJeT pPaccChlAaTbCsS CIaM U
CCBIAKHU Ha (PUIIIMHTOBBIE CANUTHI;

5. YcraHoBU HaaexKHbIN ntapoab (PIN) Ha MOOUABHEIHN TeaedOH;
6. OTKAIOYM COXpaHeHUe Iapoas B Opaysepe;

7. He oTkpbIiBali patiabl U APyrUe BAOXKEHHUS B IIUCbMAaX, Ja’Ke €CAU OHU
IIPUIIAU OT TBOUX ApPy3ed. Aydllle YTOYHH y HUX, OTIIPABASIAU AU OHU Tebe
3TU paMABI.

IIudpoBasa penyramusa

HudpoBag penyranud - 3TO HeTaTUBHAasI UAU IMTO3UTHBHAsI UH(popMalusa B
cetu o Tebe. Kommpomerupyromass wuHoOpMalus, pa3MelleHHas B
HHTEPHETE, MOXKET CEepPhe3HBbIM 00pa3oM OTPa3UTHCS Ha TBOeU peasbHOHU
xku3Hu. 'HudpoBas pemnyraumd” - 23TO TBOM UMUK, KOTOPBIH
dopmupyeTcsa U3 uHpopMaIuu 0 Tebe B HHTEPHETE.

TBoe MecTo IKHTEAbCTBA, y4eObl, TBoe (PUHAHCOBOE IIOAOKEHUE,
0COOEHHOCTH XapaKTepa M pacCcKasbl 0 OAU3KUX - BCE 3TO HaKaIIAUBAETCH
B CETH.

MHoOTHEe TOAPOCTKH AETKOMBICAEHHO OTHOCSTCH K IIyOAMKAIIUU AWYHOU
nHpopManuu B VHTepHeTe, He IOHUMas BO3MOIKHBIX ITOCA€ACTBUM. ThI
Jaske He CMOKEIlb J0raaaThbCd O TOM, 4TO poTorpadusi, padMenieHHas S5
AT Hazall, cTara IPUYNHON OTKa3a NPUHSATH Tebd Ha paboTy.

KoMmMmeHTapuu, pasmelnieHue TBouX doTtorpaduili U Apyrve OelCTBUMA
MOTYT HE UCYE3HYTH OasKe IIOCAE€ TOT'0, KaK Thl UX YIAAUIIL. Thl HE 3HACIIID,
KTO COXPaHUA 3Ty HHPOPMAIIHIO, I[I0IIaAd A OHa B IIOMCKOBBIE CHUCTEMBI U
COXpaHUAaCh AU OHA, a TAABHOE: YTO IIOAYMAIOT O Te0e OKPYZKAaIOIIe AIOH,
KOTOpble HAWAYyT U yBUOAT 3T0. HaliTu mHMOpMAIIUI0 MHOTO A€T CIIyCTS
CMOKET AI0O0OM - KakK U3 M00pBhIX ITOOY:KAEHUM, TaK M C HaMepeHUeM
IPUYUHUTDL Bpel. 9TO MOXKET OBITH KTO YIOIHO.

OcCHOBHBIE COBETHI 10 3aIlUTe ITUPPOBOU penyTanniu:

1. [Togymaii, mpeskae 4eM 94To-TO ITyOAMKOBAaTh U IlepeiaBaTh y cedd B 6Aore
HAU B COIIMAABHOM CeTH;

2. B Hacrpoiikax npoduas yCTaHOBU OTPAaHUYEHHUS Ha IIPOCMOTP TBOETO
Opo(PUAST U €r0 COAEPKUMOTr0, cAeAall ero TOABKO "IAs Apy3eit'”;

3. He pasmernait 1 He yKa3bIiBaii HH(POPMAITIHIO, KOTOPas MOXKEeT KOro-Au060
OCKOPOASITH UAH OOHZKATh.



ABTOpCKOE npaso

CoBpeMeHHbIE IIKOABHHKH - AaKTHUBHBIE II0AB30BATEAU IIHPOBOTO
npoctpaHcTBa. OMHAKO JAAEKO HE BCE 3HAIOT, YTO [TIOAB30BAHUE MHOTHUMU
BO3MOIKHOCTAMU HUPPOBOro MHpa Tpebyer cobAoAeHUd HOpaB Ha
WHTEAAEKTYaABHYIO COOCTBEHHOCTb.

TepMuH "HHTEAAEKTYaAbHasd COOCTBEHHOCTBH' OTHOCHUTCS K Pa3AUYHBIM
TBOPEHUSIM YEAOBEYECKOI0 yMa, HaUYMHasl C HOBBIX H300peTeHUH U 3HAKOB,
0003HAYAIOMINX COOCTBEHHOCTH HA ITPOAYKTBI U YCAYTH, M 3aKaH4YHBasd
KHUTaMU, doTorpadpuamu, KUHO(PUABMaMU U MY3bIKAaAbHBIMU
IPOU3BEAEHUAMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha HHTEAAEKTyaAbHYI0 COOCTBEHHOCTH Ha
IIPOU3BENEHUST HaAYKU, AUTEpaTypbl UM HCKyCcCTBa. ABTOpPCKHE IIpaBa
BBICTYIIQIOT B KadecTBe rapaHTHuu TOTO, Y4TO
HUHTEAAEKTyaAbHbBIN / TBOPYECKUH TPYA aBTOpa He OyaeT HalpacHbBIM, AACT
€My CIIpaBeOAUBBIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yAbTaTaxX CBOETro
Tpyda, MHOAYYUTH H3BECTHOCTH U IIpu3HaHue. HukTo 6e3 paspelieHus
aBTOpa He MOXKEeT BOCIIPOU3BOAUTH €TI0 IIPOU3BEAECHUE, PACIIPOCTPAHATD,
IyOAMYHO MOEMOHCTPUPOBATh, IpoAaBaTh, HUMIIOPTUPOBATh, IIyCKaTh B
IIPOKAT, ITyOAMYHO HCIIOAHSITH, IIOKA3bIBAaTh/HUCIOAHATHL B 3(UPE HAU
pasmeniatek B UaTEepHETE.

Hcnoab3oBaHUEe 'TUPATCKOrO" IIPOTPAMMHOTO OOecCIledYeHUs] MOIKET
IIPUBECTH K MHOTHUM PHCKaM: OT IIOTE€PHU MAHHBIX K TBOUM aKKayHTaM [0
GAOKHMPOBKU TBOEro VCTPOHCTBa, T€ yCTAaHOBA€HA HEAerasbHad
nporpamMmma. He crouT Tak:ke 3abbIBaTh, YTO CYILECTBYIOT A€TaAbHBIE U
GecrianaTHBIE TIPOTPaMMBbl, KOTOPhIE MOKHO HalTH B CETH.

O mopTaae

CeTeBUYOK.P( - TBOU rAaBHBIN COBETYHK B CETU. 30ECH Thl MOXKEIIb Y3HATh
0o 0e30lIacHOCTHM B CETH IOHSITHBIM U [JOCTYIHBIM SI3BIKOM, a IIpHU
BO3HUKHOBEHWH KPUTHUUYECKOHN CUTyalllN 0OpPaTUTBLCS 38 COBETOM. A TaKKe
IPUHSTH y4acTHe B KOHKypCcax U cTaTh CaMbIM ITU(PPOBBIM IpazkiaHuHOM!



