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[TepconanbHbIE TaHHBIE

JIeSATEIIbHOCTD, HAIIPABICHHAs Ha IIPEJOTBPALLECHHE
YTEUKHU 3aIIMIIAEMON uH(popMaImu,
HECAaHKIIMOHMPOBAHHBIX M  HENPEIHAMEPEHHBIX
BO3JICUCTBUH Ha 3alIUIIAEMYI0 HH(POPMAIIUIO

cBelieHUsT  (COOOIIeHMs, JAaHHbBIE) HE3aBUCHMO
OT (OPMBI UX MPEJCTABICHUS

uHpopMalus, JOCTYH K KOTOpOHl oOrpaHuyeH
benepanbHBIMU 3aKOHAMU

COBOKYITHOCTh COJIepyKaleicsi B 0a3ax TaHHBIX
uH(popMalnu U o0ecreunBaroux ee 00paboTKy
UH(POPMAIMOHHBIX TEXHOJIOTUN B TEXHHYECKIX
CPEICTB

oOsi3aTeNnbHOE  [UIE  BBITIOJIHEHUS  JIAIIOM,
MOJTY4YMBIIUM JOCTYII K OIIpeNEIECHHON
uHpopmaluy, TpeOoBaHUE HE IEpelaBaTh TaKylo
UHPOPMALIMIO TPETHUM JIMIIaM Oe3 COrJiacus ee
oOnamareist

JIMIIO0, CaMOCTOSITETIHHO CO3JaBlliee WH(POPMAIIUIO
a0 TOJydHBIIEE HAa OCHOBAHWW 3aKOHA WJIH
JIOTOBOpA TMpaBO paspemiaTh WIW OTPaHUYHBATH
JOCTYN K HH(OpMaIuK, OnpeaesseMoi Mo KaKuM-
7100 MpU3HAKAM

ro0as uHpopmarus, OTHOCSIIIAICA
K ONpPENCICHHOMY WJIH OIpeIeliieMOMy Ha
OCHOBaHMM Takoi wuHpopManuu QU3HIECKOMY
uity (CyOBEKTY epCOHATBHBIX TAHHBIX)

O603HaYeHNs M COKpALLIEHH ST

KU1 — Kondunennuansuas nadopmarus

M5 — MexcereBol skpaH

HCJ] - HecaHKIIMOHMPOBAHHBIN NOCTYII

C31 — Cucrema 3amuThl HHGOpPMALIUU

CK3H1 — CpenctBo kpunrorpadguueckoi 3amuThl UHGOPMALUU

Cp3H1 — CpenctBo 3amuThl HHGOPMALUU

®Cb Poccun — @enepanbHas ciyx6a 6e3omnacHoctd Poccuiickoit @enepanuu
OCTIK Poccun — depepanpHas ciyx0a 0 TEXHUUYECKOMY U SKCIIOPTHOMY KOHTPOJIO



1 O61mme moJ10KeHu s

Hacrosimas [lonuTuka siBisieTcss JOKyMEHTOM, AOCTYIHBIM BceM coTpyaHukam ['BOY
Ne 76 u Bcem moisb3oBatensiM ero pecypcos. Ilpeacrarisier coOol o(UIIMATBHO NPHUHATYIO
pykoBojgctBoM ['BOY Ne 76 cumcreMy B3rmsiioB Ha oOecniedeHne HWHPOPMAITMOHHOMN
6e3zomacHocT B 'BOY Ne 76.

OcHoBHO¥ 3a7aueit B oOactu nHGOpMarronHoi 6e3onacaoct ['BOY Ne 76 mpusHaer
COBEpUICHCTBOBAHWE MEp M CpeACTB o0ecneueHuss HHPOPMAIMOHHOW  0€30MacHOCTH
nHpopmMannoHHbIX pecypcoB 'BOY Ne 76 B KOHTEKCTE pa3BUTHs 3aKOHOJATEIBCTBA U HOPM
perynupoBaHus HHHOPMAITMOHHOH 1S TETEHOCTH.

B pamkax cBoeit gpedarenbHoctu I'BOY Ne 76 o00s3yercst npeanpuHuMaTh Bce
BO3MOXHBIE MEPBI JUISl 3aIlIUThI HHPOPMAIIMU OT pUCKa MIPUYUHEHUS Bpea, YOITKOB U yiepoa,
BO3HUKAIOIINX
B pe3yibTaTe peaju3aluu yrpo3 HHGOPMallMOHHON 0€301aCHOCTH WU IPYTHX MPOTHUBOIPABHBIX
NEeNCTBUIM, CBSI3aHHBIX C HapylleHneM uHpopmannoHHoi 6e3onacHoctu I'bOY Ne 76.

TpeboBanus nHGOpMaLIMOHHON 6e3011acCHOCTH, KOTophle npeabsaBistorcs ['bOY Ne 76,
COOTBETCTBYIOT 1ensiM JestenbHocTH ['BOY Ne 76. u mpenHazHaueHbl Uil CHUKEHUS PUCKOB,
CBSI3aHHBIX ¢ HH(GOPMAIIMOHHOMN 06€3011aCHOCTHIO, 0 TPUEMIIEMOTO YPOBHS.

Peanuzanuss © KOHTPOJb HCIOJIHEHHMS TpeOOBAHMM, YCTAHOBJIEHHBIX HACTOSIIEH

[Tonutukoi, ocyiecTBisieTcsl paOOTHUKaMH CTPYKTYpHBIX nojapazaeneHuit ['bOY Ne 76
OTBETCTBEHHBIX 32 HWH(POPMALMOHHYIO O€30MaCHOCTb, B COOTBETCTBUU CO CBOMMH
JOJDKHOCTHBIMM HMHCTPYKIMSIMA W JAPYTMMH BHYTpeHHHMH JokymeHTamu ['BOY Ne 76 mo
nH(pOpPMaLMOHHON 6€30MacHOCTH.

2 Heau u 3aga4yu obecnnevyeHusi ”HGPOPMAIMOHHON 0€30MaCHOCTH

Henssmu ob6ecnieuenust nHpopmanronHoi 6e3onacaoctu ['bOY Ne 76 sBnsroTcs:

— 3amuta uHTepecoB 'BOY No 76, paOOTHHUKOB M MHBIX CYOBEKTOB WH()OPMAITMOHHBIX
OTHOIIEHUH, B3auMoaercTByomux ¢ I'BOY Ne 76, oT BO3MOXHOTO HaHeceHHUs yiiepda uX
NEATENBbHOCTH TIOCPEACTBOM CIY4allHOTO WM MPEAHAMEPEHHOIO0 HECAHKIMOHUPOBAHHOTO
BMeEIIATENIbCTBA
B mporecc (YHKIHMOHUPOBaHUA HHPOpMaHOHHBIX cucteM ['BOY Ne 76 mapymeHus: paboThl
TEXHUYECKUX M TMPOTPAMMHBIX CPEACTB, MPHUBOIALIET0 K HEAOCTYMHOCTH HHGOpMaluy,
pasrialeHuio, UCKAKEHUIO, YHHUUYTOXXCHHMIO 3allluiiaeMod HHQpOpMAlMM U €€ HEe3aKOHHOMY
HCIIOJIb30BAHNUIO;

— oOecrie4yeHHe YCTOMYMBOIO U KOPPEKTHOrO (YHKIIMOHUPOBAHMSI MPOTPAMMHBIX
u anmnapaTHeIX KOMIOHEHTOB ['BOY Ne 76 u npenocTaBisieMbIX CEpPBUCOB;

—  coOmroZieHre MPaBOBOTO PEKUMa UCHOIB30BAHUS MACCHUBOB U Iporpamm oOpaboTku
nHpopMaIuu;

—  MpenoTBpallleHue peanus3aiuu yrpo3 6ezonacHocty 1is nestenbHocta [BOY Ne 76
O6bexkTamMu HHGOOPMALIMOHHBIX TPABOOTHOIIECHUH SBIISIOTCS:

—  uH(OPMAaLUOHHBIE PECYPCHI, B TOM YHUCIIE C OTPAaHUYECHHBIM JIOCTYIIOM;

— mpoueccsl 00paboTku MH(opMaruu B HMHGOpManuoHHBIX cucremMax ['BOY Ne 76
MH(GOpPMAIMOHHbIE TEXHOJIOTUH, pEerjaMeHThl U Mpoueaypbsl cOopa, OOpabOTKH, XpaHEHUs
U niepenauu uHpopmanuu;

—  uH(pOpMalMOHHAs MHPPACTPYKTypa, BKIIOYAIONIAS CHUCTEMbI 0OpabOTKH, XpaHEHUs
U aHaln3a WHQPOpMAalUU, TEXHUYECKHEe M IMpOorpaMMHBbIE CpelcTBa ee 00padoTKH, Hepeaayu
1 0TOOpaXXeHMs, B TOM YHCIIe KaHaJ bl HHPOPMAIIMOHHOTO OOMEHa U TelIeKOMMYHHUKAIIUH;

— CHCTEMBl M CpEJACTBA 3aIUTHl MHPOPMALUHU, OOBEKTHl U TMOMELIEHHs, B KOTOPBIX
pa3MenieHbl XpaHWInIa HH)OPMAIIHH.

CyObexTamMu MHGOPMAIIMOHHBIX OTHOIIEHUH MPH MCHOJIB30BAHUU MH(POPMALMOHHBIX
cucreM ['BOY Ne 76, 3auHTepecoBaHHBIMU B 0oOecriedeHUH MH()OPMAIMOHHONW 0€30MacHOCTH,
SBJISIFOTCSL:



— TI'BOY Ne 76 xak coOCTBeHHUK WH(MOPMAIMOHHBIX PECYpPCOB U  OMepaTop
[IEPCOHAIbHBIX TAHHBIX;

— paborHuku moapaszmencauii ['BOY Ne 76., kak moJIb30BaTeny W TOCTABIIMKU
nHpOpMAIUU B HHOOPMALIMOHHBIC CHCTEMBI;

—  IopuauyecKue ¥ (GU3NYECKUe JIHIA, CBEJCHUS O KOTOPBIX HAKAIUIMBAIOTCS, XPAHATCS
1 00pabaTeIBatOTCs B MHPOPMAIHMOHHBIX cuctemMax [ bOY Ne 76.

CyObexTsl HH(POPMAITMOHHBIX OTHOIIEHUH 3aMHTEPECOBAHBI B 00ECIICUCHUH:

—  KOH(MICHIMANBHOCTHU ONpEaeSICHHON YacTh HHPOPMAaLINH;

—  [EJOCTHOCTH WH(pOpMAIIHH;

—  CBOEBPEMEHHOTO JIOCTYIIa K HEOOX0IMMOW UM HH(POPMALINH;

—  3alIUTHI OT HaBA3BIBAHUS UM JIO)KHOM (HEIOCTOBEPHOM, HCKaXXEHHON ) HH(POPMALIHH;

—  pa3rpaHUYEHHUs OTBETCTBEHHOCTH 3a HApYIIEHMs 3aKOHHBIX IIPaB (MHTEPECOB) APYTUX
CyObEKTOB ~ MH(QOPMAIIMOHHBIX OTHOIIEHMH W YCTAHOBJIEHHBIX IpaBWJI OOpalleHUus cC
uHpopmanuen;

—  BO3MOHOCTH OCYILECTBJIEHHsI HEMPEPBHIBHOTO KOHTPOJISI U YIPABIEHUS IMpoLeccaMu
00paboTKH U nepeaayu HHPOpMaIHH;

—  3al[UThl COOTBETCTBYIOIIEH yacTu WH(GOpPMaLMU OT HE3aKOHHOTO €€ THPaXKUPOBAHUS
U pacrpoCTpaHEeHHUs..

Jlisg mocTikeHus 1enei 3aluThl 1 o0ecnedeHns yKa3aHHBIX CBOMCTB MH(OpMaluy,
cucteMa obecrieuenuss nHpopmarmonHoit 6ezormacHoctu ['BOY Ne 76. momkna obecriedynBaTh
pelIeHre CIeIyouX 3a1au:

3amuTy OT BMENIATeNbCTBA B Ipolecc (PYHKIMOHUPOBAHUS HHPOPMAIIMOHHBIX
CUCTEM IOCTOPOHHHUX JIUI] (BO3MOXHOCTh MCIOJb30BAaHUSI CHCTEMBI M JIOCTYIl K €€ pecypcam
JOJI’KHBI UMETH TOJIBKO 3aperucTpUpPOBAaHHBIE TIOJIH30BATENHN).

Pasrpannuenue noctyna 3aperuCTpUPOBAHHBIX TIOJB30BATENIed K ammapaTHBIM,
MPOrpaMMHBIM ¥ HMHGOPMAIIMOHHBIM pecypcaM HUH(GOPMAIMOHHBIX CHUCTEM (BO3MOKHOCTD
JOCTyNa TOJIBKO K TEM pecypcaM W BBINOJHEHHsS TOJbKO TEX OIepaluid ¢ HUMH, KOTOpPbIE
HEO0OXOMMbI KOHKPETHBIM TTOJIH30BATEIISIM JJISI BHITTOJTHEHHS CBOMX CITYKEOHBIX 00sI3aHHOCTEN ).

Peructpanmio #u TNEepUOJUYECKMH KOHTPOJb JICWCTBUUA MOJIB30BATEIEH MpHU
UCIOJIb30BAHMHU 3aIMIIAEMBIX PECYPCOB U TMEPHOJUYECKHI KOHTPOJIb KOPPEKTHOCTH UX
NEUCTBUI.

Koutpons uenoctHoctu (oOecrieueHUE HEU3MEHHOCTH) Cpellbl  HCIOJIHEHUS
MIPOrpaMM U €€ BOCCTAHOBJIEHHUE B CITydae HapyIICHUS.

3amuTy OT HECAaHKIMOHMPOBAHHONW MOAU(UKAIMK M KOHTPOJb LEIOCTHOCTU
ucnoyibdyemeix B ['bBOY Ne 76 mporpaMMHBIX CpPEIACTB M JAHHBIX, a TakXKe 3alluTy OT
HECaHKIIMOHUPOBAHHOTO BHEJIPEHUSI BPEIOHOCHBIX MMPOTPAMM.

3amurty uHGOpMAIMM OTPAaHUYEHHOrO JOCTyIa, XpaHUMOMH, oOpabaThiBaeMoil B
I'BOY Ne 76, 0T HECAHKIIMOHUPOBAHHOIO PA3TJIAIICHHs WA UCKAKEHUSI.

Obecrieyenne ayTeHTU(UKALUK TIOIB30BATENEH, YIAaCTBYIOMINX B HHPOPMAITIOHHOM
oOMeHe (MOATBEp)KJIEHUE IMOJUIMHHOCTU OTIIPABUTENS U MONydarens HH(OpMAaInH), a TaKkKe
oTmpeieNieHue aBTopa MpHU CO3IaHUU U MoAU(UKaIK HHPOPMALIHUH.

ObecnieueHre CIPABHOCTU NMPUMEHSEMBIX B HH(popMannoHHbIX cucteMax [ BOY Ne
76 cpencTB 3alMThl HHPOPMALIKK.

CBoeBpeMEHHOE BBISBICHHE HCTOUHUKOB yIpo3 6€30MacHOCTH MH(DOPMaIUK, TPUIUH
U YCIOBUH, CIOCOOCTBYIOIIMX HAHECEHUIO yilep0da 3aMHTEPECOBAHHBIM CYOBEKTaMm
MH(GOPMAIMOHHBIX OTHOUIEHUH, CO3aHNE MEXaHNW3Ma ONEPATUBHOIO PEarupoOBaHUs Ha YIpo3bl
6e301acHOCTH HH(pOPMALIUH.

Co3naHue ycnmoBHWH JUIs MUHUMM3AlMM HAHOCHMOTO yiiepba HenmpaBOMEpPHBIMHU
JIEUCTBUSMH, OCJIa0JieHue HEraTUBHOTO BIMUSHHUA M JHUKBUAALUS MOCIEJICTBUM HapylICHHS
6e3onacHoct nHpopmanuuu B 'BOY Ne 76
Pemenue Boimenepeuncinennsix 3a1a4 B 'bOY Ne 76 ocymectBisercs:



VYdeToM Bcex MOJUIeKAIIUX 3aIIUTe WH(POPMAIIMOHHBIX PECypcoB (KaHAJOB CBS3H,
anmnapaTHbIX U IPOrPAMMHBIX CPEJICTB).

Pernamenranueit mporeccoB 00pabOTKM TOJIeKalied 3amure HH(pOpMaIum,
neiicteuii paboTHukoB ['BOY Ne 76 u mepcoHana, OCYIIECTBISIONIETO OOCTY)XUBaHUE H
MOAM(UKAINIO TPOTPaMMHBIX ¥ TEXHHYECKHX CpPEJICTB, HAa OCHOBE YTBEPXKICHHBIX
OpraHU3alMOHHO-PACTIOPAIUTENBHBIX JIOKYMEHTOB o BOIIpOCaM obecrieyeHust
MH(POPMAIIMOHHOHN 0€301TacCHOCTH.

HasnaueHneM © TOIrOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OpPraHHU3AIUIO H
OCYILIECTBIICHUE MEPOIPUATHI 1Mo obecriedeHno nHpopMmanuoHHoU Oe3omacHocTr B ['BOY
Ne 76

Hanenenunem kaxioro paboTHUKAa MUHUMAJIBHO HEOOXOAUMBIMHU TSI BHITIOJTHEHUS UM
CBOMX (YHKIMOHAJIBHBIX OOS3aHHOCTEW IOJTHOMOYHUSMU M0 JOCTYNMy K HWH(OPMAIMOHHBIM
pecypcam.

3HaHMEM W CTPOTUM COOJIFOJIECHUEM BCEMU pPAaOOTHHKAMM, HCHOJB3YIOIIUMU U
00CTYKMBAIOLUIMMHU allapaTHble M NpPOTpaMMHbIE CpPEICTBAa, TPEOOBAHUN OpraHU3alMOHHO-
pacnopsaUTENbHBIX JOKYMEHTOB 10 BOIIpocaM oOecreueHuss THPOpMaIMOHHOM 0e3011acHOCTH.

[lepcoHanbHON OTBETCTBEHHOCTBIO 3a CBOM JECWCTBHUSI KaXJ0ro pabOTHHUKA,
Y4acTBYIOIIETO B  paMKax CBOMX (YHKUIMOHAJIBbHBIX O0O0si3aHHOCTEH B  Mpolleccax
aBTOMAaTU3UPOBAHHOW 00pabOTKM HMHPOpPMAIMKM U HMMEIOIIEro JOCTyll K pecypcaMm
WH(POPMAITMOHHBIX CUCTEM.

Peanuzanueii  TEXHOJOTMYECKHUX  MpoleccoB  00paboTku  MHGOpMAuM  C
HCIOJIb30BAHUEM KOMIUIEKCOB OPraHU3al[MOHHO-TEXHUYECKUX MEp 3allUThl MPOrpPaMMHOTO
obecrieueHns, TEXHUIECKUX CPEJICTB U TAHHBIX.

[Ipunstrem mep no odecredeHno GU3NUECKO 1ETOCTHOCTH TEXHUUYECKUX CPECTB
MH(OPMALIMOHHBIX CHUCTEM M NOJJEpXKaHHEM HEOO0XOAMMOIO YpPOBHS 3allMIIEHHOCTH HUX
KOMITOHEHTOB.

Hcnons3oBannemM pU3HUECKUX U TEXHUUECKHUX (ITPOTrpaMMHO-aIMapaTHIX) CPEJICTB
3amuThl pecypcoB 'BOY Ne 76 u anMuHUCTpaTUBHOM MOJACPKKON UX UCIIOJIb30BAHUA.

Kontponem  coGmioneHusi  MoJIb30BaTeNsiMH  MHGOPMAIMOHHBIX  CHUCTEM
TpeboBaHUH 10 0OecnieueHN0 HHPOPMAITMOHHON 0€30MTaCHOCTH.

Opuanyeckoit 3ammtoit uHTepecoB I'BOY Ne 76 npu B3auMOJEHCTBUU C
IOPUANYECKUMU U (U3NYECKUMH JIMIAMU OT MPOTUBOIPABHBIX M HECAHKIMOHHPOBAHHBIX
JEUCTBUN CO CTOPOHBI ATUX JIUII.

[IpoBenenuem ananuza 3pGHEeKTUBHOCTH NPUHATHIX MEP U MPUMEHIEMbIX CPEICTB
3amuTel uHGopMamuu B ['BOY Ne 76. PaspaboTkoil u peanmzanueld MNpeIoKEHUN 10
coBepuieHcTBoBaHuio C3U B 'BOY Ne 76

3 llpuHuMNBI 00ecniedeHnsi HHPOPMALMOHHOI 0e30MaCHOCTH

IIpuHOMI 3aKOHHOCTH
IIpu BBIOOpE 3AIUTHBIX MEPOINPHATUH, pEaNTU3yeMbIX CHUCTEMON obecreueHus
MH(POPMAIMOHHOM 0€30MacCHOCTH, JOIDKHO COOMI0IaThCs JeHCTBYOMIEEe 3aKOHOAATEIbCTRO.
[IpuHATBEIE MEpBI 3alIUTHI HE TOJDKHBI NPENATCTBOBATH JOCTYIY K 3alllMIAaeMOMn
nHGOpMALUK CO CTOPOHBI TOCYIAPCTBEHHBIX WM MPABOOXPAHUTENBHBIX OPraHOB, €CIM TaKou
JOCTYI HEOOXOUM B CIydasiX, IPEIyCMOTPEHHBIX 3aKOHOAATEIbCTBOM.
IIporpaMmMmHO-TEXHHYECKHE CpeAcTBa, npuMeHseMble B [ BOY Ne 76. noypkHBI HIMETH
COOTBETCTBYIOIIME JIMLEH3UH, oduumansHo npuodperarbes ['BOY Ne 76 y mpencraButenei
pa3pabOTYMKOB ATUX CPEJICTB.
IIpyHIMN CHCTEMHOCTH
IIpu noctpoenun cucrembl obecrieueHus] WHGOPMAIMOHHON 0€30MacHOCTH HEO0OXOAUMO
IIPUMEHATH CUCTEMHBIN NOAXO0J, KOTOPBIN IIPEAIOIaraeT B3auMOCBs3b IIPOLIECCOB OpraHU3aluu



3amuThl HHPOpPMAMOHHBIX pecypcoB ['BOY Ne 76. cormacoBaHHOEe MpPUMEHEHUE METOJIOB H
CPEICTB 3alUThl HHPOPMAITMOHHBIX pecypcoB ['BOY Ne 76.
IpuHIMI KOOPAUHAIIUH

[Ipu opranmzanum neicTBUN 1O oOecredeHrnio MHPOPMALMOHHON 0e301macHOCTH
pykoBojictBo 'BOY Ne 76 obecrieunBaeT 4eTKyIO B3aUMOCBS3b COOTBETCTBYIOLINX CTPYKTYPHBIX
MOApa3JeIeHUi Mexay coOO#, ¢ MpeACTaBUTENSIMU CTOPOHHUX OpraHM3alMi, OKa3bIBAIOLIUX
YCIIYTH B paMKax JOTOBOPHBIX 0053aTENbCTB.

[Ipy mnocrtpoeHuu, BHEIPEHMM U OKCIULyaTallMM CUCTEMbl oOOecreyeHus
nHbOopMaMOHHON Oe3omacHocTH pykoBoAcTBO I'BOY Ne 76 oOecmeumBaer ycinoBus s
3pPEKTUBHON KOOpPAMHAIIMKM JEHCTBHI BCeX JHUI, O00ECNEeYnBAIONINX HWH(POPMALUOHHYIO
0€301acHOCTb.

IpuHIMn ApyKeCTBEHHOCTH M MPOCTOThI

Cucrema oOecneduenust uHpopManuoHHoit Oe3zonmacHoctd B [BOY Ne 76
dhopmupyeTcsi TaKUM 00pa3oM, 4TOOBI clielaTh MaKCUMAJIBHO MPO3PAaYHBIMHK IS TTOJIh30BaTeNen
nHpopmanmonusix cucreM 'BOY Ne 76 miporieccsl ee GyHKIITMOHUPOBAHUSI.

Cucrema oOecnieuenust wuHpopMannoHHoW Oe3zomacHoct B [BOY Ne 76
BBICTPAaWBAETCA TakKUM 00pa3oM, 4YTOObI OrpaHUYEHUsS OPraHU3alMOHHOIO U TEXHUYECKOTO
XapakTepa, Hajaraemele Ha coTpyZHUKOB ['BOY Ne 76 B cBs3M ¢ peanu3anuei 3allUTHBIX Mep,
CYIIIECTBEHHO HE 3aTPYAHsUIH paboTy ¢ pecypcamu nHpopmarmoHHbIX cucteM [ BOY Ne 76.

IpuHOMI NPEeBEHTHBHOCTH
Mepsl, mnpumensemble ['BOY Ne 76 ¢ wnenpto oOecrnieueHuss HHPOPMAIMOHHOM
0€30MacCHOCTH, JIOJDKHBI HOCHTH YIPEXAAIOMIMA XapakTep U HE JONYyCKaTh peaIu3aluio
COOTBETCTBYIOIIUX YIpO3 U aTak.

IIpuHUMI ONTUMATBHOCTH U MHOTOYPOBHEBOCTH

Bo160p eauHbIX MPOTPaMMHO-TEXHUYECKUX CPEICTB C LIETbI0 COKPAILEHUS! PacXo/10B
Ha CO3JaHHE U TMOJJIEPKKY (YHKIMOHHUPOBAHUS KOMIIOHEHTOB CHCTEMBI 00€CIeYeHHUs
HH(POpPMAITMOHHOW O€30TMaCHOCTH.

[IpumeHeHre pa3HOPOAHBIX MPOTPAMMHO-TEXHUUYECKUX CPEJICTB 3alIUTHI, C LEIbIO
MTOCTPOCHUS IIEJIOCTHON CHCTEMBI oOecriedeHus HHPOPMAIIMOHHON 0€30MMacHOCTH U YCTPaHEHUS
BO3MOXHBIX YSI3BUMOCTEH.

Hcnonb3oBanue njsi cO3/aHUs pa3HbIX pyOexeil obecriedeHHus UHPOPMAIIMOHHOM
0€30MacCHOCTH CPEICTB, KOTOPhIE UMEIOT CXOXKHE APYr ¢ ApyroM (GyHKIHUU, HO pa3paboTaHHbIE
Pa3IMYHBIMU TPOU3BOJUTEISIMU U UMEIOIIME PA3JIMYHYI0 JIOTUKY IOCTPOCHHS 3allUTHBIX
MEXaHHU3MOB.

IIpuHIMI 3KOHOMHYECKOH 11eJ1ec000Pa3HOCTH

Ocy1iecTBiieHrEe OLEHKHA YPOBHS 3aTpaT Ha oOecreueHue 0e30MacHOCTH, IEHHOCTH
MH(OPMALIMOHHBIX PECYpPCOB U BENWYMHBI BO3MOXHOro ymepba mis 'BOY Ne 76 B cimydae
HapyIIeHUs KOH(PUIEHITUAIBHOCTH, LIEIOCTHOCTH U JOCTYITHOCTH HHPOPMAIIMOHHBIX PECYPCOB.

Bri6op HE0OX0IMMOT0 M JOCTATOYHOTO YPOBHS 3aIIUTHI MH(OPMALMOHHBIX PECYpPCOB,
IIPU KOTOPOM 3aTpaThl, PUCK M pa3Mep BO3MOXKHOTO yiiepba sBISIOTCA
MIPUEMJIEMBIMH.
IIpuHIMI HeNPEePbLIBHOCTH M HEAOMYCTHMOCTH OTKPBITOI'0 COCTOSTHUS

Cucrema obecrnieuenust nHpopmaironHoit 6e3omnacHoctu B [BOY Ne 76 crpoutcs
TakKuM 00pa3oM, 4YTOOBI mpolecc 3amMThl HHPOpManuMoHHbIX cucteM [BOY Ne 76
OCYIIECTBIISIICA HEMPEPBHIBHO U 1IEJIEHANPABIEHHO Ha MPOTSKEHUU BCErO KU3HEHHOTO IIUKIIA
MH(GOPMAIMOHHBIX CHCTEM.

Cucrema obecrnieuenust nHpopManmonnoi 6ezomacHocte B [BOY Ne 76 mpu mro06b1x
BO3HUKAIOIINX 00CTOSATEIHCTBAX JIMOO MOJHOCTBHIO BHIMOIHAET CBOM (DYHKITUH, JTUOO MOJTHOCTBIO
OJIOKHPYET TOCTYII.

IIpuHuun npogeccuonainma

[IpuBnedyenue g pa3pabOTKM M BHEAPEHHS  CUCTEMbl  OOecreueHHs

MH(POPMAIMOHHOM 0€30MacHOCTH, MPU HEOOXOIMMOCTH, CHEIMAIM3UPOBAHHBIX OpraHU3alHi,



HauOoJee MOArOTOBICHHBIX K KOHKPETHOMY BUAY JCATEIHHOCTU U MMEIOIIUX COOTBETCTBYIOIIHE
JUIEH3UU Ha BBITIOJIHEHUS PA00T U MPAKTHYECKUMN OTIBIT B TAHHOW 0OJIACTH.

Opranuzanus npodeccHOHATBHON TMOArOTOBKH CBOMX PAOOTHHKOB JUIS
HKCIUTyaTallii KOMIOHEHTOB CUCTEMBI 00ecrieueH s nH(HOPMAIIMOHHON 0€301MacHOCTH.

IIpunuun BpIOOpa peleHnii 3alMThI

OpueHTanus Ha TPUMEHEHUE COBPEMEHHBIX BBICOKOTEXHOJIOTHYHBIX PEIICHUM

Y IPOTPaMMHO-TEXHHUYECKUX CPEJICTB 3aIHUTHI, XOPOIIO 3apEKOMEHI0OBABIINX Ce0sl, HHTYUTUBHO
TIOHSATHBIX U HE CJIOKHBIX B OKCIUTyaTaIlUH.

Hcnonp3oBanue O1EHKH CTENEHN KOPPEKTHOCTU (DYHKIIMOHUPOBAHUS U UCTIOJTHEHUS
3aIUTHBIX (YHKIHMHA, OTKA30yCTOWYMBOCTH, NPOBEPKH COTJIACOBAHHOCTH KOH(HUTypammu
pa3IMYHBIX ~ KOMIIOHEHTOB U BO3MOXKHOCTH  OCYIIECTBJIICHHS  IEHTPAIM30BAHHOTO
aMUHUCTPUPOBAHUS TIPU BHIOOPE PEIICHHH 10 3aiTuTe HHOOPMAITMOHHBIX CUCTEM.

IpuHuun pa3BuTus
Pa3Butrie u OOHOBIIEHME Ha PETYIIPHONW OCHOBE CYIIECTBYIOIIEH CHCTEMBI
obecrieueHust THPOPMAIIMOHHON OE30TTaCHOCTH.

OpueHTaius Ha TPEEMCTBEHHOCTh MPHUHATHIX paHEE PEIICHHH MO 3aluTe, Ha
aHanu3 (YHKIUOHUPOBAHUSA WH(OOPMAIMOHHBIX CHCTEM M CaMOW CHCTEMBI OOecreyYeHus
nH(pOpPMaLMOHHON 6€30MacHOCTH.

IIpyHIUN NePCOHAIBLHON OTBETCTBEHHOCTH U pa3jie/ieHus 00s3aHHOCTel
PykoBonctBo I'BOY Ne 76 ompenenser mpaBa M OTBETCTBEHHOCTh KaXKJOIO
KOHKpETHOro paboTHUKa (B Mpefenax ero JOJDKHOCTHBIX 00si3aHHOCTEN) 3a obecrieyeHue
6e3omacHocTH HH(popMaoHHBIX pecypcoB 'BOY Ne 76
Cucrema oOecrieuenusi wuHpopmanmonHoir OezomacHoctu [BOY Ne 76
obOecrieunBaeT paszeieHue IOJHOMOYMA B HWH(MOPMAIMOHHBIX CHCTEMax, OOs3aHHOCTEH U
OTBETCTBEHHOCTH MEXIYy paOOTHHUKAMHU, UCKIIIOYAOIee BO3ZMOKHOCTh HAPYIICHUS] KPUTUYECKU
BakHBIX st [BOY Ne 76 mporieccoB mim co3aHus yA3BUMOCTEH B 3allIUTe WHPOPMAIIMOHHBIX
pecypcos.
IpuHOUN MUHUMHM3AIUY IPUBUJIETUH MOJb30BaTe el
ObecrieyeHre MoOJb30BaTENEd  MPUBWIETHUSIMH  MHUHUMAIBHO  JOCTAaTOYHBIMU  JUIA
BBITIOJTHEHHUST MU cBouX (yHKIMKA B ['BOY Ne 76, B COOTBETCTBUHU CO CBOMMH JOJHKHOCTHBIMU
00s3aHHOCTSIMHU.

4 30HBI OTBETCTBEHHOCTH YYaCTHHKOB Mpolecca odecnedenusi HHGOPMAITHOHHOM
0e30macHOCTH

PykoBoacTBo I'BOY Ne 76

Coznmaer ycnmoBusi, MpU KOTOpHIX Kaxkaelii pabotHuk ['BOY Ne 76 3Haer cBom
00513aHHOCTH U 3a7]a4yll B OTHOIIEHUHM HMH(POPMALMOHHBIX PECypcoB M 00ECHeuMBAECT HalIU4Me
HE00X0AUMOro pasjeneHuss (YHKUUMH W MOJHOMOYMII B LENAX HEIONMyLIEHHs KOH(IIMKTa
HUHTEPECOB.

Ha3nauaer paGOTHHMKOB, OTBETCTBEHHBIX 3a CO3/aHMe M ucnojb3oBaHue C3U,
uHpopmanuu oOpabareiBaeMoii B I'BOY Ne 76, peanuzanuio mnporeccoB obecreueHus
MH(POPMALMOHHOM 0€30MMaCHOCTH, a TAKKE UX KOHTPOJISL.

OOecnieynBaeT JOCTATOYHYIO UYHUCIEHHOCTh M KBalIM(UKALUIO IepcoHala,
OTBETCTBEHHOI'O 3a MOCTPOCHHE W MOJIEp’KaHUE IMPoLEeccoB obecrieuyeHuss MH(POPMAIMOHHON
0e30macHOCTH, BHeApeHue U ynpasieHue C3M, a Taxke KOHTPOJIb U MOHMTOPHHI TEKYIIETO
COCTOSIHUSI CHCTeMBI o0ecriedeHns nHpopmannoHHoi 6e3onacHocti I'bOY Ne 76.

WHunuupyer, OCYyLIECTBISET MNOJAEPKKY U KOHTPOJHUPYET BBIIIOJIHEHHE BCEX
nporeccoB obecrieuenus: uHGopmarmonHoi 6e3onacHoct B [BOY Ne 76.

AHanmu3upyeTt pe3yabTaThl paboT Mo odecneueHno HHPOPMAIMOHHON 0e301macHOCTH
U Ha MX OCHOBE NMPUHUMAET PELIECHHs O HEOOXOIMMOCTH Pa3BUTHs CHUCTEMBbI OOecredeHUus
MH(POPMAIMOHHOM 0€30MaCHOCTH, €€ pa3BUTH, O BOZMOKHOCTH MPHUHATUS OCTaTOYHBIX PUCKOB



MH(POPMAIIMOHHON 0€30MacCHOCTH, O BBIJACICHUHM PECYpPCOB, HEOOXOAWMBIX IS peau3aliu
[Momutrky nHpOpMATMOHHOI 0€30TIaCHOCTH.
Komnerentnslie nogpasaenenusa I'bOY Ne 76

[MoaroraBmmBaioT mnpemioxkeHus mo jopaborke IlomuTuky WHGOPMALMOHHON
0€30MMaCHOCTH B YaCTH TEXHUUYECKOTO oOecreueHuss nHPopMamoHHeix cuctem ['BOY Ne 76.

PazpabarbiBator mpouenypsl  d9QpPEKTUBHOTO YIpaBICHUS TEXHUYECKUMU U
MPOrPAMMHBIMH CPEACTBAMH HH()OPMAIMOHHBIX CHCTEM M MPUMCHSIOT MX B IMPAKTHYCCKOU
NESITETLHOCTH B OTHOIIIEHUH BCEX CUCTeM, AecTByromux B [BOY Ne 76.

Opranu3yroT MPOBEJACHUE HEOOXOJAUMOTO HMHCTPYKTaXKa PaOOTHUKOB CTPYKTYPHBIX
MOIpa3/JIeJIEHU B 4aCTU BOIPOCOB O€30MACHOM 3KCITyaTallui MH(OPMALIMOHHBIX CUCTEM.

OOecrieunBarOT 3alllUTy JOCTyla KO BCEMY CEPBEPHOMY M KOMMYTAIIMIOHHOMY
000py/IOBaHUIO, HOCHUTENSIM HMH(QOpPMAIMK, KOTOPBIE HCIOJB3YIOTCS B COOTBETCTBYIOLIUX
CTPYKTYPHBIX TIO/Ipa3/IeTICHUSX.

OcCymIecTBISAIOT MEPONPUATUS 0 MOJJIEPKKE COMPOBOXKJIEHUS M HCIOJb30BaHUS
MH(POPMAITUOHHBIX CUCTEM.

ObecrieunBaOT OTKa30yCTOMYMBOCTh BCETO MPOrPaMMHO-aNMNapaTHOrO KOMILJIEKCa
U TpOLENypy PpErIaMEHTHPOBAHHOTO BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTH TOCJIE OTKa30B
KOMIIOHEHTOB.

PerynsipHo 0OHOBIISIOT MPOrpaMMHBIE U TPOrPaMMHO -annapaTHbie kKomriekebl C3U
B 'BOY Ne 76.

OcymiecTBISIIOT MOMACPKKY (YHKIIMOHUPOBAHUS HH(GOPMAIMOHHBIX CUCTEM U
MPUHUMAIOT HEoO0XOAMMbIE Mepbl 10 KOHQUTIYpUPOBAaHUIO CHUCTEM sl oOecreueHus
He00XoIuMOro ypoBHs UH(popmannoHHOH 6e3omacHocTi I'BOY Ne 76.

KonTponupyroT paboToCcrmocoOHOCTh YCTPOWCTB  OecriepeOOWHOTr0  MUTAaHMS
kputuuHbIX 11 [BOY Ne 76 unbopMaIimOHHBIX CUCTEM.

Ob6ecrieunBaroT (PU3NMUECKYIO0 3aIIUTY MOMEIICHUN, B KOTOPBIX PACIOJIararoTcs
kputnunblie 15 ['BOY Ne 76 undopmanimoHHbIe CUCTEMBI.

OO6ecnieunBarOT CONMPOBOKIACHUE YCTPONUCTB KOHTPOJIS oCcTyma B moMenienus [ bOY
Ne449.

O6ecneunBarot 3amuTy uHGOopManuoHHBIX pecypcoB I'BOY Ne 76 ot ciydaitHoTO
WM HAMEPEHHOTO YHUYTOXKEHUS, UCKAKCHHUSI, pa3TIalleHHUs.

KoHTponupyroT BBINOJIHEHHE YCTAaHOBJIEHHBIX MPaBWJI U MpoLeayp oOecredeHus
nHpopmanmonHoit 6e3onacHoct B ' BOY Ne 76.

PykoBoaurenu cTpykTypHbIX noapasaeienuii [bOY Ne 76

OO6s3anpl coOMIOAaTh TPEOOBaHUS JIEHCTBYIOIIETO 3aKOHOJATENIbcTBa Poccuiickoit
Oenepaunu 1 BHyTpeHHUX JoKyMeHTOB [BOY Ne 76 B uactu oGecrnieueHus: nHGOPMAIMOHHON
0€30MacHOCTH.

OObecrieynBalOT KOHTPOJIb 32 COONIOJEHHEM HOPM M MpaBWJI oOOecreueHus
nH(OPMALMOHHONW OE30MacCHOCTH B CBOEM CTPYKTYpPHOM TOJpa3AeieHUH U HH(POPMHPYIOT
KOMIIETEHTHOE TIOJpa3/ieJIeHue O JIOOBIX TMOJO3PUTENbHBIX COOBITHSX WM HapYIIEHUSX
JEUCTBYIOUTUX MpaBui obecrieueHus: HHPOPMAITMOHHOM 0€3011acCHOCTH.

OO6ecreynBalOT COOTBETCTBUE NEHCTBUIM pabOTHHUKOB monpazaeneHus llomutuke
nHQOpPMAlIMOHHONW  O€30MacHOCTH, BHYTPEHHHUM  JIOKyMEHTaM MO0  HH(POPMAIMOHHOM
0e30MacHOCTH U JIOOBIM JpyruM pacropsbkeHusMm pykoBojactBa 'BOY Ne 76 mo Bompocam
MH(POPMAIMOHHOM 0€301acHOCTH.

OpranusyroT npoBeaeHHe HEOOXOIMMOT0 HHCTPYKTaXKa MO BOMPOCaM BBITIOJTHEHUS
npaBuil  WHGOPMAIMOHHON 0€30MacHOCTH [ BceX pabOTHUKOB CBOETO CTPYKTYpPHOTO
MOApa3EIICHUS.

KoHTponupyroT BHIMOTHEHHE paOOTHUKAMU B CBOEM CTPYKTYPHOM MOAPA3IEICHUN
YCTAHOBJICHHBIX TMPaBUI B IENAX oOecrmeueHus (uU3nuecKoil 0e30MacHOCTH KOMITBIOTEPHOTO
o0opynoBaHus U HOCUTENEH HHPOPMAIUH.



CBoeBpeMeHHO MH(OPMUPYIOT PYKOBOJICTBO O BCEX BBISBICHHBIX COOsiX B pabdorte
MH(POPMAIIMOHHBIX CHCTEM.

KonTponupyroT 0cTyn K HE0OX0IMMBIM HH()OPMAIIMOHHBIMH pecypcaM pabOTHUKOB
CBOETO CTPYKTYPHOTO MOApa3AeICHUs B COOTBETCTBUU C MOTPEOHOCTHIO B Mpeesiax CIyKeOHBIX
00s13aHHOCTEH.

Padornuku I'BOY Ne 76

Cobnronatot 1 BeImoHsOT TpeboBanus [lomutukn napopManmonHoii 6e30macHOCTH,
COOTBETCTBYIOILIMX JIOKAJIBHBIX aKTOB, JokymeHToB [BOY Ne 76 mno Bompocam
MH(POPMAIMOHHON 0€301TaCHOCTH.

CobmnronatoT KOH(PUICHINAIBHOCTD JAHHBIX, JOCTYI K KOTOPHIM OBLT UMM TIOJTYYEH.

ObecnieunBaroT (U3NYECKYI0 O€30MaCHOCTh BCEr0 TEXHHUYECKOTO O0OpYyIOBaHHS U
HOCHTeNel HHPOpMaIIMK, UCTIOJIb3YEMBIX B paboTe.

He nomyckaioT caMOBOJIBHOTO MO IKJTFOUEHUS u UCIIOJIb30BaHUs B
aBTOMAaTU3UPOBAHHOM HH(POPMAIIMOHHON CHUCTEME JIMYHOIO KOMIBIOTEPHOTO U IM(PPOBOTO
000pyn0BaHus, a TAKXKE HOCUTENEH HHPOPMAIIIH.

He pomyckaroT caMOBOJBHYIO YCTaHOBKY MPOrpaMMHOTO OOecreueHuss Ha
KOMITBIOTEPBI, BXOJISIINE B COCTaB NH()OPMALIMOHHON CUCTEMBI.

CBoeBpeMeHHO MH(DOPMHUPYIOT PYKOBOJIUTEISI CBOETO CTPYKTYPHOIO IMOApa3/esieHus
0 BCEX CIlydasix HapylmieHUs WHPOPMAIMOHHOW O€30MacCHOCTH M O BCEX BBIABJICHHBIX COOSX
B paboTe MPOrpaMMHBIX U TPOrPAaMMHO-AIMIAPaTHBIX CPEJICTB.

[IposIBISIFOT OCMOTPUTENBHOCTh B OTHOUIEHUM JIOOBIX JEHCTBHIl, KOTOpbIE MOTYT
MOBJIEYh 32 COO0N CHMKEHUE YPOBHS HHPOPMAIIMOHHOM 0€30MMacHOCTH.

CropoHHue pu3nyecKue U IOPUANYECKHE JIULA
ColOmogaroTr ¥ BBIMOJHAIOT TpeOoBanus I[lomuTrkyn wHOpMaMoHHOW 0€30MacHOCTH,
COOTBETCTBYIOIIMX JIOKAIbHBIX aKTOB U JOKyMeHTOB ['BOY No 76 m apyrux pacnopspKeHHit
PYKOBOJCTBA IO BOIIpOcaM HH(OPMALMOHHON OE€30MaCHOCTU MPH HCHOJHEHUU JIOTOBOPHBIX
00513aTeNbCTB.

5 OcHOBHBIE TPeOOBAHUS 10 3a1[UTe HH(POPMAIMU OTPAHMYEHHOI0 JOCTYIAa

Oo01mue TpedoBaHUS

B TBOY Ne 76 wHeobxomumo coOmiogaTh  pexuM  0€30MMacHOCTH,
MpeAyCMaTPUBAKOIINI peanu3anuio OpPraHn3alMOHHO-TEXHUYECKUX MEpOIPUATHH,
HampaBJICHHbIX Ha obecrieueHne KOHQPHUACHUUAIBHOCTH HHQOpPMAIMK, JOCTYIl K KOTOpPOM
OTpaHHYEH B COOTBETCTBHHU C TpeOOBaHUSIMH 3aKOHOJaTeNnbCTBa Poccuiickoit denepannu.

B T'BOY Ne 76 ocymectBusiercss o00paboTka U XpaHeHHe HWH(OpMaLUU
OTPaHUYEHHOTO JOCTYMa (AOCTYM K KOTOPOi orpaHuyeH ¢enepalbHbBIMU 3aKOHAMHU U CITYKEOHOU
HEOOXOUMOCTBIO).

B I'BOY Ne 76 nomxeH ObITh pazpaboTaH nepedeHb WHGOPMAaLUU OrpaHUYEHHOTO
JOCTyIa.

I'BOY Ne 76, xak oOmamatenbs HHPOpPMAIMM OrPAHUYEHHOTO JIOCTYMa, MpU

OCYILIECTBIICHUH CBOMX MPaB 00s3aHO:

- coOiroaaTh MpaBa v 3aKOHHBIE HHTEPECH! MHBIX JIUII,

— MPUHUMATh MEpPBI TI0 3alUTe HH()OPMALINK;

- OTPaHWYMBATH JOCTYN K HH(OpMAIMH, €CM Takas OOS3aHHOCTh YCTaHOBIIEHA
(benepalbHBIMU 3aKOHAMHU.

I'BOY Ne 76, xak oGnagarens HHGOPMAIIUN OTPAHUUEHHOTO JOCTYIA, €ClIM HHOE He

MpeIycMOTpeHo (efepatbHBIMU 3aKOHAMU, BIIPABE:

— paspeimiath WIH OrpaHUYMBATH AOCTYN K HWHQPOPMAIUHU, OMNPEACNATh MOPSI0K
U YCJIOBHS TAKOTO J0CTYIA;

- WCIO0JIb30BaTh HMH(OpPMALMIO, B TOM YHCJIE pPACHpPOCTPaHAThH €€, MO CBOEMY
YCMOTPEHHUIO;
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- nepenaBath HGOPMAIIUIO APYTUM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOM OCHOBAHHU;

- 3alUIIaTh YCTAaHOBJICHHBIMHU 3aKOHOM CIIOcO0aMu CBOM IIPaBa B CIIy4yae HE3aKOHHOIO
MOJTy4eHUs1 H(POPMAIIUU WU €€ HE3aKOHHOTO MCIOJIb30BAHUS HHBIMH JIHIIAMU;

- OCYIIECTBIISITh MHBbIE NEUCTBUS C MHPOpPMALUEHl WM pa3pelmarh OCYIIECTBICHUE
TaKUX JCHCTBUI, €clii 3TU JEUCTBHUS HE MPOTHBOpeYarT (QenepajbHbIM 3aKOHaM U JIPYTHM
HOPMAaTUBHO-IIPABOBBIM aKTaM PETYJSTOPOB.

I'BOY Ne 76 sBussice oOmamareneM WHGOpPMAaLUU OTPAaHMYEHHOTO JOCTYyIa, B
CllydasiX, yCTAaHOBJIEHHBIX 3aKOHOAATENbCTBOM P®D, 00513aH0 0OecrieunTs:

- npenotBpamienue HCJl k unpopmanuu u (win) nepepayu ee Juuam, He UMEIOLUM
mpaBa Ha JIOCTYN K HH(pOpMaInHy;

- cBoeBpeMeHHoe oOHapyxenue dpakroB HC/I k undopmarnuu;

- HEJOMyIEHNEe BO3JEMCTBUS Ha TEXHMYECKUE cpeAcTBa o0paboTku HHOpMaIuH,
B pe3yJbTaTe KOTOPOIro HapyaeTcs uX (pyHKIMOHUPOBAHUE;

- BO3MOXHOCTh peraaMmeHTHPOBAHHOTO BOCCTAHOBJICHUSI uHpopMaIuuy,
MOAU(PUIMPOBAHHON WIJIM YHUUYTOKEHHOW BCIIEACTBUE HECAHKIIMOHUPOBAHHOT'O JOCTYIIA K HEll;

- MTOCTOSIHHBIM KOHTPOJIb 32 00€CIIEYeHUEM YPOBHS 3aIIUILEHHOCTH HHPOPMAIIH.

3amuTta MHQOpPMAIMKM OTPAHUYEHHOTO JIOCTYNA IMPEACTaBIseT CcOOOW NpUHSATHE
MIPaBOBBIX, OPraHU3ALMOHHBIX U TEXHUYECKUX MEp, HAIIPABJICHHbIX Ha:

- coOnrofieHne KOH(UISHINATIbHOCTH HWH(GOpMaluu (MCKJIIOUEHUE HEeNpPaBOMEPHOTO
J0CTyTa, KOMMPOBAHUS, TIPEOCTABIECHHS WU PaCIpOCTpaHEeHUs HH(OpMaLInN);

- obecriedeHHe  IEJIOCTHOCTH  MHGopManuu  (MCKIIOYEHHE  HEMpaBOMEPHOIO
YHUUTOKEHHS UM MOIUGUIIMPOBaHUS HHGOPMAIIH);

—  peaJu3alMio IpaBa HAa JOCTyH K HH(oOpManuu (MCKIIOYEHUE HEMpPaBOMEPHOIO
0JIOKMPOBaHKS HHPOPMAIIHH ).

Opranusanus 3amMThl KOH(PUAEHINATIBLHONH HHPOpMAIIUU

[Ipu opranmzammu B 'BOY Ne 76 3amutel nHGOpMAIIMA OTPAHUYECHHOTO JIOCTYIIA,
HE0OXO0AMMO PYKOBOJCTBOBATHCS TpeOoBaHussMH DenepanbHoro 3akoHa oT 27.07.2006 No149-03
«O06 napopManmu, HHOOPMAITMOHHBIX TEXHOJOTHAX U O 3amuTe HHopmaruny u deaeparbHOTO
3akoHa oT 27.07.2006 No 152-®3 «O mnepCoOHANBHBIX JaHHBIX», KOTOPBIC PETYIUPYIOT
OTHOIICHHUS, CBSI3aHHbIC C YCTAaHOBJIICHHEM, U3MEHEHHUEM U IMPEKpalEHUEM pekuMa 00paboTKU
3aIuIaeMon HHpopMaIum.

B TBOY Ne 76 HeoOxoammo coOII0OIaTh PEXKUM 3alIUThl KOH(MHUICHIIUATHHOM
nHpopmanuu (nanee — KN):

— orpanuuenue nocryna k KW, myreM ycraHOBieHUs Hopsaka oOpalleHusi ¢ 3TOH
nHpopmalnren u KOHTPOJIA 3a COOTIOACHUEM TaKOTO MOPSIKA;

—  yuert nul, noxyuuBmux goctyn k KU, u (wnm) nun, KoTopeiM Takas HHGopMaIus Oblia
MIpeI0OCTaBJICHA WM TIepelaHa;

—  peryaupoBaHHe OTHOIIEHUH 1o ucnosb3oBanuio KU, ¢ paboTHrkamMu Ha OCHOBaHUU
TPYIOBBIX JIOTOBOPOB U KOHTPAareHTaMu Ha OCHOBAHUHU T'PaKAaHCKO-TIPABOBBIX JOTOBOPOB;

—  HUCIOJIb30BaHME MaTEepUANbHBIX Hocutenei, coaepxkamux KW B cooTBeTcTBHH
C YTBEPKJICHHBIM MOPSIKOM, HCKITIOUAIONIUM HECAHKIIMOHUPOBAHHBIN JIOCTYI K HUM.

g o6ecnieuenus 3amuthl K1, TBOY Ne 76 BnpaBe mpuUMeHSTh CpeACTBa U METOIbI
TEXHUYECKOMN 3allUThl, NPEANPUHUMATL APYrue, HE MPOTUBOPEUAIINE 3aKOHOAATENbCTBY PD,
MEPBI.

B nensax oxpansl KU, B pamkax TpyI0BBIX OTHOIIEHUH HEOOXOAUMO:

—  O3HAKOMHUTH IOJI PACIUCKY PabOOTHHUKOB, A0oCTyn KoTopblx k KU, HeoOxomum s
BBITIOJTHEHHUS] UMM CBOUX CITYeOHBIX 00s3aHHOCTEH, ¢ nepeuneM KU, u ycranosnenHsiM B [ BOY
Ne 76 pexxumom 3amutsl KU, a Takke MmepaMu OTBETCTBEHHOCTH 32 €r0 HapyILICHHE;

— co3laTh pPabOTHHKaM HEOOXOJUMBbIE YCIOBUS Ui COOJIOACHUS YCTaHOBJIEHHOTO
pexxuma 3amutel KU.

Pabotauku ['BOY Ne 76, 00s3aHbl BHINONHATH ycTaHOBiIeHHBIH B ['BOY Ne 76
pexxum 3amutsl KU, He pasriamars napopmanuto, coctasisitomryto K1, u He ucnosib30BaTh 3Ty
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nH(pOpMaIHIO
B JIMYHBIX LEJISIX.
Oco0eHHOCTH 321U THI EPCOHAIBHBIX JAHHBIX

IIpn opranuzamuu B I'bOY Ne 76 3amuThl NEpCOHAIbHBIX AAHHBIX HEOOXOAMMO
pykoBojacTBOBaThcs TpeboBanusiMu denepansroro 3akoHa ot 27.07.2006 Nel52-D3
«O mepcoHaJIbHBIX JIAHHBIX», KOTOPBIM pEeryiupyeT OTHOILIEHHUS, CBS3aHHblE ¢ 0OpabOTKOM
U XpPaHEHHWEM INEPCOHAIBHBIX JAHHBIX IPaKJaH W OIpenesieT TpeOOBaHHUS IO 3allUTe HX
KOH(HUIECHIINATBHOCTH.

I'BOY Ne 76 caMOCTOATENBEHO OMPEEISET COCTaB M MepeueHb Mep, HEOOXOIUMBIX U
JOCTATOYHBIX JIJIs1 00€CIIeUeH s BBIIIOJHEHUS 0043aHHOCTEH, MTPeNyCMOTPEHHBIX DeepaibHbIM
3akoHOM Nel52-®d3 u npuHATHIMU B COOTBETCTBMU C HUM HOPMATUBHBIMH IPAaBOBBIMU aKTaMH,
€clIi UHOE He npeaycMoTpeHo PenepanbHbIM 3ak0HOM Nel52-D3 unu nqpyrumu QenepaabHbIMU
3aKOHAMHU.

[lepeuens Mep, BeInonHEHHE KOTOpbIX obecrieunBaeT ' BOY Ne 76 B kauecTBe
orepaTopa NepCOHAIBbHBIX JAHHBIX, JOJDKEH BKIIOUYATh:

—  HasHaueHne B ['BOY Ne 76 OTBETCTBEHHOro 3a OpraHu3aluio o00padOTKU
MIEPCOHAIBHBIX TAHHBIX;

- mganue ['bOY Ne 76 noKyMeHTOB, ONPENETSAIONIUX €r0 MOJUTUKY B OTHOUIEHUH
00pabOTKN MEPCOHATBHBIX JAaHHBIX, JOKAJIBHBIX aKTOB MO BOMpocaM 00pabOTKU MEePCOHATBHBIX
JAHHBIX, & TaKXe JIOKAJIbHBIX aKTOB, YCTaHABJIMBAIONIMX MPOLEAYpbI, HalpaBieHHbIE Ha
MpeIoTBpallleHUEe U BBIABICHUE HapyIIEHUH 3aKoHOonaTenbcTBa PD, ycTpaHeHue mociencTBuit
TaKuX HApYyIICHUH;

—  TNpUMEHEHHE MPaBOBBIX, OPraHU3aLUOHHBIX U TEXHHUYECKUX MEp MO 00ecreyeHHIo
0€30MacHOCTH TIEPCOHATBHBIX JAHHBIX B COOTBETCTBHH cO cTaThell 19 denmepanpHOro 3akoHa
Nel52-@3;

- OIICHKY BpeJia, KOTOPBI MOXET ObITh MPUUYUHEH CyOBhEKTaM MEePCOHATBHBIX JaHHBIX
B ciiydae HapyumeHuss @DepepanbHoro 3akoHa Nel52-D3, cooTHOIIEHHME YKa3aHHOTO Bpeaa
Y IPUHUMAEMBIX OTIEpaTOPOM Mep, HaIllPaBJICHHbIX Ha 00ecrieueHre BhIMOIHEHHS 00sI3aHHOCTEH,
NpeaycMOTpPEHHbIX DenepanbHbiM 3akoHOM Nel52-D3;

- o3HakomiieHHe paboTHUKOB ['BOY Ne 76, HEemocpeaCTBEHHO OCYIIECTBIISIOIINX
00paboTKy MEepCOHANbHBIX JAHHBIX, C MOJOXKEHUSIMH 3aKOHOJaTenbcTBA PD 0 mepcoHambHBIX
JaHHBIX, B TOM 4Hcjie TpeOOBaHUSMHU K 3alllUTe I[EPCOHAIBHBIX JAHHBIX, JOKYMEHTaMH,
onpenenstomumu oJutuky ['BOY Ne 76 B oTHomieHnn 0O0pabOTKHM TEPCOHATBHBIX JAaHHBIX,
JIOKaJIbHBIMU aKTaMU IO BOIpocaM oOpabOTKM MEepCOHANbHBIX AAHHBIX W OOydeHHe, MpH
HE0OXO0IMMOCTH, YKa3aHHBIX paOOTHUKOB.

I'BOY Ne 76 mnpu o00paboTke NEpCOHANBHBIX TaHHBIX O0O0S3aHO MPUHUMATH
HEO0OXOIMMBbIE IPaBOBBIC, OPraHMU3AIMOHHBIE W TEXHUYECKHE MEphl WM OOeCHeurMBaTh HUX
MPUHATHE 7S 3alIUThl IEPCOHAIBHBIX TAHHBIX OT HEMIPABOMEPHOTO HIIM CIYYalHOTO JIOCTYIa K
HUM, YHUYTOXXEHHUS, U3MEHEHUs, OJOKHpOBaHHS, KONHPOBAHUS, MPEIOCTABICHUS,
pachpoCTpaHeHUsl MEePCOHANBHBIX JAaHHBIX, @ TAaKKE OT HMHBIX HEMPABOMEPHBIX NCHCTBUI B
OTHOIIIEHUH MTEPCOHATBHBIX JTaHHBIX.

ObecnieueHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

- OTIpe/IeIEeHuEM YIpO3 U HapyluTeae 0e301MacHOCTH MEPCOHANBHBIX JaHHBIX MTPH UX
00paboTke B MHPOPMAITMOHHBIX CUCTEMaxX NMepcoHaNbHBIX TaHHbIX (nanee — UCIIn);

—  npoBenenueMm kiaccupukanuu  MCIIJIH B cooTBeTcTBMM ¢ TpeOOBaHUAMHU
[Tocranosnenus IlpaButensctBa P® ot 01.11.2012 Nelll9 «OO6 yrBepkaeHuu TpeGOBaHUM
K 3allUTe NEepCOHAJBHBIX JMJAaHHBIX IpPH HX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMAax
MIEPCOHAIBHBIX JaHHBIX», U OlNlpeecHue Kiacca 3amumeHsoctu g UCI/Ix;

—  IpUMEHEHHEM OpraHM3allMOHHBIX M TEXHHUYECKMX Mep MO0 o00ecrnedyeHuto
0€30MaCHOCTH TEPCOHANBHBIX JaHHbIX Npu ux obpaborke B MCII/IH, HEOOXOAWMBIX A
BBIMIOJIHEHUS] TpeOOBaHMII K 3alluTe MEepPCOHATBHBIX JAaHHBIX, HCIIOJIHEHHE KOTOPBIX
oOecrieurBaeT BbIOpaHHBIE YPOBHHU 3aIMIIEHHOCTH EPCOHANBHBIX JIaHHBIX;
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- IIPUMEHEHUEM TMPOILIEAIINX B YCTAHOBJIEHHOM IIOpSAAKE NPOLEAYPY OLICHKHU
COOTBETCTBUS CPEJICTB 3AIIUTHI HHPOPMALINH;

— OIICHKOW A(PPEKTUBHOCTH TMPUHUMAEMBIX Mep MO oOecmedeHnto 0e30TmacHOCTH
IIEpCOHAIBHBIX JaHHBIX /10 BBOJA B AKcIutyarauuto MCII/IH;

- Y4ETOM MAIIMHHBIX HOCUTEJIEH IEPCOHANIbHBIX JAHHBIX;

- obHapyxenneM ¢paxtoB HC/I k mepcoHambHBIM TaHHBIM U IPUHITHEM MEp;

- BOCCTaHOBJIEHUEM NEPCOHAIbHBIX  JIAaHHBIX, MOAW(ULIIMPOBAHHBIX  WJIU
yHUUTOXEeHHbIX Beaeactsue HCJL k Hum;

- YCTAHOBJICHHEM IpaBUJ JOCTyNa K IEPCOHAIBHBIM JIaHHBIM, 0OpaldaThIBAEMbIM
B UCII[H, a Takxke oOecrnieueHHMEM pEerucTpaluuy M ydeTa BCEX JEHCTBUM, COBEpIIAEMBIX
¢ nepcoHanbHbIMU AaHHbIMEA B UCIT/]H;

—  KOHTpOJieM 3a MPUHUMAEMBIMU MepaMu 10 oOOecrneueHuro 0e30MacHOCTU
MePCOHANBHBIX JaHHBIX U ypoBHS 3amuieHnoctya MCIT/Ix.

Pab6otauku AIIP nomKkHBI ObITH O3HAKOMIIEHBI MOJ pocnuch ¢ JokyMeHTamu AIIP,

YCTaHABIUBAIOIIMMHU TOPSIOK 0OpaOOTKM MEPCOHANIBHBIX MAHHBIX, a TakXke 00 WX TMpaBax,
0053aHHOCTSAX U OTBETCTBEHHOCTH.

6 OcHoBHbIe TpeGoBaHNs K NpoleccaM odecniedyeHNs] UHPOPMALMOHHOM
0e3onmacHOCTH

OO01Me mMoJa0KeHus!

Metonuyeckoe pyKOBOJICTBO, pPa3pabOTKy KOHKpPETHBIX TpeOOBaHUII MO 3ammre
nH(pOpMaIUH, COTIIACOBAHKE BHIOOPA CPENICTB BHIYUCIUTEILHON TEXHUKH U CBSI3HM, TEXHUUECKHUX
W TIPOTPAMMHBIX CPEJACTB 3allUThl, OPraHU3AIMI0 PaldOT IO BBISBICHUIO BO3MOXXHOCTEH
U TPEAyNpeKICHUIO YTEYKM W HaApYIICHUS [EJOCTHOCTH 3alluiiaeMol uHOOpMaIu
OCYILECTBIISIIOT KOMIETEHTHbIE noipa3aeneHus ['bOY Ne 76.

dusnyeckasi 0€30MaCHOCTb U 0€30MACHOCTH HA pado4eM MecTe
Cucrtema 3amuTthl 3aaHuid U nomenienuii [BOY Ne 76, 00bEKTOB M TEXHHYESCKUX
cpenctB uHGopMamoHHBIX cucteM ['BOY No 76 obGecrneunBaeT BBIMOJTHEHUE CIEIYIOIINX
hyHKIMIA:

- pasrpanuyeHue aocTyna paboTHukoB B nomemienus ['bOY Ne 76 B cooTBeTcTBHM €
MX TIOJIJHOMOYMSIMHU ¥ ()YHKITHOHAITBHBIMH O0S3aHHOCTSIMH,

- peructpanuio (HakToB BX0Jia PaOOTHUKOB B MOMEIICHHS C TOBBIIMICHHBIMHU

TpeOOBAHUSAMU K PEKUMY UX MOCEIICHHs (CepBEPHBIC TOMEIICHUS, APXUBBI U T.1I.);

— peructpanuio (HakToB BX0J1a MOCTOPOHHUX JinIl B 31aHus [ BOY Ne 76;

- MpPEAOTBPALLECHUE JOCTYNa IOCTOPOHHUX JIMI B IOMEIIEHUSA, A€ pa3MeEIIeHbI
anmnapaTHbIC U CETEBbIE peCypChl UH(POPMAIIMOHHBIX CUCTEM;

- pa3peluTeNbHBI  PEXKHUM  BHOCA/BBIHOCA  (BBO3a/BBIBO3a)  KOMIIBIOTEPHOTO
0o0opynoBaHus, CPEJCTB 3alUCU U XpaHEeHUs HHPOpMAIUH.

Onpenensiercst nepeyeHb TEXHUUECKUX CPEACTB, HAXOIAIIMXCS B CIICIUAIBHBIX
KOHTPOJIMPYEMBIX 30HAX.

K TexHnueckum cpeactBaM, KOTOPbIE BBIACISAIOTCS B CIIEHUATbHbIE KOHTPOJIUPYEMbIE
30HBI HEOOXOTUMO OTHECTH CIIEAYIOIIHNE TPYIIIBI PECYPCOB:

- OCHOBHBIE MH(OpPMAaIIMOHHBIE CEPBEPHI M CPEACTBA BBHIYMCIUTENLHON TEXHUKH, Ha
KOTOpBIX  oOcyliecTBisieTcss o0OpaboTka W XpaHeHHe WHGOpPMAMA  OTPAHHUEHHOTO
pacnpoCcTpaHeHus;

- ceTeBoe 000PyIOBaHUE U CEPBEPHI, 00ECTIEUNBAIOIITNE PAOOTY KPUTHUIECKUX CHCTEM;

- (aitoBbIe cepBepbl, Ha KOTOPBIX XPaHSITCS JaHHBIEC, B TOM YHCIIE PE3EPBHEIE;

— KputuuHble ans gestenbHoctd [BOY Ne 76 cucteMbl M KOMMYHUKAIIMOHHOE
obopynoBaHue, o0ecrnieunBaroiee BHeNHEe koMmyHuKanuu ['BOY Ne 76
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KoHTponupyemble 30HbBI 3alUINAIOTCS COOTBETCTBYIOLUIMMHU CHCTEMaMU KOHTPOJIS
U YIpaBJICHUS JOCTYIIOM, O0eCTIeYrBast JOCTYI TOJIBKO aBTOPH30BAHHOMY IIEPCOHAIY.

JlocTynl B KOHTPOJIMpPYEMBbIE 30HbI CTOPOHHMX JIMI[ WM NPEACTaBUTENECH IPYyrux
OpraHM3alil BO3MOXEH TOJIBKO B COIIPOBOXK/IEHUH YIIOJIHOMOUeHHOTro padoTHrKa ' BOY Ne 76.

Pasmernenue u skcruTyaranust pabounx CTaHIUN, CEpBEPOB M CETEBOT0 000PYAOBAHUS
ATIIP ocymiecTBisieTcsi B TIOMEIIEHHIX, 000pyJJOBaHHBIX 3aMKaMH, CPEACTBAMHU CUTHAIHM3ALUU
1 (Ipr HE0OXOAMMOCTH) TTOCTOSIHHO HAXOAALINXCS TI0J] OXPAHOH MM HAOIIOACHUEM.

Pa3menieHne TEXHMYECKUX CpPEICTB BBIBOJA U OTOOpakeHUs HHPOpMALMU
B nomeuieHussx I'bOY Ne 76 mpou3BoauTCs ¢ y4eTOM HCKIIOUEHHUSI BO3MOKHOCTH BU3YaJIbHOTO
MPOCMOTpa MHPOPMALIMU TTOCTOPOHHUMH JIMIIAMH W TIEPCOHAIOM, HE JOMYIICHHBIM K paboTe
C aHHOU MH(pOpMAITHEH.

Pa6otauku 'BOY Ne 76 Ha MOMEHT CBOEro OTCYTCTBUS Ha paboueM MecTe 00s3aHbl
UCKJIIIOYUTh BO3MOXKHOCTh HalIW4yusi Ha paboueM CTojie JIOKYMEHTOB WJIM HOCHUTEJeH
C 3amuiaeMoi nHhopmarmei.

Texuuueckue cpencTBa U 000pyI0BaHUE JOKHBI Pa3MEIIAaThCs U XPAHUTHCS TAKUM
oOpa3oMm, 4YTOOBI  COKPAaTUTh  BO3MOXHBIH PUCK €r0  MOBPEXKJIEHUS U  YIpo3bl
HECaHKIMOHUPOBAHHOTO JIOCTYTIA.

[Homemenus 'BOY Ne 76 nomkHbI ObITH 000pYIOBaHbI IETEKTOPAMU OTHS U 1bIMA,
OTHETYIIUTENSAMHU, CUCTEMaMH KOHJIMIIMOHUPOBAHUS BO3/1yXa, CPEICTBAMU OXPaHHO-TI0KApHOM
CUTHAJIM3al1H.

OcHoBHOe TexHudeckoe obopyaoanue ['bOY Ne 76 momkHO OBITH 3aIIHMIIEHO OT
nepeboeB B MMojaye 3JIEKTPOIHEPTUU MyTEM MOJAKIIOYEHHUS K AJIEKTPOCETH C MPUMEHEHUEM
HCTOYHUKOB OecrniepeboiitHoro nutanus. Mcrounuku OecriepeOoitHOro mHUTaHUsS HEOOXOIUMO
pEeryasipHO TECTHUPOBATh M MPOBEPATH YIOJHOMOUYEHHBIM paboTtHukam ['BOY Ne 76 B
COOTBETCTBUH C PEKOMEHALUSAMH IPOU3BOIUTELS.

[lonp30BaTeny MHOPTATUBHBIX TEXHUYECKUX CPEIACTB HE JOJDKHBI OCTaBIIAThH
TEXHUYECKOE 000pyA0BaHUE U HOCUTENN HH(opMaIuu 6e3 mprucMoTpa.

[lopraTuBHBIE TEXHUYECKHE CpPEACTBA HE JOJDKHBI OCTaBaTbCs 3a IpelesiaMu
KoHTpospyemoit 30061 [ BOY Ne 76 nomneine, yem Toro TpeOyeT ciaykeOHas HE0OXOIUMOCTbD,
€CJIM MHOE He ompeneneHo pykoBoacTBoM ['BOY Ne 76.

be3onacHocTh npu padoTe ¢ HOCUTEJIIMH HH(POPMAITUU

B I'BOY Ne 76 nomxHBI cOOIIOAATHCS MEPHI TI0 0€301acHOM pabOTe C ANMEKTPOHHBIMU
HOCUTENIIMU HMH(OpPMAIMKM C LEJIbI0 KOHTPOJS HX HCIOJIb30BAaHUA, AJS MPEIOTBPALLCHUS
HECaHKIIMOHUPOBAHHOTO KOMUPOBAHUS U pasrilalleHUs 3alluiacMoi MHQOpMAaIUU, BHECCHUS
W3MEHEHUI WM YHUYTOXKEHUS YKa3aHHON MHOpMAaIINK, a TAKKe BHECEHHS] M3MEHEHHI B padoTy
MH(OPMALIMOHHBIX CHCTEM.

Pa6otnukn I'BOY Ne 76 1oJDKHBI HMCHOJIB30BaTh JJIGKTPOHHBIE HOCHTENN
uH(OpPMALUM TOJNBKO MJIsi BBIMOJIHEHHUS CBOUX CIYXeOHBIX oOsi3aHHOCTeH. lcmonp3oBaHHe
ANEKTPOHHBIX HOcUTenel nHpopmaiwu B 'bOY Ne 76 B MHBIX HENAX CTPOrO 3aMperieHo.

OnextponHbie Hocuteau uHbopmaruu B [BOY Ne 76 nomkHBI OBITH YUTEHBI TyTEM
MIPUCBOEHUS KAXI0MY HOCUTEIIF0 MHBEHTAPU3ALMOHHOTO HOMEPA Y HA3HAYEHHUS BIIAJEIbLA.

DNEeKTPOHHBIE HOCUTENH HWH(OPMAIMK JOJKHBl XPAaHUTHCS B TOMEIICHHUSIX,
uckmovaromux noxydenue k HuMm HCJI, mpu 3ToM noimkeH ObITh 00ecredeH KOHTPOJIb I0CTyIa
K HOCUTEJISIM.

JIns KOHTpOS HPOLIECCOB MCIOJIB30BaHUSA UM XPAHEHUS AJIEKTPOHHBIX HOCHUTENEH
nH(pOpMaIIUU JOTKEH ObITh pa3paboTaH MOPSAIOK MIIAHOBON HHBEHTAPU3AIIMU HOCUTEICH.

B cniyuae kpaxu win moTepu JIEKTPOHHBIX HOCUTENEeH MHPOPMAINH, a TAKKE HHBIX
WHIIUJCHTOB, KOTOPHIE MOTYT TMPUBECTU K Pa3ralleHUI0 3alluiiaeMoil WH(OpMaIUH, JOTKHBI
MIPOBOJUTHCS MEPONIPUATHS IO PACCICIOBAHUIO YKA3aHHBIX MHIUICHTOB.

[Ipu cHATUU SIEKTPOHHOTO HOCHUTENs] WH(MOPMALMU C IKCIUTyaTallid, BCE JTaHHBIE,
XpaHsIIHecs Ha HeM, JIOJDKHBI ObITh TAPAaHTUPOBAHHO CTEPTHI.
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[lpu yTwinM3anuu SIEKTPOHHBIX HOCHUTENEH WH(GOPMAIMKM JOJDKHA OBITH
o0ecrieyeHa HEBO3MOKHOCTb BOCCTAHOBIICHHS 3alIMCAHHOM HAa HUX MH()OpPMAIHIH.

@aKkT yHUYTOXKEHUS WHPOPMALMU W YTWIM3AIMU HOCHUTEIS HWHPOpPMaLUU
(buKCHpyeTcsi B COOTBETCTBUH € TIOPSIIKOM, ycTaHOBIEHHBIM B [ BOY Ne 76

Texnnueckoe 00caykKUBaHue 000PyA0BAHUS

Texuuueckue cpencrsa Bcex cucreM [BOY Ne 76 nomkHbl NpoXoauTh Ha
pEeryispHOl OCHOBE CEpBUCHOE OOCIY)XMBAaHHE B COOTBETCTBUU C PEKOMEHJIALUIMU
IIPOU3BOAUTENENH 000PYIOBaHUS.

PeMoHT 1 cepBucHoe 00cayXKMBaHUE 00OPYIOBAaHUS JOJKHBI BBIIOJHATHCA TOJBKO
KBaJTM(UIIMPOBAHHBIM TIEPCOHAIIOM.

Texauueckoe 00cTy)kKHUBaHNE 000PYAOBAHUS U CHCTEM CTOPOHHUMH OpPTaHU3AUSIMHU
HE JIOJKHO MPUBOJIUTH K PUCKY HapyIIEHUS] KOHPUIEHINAIBHOCTH 3aIlMIaeMOi HH(OpMaLnu.

B3aumopeiicTBue ¢ TpeTbUMHU JMIAMH

B uensx obecneuenuss wuHpopMannoHHod OezomacHocth [BOY Ne 76 mpm
B3aUMO/JICHICTBUM C TPETHbUMH JIMIIAMH JOJLKHBI BBITOIHSITHCS CIEAYIOIINE MEPOTIPUATHS:

- 3aKJIFOUEHUE COTJIALICHUS O Hepa3IJlallleHMH KOH(UACHIINaIbHOU HH(OpMaLnu;

—  KOHTPOJIb 32 IEHCTBUSAMHU TPEThUX JIUILI;

- B JOTOBOPAaX C TPETbUMHU JIMIAMH IpeaycmarpuBartk InpaBo ['bOY Ne 76 Ha
MPOBEJCHUE ayauTa oOecredeHus: Oe30MacHOCTH TOoW WHGOpMAIMK, KOTOpas MepeaaeTcs
TPETHUM JIULAM.

YnpasieHue ;Ku3HEHHbIM HMKJIOM HH()OPMAIIHOHHBIX CHCTEM

MeponpusTisi MO yIOPaBICHHUIO >KU3HEHHBIM IIUKJIOM aBTOMATH3MPOBAHHBIX
MH(OPMALIMOHHBIX CUCTEM JOJDKHBI OBITH HampaBieHbl Ha olecrieueHne HHPOPMAIMOHHOM
0€30MacHOCTH ITPH BBOJE B IEHCTBUE, SKCILTyaTal[lH, COMPOBOXKICHUH U MOJACPHU3AIIMH, BEIBOIA
13 3KCIUTyaTaIluy HH(OOPMAITMOHHBIX CUCTEM, aBTOMATHU3UPYIOIMHKX JesATeIbHOCTE [ BOY Ne 76

OcHoBo¥ mpH BEIOOpE WK pa3paboTke HHPOPMALIMOHHBIX CUCTEM JOJKHBI SIBISATHCS
TeXHUYCCKUE 3aJaHusl, cojJepkalue TpeOoBaHUs HH(POPMAIMOHHON O€30MacHOCTH st
MH(OPMALIMOHHBIX CHCTEM.

Jlroboe muaHupyeMoe K BHEAPEHUIO0 H3MEHEHHEe HWH(OPMALMOHHONW CHCTEMBbI
MIPEIBAPUTENIHHO JIOJKHO OBITH MPOTECTUPOBAHO HA COBMECTHUMOCTh M OTCYTCTBUE HAPYLICHUI
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB.

PaGoTbl o MoiepHU3AIIMN AaBTOMAaTU3UPOBAHHON HH(POPMALMOHHON CUCTEMBI, B TOM
Ylclie TI0 YCTAaHOBKE MPOTpaMMHOrO oOecredeHus U OOHOBJICHHH, JOKHBI MPOBOIUTHCS
B HepaOouee BpeMsi WIIM BpeMsi HaMEHbIIel padoyeil Harpy3KH.

[Ipu BbIBOJE M3 3KCIUTyaTalldd aBTOMATHU3WPOBAHHBIX HH(POPMAIMOHHBIX CHCTEM
JOJKHO OOeCreunBaThcs TapaHTUPOBAHHOE yaajeHHEe 00pabaThiBaeMOl M XpaHUMOW B HUX
uH(OPMALIUKA C HCIOJBb30BAHUEM CIICIMATH3UPOBAHHBIX MPOTPAMMHBIX CPEACTB MM IyTEM
(bU3MYECKOTO YHUYTOXKEHUS HOCcUTeNel nHpopMaIuu.

Bce npouenypel obecriedyeHusi MHGOPMAITMOHHON 0€30MacHOCTH, YCTaHOBIICHHBIC
B ['BOY Ne 76 B oTHOmeHMH HH(OPMAIMOHHBIX CUCTEM, JIOJDKHBI BBINOJIHATHCS U
KOHTPOJHMPOBATHCS OTBETCTBEHHBIMHU 32 MH(OPMAIIMOHHYIO O€301TaCHOCTh JIUIIAMHU.

AHTHBHPYCHas 3alIUTa

B nensx npeaynpexiaeHus, oOHapyXeHHs U YCTPaHEHUs BPEIOHOCHBIX MPOrpamMm
B I'BOY Ne 76 Ha mocTosSsHHON OCHOBE JOJKHBI HMCHOJB30BAThCS CPEACTBA AHTUBHPYCHOU
3aIUTHI.

O06s13aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO JIOJIKHA MOJUIeXkKaTh J1t00ast HHGopMarus
(TexkcroBble (haitnbl MO0BIX (hopMaToOB, (ailbl AAHHBIX, HCMOJIHsAEMBbIE (ailibl), Mmoryyaemas
U TepejaBaeMas MO TEJIEKOMMYHUKAIIMOHHBIM KaHallaM, a Takke MHPOpMaLus, XpaHUMas Ha
MOJIKJTIOYaEMBIX ChEMHBIX HOCUTEIISX, IPU HEMOCPEACTBEHHOM OOpaleHny K HeM.

[Ipu yctaHOBKE MpOrpaMMHOTO oOecredeHus: Ha cepBepbl HH(OPMAIIMOHHBIX CUCTEM
AIIP win ux oOHOBIEHHMHM JIOJKHA aBTOMATHUYECKH BBIMOIHATHCS MpEaBapUTENIbHAS MPOBEpKa
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JaHHOTO TPOrPAaMMHOTO OOeclieyeHusi Ha OTCYTCTBHE BpEIOHOCHOTO IPOTrPaMMHOTO
o0ecrieyeHusl.

Curnarypnble 0a3pl BPEIOHOCHOTO NMPOTPaMMHOIO OOecreYeHus: 1 aHTHBHPYCHBIC
CPEICTBA 3aIUTHI J0JKHBI PETYISIPHO OOHOBIIATHCS.

[Tonp3oBarenu wuHpopmanmoHHBIX cucteM ['BOY No 76 He HOMKHBI HMETh
BO3MO’KHOCTB TIOJIYYEHHUS OCTyNa K KOH(DUTYpallui aHTHBUPYCHOTO CPEJICTBA 3aIUTHI HITH €TO
OTKJIIOYEHUS.

B I'bBOY Ne 76 wHeoO0XoAuMO ONpENeIUTh MPOUEAYpY M oOpaboTKu W
BOCCTAHOBJICHHSI HH(UIIMPOBAHHBIX TAaHHBIX U OTCICKUBAHNE HCTOYHHUKA 3aPasKEHHUSL.

KonTpoJas goctyna k nHGOPMALIMOHHBIM CHCTEMaM

Bce pabotHuku I'BOY Ne 76, nomymieHHble Kk pabote ¢ MH(OPMALMOHHBIMU
CUCTEMaMH HECYT IMEPCOHAIBHYIO OTBETCTBEHHOCTh 34 HAPYIICHHsI YCTAHOBJICHHOI'O IMOPSIKa
00paboTku MH(pOpMAaLMU, PABUII XPaHEHMs], UCIIOIb30BAaHUS U Iepeladyl, HaXoIIIUXCS B MX
PacnopsKEHUH 3aLUIIAEMBIX PECYPCOB CUCTEMBI.

YpoBeHb mojaHOMOuMi Mosb3oBarens B uHpopmaunoHHoi cucreme ['BOY Ne 76
JOJDKEH OMNpeNeisTbCsl B COOTBETCTBUM C €ro JOJDKHOCTHBIMH — OOSA3aHHOCTSIMH U
MIPOU3BOJICTBEHHONW HEOOX0JMMOCTBIO.

Hoctyn mosp3oBateneil k uHbopMamuoHHBIM cucteMam ['BOY Ne 76 nomken
KOHTPOJMPOBATHCS OTBETCTBEHHBIM 0 0€30MaCHOCTH.

Ocy1iecTBiieHNE PETYASIPHOTO KOHTPOJIS BHITIOJHEHUS MOJIUTHK U UHBIX JOKYMEHTOB,
KacaroIIMXcsl periamMeHTanuu jgomycka pabotHukoB ['BOY Ne 76 k wuHbOpMaIMOHHBIM
CUCTEMaM.

HNpenTndgukanusa u ayreHTHPUKAIUA

Hoctyn nosib3oBareneil kK MHOOPMALMOHHBIM CHUCTEMaM JIOJKEH MPEeI0CTaBIATHCA
TOJIBKO TIOCJE YCHENIHOTO 3aBepIleHUs MpoUeAyp HWIACHTHUPHUKAIMKN, ayTeHTHQHUKAIUH U
ABTOPHU3ALINH.

[Tonyuenue noabp3oBaTeIeM UMEHH B CUCTEME U MapoJibHOM MH(OpPMaLiU, KOTOpPhIE
ofOecreunBarOT JOCTYI IOJb30BaTeNsi K pecypcaM CHUCTEMbI, JOJDKHO OCYIIECTBISATHCS IO
MPEACTABICHUIO PYKOBOJIUTENEH CTPYKTYPHBIX MOApa3ICICHUMN.

be3onacHocTh mapoJsi

C umenpto oOecrieueHus 3allUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa K
MH(OPMALIMOHHBIM ~ CHUCTEMaM YCTaHaBIMBAIOTCA TpeOOBaHUS K BbIOOPY MapoOJIBHOM
uHpopmaiuu, o0ecreurnBaroIne J0CTaATOUYHYIO CTENIEHb CTOMKOCTH MapoJieH.

Jliia obecriedenusi KOHGUACHINATBLHOCTH MapOJIbHON HH(YOPMALMK [T0JIH30BATEIIO
3ampeniaeTcs XpaHuTh 3HAUEHUS CBOMX Mapojiell Ha OyMa)KHOM HOCHTENE B OTKPBITOM BUJE
U B CBOOOJHOM JIOCTYIIE.

Jliia obecrieyeHust KOHPHUASHIIMATBHOCTH MapOJIbHOM HH(DOPMALIMK MTOJIB30BATEISIM
3amnpelaercs nepeaaBaTh 3HaUCHHUsI CBOMX MapoJied TPETbUM JIMLIAM.

[Ipu BBOAE Mapos MOJB30BaTENEM I HocTyna K uHpopmannonHo cucteme [ BOY Ne 76
JOJIKHO MCKJII0YAThCsA O0TOOpakeHHe MapoJibHOM MH(opManuu Ha SKpaHe
MOHHUTOPA B OTKPBITOM BHUJE.
[Ipouenypa cMeHbl apoiabHON HHpOpMaluK B MHGOpMaMoHHbIX cucteMax bOY
Ne 76 noskHa MPOBOIUTHCS HA PETYIIPHOU OCHOBE.
Perucrpanust coobITHi
OcylecTBieHUEe perucTpaluu COObBITMH  0€30IacHOCTH Ha BCEX KOMIIOHEHTax
uHpopmannoHHbIXx cucreM ['BOY Ne 76, B koTopblx 00pabaThiBaeTcsi, XpaHUTCS WM IO
CpeACTBaM KOTOPBIX MepefaeTcs 3auuiaemMas HHpopMarms.
Hcnons3zoBanne CK3U
Pemenne 06 wucnoms3oBannun CK3UM B wuHTepecax 3amuThl COOCTBEHHBIX
MH(POPMALMOHHBIX PECYpPCOB MpHHHUMaercs pykoBojacTBoM ['BOY Ne 76 B cooTBeTcTBHHC
3aKoHo1arenbeTBOM Pocceniickont denepannu.

16



[Tpu sxcrmyatannun CK3U u xmoueBoil mHpopmarun Bece coTpyaHuku ['bOY Ne 76 moixHbI
BBITIOJIHATH TPEOOBAaHUS HOPMATHUBHBIX MPABOBBIX aKTOB, M3/1aBaeMbIX (pellepaTbHBIM OPTraHOM
WCIIOJIHUTEIBHON BIIACTH B 00NacTu obecriedenust 6e3omacHocT, J0KyMeHTOB [ BOY Ne 76 mo
obecrieuennio OezomacHocTH ucmonb3oBanuss CK3M, a Ttakke SKCIUTyaTallMOHHOH JOKYMEHTAlUU
npousBoautens CK3U.
be3onacHocTh HH(POPMALMOHHOM CeTH

Y cTaHOBIEHHE HAIJIEKAIETO KOHTPOJISI B OTHOLIEHUH JIOKAJIbHOW BBIYHMCIUTEIIBHOMN
CeTH W BCEX BHEIIHMX WH(POpPMANMOHHBIX KoMMyHUKanui ['BOY Ne 76 mns oGecrieueHus
3aIUTHI JAaHHBIX U 3aIUThI HHPopMamoHHbIX cucteM ' BOY Ne 76 ot HC/I.

JloJKkHBI OBITH OIpEENICHbI e UCIOIb30BaHus cetu VHTepHeT u TpeboBaHus
K IIpOLIEAYpE HCIOIb30BaHMUs pecypcoB cetu HHrepHer. Mcnosb3oBanue cetu MHTepHer
PabOTHUKOB B TUYHBIX IEJISIX JOJDKHO OBITH CTPOTO 3aIPEIICHO.

Hoctyn &k wuHGOPMAIMOHHBIM cepBUCaM ceTH HHTepHeT mpenocTaBiseTcs
pabotaukam ['6OY Ne 76 TonbKo B cllydae MPOU3BOJICTBEHHON HEOOXOAMMOCTH.

[Tonxmrouenue k cetrt UHTEpHET TOJHKHO OCYIIECTBIIATHCS TOIBKO MPU OPTaHU3aIlun
3aIUTHl COETUHEHHS MTyTEM YCTAaHOBKA MD U CIeIHAIbHBIX MPOTPAMMHBIX CPEJICTB 3alllHUTHI.

PazpemmrenbHple  TOJUTUKU JOCTyrna B MHTEpHET MODKHBI TEXHUYECKH
pPeanM30BBIBATHCS CTICIIUAM3UPOBAHHBIM ITPOTPAMMHBIM 00ECIICYECHUEM.

Kontpons wucnonp3oBanus pabOTHUKAMH pecypcoB ceTH VHTepHET M0JDKeH
OCYIIECTBISATHCSA YIOJTHOMOYEHHBIMU PAOOTHUKAMH Ha IMOCTOSTHHOW OCHOBE.

Hcnonb30BaHne KOPIOPATUBHOM 3JIEKTPOHHOM MOYTHI
CucreMa KOPHOPATUBHOW 3JIEKTPOHHOM MOYTHI JIOJDKHA MCMOJb30BaThest B ['BOY Ne 76
C ILEJIbI0 OpraHu3alik OOMEHa JJIEKTPOHHBIMH COOOIICHUSIMU MEXKAYy pPaOOTHHKAMH, a TaKKe
Mexnay paboraukamu 'BOY Ne 76 u BHemHUME aOOHEHTAMH.
B I'BOY Ne 76 nomkHbI OBITh YETKO OMPEEICHB TPEOOBaHUS K MCIOJIb30BAaHUIO
CHUCTEMBbI KOPIOPATUBHOM 3JIEKTPOHHOU MOYTHI.

[IpenocraBnenne M MpeKpamleHWe JOCTylna K pecypcaM KOpPIOpaTUBHOM
AIIEKTPOHHON MOYTHI JOJKHO OCYILIECTBISATHCS TOJIBKO HA OCHOBE O(POPMIICHHO 3asBKHU.

B TBOY Ne 76 nmomkHO OBITh YCTAHOBJICHO CIEIHAIBLHOE MPOrPaAMMHOE
ofOecrieueHre, OCYIIECTBIISIIONIEE KOHTPOJIb BCEX BXOJAIIMX COOOLICHWII Ha HalIW4yue
BPEJOHOCHOTO TPOrPaMMHOTO 0OecTIeueHUsI.

B I'bBOY Ne 76 nomkHbl OBITH NMPEAYCMOTPEHBI MEXaHM3MBl apXUBHUPOBAHUSA H
PE3epBHOTO KOMMPOBAHUS KOPIIOPATUBHOM 3JIEKTPOHHOM MOYTHI B aBTOMAaTUYECKOM PEXHUME.

Pe3epBHOEe KOIMPOBaHME U BOCCTAHOBJICHHE JAHHBIX
Ocy1ecTBiieHHE PE3EpPBHOTO KOMUPOBAHUS JIJIS:
- (bailyIoBBIX CEpBEPOB W CEPBEPOB MPUIIOKECHHUM, KPUTHUHBIX s nesaTtelbHocTH [BOY Ne
76;
—  ONEpalMOHHBIX CUCTEM (PaliJIOBBIX CEPBEPOB U MPUKIIAJIHBIX TPOTPAMM;
—  TOPWIOKEHUH, KpUTUUHBIX 1181 esaTebHOCTH ['BOY Ne 76;
—  pabouux aHHBIX.
YacTtoTa U peXUM pPE3epBHOTO KOMHMPOBAHMS YCTAaHABIMBAIOTCS TaKuM 00Opa3om,
9TOOBI 00€CTIEYNTh MUHUMAIBHYIO TOTEPIO JaHHBIX U JIOMYCTUMOE BpeMs BOCCTAHOBJICHHUSI.
Pe3epBHOE KONMMpPOBaHHE M BOCCTAHOBJIEHHE PECYpPCOB MH(DOPMAIMOHHBIX CHUCTEM
I'BOY Ne 76 nomkHbI NPOBOJAUTE YIIOJHOMOYEHHBIE paboTHUKU ['BOY Ne 76.

Pe3epBHOE KOMMpPOBaHHME AOKHO OCYIIECTBISATHCS B aBTOMATHUYECKOM pEXUME

C IPUMEHEHUEM CIIEHUATTU3UPOBAHHOTO MTPOTPaMMHO-aNNapaTHOro0 KOMILIEKca.

7 OcHoBHbIE TPeGOBaHNS K NpoLieccaM ynpaBjeHUs HHPOPMALHOHHOI
0€30IMaCHOCTLIO
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YnpasieHue puckamu

Bri6op TpeboBanmii o nHGOPMAIIMOHHOHN 0€30MAaCHOCTH M 3aIUTHBIX MEXaHHU3MOB,
IPUMEHSIEMBIX B cHCTeMe HMH(OPMAIIMOHHONH O0€30MacHOCTH, JOJDKEH OCHOBBIBATHCS Ha
MIPOBEJCHUHU aHallM3a PUCKOB HApPYLICHHS OCHOBHBIX CBOMCTB 0€30MacHOCTH Ajs HauOojee
KPUTHYHBIX HH(pOpMaIMOHHBIX pecypcoB I'BOY Ne 76.

OcCHOBO¥ OLIEHKH PUCKOB JI0JKHA OBITH OLIEHKA YCJIOBUM U (PaKTOPOB, KOTOPBIE MOTYT
CTaTh MPUYMHON HAPYIIECHHS CBOMCTB LIEIOCTHOCTH, KOH(PHUICHIIMATHLHOCTH U AOCTYITHOCTH IS
pecypcoB uHpopMarroHHo# cucteMsl [ BOY Ne 76.

PesynbraTroM mnpoBeeHMsS aHaIM3a PUCKOB JOJDKEH OBITh KOMIUIEKC MEp,
HaIPaBJICHHBIX HAa CHUKEHHE BO3MOKHOTO HETATUBHOTO BJIMSIHMS Ha OCHOBHYIO JIESITEIIBHOCTh
AIIP mpu peanuzauuy TOH WIM MHOM yrpo3bl U 00ecnedyMBarOIIMX JOCTATOYHBIM YpPOBEHb
3amuIneHHocTy nHpopmarmonHsix cucteM ['bOY Ne 76.

YnpasieHue HHIMIEHTAMH HH(POPMAIHOHHOMH 0€30I1aCHOCTH

g oOecniedyenuss 3(pPEKTUBHOTO pa3pelieHus WHUUIAEHTOB HHQOPMAIIMOHHOM
6e3omacuocty B ['BOY Ne 76, MuUHMMU3alMu NOTEPh U YMEHBLIECHUS pHCKa BO3HUKHOBEHHS
MOBTOPHBIX HMHIMJIEHTOB JOJDKHO OCYLIECTBIATHCS 3()(PEKTHUBHOE yNpaBieHHE HWHUUICHTAMU
nH(pOpMaLMOHHON 6€30MacHOCTH.

Jlnst ympaBiieHWsl WHIUJEHTaMU WHGOPMAIIMOHHONW 0O€30MacHOCTH JIOJDKHA OBITh
CO3/[aHa CUCTeMa yuyeTa MPOMU3O0IIECIIINX UHIIMIEHTOB, KOTOpas MpeACTaBiseT co00il KOMILIEKC
CPEIICTB M MEPOTIPUATHH I cOOpa M KOHCOIMIAIUKA HH(POPMaIUi 00 MHITUACHTAX.

B oTHOmIeHUM Ka)Xa0ro MPOW3OLIEIIIEr0 MHIMIACHTA OJIKEH BBINOJIHSITHCA €ro
aHaJn3 1 pa3zpaboTka 3pPEeKTUBHBIX MEP pearupoBaHus Ha JaHHbIN HHLINJICHT.

MOHHMTOPHMHI TeKYILero YpoBHsI HH(POPMALMOHHOH 0€3011aCHOCTH
Jls oGecrieueHus: BICOKOTO YPOBHS KOHTPOJISI B OTHOIIEHUH CHUCTEMBI OOecieueHus
nHpopmanmonHoit 6e3omacHoctd B 'bOY Ne 76 Ha MOCTOSIHHON OCHOBE JIOJDKEH MPOBOIUTHCS
KOMIIJIEKCHBI aHAJIW3 CYHIECTBYIOIIMX 3alllUTHBIX MEXaHU3MOB M BO3HUKAIOIIMX WHIUICHTOB
MH(POPMAITMOHHON 0E30TaCHOCTH, a TAK)KE MEPUOJIUUECKHA ayJUT BCEH CHCTEMBI 00€CTICueH Usl
MH(POPMAITMOHHOW 0€30TMaCHOCTH.

[Ipomiecc MOHUTOpUHTA CHCTEMBI OOecriedueHHs MHHOPMAITMOHHONW 0e30MacHOCTH
JOJIKEH BKIIOYATh B c€0sl KOHTPOJIb OPraHU3allMOHHBIX U TEXHUYECKUX 3aIUTHBIX MEp, aHaIHU3
rapaMeTpoB KOH(PUTypauu U HACTPOUKH 3aIIUTHBIX MEXaHU3MOB.

[Ipy mnpoBeneHUHM KOHTPOJBHBIX MEpPONPUSATHI, CBS3aHHBIX C  OLIEHKOMN
(dhyHKIMOHUpOBaHUS 3amUTHRIX Mep B [ BOY Ne 76, ymomHoModeHHBIE paOOTHUKH JOJKHBI
MIPUIEPKUBATHCS CICAYIOIIMX TPUHIIUIIOB:

—  He HapymaTh QYHKIMOHHpPOBaHUE TeKyliel nesreabHoctd ['bOY Ne 76;
— JIeHCTBOBaTb B COOTBETCTBUM C BHYTpeHHUMHU JokymeHTamu ['BOY Ne 76 mno
MH(pOpMaITMOHHOW 06€30MacHOCTH;
— HE CKpbIBaTh (aKThl BBISBICHHBIX WHIMACHTOB M HapylIeHUH TpeOOoBaHMIA
nH(pOpMaITMOHHOW 06€30MacHOCTH;
—  0pOpMIIATH OTUYETHI, MOATBEPKAAIOIINE BHIMOJIHEHUE MEPOTIPUATHH 110 00ECTICYCHUIO
HH(pOPMAITMOHHON 0E€30MaCHOCTH.
Wudopmanus, noiyuyeHHas B XOJ€ MPOBEACHHUS KOHTPOJIMPYIOIIUX MEpONPHUITHN
0 JAEUCTBHX, COOBITUSAX M TapaMeTpax, UMEIOIINX OTHOLIEHHE K (DYHKIIMOHUPOBAHUIO 3aIIUTHBIX
Mep, OJKHA KOHCOJIMAWPOBATHCS M XPAaHUTHCSA B MECTaX, MCKIIOYAIOIIMX IOJIyYEHUE K HEl
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.

MOHUTOPUHT JTaHHBIX O 3aperuCTPUPOBAHHBIX COOBITHAX HH(MOPMAIIMOHHOMN
0€30MaCHOCTH JIOJDKEH NPOBOJIUTHCS, IO BO3MOMKHOCTH, C HCIHOJb30BAHUEM BCTPOEHHBIX
MEXaHHU3MOB HACTPOWKH W ayauTa COOBITHI B TPOTPAMMHBIX U TPOTPAMMHO-TEXHUYECKUX
CpeACTBax, UCIOJIb3yeMbIX B HH(opMaIMoHHbIX cucTeMax [ BOY Ne 76.
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AyauT cuctembl obecniedeHus1 MHPpOPMALMOHHOM 0€30NaACHOCTH
B memsax oOmEHKM TEKymero ypoBHS HMH(DOpPMAMOHHOW  Oe30MacHOCTH
ynoiaHoMoueHHble paboTHUKH ['BOY Ne 76 Ha perynsipHOil OCHOBE JOJIKHBI IIPOBOAUTH AYIUT
MH(POPMAMOHHOM 0€301acHOCTH.
BHyTpeHHHE ayqUTHI WJIM CAMOOLIEHKU JOJDKHBI BBITOJHATHCS, 10 BO3MOXKHOCTH,
pabotaukamu ['BOY Ne 76.
Pe3ynpTaToM BBINIOJSHEHHS ayAWTOB 1O MH(DOPMAIIMOHHOKW 0€30MacHOCTH JIOJDKHBI
CTaTh OTYETHl O BBIIOJHEHHOM ayauTe HWH(POPMAIMOHHOW Oe30MacHOCTH, KOTOpPBIE
pa3pabateiBarotcs cienpanuctamu 'BOY Ne 76
[lo pe3ynpTaTaM ayauTa YHOOJIHOMOYEHHBbIE pPAOOTHUKHM UM OTBETCTBEHHBIC
nonpazzaenenuss [BOY Ne 76 noimkHBI ONpenenuTh ACHCTBUS, HEOOXOIUMBIE ISl YCTPaHEHUS
0oOHapyXEHHBIX HECOOTBETCTBHIA B IPOIECCE Ay/IMTa M BHI3BABIIMX MX IPUYMH.
YnpasiieHue nepcoHajiom
Opranuzanys Takoro Ipoliecca YIpaBJICHUs IEPCOHAJIOM, KOTOPBIM obOecredut
JIOBEpUTEIbHOE OTHOLIEHHE K paOOTHHUKAM, a TAKXKe OpraHU3yeT KOMIUIEKCHOE POTUBOJIEHCTBHE
yrpo3am nHGOpPMaMOHHOM 0e301acHOCTH, UcXoAaKM oT nepconana ['bBOY Ne 76.
BoinosiHenue o0s3aTenbHBIX MPOBEPOK IPU MPHUEME HOBBIX paOOTHUKOB Ha paboTy
C TOYKHU 3pEHHUS JIOCTOBEPHOCTH COOOIIAEMBIX HMHU JaHHBIX M C TO3HMIHUU OLEHKU HUX
podeccroHabHBIX HAaBBIKOB.
Opranuzanys paboThl B HAallPaBJICHUU MOBBIIIEHUS] OCBEIOMIICHHOCTH U 00y4eHUs B
obsactu nHOOPMAITMOHHONW 0€30TMaCHOCTH.
[ToBeiienne ocBenomiaeHHOCTH paboTHUKOB [ BOY Ne 76
— 1o cymectBytomuM B 'BOY Ne 76 monutikam napopMannoHHO# 0€30MacHOCTH;
— 1o npumensemMbiM B ['bOY Ne 76 3ammTHeIM Mepam;
— 110 NPaBWIBHOMY HCIOJIb30BAHUIO 3AIUTHBIX MEP B COOTBETCTBUU C BHYTPEHHUMU
nokyMeHtamu ['BOY Ne 76.

8 3akiaouenue

8.1 Hacrosimas I[lonuTuka sBhsercs BHYTpeHHHM jgokymeHToM ['BOY No 76,
00LIEOCTYTHOM U MOANICKUT Pa3MEIIEHUI0 Ha OUIIMATIEHOM CalTe IIKOJIbI.
Hacrosimas I[Tonutrka nouiexuT U3MEHEHHIO, JOMOJHEHHUIO B Clydae MOSBICHUS
HOBBIX 3aKOHOJATEIbHBIX aKTOB U CHELMAIbHBIX HOPMATUBHBIX JOKYMEHTOB MO 00paboTke u
3alUTe MEPCOHANbHBIX JaHHBIX, HO HE peXe OJHOro pa3za B Tpu roga. Ilpu BHeceHuu
W3MEHEHHI B aKTyaJIbHOW peJaKIMM YyKa3bIBaeTcsl JaTa mnocieAaHero oOHoBieHus. Hopas
penakuusi [lonuTuku BeTymaer B CHIy C MOMEHTa €€ pa3MEUIeHHs, €ClId HMHOE He
Mpe1ycMOTpeHo HOBoM penakuueit [lomutuku.
Koutpons wucnonnenust tpeboBanuii Hacrosmei [lomutuku ocymiecTBisercs
OTBETCTBEHHBIM JTUIIOM 3a oOecreueHrne 6e30MacHOCTH MEePCOHATBHBIX TAHHBIX.
OtBercTBeHHOCTh HOJKHOCTHBIX nu ['BOY Neo 76, mmerommx moctym K
KOH(DUIEHIIMATBHON HH(pOpPMAIK, 32 HEBBIIOJHEHUE TPeOOBaHU HOPM, PETYIUPYIOIIUX
00paboTKy W 3amuTy WHGOPMAIHMU, OMPEAeTsSeTCs B COOTBETCTBHH C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuu u BHyTpEHHUMHU TIOKYMEHTAMU aIMUHUCTPALIUN LIKOJIBI.
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