KUBEPLLUUT: TBOH LULUDOPOBAYA 3ALLLUTA

Kak pacno3HaTb Yyrpo3bl U COXPaHUTb AaHHble



aKKayHTbI).
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To, yTO
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ULWYT JOCTYN K TBOEMY «LiuGPOBOMY
yepes B3/IOMaHHble CcalThbl

OHK» (poTo, nepenncku
MOXET nonacTb B 6a3bl MOLLEHHUKOB

nonapaet B CeTb, OCTAaeTCA TaM

HaBceraa.
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e YTeuku gaHHbIX: TBOA UHOOpPMaLMA

e Llndpposan penyTayus
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COUMAJIbHAA MHXEHEPUSA:

B3J1IOM HEJTOBEKA

CyTb MeTOAa:

Xakepbl aTakytoT He KOMMb-
loTep, a TBOM amouuu (cTpax,
»XagHOCTb, NIO6ONbITCTBO).

N
g =k

Llenb:

3acTaBuTb TeBR OTKNOHUTD
KPUTUYECKOE MbILLNEHWNE
1 COBEPLUMTb OLUMOKY.

MaBHOEe npasuno:

Ecnv TebRr TOpONRT
Unw 3anyrueaioT —
3TO araka.




TP BUOA «PbIBAJIKU» HA TBOU JAHHDIE

OULLIUNHI CMULWLUHTI | BULLUHTI
. ;
[NoaaenbHble CanTbl U SMS o «Bblrpbille» unn 3BOHKU OT N1XKe-COTPYAHUKOB
n1ucbmMa OoT UMeHu 6peHaoB «BNOKNUPOBKE KapTbi. ’ noAvuLUUK Unu
nnu 6aHKoB. CCbiNku BeAyT B TEXNOAAEPKKWN.

Ha CaTbl-K/1OHbI.



BPEAOHOCHOE NO: HEBUAMUMDIE BPAI'A

Bupycbl u TposiHbl: MaCcKUpYOTCH noa
oo WUrpbl nn nonesHble Gannbl. KpaayT
Maposiv U LUMNNOHAT.

BuHnokepsbl (MporpamMmmbi-

d BbIMoOrartesnu): EnoKMpyoT 3KpaH
OaHHEPOM U TPebyoT AeHbIM 3a
Pa36/10KNPOBKY.

BoTHeTbl: [IpeBpallaloT 3aparkeHHoe
=% YCTPOWMCTBO B «30Mb6U» O/19 aTaK Ha »

- OPYrunx.




O

DDoS-ATAKU: ULUDPOBASYA NPOBKA

YTto aTo: Ataka «OTKas

B 06CNyXUBaHUNY.
MunnuoHbl 3anNpocoB
OL4HOBPEMEHHO
obpyLUMBaAKOTCA Ha cepBep.

AHanorus: Tonna
nogen, bnokupyroLLas
BXO[, B MarasuH —
HUKTO HE MOXET
BOWTW.

—

3

Ponb 60THETOB: Xakepbl
NUCNONb3YIOT 3apaXXeHHble
KOMIMbOTEPbI 06bIYHbIX
nonb3oBartenen ans
TaKux aTak.



OTKPbITbIN Wi-Fi — OTKPbITA! ABEPDb

Puck: B obLieaocTynHbIX
ceTax (kade, TL) Tpaduk
4acTo He WuopyeTcs.

Yrpo3sa: Xakep MOXeT
«nogcnywartb» nepepavy
AaHHbIX U YKPacTb Naponu.

CoBerT: He 3axoau B
OHNanH-6aHK 1 NOYTY Yepes
oTKpbITbIn Wi-Fi. Ulcnonb3yn
MOBUNBbHbBIN UHTEPHET.
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«be3onacHbIN cyeT»: | Jhke-Texnogpepxka:
MoLLEHHUKN yoexaatoT )‘ - 3BOHKU 1A
nepeBecTU AEHbIN, ~ : BCN/blBaloOLLMEe OKHa:
YTObObI «CNACTU» UX OT ‘J w «Baw koMnbloTep
KpaXKu. 3TO NOBYLUKA. | / 3apaxeH! 3annatute

HaM 3a JIe4YeHUue».

Mpaeuno: baHky 1 NONULUKMA HUKOrAa He NPOCAT NePEeBEeCTN AeHbIN UK Ha3BaTb Koa n3 SMS.



JNNIOBYLWWKWU XXAAHOCTWU: UHBECTULIAU U TTMPAMW /b

=

UHBeCTULUOHHOE
MOLLUEHHUYECTBO:
ObeLlaHns «yaBOUTb
KanuTtan» unn éuiCTpbIn
3apaboToK

B KPUMNTOBANKOTE.

- QelKoBble
KOHKYpCbI:

UrpoBbie BanioThbl: «Tbl BbIUTpan

[pepnoxeHna kynutb IPhone! lNpocTo

«FONA» NN CKUHbI [TpocTo onnatu

[eLeBo — YacTo BeayT \ NOCTaBKY».

K Kpa)ke akKayHTa.




MOLUEHHUYECTBO B COLICETAIX
KL ="

| NMoMoru aAeHbramu!
B __ENON /

 Banom gpyra: ﬁ * [lpoBepka: ’. * PenKoBble npocbunu:i

CoobLeHne oT MepesBoHU gpyry no KNOHbl CTpaHUL, peanbHbIX
3HaKOMOro C nNpocbboi TenedoHy, npexae Yem noaen nnu agMuUHUC-
CPOYHO O0NMKUTb nepeBoauUTb CPeacTBa. Tpauuu coLceTun ans

LOEHer. BbIMaHUBaAHMA Naposen.



KUBEPBYJUJIUHI A NPECJIELOBAHUE

TaKTUKa 3aLlimThbl:

KubepoynnuHr:
TpaBng, ockopbneHusa A
U Yrpo3bl B CETU.

e He BcTynav B guanor @
(He kKopMu Tponnen). =,

CTankKwuHr: e Coenam CKPUHLLIOT E)
HaBa3uunBoe (nokasaTenbCcTBO).
BHUMaHWE U CNexKa

3a ULMPpPOoBbIMU * 3abnokunpym &
0enNCcTBUAMM. arpeccopa (BaH). u®




ONNDENKU: HE BEPb NMA3AM CBOUM

 Nundenk: icnonb3oBaHune
W ons nogMeHbl nyua nnu
rofioca Ha BMaeo 1 B ayamo.

@

A, * OnacHocTb: Co3paHue
L\ denkoBbIX HOBOCTEN UK
KOMnpomarta AN WaHTaxa.

 Mapkepbl: HeecTecTBeHHasn
MUMWKE, NPoBnemMsbl C
MopraHuem, aptedakThbl Ha
rpaHuuax nuua.




NEPBbIN PYBEXX OBOPOHDbI: MAPOJIN
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 CNoXHoOCTb: e 'urueHa: PasHble ﬁ a « 2FA (AByxdakTOopHan E]

MuUHUMyM 12 CUMBOSOB, naponu Ana pasHbiX ayTeHTUduKauuma):
pasHble PErncTpbl, cauToB. He ucnonbaym ObszaTeNlbHO BKIKOUM
Lnppbl U 3HaKWN. AaTbl POXOAEHUA U UMEHa NOATBEPXAEHNE BXOAa

NUTOMLIEB. yepes TenedoH.



KPUTUHECKOE MbILWWIEHUE — TBOE N'NTTABHOE OPY)XXUE

. CmMmoTpum:

— [NpoBepsau agpec
canta (URL) — HeT nu
OLWMOOK B Ha3BaHUN?

" Cron:
MoLlleHHUKN Bceraa

ToponAT. Bosbmu
nayasy.

¢ Pymaii: / = = posepsii:

.. S« BecnnaTHbI CbIp ~ ~ . Nwm nudopmaymo

OblBaeT TONbKO yepes opuumanbHble

B MblILLEOBKE. | KaHanbl, a He Mo CChiNKe
13 NMCbMa.
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byYIlb YMHEE XAKEPA

¢ * PerynapHo obHoBMAX nNporpaMmmbl 1 aHTUBMPYC.

¢ * 3aKpbiBa npodunn B coLceTsax (ToNbKo Ansa Apysen).
Lo - He 6bonTan nuwiHero o cebe n 6U3KNX.

o - ComMHeBaelWwbcA? [locoBETYUCA CO B3POC/bIMU.

TBOSA 6€30NMacHOCTb — B TBOUX PYKaX.



