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MHO®OPMALIMOHHAA NMAMATKA
And ObYYAIKOLWUXCA And PASMELLEHUA
HA OPULIMATIbHBIX UHTEPHET-PECYPCAX

C KaXXAbIM TIOAOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJ'II)H_I€, a4 IMKOJBHHUKH OJHH H3 CaMBbIX
aKTHUBHLIX MOJIb30BaTEICH PyHeTa. Me>1<z[y TEM, IIOMHUMO OI'POMHOI'0 KOJIHMYCCTBA BO3MO)I(HOCT€I7I, HHTCPHECT
HCCCT U HpOGJ’IeMLL OTa maMsTKa JOJI’)KHa ITIOMOYb TeOe 0e30macHo HaXOIUThCA B CCTH.

KOMan'OTeprIe BUPYCbI

KommbioTepHslii  BUpyC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTIMYUTEIBHON
0COOCHHOCTBIO KOTOPOW SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B nomonHeHue K 3TOMY, BUPYCHI MOTYT
MOBPEIUTH WU TOJHOCTHIO YHHUYTOXKHUTH BCE (PAillibl U JaHHBIE, IOAKOHTPOIbHBIC MOJIB30BATENI0, OT UMEHU
KOTOporo ObUla 3amylieHa 3apaXeHHas TMporpaMma, a TaKXe TIOBPEIUTh WM JaXe YHUYTOXKHUTH
OTIEpAllMOHHYIO CUCTEMY cO BceMH (aiiiamu B 11esioM. B OOJBIIMHCTBE Clly4aeB pacHpOCTPaHSIOTCS BUPYCHI
yepe3 UHTEpHET.

MeToapl 3aIIUThI OT BPCAOHOCHBIX ITPOTrpaMM:

1. Hcnone3yil cCOBpeMEHHbIE OINEPAIMOHHbIE CHCTEMBbI, MMEIOIIUE CEPhEe3HBIH YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocTossHHO ycTaHaBIMBal MauTH (IIUPPOBBIE 3aIUTATKHA, KOTOPhIE aBTOMAaTHYECKH YCTAaHABIMBAIOTCS C
LENbI0 JOpaObOTKU MPOrpaMMBbl) U Ipyrue 0OHOBJICHHS CBOEH OomepalMoHHON cucTeMbl. CKayuBail uX TOJIBKO
¢ opunmansHoro caifta pazpadorunka OC. Eciu cyiiecTByeT peskuM aBTOMaTH4ecKoro 0OHOBIICHHSI, BKIIOUH
€ero;

3. Paboraii Ha cBOeM KOMITBIOTEPE IO/ IIPaBaAMU MTOJIL30BATENS, @ HE AMUHHCTPATOpa. ITO HE TIO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HMHCTAJUIUPOBATHCS HAa TBOEM IEPCOHATIBHOM KOMITBIOTEPE;

4. Hcmonb3yil aHTUBUPYCHBIC IPOTPAMMHBIC MPOAYKTHI ~ HM3BECTHBIX  MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIIEHHEM 0a3;

5. Orpanndp HU3HYECKHUI JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHEIIHWE HOCUTEHN WH(POPMAIINH, TaKHe KaK (hJemrka, TMCK Win (aiiyl U3 HHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBali KOMIBIOTEPHbIE (ailiibl, MOJyYEHHbIE U3 HEHAJC)KHBIX MCTOYHUKOB. Jlaxke Te Qailnbl,
KOTOpBbIE MTpUCIIa TBOM 3HAKOMBIN. JIyullle yTouHHM y HEero, OTHPABIISLI JIU OH Te0e HX.

Cetun WI-FI

Wi-Fi - 310 He BHJ mepeaaun JaHHBIX, HE TEXHOJIOTHs, a BCEro Juib Opena, Mapka. Emte B 1991 romy
HUJIEpJIaHICKass KoMITaHus 3apeructpupoBaia opera "WECA", uyto o6o3Hauano cimoBocoueranue "Wireless
Fidelity", koTopblif nepeBoaANUTCS Kak "OecrpoBOIHAs TOYHOCTD'.

Jlo Hamiero BpeMeHH Jouuia apyras ab0peBuaTypa, KOTOpas SIBISETCS TAaKOH XK€ TeXHOJOrueu. ITo
ab6OpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO TaHO ¢ HAMEKOM Ha CTaHJAPT BBICIICH 3ByKOBOW TeXHHMKHU Hi-
Fi, uT0 B meperoe 03HAYACT "REICOKAS TOYHOCTR"
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Jla, OecruTaTHBIM MHTEPHET-TOCTYH B Kade, OTeNSIX U adponopTax SBISETCS OTIUIHONH BO3MOKHOCTHIO
BbIXOJIa B HWHTepHET. HO MHOrHMe 3KCIepThl CUMTAIOT, 4To oOmemoctynHbie Wi-Fi cetm He sBisroTCS
0€30I1aCHBIMHU.

CoBeTbl 10 0€30MacHOCTH pabOThI B 00MIETOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nmuHyo uHpopMarmio depe3 obmenoctynusie Wi-Fi cetn. Paboras B Hux,
KeJaTeJIbHO He BBOJUTH ITapOJIH I0CTYIIA, JTIOTHHBI U KaKHe-TO HOMEpa;

2. Vcnonb3yii 1 OOHOBISI aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMayep. TeM cambIM Thl 00€30TACHUIIIb
ce0s 0T 3aKaYKu BHpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuro "O0mwmii nqoctyn k ¢aitnam u npuarepam”. JlanHnas
(GyHKIMS 3aKphITa 1O YMOJYaHMIO, OJHAKO HEKOTOpHIC IIOJIb30BATENIM AKTUBUPYIOT €€ s yJo0cTBa
MCTIONIB30BaHUS B paboTe mim yueoe;

4. He wucnonws3yii nyomuunbsii WI-FI nns mepemaum nUYHBIX JaHHBIX, HAOpUMeEp Ui BBIXOJa B
COIMAJIbHBIEC CETU WJIU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonpko 3anuiienHoe coequaenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeOG-aapeca
BBO 1M UMeHHO "https://";

6. B MmobOunpHOM Tenedone otkmoun Gpyukiuio "Tloakmoyenne k Wi-Fi aBromatnuecku". He momyckait
ABTOMATHUYECKOTO MOJIKIIFOYCHHUS YCTporcTBa K ceTsiM Wi-Fi 6e3 TBoero coriacusi.

CoumanbHble ceTn

COIII/IaJ'II)HI)Ie CCTU aKTHUBHO BXOAAT B HAIly )KWU3Hb, MHOTHE JIIOAU pa60Ta}0T H JXUBYT TaM IIOCTOSIHHO, a
B Facebook YK€ 3apCTUCTPUPOBAH MUJTITIMAPA YCTIOBEK, UTO ABJIACTCS OI[HOI71 CGI[LMOﬁ BCEX JKMTEJEH IIaHEThI.
MHorue MoJIb30BaTelIn He IIOHHUMAroT, 4TO I/IH(I)OpMaI_[I/ISI, pasMCIICHHAsA UMW B COLUAJTIBHBIX CCTAX, MOXKCET
OBITh Ha171):[eHa H UCII0JIb30BaHa K€M YyroaHo, B TOM YHUCJIC HC 00s13aTeIBHO C OJIarMMH HaMCPCHUSAMMU.

OcHOBHBIE COBETHI IO 0€30TACHOCTH B COIIMATILHBIX CETAX:
1. Orpannyb criucok npy3eit. Y 1e0s B IPy3bsAX HE JOKHO OBITH CIYYaifHBIX M HE3HAKOMBIX JTFOJICH;

2. 3amuiiai cBoro 4acTHYIO u3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHUS U
JIPYTYIO JIMYHYIO MH(POpMAaIHIO. 370YMBILUIEHHUKH MOT'YT MCIIOJIb30BaTh J1ake MH(POPMAIIHIO O TOM, KaK Thl U
TBOU POJUTENM IUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amminai cBOI PEIMyTalMIo - IePKU €€ B YHCTOTE W 3ajJaBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
JpYTHE MOJI30BATEIN BUACIH, UTO ThI 3arpyxaeiib? [Togymai, mpexiae 4eM 4To-To OIyOJIMKOBATh, HAMMCATh
Y 3arpy3HUTh;

4, Ecau TeI ropopuiib € JOJAbMH, KOTOPBIX HC 3HACHIb, HC HCHOHBSYﬁ CBOC PCAJIBHOC UM U APYI'YIO
JINYHYIO I/IH(I)OpMaI_II/II/II HUMsI, MECTO JXHUTCJIbLCTBA, MCCTO y‘Ie6LI H IIpoYee,

5. M3beraii pazmemenus (otorpaduii B MuTepHere, rae Thl M300pakeH Ha MECTHOCTH, IO KOTOPOH
MOKHO OIIPEJCIIUTH TBOE MECTOIOJIOKECHHUE;

6. IIpu peructpannu B COIHMAIbHON CETH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIE MApPOJIH, COCTOSIINE H3
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OykB ¥ u(p U C KOJTMYECTBOM 3HAKOB HE MeHee §;

7. I[J'Iﬂ COHH&HBHOﬁ CCTH, IIOYTHEI U APYTIUX calToB HCO6XOI[I/IMO HCII0JIB30BAaTh Pa3HBIC IIAPOJI. Torz[a
€CclIi TeOs B3JIOMAKOT, TO 3JIOYMBIIIUNICHHUKHU ITOJIYy4aT AOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpa3zy.

ANEeKTPOHHbIEe AeHbIN

BHGKTpOHHHC JCHBI'H - 3TO OYCHb YHO6HBIﬁ croco0 l'IJ'IaTe)Keﬁ, OAHAKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT MOJYUYUTh 9TU JCHBI'H.

3H€KTpOHHLIe ACHBI'U MOSABUIIMCH COBCEM HCIABHO U UMCHHO HM3-3a 3TOI'O BO MHOT'UX TOCyJdapCTBax OO
CHX IIOP HE NPOMNHCAHO PO HUX B 3aKOHAX.

B Poccun ke oM QYHKITHOHUPYIOT M O HUX YK€ MPOITUCAHO B 3aKOHE, I/I€ UX Pa3eysioT Ha HECKOJIBKO
BUJIOB - AHOHMMHBIE M HE aHOHUMHBIC. Pa3HHIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3periaercs
HpOBOI[I/ITB OHepaI_[I/II/I 663 I/II[GHTI/I(l)I/IKaI_[I/II/I IIOJIB30BaTC/IsA, 4 B HCAHOHHMMHBIX I/IILCHTI/I(I)I/IKEIL[I/IH I10JIB30BaTCJIA
SABJIIETCS 0053aTENBHOIA.

Taxke cienyer pasiauuyaTh JIEKTPOHHbIE (PHATHBIE JEHBI'M (paBHBI FOCYAApCTBEHHBIM BAJIIOTaM) U
3JICKTPOHHBIC He(DHATHBIC JEHBI'H (HE PAaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30IaCHOM pa60Te C OJICKTPOHHBIMH JICHbI'aMMU:

1 TIpuBsbku K cyeTy MOOWIBHBIN TenedoH. DTO caMblif yJOOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocty K cuery. [IpuBsizaHHBIN TenedOH MOMOKET, €ClU 3a0y/AeIlb CBOH IIIATEKHBIN MapOoJib WITH 3aiiIens Ha
CalT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Vcnionb3yii ogHopa3oBsle mapoiu. [locne nepexona Ha YCHIICHHYIO aBTOpU3AIIHIO TeOe yxe He OyIeT
yrpoXaTh OMACHOCTh KPa)ky WJIH MepexBaTa MiIaTeKHOTO MapoJis;

3. BriOepu crnoxkHbIi naposs. [IpecTynHukam OyaeT He MPOCTO yraaaTh CIOXKHBINA mapos. HamexHbie
[apoJIu - 3TO MApOJIH, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U BKIIKOYAIOT B C€0sl CTPOUHBIE U MPONUCHBIE
6yKBI)I, HI/I(pr)I U HECKOJIBKO CHUMBOJIOB, TaKHMC KaK 3HAK JoJuIapa, q)yHTa, BOCKHI/IH&T@HBHLIP'I 3HAK U T.II.
Hanpumep, $tRONg!;;

4. He BBOM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPBIM HE JJOBEPSCIIIb.

OneKTpOHHaA no4Ta

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTUS U IPEIOCTABIIAEMbIE €10 YCIYI'M IO NEPECHUIKE U IMOIYYECHHIO
AJICKTPOHHBIX COOOIICHHUH, KOTOPBIC PACHPEACIAIOTCS B KOMIBIOTEpHOW ceTh. OOBIYHO SIEKTPOHHBIN
MOYTOBBIM SIIUK BBITTIAIUT CIEIYIOIIUM 00pa3oM: KM _IOJb30BaTesi(@uMs_JomMeHa. Taike Kpome
nepenayu MpoCTOro TEKCTa, UMEETCsl BO3MOKHOCTD MepeiaBaTh (hauiibl.

OcHOBHEBIE COBETHI 110 06€30MacHO paboTe ¢ INEKTPOHHOM MTOYTOM:

1. Hano BbIOpaTh mMpaBUIIbHBIA MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBINH BBIOOp OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPATh T€M, KOI'O 3HACIlb U KTO NE€PBbIN B PEHTHHTE;

2. He yxa3pBaii B JmMuHOW moYTe JHYHYI0 wuHpopmanuio. Hanpumep, mnydme BBIOpaTh
"My3bIKaJIbHbIN (aHaT@" nan "pok2013" BMecTo "temal3";

3. Hcmonp3yil ABYXITAalHYIO aBTOPHU3ALMIO. DTO KOTJa MOMHMO Tapojisi HYKHO BBOJUTH KO,
MpHCbUTaeMbIi o SMS;
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4. BpiOepu CHOXHBIA Mapoib. s KaXAOro IMOYTOBOTO SIMIHUKA JOJDKEH OBITh CBOW HAJEKHBIH,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HanucaTh CaMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIB3YH 3Ty BOZMOKHOCTH;

6. Mcmonb3yit HECKOIBKO OYTOBBIX SIIUKOB. [IepBBIi 1151 4aCTHON MEPETHCKH € aipecaTaMi, KOTOPBIM
ThI I0BEpSAELIb. ITO 3JIEKTPOHHBIH aJpec He HaJJ0 UCIOJIb30BaTh IIPU PETUCTpalMU Ha (JopyMax U calTax;

7. He oTkpbIBaii ¢aiiniel 1 Apyrue BIOXKEHUS B MUCbMax, Ja)ke €CJIM OHM NPUILIM OT TBOMX JpYy3eil.
Jlydiie yTOYHU y HUX, OTHPABIISUIN JIU OHU TeOe 3T (haiiibr;

8. Tlocie okoHuYaHUS PabOTHI Ha MMOYTOBOM CEPBHCE MEPE] 3aKPHITUEM BKJIAJIKH C CAaiTOM HE 3a0yab
Ha)xaTh Ha "Britn'".

Knb6epOynnuHr unu BupTyanbHoe usaeBaTtenbCTBO

KubepOynnuHr - mpecienoBanne cOOOIMEHUSIMH, COJIEPKAIUME OCKOPOJICHHS, arpeCCHUI0, 3aITyTUBAHUE;
XYJIUTaHCTBO; COITMAIbHOE OOMKOTUPOBAHHUE C IIOMOIIBIO PA3IMUHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pBHOE ¢ KHOEPOYILITUHTOM:

1 He 6pocaiics B 60#. Jlyummii coco6: mocoBeTOBaTbCs Kak ce0si BECTH M, €CJIM HET TOro, K KOMY
MOYKHO 00paTUTHCS, TO BHAYaJIe YCIIOKOUThCA. ECIii ThI HAUHEIIb OTBEYAaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS,
TO TOJIBKO eI11e OOJIbIIIE Pa30XIKeIb KOH(IUKT;

2. YrpaBnsii cBoel kubeppenyTaiuei;

3. AHOHUMHOCTb B CETH MHHMAI. CYH_IGCTBYI-OT CII0COOBI BBUICHHUTB, KTO CTOHMT 3a AHOHHMMHBIM
AKKayHTOM;,

4. He crout BecTH XyIUraHCKHIA 00pa3 BUPTYalbHOM >kU3HU. VIHTEpHET (QUKCHpPYET BCE TBOU JIEHCTBUSA
U COXpaHseT uxX. Y IalIuTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoOGuroziail CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuanuHbii HeraTiB. OHOPA30BbIe OCKOPOUTENBbHBIE COOOIIECHHS JTyYIlle HTHOPUPOBATb.
OOBIuHO arpeccus MpPeKpamiacTcsi Ha HaYaIbHOMN CTa/INH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHHMSIMHU, B COLIMATBbHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHPOBKHU OTIIPABKH COOOIICHUI C OTIPEACTICHHBIX aIPECOB;

8. Ecnu ThI cBUzeTens kuOepOyminHra. TBou qeiCTBUSA: BEICTYNUTh NIPOTHB MPECIeIoBaTeNsl, IOKA3aTh
€My, 4TO €ro ACHCTBUS OLICHUBAIOTCS HETATHUBHO, MOJJEPKATH XKEPTBY, KOTOPON HYKHA ICHUXOJIOTMYECKas
MIOMOILlb, COOOIINUTH B3POCIIBIM O (DaKTe arpecCUBHOTO MOBEJICHHS B CETH.

Mo6unbHbIN TenedoH

CoBpemeHHbIe cMapTHOHBI U IJIAHIIETHI COAEpXKAT B ceOe BIOJHE B3POCHbBIN (DYHKIIMOHAJ, U TENepb
OHM MOTYT KOHKYpPUPOBaTh CO CTallMOHAPHBIMM KoMmmbioTepamu. OHAKO, CPEACTB 3alllUThl AJs MOJOOHBIX
YCTPOMCTB IOKAa OYEHb Majo. TecTUpOBaHUE U MOMCK YSI3BUMOCTEW B HUX NMPOUCXOJUT HE TaK MHTEHCHUBHO,
kak i [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX IPUIIOKEHUH.
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CoBpemeHHbIE MOOWIIbHBIE Opay3epbl YK€ NpPaKTUYECKH JOTHAJIW HACTOJIbHBIE AaHAJIOTH, OJIHAKO
pacmpenue pyHKIHOHANIa BJIe4eT 32 cO00M OOJBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

Jlanexo He Bce MPOM3BOJUTEH BBITYCKAIOT OOHOBJIECHHUS, 3aKPhIBAIOIINE KPUTUYECKHUE YSI3BUMOCTH IS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 1151 6€30MaCHOCTH MOOWIIBHOTO Telle(poHa:

Huuero He siBnsieTcs mo-HacrosiieMy OecrulaTHBIM. byabs ocTOposkeH, Beab Korja Tebe mpeniararoT
OecriaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO ITUIATHBIE YCIIYTH;

Hymaii, mpexne 4yem otnpaButb SMS, ¢oTo miu Buaeo. Tl TOUHO 3HACIIB, TJI€ OHU OYAYT B KOHEUHOM
urore?

Heob6xoammo 0OHOBIIATE ONEpAlMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcrionb3yit aHTUBUPYCHBIE POTPAMMBI I MOOMIIBHBIX TeJIe(hOHOB;

He 3arpy»xaii npriIoKeHns: OT HEU3BECTHOT'O UCTOYHUKA, BEJlb OHU MOTYT COZEPIKATh BPEOHOCHOE
porpaMMHOE 0OecIieueHue;

[Tocne TOTO KaK THI BBIWEIIH C CaiiTa, IJIe BBOAWI JIHYHYIO HHPOPMAIUIO, 3aiI1 B HACTPOUKH Opay3epa
u ynanu cookies;

HCpI/IOILI/IquKI/I HpOBepﬂﬁ, KaKUe IJIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPE;
I[aBafI CBOH HOMCEp MOOHUJILHOTO TCHC(bOHa TOJIBKO JIFOJSIM, KOTOPBIX ThI 3HACIb U KOMY JOBCPACIIbL;

Bluetooth momkeH ObITh BBIKIIIOUEH, KOT/Ia TH KM HE TIOJb3yelibes. He 3a0biBaii MHOTIA TIPOBEPATH ITO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIINE pa3BiIeUCHUs, 0OBEAMHSIONINE COTHU
TBICSY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHbI UM MUp, OOIIAIOTCS IPYT C IPYTOM, BBIIOIHSIOT
3alaHus, CPaXXalOTCs C MOHCTPAaMHU M IIOJIYYalOT ONBIT. 3@ yJOBOJBCTBUE OHHU IUIATAT: IOKYMAKOT IUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OILINH.

Bce st cpenctBa uMAayT Ha MOAJEp)KaHME W Pa3BUTHE WIPHl, a TaKKe Ha caMy O€30MacHOCTb:
COBEPILIECHCTBYIOTCSI CHCTEMBl aBTOPHM3ALlMU, BBIMYCKAIOTCS HOBbIE maTdd (UM(POBBIC 3ariaTKH IS
MIPOrpaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HI>IX HUIrpax CTOUT OMnmacaTbCsa HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXKu TBOCTO IapoOJisd, Ha
KOTOpPOM OCHOBaHa CUCTEMa aBTOPpU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30I1ACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii UTpoK BeAeT cedst III0X0 MM co37aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIHCKE
UTPOKOB;

2. Toxamylicst aIMPUHICTPATOpaM MI'PhI Ha TUI0OXO0E MOBEICHHE ATOTO UTPOKA, JKEIATEIbHO MPUIOKHUTh
KAaKHe-TO JOKa3aTeNbCTBA B BUJIE CKPUHOB;

3. He yxkaspiBaii tnunyto nH(popMaiuio B npodaiiae urpsi;
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4. VBaxkall Ipyrux y4acTHHKOB IO UTPE;
5. He ycranarnuBait HeOUITMAIBHBIC TATYH U MOJIBI;
6. Mcrionp3yii ClI0KHBIE U Pa3HBIE TAPOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJII0YATh aHTUBUPYC. [loka ThI urpaelb, TBOl KOMIBIOTEP MOTYT
3apa3uTh.

PULWKHT Nn KpaXxa JIMYHbIX OaHHbIX

OOBbIYHOM KpaXkel JeHer U JIOKYMEHTOB CETOAHS YK€ HMKOTO He YAMBHIIb, HO C Pa3BUTHUEM MHTEpPHET-
TEXHOJIOTHH 3JI0YMBINIJICHHUKH TIEPEMECTHIINCh B UHTEPHET, M MPOJOJIKAIOT 3aHUMATHCSA "MIOOUMBIM" 1€JIOM.

Tak mosiBUIach HOBasi yrpo3a: HWHTEPHET-MOIIEHHHWYECTBA WM (UIIMHT, TJIaBHAs IEJNb KOTOPOTO
COCTOUT B TIOJyYEeHUU KOHPUACHIMAIBHBIX JaHHBIX TOJIh30BATENICH - TOTWHOB M maposei. Ha aHrimiickoMm
a3bike phishing untaercsa kak ¢pummHr (ot fishing - peiOnas 1081, password - mapos).

OcHOBHBIE COBETHI 110 00pbOE C PUIIUHIOM:

1. CJ'IC,Z[I/I 3da CBOUM dKKayHTOM. Ecmu T Imoao3pcBaciib, YTO TBOA aHKCTA ObL1a B3JIOMaHa, TO
HeO6XO,Z[I/IMO 3a6J'IOKI/IpOBaTB c€cCu COO6H_II/ITB AIMUHHUCTPATOpPAM peECypca 00 3TOM KaK MOXKHO CKOpEe,

2. Ucnionw3yii 6e3omacHbie BeO-CaiThl, B TOM YUCJIEC, UHTEPHET-Mara3uHOB U MTOMCKOBBIX CUCTEM;

3. Ucnionb3yit cinoxHble U pa3Hble mapoiu. Takum oOpa3om, eciu Tedst B3JIIOMAIOT, TO 3110 yMBIIUIEHHUKH
MOJTy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B31IOMAaIK, TO HEOOXOIUMO MPEIYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC T00OABIICHHI Y
TeOS B JPY3bsiX, O TOM, YTO TEOS B3JIOMAJM W, BO3MOXHO, OT TBOCTO MMCHH OyIET PacChUIATHCS CIlaM U
CCBUIKH Ha (PUIITMHTOBBIE CANTHI,

5. YcranoBu HanexHbIi maposib (PIN) Ha MoOWIBHBIN TeleoH;
6. OTKIII0YM cOXpaHEHUE Mapois B Opaysepe;

7. He oTkpbIBaii ¢aiisiel 1 Apyrue BIOKEHHUS B MHCbMax, Ja)ke €CJIM OHHM NPUILIH OT TBOMX JpYy3eil.
Jlydie yTo4HH y HUX, OTIPABIISUIIN JIX OHU TeOe 3TH (ailiibl.

LUndpoBas penytauus

[udpoBast pemyraumuss - OSTO HEraTWBHAs WIM TO3WTHBHAas MHpoOpManmuss B cetd o Tele.
Kommpomerupytomnas nHpopmaius, pa3MelieHHasi B MHTEPHETE, MOKET CEpbe3HbIM 00pa3oM OTpa3UThCA Ha
TBOEH peanbHOU ku3HU. "[ludpoBas penyramnus" - 3T0 TBOW UMUK, KOTOPBIA popMupyetcst u3 nHbOpMaIuu
0 TeOe B UHTEpHETE.

TBoe MmecTo KHUTCJILCTBA, y‘le6bl, TBOC (I)I/IHaHCOBOC IIOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa U pacCKasbl O
OJIM3KHUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue noJpocTKu JIETKOMBICTIEHHO OTHOCATCA K IMyOnuKanuu audHoi nadopmanuu B MHTEpHETE, HE
MOHMMAasl BO3MOXXHBIX MOcieAcTBUNA. Thl Jake HE CMOXeIlb J0ragaTbCsi O TOM, uTo ¢ororpadus,
pa3MelieHHas 5 JIeT Ha3al, CTaua MPUYMHON 0TKa3a MPUHATH TeOst Ha padoTy.
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KommenTapuu, pasmemienne tBoux ¢otorpaduil u apyrue IeWCTBUS MOTYT HE MCUE3HYTh Ja)Ke Mocie
TOr0, KaK Thl UX yAaJMlb. Thl HE 3Ha€lllb, KTO COXPAHWI 3Ty MH(OpPMAIMIO, [T0Najla U OHA B IOUCKOBBIE
CHCTEMBI M COXPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpy’Karollue JIF01, KOTOpble HAWIyT U
yBHIAT 3T0. HaliTh MHPOpMALINIO MHOTO JIET CITYCTSI CMOXET JIF00OM - Kak U3 TOOPBIX MOOYKICHHA, TaKk U C
HaMepeHUEeM MTPUIHHUATH BPEA. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aITUTE ITUGPOBOM peITyTaAIUH:
1. ITogymaii, mpexae 4em 4yTo-TO MyOIMKOBATh U MepeaBaTh y ce0s B O6J10re WK B COLMAIBHOM CeTH;

2. B Hactpoiikax mpoduis yCTaHOBH OTPaHHUYEHUS HA MPOCMOTP TBOETO MPO(UIIS U €r0 COACPKUMOTO,
clienait ero ToabKo "I Apy3en'’;

3. He pasmemaii u He yka3bIBail HHPOPMAIIUIO, KOTOPast MOXKET KOT0-THO0 OCKOPOISATh HITH OOVIKATH.
ABTOpCKOE npaBo

CoBpeMeHHbIE HIKOJIBHUKH - aKTHBHBIE TOJb30BaTeNN IM(PpoBOro mpoctpancTBa. ONHAKO NAlIEKO HE
BCE 3HAIOT, YTO IOJIb30BaHME MHOTMMH BO3MOXKHOCTSIMH LU(POBOr0 MuUpa TpedyeT coOIroAeHus MpaB Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "UHTEIEKTya bHAsE COOCTBEHHOCTh" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSAM YEJIOBEUECKOro yMa,
HauuHas C HOBBIX M300pETEeHHI M 3HAKOB, O0O3HAYAIOIIUX COOCTBEHHOCTh HAa MHPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTramMu, GororpadgusaMu, KHHOPUIbMaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKME TpaBa - 3TO NpaBa HAa HMHTEUICKTYaJlbHYI0 COOCTBEHHOCTh Ha TPOM3BEIEHUS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOpPCKME TIpaBa BBICTYNAalOT B KayeCTBE TIapaHTUM TOTO, 4YTO
MHTEJUIEKTYaIbHbIN/TBOPUECKUI TPy aBTOpa HEe OyAeT HanpacHbIM, JacT €My CIPaBEJIMBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3yiabTaTax CBOETO TPYJa, MOJYYUTh M3BECTHOCTh M Ipu3HaHue. Hukto Ge3 pasperieHus
aBTOpa HE MOXET BOCIPOM3BOJUTH €ro MPOM3BEIEHHUE, PACIPOCTPAHATh, MYOJIUYHO JAEMOHCTPHPOBATH,
MPOAaBaTh, UMIIOPTHPOBATH, ITyCKATh B MPOKAT, ITyOJMYHO MCIIONHATH, MOKA3bIBATH/HUCIIONHATE B dHUpPE MU
pasmemars B MIHTEpHETE.

Hcnonp3oBanue "mupaTcKoro' mporpaMMHOTO 00eCTICYeHUS MOKET MPHUBECTH K MHOTUM PHCKaM: OT
NOTEepH JAHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKH TBOETO YCTPOWCTBA, IJI€ yCTAHOBIIEHA HeJerajabHas
nporpamma. He cTouT Takxe 3a0bIBaTh, YTO CYMIECTBYIOT JIETATbHBIE U OECIUIATHBIC NPOTPAMMBI, KOTOPHIE
MOYHO HalTH B CETH.

O nopTane
CCTGBI/I‘-IOK.p(I) - TBOHM TIJIaBHBIM COBETYHUK B CETH. 3,[[6013 Tbl MOKCIIb Y3HATh O 66301’[8.CHOCTI/I B CCTU

MOHATHBIM U JTOCTYITHBIM SI3BIKOM, @ TIPY BO3HUKHOBEHUH KPUTHYECKOIH CHUTyalluu 0OpaTUTHCS 32 COBETOM. A
TaK)Ke MPUHATH y4acTHE B KOHKYpcaX U CTaTh CaMbIM LU(POBBIM I'paxkaaHUHOM !
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