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Hacrosimee Ilonoxxenue paspabotano B cooTBeTcTBUU ¢ DenepanbHbM 3aKOHOM OT 27
utonst 2006 roma Ne 152-d3 «O mepcoHalbHBIX JAaHHBIX», MOCTaHOBJIEHUEM I[IpaBHuTENnbCTBA
Poccuiickoit ®@eneparuu ot 1 HOs1Opst 2012 1. Ne 1119 «OO0 yTBepkaeHnu TpeOOBaHUHN K 3aIIUTe
MEePCOHANBHBIX JAHHBIX NpHU HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
naHHbIX», HopMaTuBHBIME ToKyMeHTaMu OCTOK u ®CB Poccun ¢ nenpio odecreueHus 3auiuThl
IIpaB U CBOOOJI TpakJiaH Mpu 00paboTKe UX NEPCOHATBHBIX IaHHBIX B MH(POPMAIIMOHHBIX CHCTEMaX
[IEPCOHANIBHBIX TAaHHBIX.

Jlnisa ueneii Hactosero [lonoxxeHus IpUMEHSIOTCS CIeIyIONIe TEPMUHBI U OIIPEICIICHUS:

Ilepconanbubie gannbie (IIH)- nrobas uHpOpMammsi, OTHOCAMIASCS K TPSIMO WU
KOCBEHHO ONPEIEICHHOMY WIH OmpefenseMoMy (pu3ndeckoMy JHIy (CyObeKTy MepCOHAIbHBIX
JTAHHBIX).

Oneparop Ilepconanbubix aaHHbix — AHO I[IO «Beicmiasg mikosna ynpaBieHUs
obpazoBannem» (manee — Komnemk) — oOpazoBaTenbHas OpraHu3alys, OPHIAYECKOE WU
(bu3nyecKoe JUI0, CAMOCTOATEIBLHO WM COBMECTHO C APYTHMH JIMIIAMUA OPraHU3YIOIIUEe U (WIK)
OCYIIECTBISIONME 00pabOTKyY MEePCOHATBHBIX JAHHBIX, a TAKXKE ONMpEACIAIONIre eI 00padboTku
MEPCOHANBHBIX JAaHHBIX, COCTaB NEPCOHAIBHBIX JAHHBIX, MOJJIEKAIIMX 00paboTKe, NeHCTBUs
(omeparnuu), coBepiaeMble ¢ MePCOHATBHBIMH JAHHBIMHU.

Nudpopmanunonnass cucrema mnepcoHanbHbIX AaHHbIX (MCIIH) — COBOKYIHOCTh
cozepkanuxcsi B 0a3aX JaHHBIX NEPCOHAIBHBIX JAaHHBIX M OOECIIEYMBAOIIUX WX 00paboTKy
MH(OPMALIMOHHBIX TEXHOJIOTUN 1 TEXHUUYECKUX CPEICTB.

Texnuyeckue cpeacrBa HH(POPMAIMOHHOH CHCTeMbl NEPCOHAJBHBIX [JAHHBIX —
CpEICTBa BBIYMCIUTEIBHON TEXHUKU, MH(POPMAIMOHHO-BHIYMCIUTEIbBHBIE KOMIUIEKCH U CETH,
CPEJCTBA U CUCTEMBI [IEpeiadn, puemMa u 00pabOoTKU EPCOHANTBHBIX JAHHBIX (CPEICTBA U CUCTEMBI
3BYKO3aMKCH, 3BYKOBOCIIPOU3BEICHUS, IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBa, CpelCTBa
W3TOTOBIICHUSI, THUPAXHPOBAHUS IOKYMEHTOB M JIPYrHE€ TEXHHYECKHE CpeAcTBa 00paboTKH
pedeBoi, rpaduueckoii, Buaeo- U OykBeHHO-LM(POBOK MHPOpPMAINH), TPOTPaAaMMHBIE CPEACTBA
(omepalnMOHHBIE CHUCTEMBI, CUCTEMBbl yIpaBlieHHUs Oa3aMy [aHHBIX U T.I.), CPEACTBA 3aLIUThHI
nH(popMaLnuY, TpUMEHsIeMble B UH()OPMALIMOHHBIX CHCTEMaX.

I[Houb3oBaTesib HMH(OPMALMOHHONW CHCTEMbl MNEPCOHAJIBHBIX [JAaHHBIX — JIMLO,
yuyacTByouiee B (DyHKIIMOHUPOBAHUM MH(POPMALMOHHOM CHUCTEMbI NMEPCOHATBHBIX JTAHHBIX WIH
HCIOJIb3YIOLEE Pe3yIbTaThl €€ (PYyHKINOHUPOBAHUS.

IIpaBuja pasrpaHuyeHusi A0CTyna K MHPOPMANMOHHBIM CHCTEMAM IMEPCOHAIBHBIX
AAHHBIX — COBOKYIIHOCTbH IpaBWJI, pErjiaMEeHTHPYIOIIMX IpaBa JOCTyNa CyOBEKTOB JOCTYINa K
00BEKTaM J0CTyHa.

O0padoTKa mepcoHAJBHBIX JAHHBIX — JI000€ AeiicTBHe (onepalysi) Uil COBOKYIHOCTh
neiicTBuil (omepanmii), COBEpIIAEMbIX C HCIOIb30BAHUEM CPEJICTB aBTOMATHU3allUU WU 0e3
WCIIOJIb30BAaHUsl TaKUX CPEJICTB C IEPCOHAJIbHBIMU JAHHBIMHM, BKJIOuYas  cOOp,  3aIuch,
CHCTEeMaTHU3allilo0, HAKOIJICHHe, XpaHEHHEe, yTouHeHHe (0OHOBIIEHHE, U3MEHEHHE), U3BIICUEHHE,
WCIIONB30BaHMUEe, Tiepenayy (pachpocTpaHeHHE, MpPeAOoCTaBlIeHHe, JAO0CTyI), O00€3TMYMBaHUE,
OJIOKMpOBaHUE, YAAJICHUE, YHUUTOKEHHE EPCOHANbHBIX JAHHBIX.

PacnpocTtpanenue mepcoHaJbHBIX JAHHBIX — JCHCTBUS, HalpaBJICHHbIE Ha PAaCKpBITHE
IIEPCOHANIBHBIX JAHHBIX HEOIIPEIEIICHHOMY KpPYTY JIULL.

IIpenocraB/ieHne NMepCOHAIBHBIX JAHHBIX — JCHCTBUS, HAlpaBICHHbIE HAa PaCKpBITHE
MIEPCOHANIBHBIX JAaHHBIX OIIPEIEICHHOMY JIMIY WM ONPEAEIEHHOMY KpYTy JIULI.

bBioknpoBaHue mnepcOHANIBHBIX JAHHBIX — BPEMEHHOE IpeKpalleHue o0paboTku
NEPCOHAIBHBIX JAaHHBIX (32 UCKIIIOUEHUEM CIIydaeB, €Clii 00paboTka HeoOXoauMa sl yTOUHEHUS
MEPCOHAIBHBIX TAHHBIX).

YHHUYTOKEHNE ePCOHATBHBIX JAHHBIX — JIEHCTBUS, B PE3YJIbTaTE€ KOTOPHIX CTAHOBUTCS
HEBO3MO>KHBIM BOCCTAaHOBHTbH COJIEp)KaHUE MEPCOHATBHBIX JIaHHBIX B MH()OPMAaLMOHHON cHCTEME
NEPCOHAIBHBIX TAHHBIX U (WJIHM) B PE3yJIbTaTe KOTOPBIX YHUUTOXKAIOTCSA MaTepUallbHbIe HOCUTENN
MEPCOHANBHBIX TaHHBIX.

O0e3munBaHue NEPCOHAIBHBIX JAHHBIX — JIEHCTBYSI, B PE3YJIbTATE KOTOPHIX CTAHOBUTCS
HEBO3MOXKHBIM 0€3 MCII0JIb30BaHUs TOMOIHUTEIbHON HH(OPMALIUK ONPEEeTUTh TIPUHAIEKHOCTD
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MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY NMEepCOHATBHBIX JTaHHBIX.

KonduaeHnuaabHOCTh MNMEPCOHAJBHBIX JaHHbIX — Omnepatopel W HMHBIE JIMIIA,
MOJIYUMBIINUEC OOCTYI K NCPCOHAJIBHBIM JaHHBIM, O6$I3aHBI HC pPAaCKpbIBATH TPETbUM JIMIaM W HC
pacnpocTpaHsATh NEpCOHANIbHbIE JaHHbIe 0e3 coryacus CyObeKTa MepCOHAIbHBIX TaHHBIX, €CIH
MHOE HE MPEeyCMOTPEHO (eiepaTbHBIM 3aKOHOM.

TpancrpannyHasi nepeaya nepcoHAIbHBIX JAHHBIX — [Iepe/iada NePCOHAIBHBIX TAHHBIX
Ha TEPPUTOPUIO HMHOCTPAHHOIO TOCYyJapCTBa OpraHy BJIACTH HWHOCTPAHHOI'O TIOCYAapCTBa,
MHOCTpaHHOMY (PU3UYECKOMY JIUIY WJIM HHOCTPAHHOMY IOPUINYECKOMY JIUILY.

HecaHKUMOHUPOBAHHBIA  J0CTYN (HeCAaHKUMOHHUPOBAHHbIE  eHCTBUA) K
HH(OPMANMOHHBIM CHCTEMAM MEePCOHAJBHBIX JAHHBIX — JOCTYN K HHPOPMAIIMK WU 1eHCTBUS
¢ uH(opmanme, HapyarIre MpaBuiia pa3rpaHUYCHIS JOCTYTa, B TOM YUCIIE C UCTIOIb30BaHUEM
HITaTHBIX CPEJICTB, MPEIOCTABIAEMbIX HHPOPMAIITMOHHBIMU CUCTEMaMU MEPCOHATLHBIX JIaHHBIX.

3amuTa MHPOpMALMM — KOMIUIEKC OPraHU3AIMOHHO-TEXHUYECKUX MEPONPUITHH,
HaIpaBJICHHBIX Ha MPEIOTBpPALICHHE MOTEPH, UCKAKEHUS M HECAaHKLIMOHHUPOBAHHOTO JOCTYyMa K
JaHHBIM, IIPU 3TOM IIPENYCMATPUBAETCH:

- pasrpaHUYeHHe MOJTHOMOYHM JOCTyNa K JaHHBIM;

- aBTOpU3aIls, KOHTPOJIb M y4YeT JACUCTBUU C JaHHBIMU (perucTpanus coObITHN);
- KOHTPOJIb KOMTMPOBAHMUSI, TI€YaTH, 0OMEHA TaHHBIMU IO KaHAJIaM CBS3H;

- MEXKCETEBOE PKPAHUPOBAHUE U 3aIlIUTA OT BUPYCOB;

- y4eT BHEIIHUX HOCUTEIIEH TaHHbIX;

- pe3epBHOE KOMHPOBAHUE / BOCCTAHOBIIEHUE JIAHHBIX;

- pa3enbHOe XpaHEHUE HOCUTENIEH JIaHHBIX C PE3EPBHBIMU KOTUSMU;

- KOHTPOJIb IOCTYIA B IIOMEIICHUS U K KOMITBIOTEPAM;

- IPUMEHEHHE YCTPOUCTB HICHTU(UKAIINY TIOJIb30BaTeNeH IS JOCTYIIA.

1. O0mue mo10:KeHHUSA

Hactosmum Ilonoxxenuem ompenensieTcss CTpyKTypa MU COCTaBisiolue 0€30MacHOCTU
uHpopManuu B MTHPOPMAITMOHHON CHCTEME MEPCOHABHBIX JaHHBIX COTPYIHHUKOB, paOOTHUKOB U
nHbIX i Kosnemxka.

Obecneuenne Oe3omacHocTH nepcoHanbHbIX JaHHbIX (IIJJH) mpm ux oOpaboTke B
aBTOMATHU3HPOBAHHBIX CUCTEMAaX (MH(POPMALIMOHHBIX CHCTEMaX NepcoHaNbHbIX AaHHbIX — ICIT/IH)
JOCTUTAETCA MyTEM HMCKIIOUEHUS HECAHKIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4allHOTO, OCTyIa K
MIEPCOHANBHBIM J[aHHBIM, DPE3YJbTATOM KOTOPOTO MOKET CTaThb YHHMYTOXKEHHE, H3MEHEHHE,
OJIOKMpOBaHUE, KOMUPOBaHHE, pPACHPOCTPAHEHHWE IEPCOHANBHBIX JAHHBIX, a TaKXe MWHBIe
HECaHKLMOHUPOBAHHbBIE IEUCTBHUS.

Meponpustus no obecrneuenuto OezomacHoctu ITJ[H (popmynupyroTcss Ha OCHOBaHUU
aHaJliu3a THUIA AaKTyaJlbHbIX YIrpo3 M YPOBHEH 3alUIIEHHOCTH IEPCOHAJIbHBIX JaHHBIX,
obpabarbiBaeMbix B MCIIJIH ¢ y4eroM BO3MOXKHOI'O BO3HMKHOBEHHs Yrpo3 0e30macHOCTH
KU3HEHHO Ba)KHBIM MHTEpecaM JuuHocTH, Komiemka u rocynapersa.

Ob6ecneuenne OezonacHoctu I1/IH ocymiecTisieTcss myTeM BblinosiHeHUs TpeOoBaHUi 11O
o0OecrniedyeHn0 Oe30MacCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cucreMax nepcoHanbHbIX AaHHbIX Komnemxka (ITpunoxenne Ne 1).

Crpyktypa, coctaB 1 ocHOBHbIe ¢pyHKIMu C3I1/IH onpenensitoTes Ucxoast U3 aHaIM3a TUTIA
aKTyaJbHBIX YIpO3 W YPOBHEH 3aIlMIIEHHOCTH IEPCOHANBHBIX IAaHHBIX, 00paldaThIBAEMbIX B
NCITAn. C3II[IH BKIIOYaeT OpPraHU3ALMOHHBIE MEPBI W TEXHUYECKHE CpPEICTBA 3alUThI
uHpopmanuu (B TOM uyHcie ImudpoBaibHbIe (KpUNTOrpapuueckue) CpelcTBa, CpeacTBa
MPEIOTBPAILEHHS] HECAaHKIIMOHUPOBAHHOTO JOCTyNa, YTEUKH HHPOpPMAIMHM IO TEXHUYECKUM
KaHajiaM, IpOrpaMMHO-TEXHUYECKUX BO3ACUCTBUIM Ha TeXHUYecKHe cpencTBa oopadbotku I1/1H), a
TaK)Xe UCIOJIb3yeMble B MH(OPMALIMOHHON cUcTeMe HH(OPMAaLlMOHHBIE TEXHOJIOTHH.

ITon opranmsanueit obGecneuenust OezonmacHoctu I/l mpu ux obpaborke B WCIIH
MOHUMaeTcsd (OPMUPOBAHUE COBOKYIMHOCTH OCYIIECTBISIEMBIX Ha BCEX CTaIUSAX >KM3HEHHOIO
nukiaa MCII/IH corsmacoBaHHBIX 1O ILEJNH, 3aadaM, MECTY M BPEMEHHM MEpOIPHUATH,
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HaNpaBJICHHBIX Ha MpeNoTBpalleHie (HeHTpanu3aluio) 1 napuposanue yrpos 6ezonacuoctu [11xn
B UCII/Ix; Ha BoccTaHoBIeHHe HOpManbHOTO PpyHKImoHupoBanus MCII/{x mocie HeldTpanm3anuu
yIpo3bl, C IEJIbI0 MUHUMH3AIMH KaK HEMOCPEICTBEHHOTO, TaK M OIOCPEAOBAHHOTO yiiepda or
BO3MOJKHOU peann3aluu TakKuxX yrpos.

Mepomnpustus o odecredeHno 0€30MacHOCTH MEPCOHABHBIX TAHHBIX MTPU UX 00paboTKe
B UCII/IH BKIIFOUAIOT B CEOs:

a) ompezesieHue yrpo3  0€30MacHOCTH MEePCOHATBHBIX JaHHBIX ~ OpU  HUX
00paboTke, POPMHUPOBAHUE HA UX OCHOBE MOJICIIH yTPO3;
0) pa3paboTKy HAa OCHOBE  MOJENM  yrpo3  cuctembl  3ammrthl  [1J]H,

obecrieynBaoNIel HEHTpanu3aluio IpeanojaraéMblX Yrpo3 ¢ MCIOJIb30BaHMEM METOJOB U
cioco6oB 3amuThl [1J[H, MpexycMOTPEHHBIX Uil COOTBETCTBYIOLIETO YPOBHS 3aIlIMIICHHOCTU
MH(POPMALIMOHHBIX CUCTEM;

B) MPOBEPKY 'OTOBHOCTH CPEJCTB 3AILUTHI HH(POPMAIIMHU K HCIIOJIB30BAHHIO C COCTABICHUEM
3aKJIFOYEHUHN O BO3MOXKHOCTH MX DKCIULyaTalluH;

I) YCTAaHOBKY M BBOJ| B 9KCIUIyaTallMIO0 Pa3pEIICHHbIX JIMLIEH3UOHHBIX CPEJCTB 3alllUThI
uH(OpMaLUU B COOTBETCTBHHU C 3KCILTyaTallMOHHON U TEXHUYECKOM IOKyMeHTalueil;

1) oOydeHue JHI], UCIOJB3YIONIMX CPEACTBAa 3alIUThl MH(POpPMAIMH, TPUMEHSIEMBbIC B
MHGOPMALMOHHBIX CHCTEMaXx, paBujiaM paboThl ¢ HUMH;

€) y4eT IpUMEHIEMbIX CPEICTB 3aIlIUThl HHPOPMALINH, SIKCIUTYaTallMOHHONW ¥ TEXHUYECKOM
JOKYMEHTAlMU K HUM, HOCUTEJIEH IEPCOHATIBHBIX IaHHBIX;

) y4erT JIMLI, JONyIIEeHHBIX K padore ¢ [1/IH B nuH(pOopMalinoHHOH cucTeMe;

3) KOHTpPOJIb HaJl COOIIOIEHUEM YCIOBUH MCIOIb30BAHUS CPEJCTB 3alMThl HHPOPMALIUH,
MPEyCMOTPEHHBIX IKCIUTYaTalIMIOHHON U TEXHUYECKOW JTOKYMEHTALIUEH;

1) pa30MpaTeNbCTBO U COCTABJICHUE 3aKIOYEHUN MO (akTaM HECOOIIOIEHUS YCIOBUM
XpaHEHHsI HOCHUTEJICH MEPCOHANBHBIX JTaHHBIX, MCIIOJIb30BAaHUS CPEJICTB 3alIUTHl HH(DOpMAINH,
KOTOpbIE MOTYT NPUBECTU K HapylleHUI0 KoHGuAeHManbHocTH [1/{H uiu Apyrum HapymeHusM,
MPUBOJALIMM K CHIDKEHHIO YpoBHS 3amuuieHHocTd [1/IH, pa3spaboTky M HpUHATHE Mep IO
IPEJOTBPALLCHUIO BO3MOKHBIX OMACHBIX MOCJIEACTBUN MOAOOHBIX HAPYIICHUIH;

K) ONMCAHHME CUCTEMBbI 3aIMUTHI IEPCOHATBHBIX ITAHHBIX.

TexHuyeckue M NpOrpaMMHBIE CPENCTBA JIOJDKHBI YJIOBJIETBOPSTH yCTaHABIMBAEMBIM B
COOTBETCTBUH C 3aKOHOJaTeNbCcTBOM Poccuiickoit denepannn TpeOOBaHUSIM, 00ECIIEUNBAIOIIUM
3alIUTy UH()OPMAIUH.

Jliia oGecnevuenus 6e3omnacHoctH [1/IH npu nx oOpaboTke B MHPOPMAIIMOHHBIX CHUCTEMaX
OCYIIECTBIISITCA 3allluTa peuyeBoi  MHpopmanuu u uHdGopmanuu, oopadaTbIBaeMON TEXHUYECKUMHU
CpeACTBaMH, a Takke MH(QOpMalluH, MPEeACTaBICHHOW B BUAE HHPOPMATUBHBIX 3JIEKTPHUYECKHX
CUTHAJIOB, (PM3MUYECKUX TOJIeH, HocuTenel Ha OyMaXHON, MarHUTHOM, MAarHUTHOONTHYECKOW U HHOM
OCHOBE.

ITo ctpykrype UCII/IH, Ha KOTOpbIE HampaBiieHA peaau3alns MEPONPUATUI IO 3aLIUTE,
BBIJICJISIFOTCS CIEAYIOIINE KJIACCHI yTPO3:

- yrpo3sl  OesomacHoctu  IIJIH, oOpaGateiBaembix B MCIIJlH Ha  Oaze
aBTOMaTU3MPOBAHHOTO paboyero MecTa;

- yrpo3bl  0E30MacHOCTH 11, o6pabateiBaeMbix B MICIIJIH Ha Ga3e joKaIbHBIX
MH(POPMAIIMOHHBIX CHUCTEM;

- yrpossl, peamuzyemble B MCII/IH mpu uX MNOAKIIOUEHHWH K CETSIM CBSI3U OOIEro
I10JIb30BAHHUS.

s oGecnedenus 6e3omnacHoctu [1/IH mpu ux o6paboTke B MHGOPMAIIMOHHBIX CHUCTEMaxX
IIPOBOASATCS:

- obcnemoBanue u OQOpMIICHHE JOKYMEHTa O THUIIE aKTyaJbHBIX YIpo3 M ypOBHEH
3aIUIIEHHOCTH TIEPCOHATBHBIX JaHHBIX, oOpabareiBaembix B MCII/IH, onpeneneHue cnocoO6oB u
cocraBa cpeactB 3amuThl uHpopmarmu (C3U), paspaborka Texnudeckoro 3amanus (T3) Ha
CO3/1aHH€ KOMITJIEKCHOM CHCTEeMBbI 3alIUThl HH(OPMALIMY, B TOM YHCIie pa3padoTKa MOJIENH YIpo3,
MIPOEKTUPOBAHUE;



- BBOJ B 3KCIUTyaTaIlHIO - 3aKyKa U HHCTAUISAIUS cepTudunupoBannbix C3U, oOyueHue
nepcoHaiia, W3JAaHUEe TPHKA30B O JIOMYCKE TIEpPCOHaNa W PErjJaMeHTOB  00paboTKH
KOH(UISHIMATLHOW HH(DOpMALINH.

2. llesn obecnieueHust MHPOPMALMOHHOM 0€30MACHOCTH
Crparerndeckoil 1enpto obecrnieuenust 6e3omacHoctu nHpopmanuu B UCIIIH sBisercs
3alUTa WHTEPECOB CYOBEKTOB HWH(MOPMAIMOHHBIX OTHOIICHWH. JlaHHAas 1eah JOCTUTAETCS
MOCPEACTBOM IMOCTOSIHHOTO TMOJICPKaHUS CIEAYIOUMX CBOMCTB MHGOpMAIMU B IpoOIEcce ee
00paboTKH, XpaHCHHSI U TIEPEIAUH:

- HOCIOCTHOCTHU I/IH(bOpMaHI/II/I;

- JIOCTYIMHOCTH oOpabaThiBaeMOW MH(pOPMALMK IS 3aPETHCTPUPOBAHHBIX
I10JIb30BaTEIICH;

- KOH(HIESHITNATBHOCTH HH()OPMAIIHH.

3. OO0OBLeKT 3aIMThI
OOBEeKTOM 3amuUThl  SBISETCS WH(POPMAIMOHHAS CHUCTEMa TICPCOHAIBHBIX JaHHBIX
COTPYJHUKOB, pAOOTHUKOB M MHBIX JuI] Kosuiemka:
a) MupopManmoHHbIE peCypChl:
- TIEPCOHAIBHBIC JIAHHBIC COTPYIHHKOB, paOOTHUKOB M MHBIX JUIl Koimemka (McxoaHas
nHpopManus, nHGopMarMoHHbIe 0a3bl JaHHBIX );

- HMHCTpyMEHTaJbHas MH(OpMaIys (MporpaMMHOE 00ECTIeYeHHe), C TIOMOIIBI0 KOTOPOi
oOpabaTsiBaeTcs, XpaHuTcs U nepeaaercs unpopmanus [1/1H;

0) TexHuueckue uH(MOpPMAIMOHHBIE CHCTEeMBbI M cpenctBa Komtemxa, B KOTOPBIX
oOpabaTsiBaeTcs, XpaHuTcs U nepeaaercsa unpopmanus [1/1H;

B) momemieHus o0bekToB Komemka, B KOTOPHIX pa3MemaroTcs HH()OpMAIOHHBIC
pecypcbl, 1 00padaTbiBaeTcsi KOHGUACHIIMATbHAS HHPOPMAIIHS;

I') TEXHHYECKHE CHCTEMBI KU3HEOOECIIEUCHNUsI, MIEKTPOIUTAHNUS, TPOBOJTHOTO BEIAHMUS,
OXpaHHOW CUTHANU3alliK, 00ECIeYMnBaIOIINe UM pa3MellaeMble COBMECTHO C 00OpyAOBaHUEM
NCTIn.

KpuTnaHbIME CBOMICTBaMH 00BEKTA 3AIUTHI SBISIOTCS:

a) BO3MOKHOCTb Pa3pyIIE€HUs U NOBPEXACHNUSI MHPOPMAIIMOHHBIX CUCTEM EPCOHAIBHBIX
JTAHHBIX B pe3yJbTaTe MOXKapa, 3aTOTICHHUS, aBAPUU WHKEHEPHBIX CHCTEM KH3HE00eCreUeHN S,

0) BO3MOXKHOCTb TNPEKpAIlCHHUs WIM HAPYLIEHUS HOPMaJbHOrO (YHKIMOHUPOBAHUS
NCIIH B pe3ysbTare NOBPEXKACHHS OTAEIbHBIX UX 3JIEMEHTOB;

B) HECAHKIIMOHUPOBAHHAS JOCTYITHOCTh HH(POPMAIINH, BHIPAYKAIOLIASICS B BO3SMOXKHOCTH:

- HENOCPEACTBEHHOIO JOCTyla K HWH(pOpMAIUHM, HAXOJAIIelcs Ha MEpBUYHOM WIH
BTOPUYHOM HOCHUTEJE, B TPAHCIOPTHOM cpelae Nepenayd; BO3JACHCTBUS Ha HOCUTENb WIH
TPAHCIIOPTHYIO CPEAY C LENbIO MEPIIOCTPALIUH, OTUYKIEHUS, KOIIMPOBAHUS, U3MEHEHMUS, TOJIMEHBI
Y YHUUYTOXKEHUS HHPOPMAIIHH;

- TMPsSIMOTO WJIM KOCBEHHOTO aoctyna k odopynoBanuto MCIIJIH u TpaHcriopTHOU cpefe
Mepeiavyu ¢ HEeNbI0 MOTYYeHHsI TocTyna K HHGopMaIui (HeCaHKIIMOHUPOBAHHBIN JOCTYTI);

- TiepexBaTa peuyeBOW HHQOpMAIMKM MO aKyCTHUYECKUM M JPYTHMM KaHallaM yTEeUKH
(moxcnymuBaHue).

4. Cy0bexTbl HHPOPMALMOHHBIX OTHOIIEHUH

4.1 CyObexraMu nH(GOPMAIMOHHBIX OTHOIICHUH SBIISIOTCSL:

Pa6oTHuKH (Cy0OBEKTHI MEPCOHAIBHBIX TAHHBIX) — QU3UYECKUE JUIA, COCTOSAIINE WIIN
TOTOBSIIMECS BCTYIIUTh B TPYJ0OBBIE M UHBIE IPAKIAHCKO- IPaBOBble oTHOWEHUS ¢ KomtemkeMm, a
TaKKe JINIA, HaXOIAIIUECs B KaIpOBOM PE3EPBE;

Huble auna (3aKkoHHBIE MPEICTABUTEIN BOCIUTAHHUKOB, 00YYaIOLINXCS, IETeH-CUPOT U
neTel, ocTaBIIMXCs 0€3 MONeYeHUs POAUTENEH, CTyIeHTbl, pAOOTHUKH yUpeXAeHUN 00pa3oBaHUs U
HAYKH, BHEIITaTHbIe PAaOOTHUKU (PU3MUECKUE JIMIA, COCTOSIINE B JOTOBOPHBIX OTHOIICHUSX C
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KomnnemkeM), MHIMBHAYyaIbHBIE TPEANPUHUMATETN W TIp.) (CYOBEKTHI) - (QU3MUECKHE I,
oOpaTHUBIIKECS C 3asBICHHUSIMH, Kal00aMu, OOpAIEHUSIMU, MPEATOKEHUIMH, MO0 COCTOSIINE B
IpaXkIaHCKO-TIPABOBBIX OTHOIICHHIX ¢ KomtemkeM, npeaycMoTpeHHbIX Y craBoMm Koiniemka.

4.2 TlepeuunciieHHbIE CYOBEKThI HH(POPMAIMOHHBIX OTHOIICHUH 3aWHTEPECOBaHBl B
obecneyeHNH:

- KOH(QUACHUMAILHOCTU (COXpaHEHHs B TaiiHe) HH(OPMAIMM B COOTBETCTBUU C
TpeOOBaHUSAMH POCCHIICKOTO 3aKOHOAATEIbCTBA;

- JIOCTOBEPHOCTH (ITOJHOTHI, TOYHOCTH, aJIeKBATHOCTH, IIEJIOCTHOCTH) HH(OpMAIIHK;

- 3alIMThl OT HABS3BIBAHUSA MM JIOXKHOH (HEIOCTOBEPHOU, MCKaKCHHOH) HH(pOpMAIUu
(To ecTh OT e3uH(pOopMaIN);

- CBOEBPEMCHHOTO J0CTyTIa (32 mpuemsIeMoe UIT  HHX ~ Bpems) K
Heo0X0IuMO UM UH(POPMAITUH;

- pa3rpaHUYCHHUsS OTBETCTBEHHOCTH 3a HAPYIICHHs 3aKOHHBIX MpPaB (MHTEPECOB) APYTUX
CyOBbeKTOB HH(POPMAIIMOHHBIX OTHOIIECHHH M YCTAHOBIICHHBIX PABHUIT 00OpaIcHHs ¢ HH()OPMAIIHEH;

- BO3MOXXHOCTH OCYIICCTBIICHHUS HEIPEPHIBHOTO KOHTPOJS M YIPABICHUS MPOICCCAMU
00paboTKH U miepenayn HHGOpMaIIUH;

- 3amMThl UH(OPMAIMM OT HE3aKOHHOTO €€ THPAKUPOBAHUS (3ALIUTHI EPCOHAIBHBIX
JAHHBIX, 3aIUTH ABTOPCKHX TIPaB, IPaB COOCTBEHHUKA WHPOPMAIIHHN).

5. Bo3Mo:KHBbIE YTPO3bI H YYACTKH BTOP KEHHS

O6mmas knaccuduxanus yrpos.

1. VYrpo3sl KOHOHUISHIMAIGHOCTH JAaHHBIX W [porpamMMm. Peammsyroores mpu
HECAaHKIIMOHMPOBAHHOM JIOCTYIIE K IporpamMmam, JaHHBIM, KaHaJlaM CBSI3U, TpU IepexBare
AJIEKTPOMATrHUTHBIX U3TYYCHHH, TP aHAIN3e Tpaduka.

2. VYrpo3bl IEIOCTHOCTH JaHHBIX, TPOTPaMM, ammaparypel. Peamusyrorcs mpu
HECaHKIIMOHUPOBAHHOM YHUYTOXXCHUU, Mo pHUKaITIH JAHHBIX, MOPOXKICHUH
(banbCUUIMPOBAHHBIX JTaHHBIX, 33JICPXKKE W HAPYNICHUW MapUIPyTHU3allUM JaHHBIX B KaHajax
CBSI3M.

3. Yrpo3bl AOCTYMHOCTH JaHHBIX. PeanusyroTces npu co3laHuu YCIOBUH, KOT1a 3aKOHHBIH
MOJIb30BaTENh WIIM TPOIECC HE TOJIyYaeT CBOCBPEMEHHOTO JIOCTyNa K JaHHBIM WM pecypcam
CUCTEMBbI, KaHallaM CBSI3H.

IHopsaaok npoBeAeHH KOHTPOJIbHBIX MEPONPUATHI U 1efICTBUIH 10 Pe3y/IbTaTaM KOHTPOJIA

KonTpo:s 3akimtoyaercs B IpOBEpKE BHIMOIHEHHS TPeOOBAaHUN HOPMATHUBHBIX IOKYMEHTOB
o 3aIuTe WH(POPMAIIMHY, a TAKXKE B OLIEHKE 000CHOBAaHHOCTH U 3()(HEKTUBHOCTH MPHUHATHIX MEP.
KoHTposib MOKET NIpOBOAUTHLCSA KOMUCCUEH, CO31aHHOM B Koyutepke, wiim Ha JOrOBOPHOM OCHOBE
CTOPOHHHMMH OpraHU3alUsAMU, IPA HAJIUYNHU JULECH3UU Ha ACATEIbHOCTD 110 TEXHUYECKOW 3aIlUTe
KOH(pHUACHIIMAIBHON HH(pOpMaIuu.

Perienue ocHOBHBIX BOIPOCcOB obecnieueHus 3amuThl [1/H nmpenycmaTpuBaeT NoAroOTOBKY
KaJI[pOB, BBIJEIECHUE HEOOXOAUMBIX (DMHAHCOBBIX W MAaTE€PHAIbHBIX CPEACTB, 3aKYIKY
IPOrpaMMHOI0 M amMapaTHOrO oOecHneueHus, a TaKkKe, NP HEOOXOAMMOCTH, NPUBJICYCHHE
CTOpoHHEN opranu3anuu rnpu Hanuuuu JuneH3uit ®CTOK u OCB.



[Tpunoxenue Ne 1

TPEBOBAHUA
10 o0ecrne4eHUI0 0e30NMACHOCTH NePCOHATBbHBIX IaHHBIX PH UX 00padoTke B
UH(GOPMAMOHHBIX cucTeMax nepcoHaNbHbIX JaHHbIX AHO I1O «Bpicmasi mkoJsia
ylpaBJieHHsl 00pa3oBaHHeM»

[Ipu opranuzanuu U OCyIIECTBICHUH 3alIUThI IepcoHaNbHbIX qaHHbIX ([1/]H) HEoOxoaumo
PYKOBOJCTBOBATbCsSl TPEOOBAaHUSMU HOPMATHUBHBIX U METOAMYECKHMX JIOKYMEHTOB IIO 3aIUTE
nH(pOpMallUd B aBTOMAaTH3UPOBAHHBIX cHUcTeMaX (MH(QOPMAIIMOHHBIX CHUCTEMaX MEePCOHAIBHBIX
nanubix - UCII/IH), yuuTeiBast ipu 3ToM, uto [1/1H, B coorBeTcTBUM ¢ DenepalibHbIM 3aKOHOM OT
27 wrons 2006 roga Ne 152 - @3 «O mepcoHanbHbIX JaHHBIX» U YKazoM [Ipesunenta PD Ne
188 o1 06.03.97 r., oTHECEeHbI K KOH(PHICHIIMATBHON HHPOPMALIHH.

Meps! o obecrieueHn0 0€30MaCHOCTH NEPCOHANBHBIX JAaHHBIX MIPH UX 00paboTKe

1. Omneparop mpu 00pabOTKe MEPCOHATBHBIX JAHHBIX 00s3aH MPUHUMATH HEOOXOIUMBIE
[IPaBOBbIE, OPTaHU3AIIMOHHBIE U TEXHUYECKUE MEPbI WM 00eCreunBaTh UX MPUHATHE AJIs 3alUThI
[IEPCOHANBHBIX JAHHBIX OT HENPABOMEPHOI'O MJIM CIy4allHOro JOCTyna K HHUM, YHHYTOXEHMS,
M3MEHEHHUs, OJOKMpPOBaHUS, KOMHMPOBAHUS, MPEIOCTABICHHS, PACIPOCTPAHEHHs MEPCOHAIBHBIX
JAHHBIX, @ TAKXKE OT UHBIX HEIIPABOMEPHBIX JACHCTBUI B OTHOILLIEHUH II€PCOHATBHBIX JaHHbBIX.

2. Ob6ecneueHne 6€30MaCHOCTH NIEPCOHAIBHBIX JAHHBIX JTOCTUTACTCS, B YACTHOCTH:

1) onpenenenueM yrpo3 O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX HpU UX O0O0pabOTKEe B
MH(POPMAIIMOHHBIX CHCTEMaX MePCOHANBHBIX TaHHBIX;

2) mpuUMEHEHUEM OPTraHU3alMOHHBIX U TEXHUUYECKUX Mep Mo obecriedeHnio 6€30MacHOCTH
[IEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKE B MH()OPMALIMOHHBIX CUCTEMAX IIEPCOHATIBHBIX JaHHbIX,
HEOOXOTUMBIX JJISl BBIOJIHEHUS TPEeOOBAHMI K 3alllUTe MEPCOHATBHBIX JIaHHBIX, HCIIOJIHEHUE
KOTOpBIX oOecneunBaeT ycTaHoBieHHble [IpaButenbctBoM Poccuiickoit ®enepauuu ypoBHU
3aIUILEHHOCTH IEPCOHATIBHBIX JTaHHBIX;

3) mpuMEHEHUEM MPOLICIIIMX B YCTAaHOBJIEHHOM IOPSAJKE MpOLENYypy OLIEHKH
COOTBETCTBHS CPEACTB 3aIUTHI HH(POpMALIHH;

4) oneHkol AS(PEKTUBHOCTH TMPUHUMAEMBIX Mep M0 oOecrneueHrno O0e30MacHOCTH
NEPCOHATBHBIX JIAHHBIX O BBOJA B AKCIUTyaTal[Ml0 MHPOPMALMOHHON CHCTEMBI MEPCOHATBHBIX
JTaHHBIX;

5) y4eToM MaIIMHHBIX HOCUTENIEH EePCOHATBHBIX JaHHbIX;

6) oOHapyxeHHeM (PaKTOB HECAHKIIMOHMPOBAHHOTO JOCTyIa K MEPCOHAILHBIM JaHHBIM U
IIPUHATHEM MED;

7) BOCCTaHOBJIEHUEM IE€PCOHAIBHBIX JAaHHBIX, MOJU(ULIIMPOBAHHBIX WM YHUUYTOXKEHHBIX
BCJIE/ICTBHE HECAHKLIMOHUPOBAHHOIO JOCTYIA K HUM;

8) ycTaHOBIEHHEM NpaBWJ JOCTyla K IMEPCOHAIbHBIM JaHHBIM, OOpaOaThlBa€MbIM B
MH(OPMAIMOHHOM CUCTeMe NEePCOHANIBHBIX JaHHBIX, a TAK)KE 00€CIIeUeHUEeM PErUCTpalliy U yyeTa
BCEX JCHCTBHI, COBEpIIAEMBIX C MEPCOHAIBHBIMU JAaHHBIMU B HH(OPMALMOHHOW cHCTEME
MEPCOHAIbHBIX JAHHBIX;

9) KOHTpoOJIEM 3a IPUHUMAEMBIMU MEPAMH 10 00ECIIEUEHUI0 OE30MaCHOCTH NMEPCOHATBHBIX
JTAHHBIX U YPOBHS 3alUIIIEHHOCTH WH()OPMALIMOHHBIX CHUCTEM MEPCOHANBHBIX JaHHBIX.

[Ipu npoeaennu meponpusatuil no 3amure [1[IH yuuTsiBaeTcs, 4To MHGOPMALMOHHbBIE
peCypcChl IIOJIBEP’KEHBI IOTEHIIMAIBHBIM BHEITHUM U BHYTPEHHUM YIrpo3aM, BEIyIIUM K IOTEPSIM
KOH(UIEHIIMATBHOCTH, JOCTYITHOCTH U LEIOCTHOCTH HHPOPMAIIMOHHBIX PECYPCOB.

HcTounnku yrpo3sr:

- momu  (HegoOpOCOBECTHBIE BHEIIHWE U BHYTPEHHUE T0JIb30BaTENH
MH(POPMAIIMOHHBIX PECYPCOB);

- aBapuH (OIIMOKH MOJIb30BATENs, OLIMOKH aIMUHUCTPATOPA);

- OTKa3 ammapatHoro oOecriedyeHHst (OMMUOKH TPOTPAaMMHOTO OOECIICYCHHS, OTKAa3bl
MHIyCTPHAILHOTO 000PY/IOBaHUS);

- npupoaHble  ¢akTopsl  (CTUXUHHBIE O€ACTBUS, acTpoPU3MUECKUE  SBJICHHUSA,
OMOJIOTMYECKHE SBJICHUS).



YTpO3bl yBETUYHUBAIOT PUCKH O€30MTACHOCTH, MPEICTABIISIONINE COOOA:

- HEaBTOPH3UPOBAHHBIN JOCTYII B CETh;

- HEaBTOPHU3WPOBAHHOE PACKPHITHE HHPOPMALIUY;

- HEaBTOPHU3WPOBAHHYIO MOTU(UKAITHIO JAHHBIX WO  TPOTPAMMHOTO
o0ecrieueHus;

- paspyuieHue QyHKIHA ceTH (HETOCTYITHOCTh JAaHHBIX U CEPBHCOB).

Hammume puckoB Oe3omacHocTH TpeOyrOT BBeACHHUsS Mep Oe3omacHOCTH. Mepbl
0€30MMacCHOCTH JIOJIKHBI TAPAHTHPOBATH:

- KOH(HIIECHINATHHOCTD;,

- IEJIOCTHOCTB;

- JIOCTYNHOCTH HH(OpMAIINH;

- CBOCBPEMEHHOE MOJy4YEeHHE OTYCTHOCTH,

- (¢usnueckyro 6e30macHOCTh HHPOpMAIIHH;

- KOHTPOJIb JIOCTyMa K HHPOpMAIIH.
WupopmannonHast 6e301macHOCTb NpeayCcMaTpUBAET:

- IPOLEAYPHYIO (aAMUHHUCTPATUBHYIO i OPTaHU3AIMOHHYIO O€3011aCHOCTH);
- 0€30I1acHOCTh MEPCOHAlIA;

- ¢pu3nUecKyro 0€30MacHOCTb;

- 0€30IaCHOCTh CUCTEMBI,

- 6€30MaCHOCTh KOMMYHHUKALHH.

Ob6ecneuenne Oe3onacHoctu IIJIH mpu ux obGpabdorke B MCII[IH nocturaercss myrem
UCKJIFOUYEHHUS] HECAaHKIIMOHMPOBAHHOIO, B TOM 4YMCJE CIIy4allHOro JOCTyHa K IepCOHAIbHBIM
JTaHHBIM, PE3YyJbTaTOM KOTOPOTO MOJXET CTaTh YHHUYTOXKEHHE, W3MEHEHHE, OJOKHpOBaHUE,
KOIIMPOBAHUE, PacIpOCTPAHEHHE NIEPCOHAIBHBIX JIaHHBIX, @ TAKXKE MHbIE HECAaHKI[MOHUPOBAHHbIE
JNEUCTBUS.

Meponpustusa no obecneyenuto 6e3onacHocT [1/IH TpoBOAATCS B 3aBUCUMOCTH OT THIIA
aKTyaJbHBIX YIpO3 W YpPOBHEW 3aIMIICHHOCTH IEPCOHATIBHBIX JaHHBIX, 00pabaThIBaeMBIX B
NCII[AH, ¢ y4yeToM BO3MOXXHOTO BO3HMKHOBEHHs YIpo3 O€30MacHOCTH >KM3HEHHO BaXKHBIM
MHTEepecaM CyObEKTOB MEPCOHAIBHBIX TaHHBIX.

ITpu o6ecnieuennu 6e3onacuoctu I1J{H NpoBOAATCS MEPONPUATHSL, HAllpaBJIEHHbIE Ha:

- IpeloTBpaleHre HecankimonupoBanHoro gocryna (HCH) k ITIn u (unu) nepenaun ux
JIUIIaM, OpTaHU3aIHSIM, HE UMEIOIIUM TIpaBa JIOCTYIa K TAaKOW WHPOPMAIHH;

- cBoeBpeMeHHoe oOHapysxeHue pakroB HC/I k [1/1x;

- HEZIONYIIIEHUE BO3JCHCTBUS HAa TEXHUYECKHE CPEJICTBA aBTOMATU3MPOBAHHOM 00paboTKH
[111, B pe3ysbTaTe KOTOPOrO MOKET OBITh HAPYIIEHO UX (PYHKIIMOHUPOBAHUE;

- OTiepaTUBHOTO pe3epBupoBanust uHGpopmanuu B UCI1/IH;

- BO3MOXKHOCTh HE€3aMeJUIMTENbHOro BoccTaHoBieHusa [1/[H, MoaubuuupoBaHHBIX WM
yHUUTOXEeHHBbIX Beaeacteue HCJI k Hum;

- IOCTOSIHHBIM KOHTPOJIb 32 0OecreueHueM YpoBHs 3amuiienHocty [1/1H.

Ob6ecneuenne Oe3omacHoctu IIJ[H ocymiecTBisieTcs IMyTeM BBIOJHEHHUS] KOMILIEKCA
OpPraHMU3aLMOHHBIX U TEXHUUYECKUX MEPONPUITHN, PEATM3YEMBIX B PaMKaxX CO3/1aBa€MOI CUCTEMBI
3a1uThl epcoHanbHbIX JaHHBIX (C3I1/IH).

Crpykrypa, coctaB 1 ocHOBHbIE (yHKIMHU C3II/IH onpenenstorcs B 3aBUCUMOCTH OT THIIA
aKTyaJIbHbIX YIpPO3 U YPOBHEW 3allMIEHHOCTH IEPCOHAJIbHBIX JaHHBIX, 00pabaThIBa€MBIX B
NCTI/H, ucnons3yemsix B Komtemxke.

C3I1/11 BKIIOYaeT OpraHu3allMOHHbIE MEPHI U TEXHUYECKUE CPEJICTBA 3aLTUThl HHPOPMAIUH
(B ToM uMcie mupoBaibHEIE (KpUNTOrpaduueckre) CpeicTBa, CpeAcTBa MPEAOTBPALICHUS
HECaHKLMOHUPOBAHHOTO JOCTYIa, YTEUKN HHPOPMAIMH [0 TEXHUYECKUM KaHajlaM, IPOrpaMMHO-
TEXHUYECKUX BO3JCHCTBUI HAa TeXHUUECKUE cpenicTBa 00padboTku [1/1H), a Takxke HCIOIB3yeMbIE B
MH(}OPMALIMOHHON cUCTeMe NH(OPMALIMOHHBIE TEXHOJIOTHUH.



[Tox opranmsarueit oOecreueHust Oe3zomacHoctu [I/In mpu ux obpaborke B UCIIIH
MOHUMAETC (POPMUPOBAHUE COBOKYIMHOCTH OCYIIECTBISIEMBIX Ha BCEX CTAIUSAX >KHU3HEHHOTO
uukiaa HWCII[IH corsmacoBaHHBIX 1O 1€MW, 3ajayaM, MECTY M BpPEMEHU MEPONPUITHUH,
HaIMpaBJICHHBIX HA MIPEIOTBpAIIcHIE (HeUTPATU3alliI0) U MapupoBaHue yrpo3 6ezonacHoctu [1/1x
B CII/IH, Ha BoccTaHOBIeHHEe HOpManbHOTO pyHKImoHupoBanust UCII/H mocne HedTpanm3anuu
yTPO3bI, C IETbI0 MUHUMH3AIMH KaK HETOCPEACTBEHHOI0, TaK W OINOCPEIOBAaHHOTO yliepOa
OT BO3MOXKHOMH peanuzanuu Takux yrpos. Ob6ecnedenue 0e3onacHoctu [1J{H npu ux o6pabotke B
aBromaTu3upoBaHHbIX WCIIJIH mpoBOIUTCS MyTEM BBIMOJHEHUS KOMIUIEKCA OPraHU3allMOHHBIX U
TEXHUYECKUX MEpONpUATUN (MpUMEHEHUS TEXHUYECKHX CpPEICTB), B paMKaX CHCTEMBI
(moacucTeMbl) 3alMThl NIEPCOHANBHBIX JAaHHBIX, pa3BepThiBaeMoil B MCII/IH B mpouecce ee
CO3JaHUs NN MOJICPHU3ALIMH.

[Mopsimox opranuzanmu obecnedenus 0ezonacHoctu [1/1n B UCIT/IH npenycmaTpuBaet:

- OIIEHKY 00CTaHOBKH;

- oOocHoBanue TpeboBaHui 1o obecnedeHuto O6e3omacHoctu I1/{H u popmynupoBanue
3aga4 3amutsl [1/]H;

- paspaboTky mpoekra obecriedeHusi Oe3omacHoctu [IJ[H; BBIOOp IIeIIeCOO0pPA3HBIX
crioco6oB (Mep u cpeacTB) 3amuThl [1/[H B cOOTBETCTBUHM € 3a]]a4aMi U TIPOEKTOM 3aIllUTHI;

- peuieHWe BOMPOCOB YIpaBJICHUs oOecreueHueM Oe3omacHocTr [IJ][H B aumHAMHKE
M3MEHEHUs 00CTaHOBKHU M KOHTPOJIS 23P(EKTUBHOCTH 3aIlIUTHI;

- obecrieueHue peaau3aluy MPUHATOTO MPOSKTa 3aIIUTHI;

- IUTAaHUPOBAHME MeponpuATHil 1o 3ammre [1/1H;

- OpraHM3aluI0 W MPOBEJCHHE PadOT MO CO3MAaHUIO CHCTEMBI 3aIIUTHI MEPCOHATBHBIX
nanabix (C3I1/0H) B pamkax pa3zpabotku (Moaepuusanmu) UCII/IH, B ToM Yncie ¢ npuBIeYeHUEM
CTEIMAM3UPOBAHHBIX CTOPOHHHUX OpraHM3aluil K paspadoTke u passepreiBanuio C3I1/1n mm ee
snemeHToB B MCIIJIH, pemeHne OCHOBHBIX 3aJad B3aUMOJEWUCTBUS, ONpElIEJeHUE UX 3a7ad U
(GYHKIUH Ha pa3IMYHbBIX CTaAUAX co3nanus u skcruryatamuu UCTIIH;

- pa3paboTKy IOKYMEHTOB, PErIaMEHTUPYIOLIUX BOMPOCHl OpraHHU3aIMH 00eCreYeHUS
6e3onacuoctu [1JIx u sxcrutyataruu C3I1/1n 8 UCITdH.

B nnrepecax rexunueckoro odecneuenus 6ezonacHoctu [1/1H mpu ux o6padorke B UCII/IH,
B 3aBHCHMOCTH OT KJIacca MH(OPMALIMOHHON CUCTEMBI JJOJIKHBI ObITh IPOBEAECHBI MEPOIIPUSITHS IO
zammre ot HC k I11n npu ux o6padotke B UCII/IH.

B cocraB meponpustuii mo 3ammre I1[In mpu ux obpaborke B UCII[An or HCJI u
HEMPAaBOMEPHBIX ACHCTBUN BXOASAT CIEIYIOLIUE MEPOIIPUSATHUS:

- 3amuTa or HCJ/] npu ogHOMOMB30BaTENIBCKOM pexkume 0opadoTku [1/1H;

- 3ammra ot HCJI nmpu MHOTrOmnosns30BaTenbckoM peskume o0padotku [1/1H 1 paBHBIX
MpaBax JOCTyIa K HUM CyOBEKTOB IOCTYIIA;

- 3ammra oT HCJ mpu MHOTOMONB30BaTENbCKOM peskuMe 00padboTku [1/1H 1 pa3Hbix
IpaBax J0CTyIa;

- 3amura uHpopMaluu npu MmexxcereBom B3aumoseictsun MCIIH;

- aHTUBUpYCHas 3allUTa.

Meponpusitus no 3amurte [1/{H peanuzyrorcs B paMKax MOJCUCTEM: YIIPABIECHUS JOCTYIIOM,
perucTpalnmm u ydyera, o0ecredeHus eJIOCTHOCTH, KpUNTOrpaQuuecko 3aluThl, aHTUBUPYCHOM
3allUTBHI.

Mepni 6e3onacHoctu [1/]H 10KHBI TApaHTHPOBATH:

- KOHQUICHIMAIHLHOCTD;,

- IIEJIOCTHOCTB;

- JIOCTYNHOCTb MH(OpMALIUH.

Meponpusitust o odecredeHn o 6€30MacHOCTH MPETyCMaTPUBAIOT:

- yOpaBJIEHHE JOCTYIOM;

- PErucTpaunuio U yuer;

- o0ecrieueHne [ET0CTHOCTH,



- KOHTpPOJIb OTCYTCTBHUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEM;
- aHTMBHUPYCHYIO 3aIlIUTY;
- obecrnedyeHue 0€30MaCHOT0 MEXCETEBOI0 B3aUMOICHCTBHS;

- aHaJIM3 3aLUIICHHOCTH.

IToncucremsl ynpaBieHus: JOCTYIIOM, PETUCTPALMM U y4eTa JOJKHbI pean30BbIBATHCS HA
0a3e MpOrpaMMHBIX CPEICTB OJIOKMPOBAHMS HECAHKIIMOHHMPOBAHHBIX JEHCTBHIA, CUTHAIM3ALUHN U
peructpanuy. OTO CHEHMaIbHbIC, HE BXOASAILIME B AIPO KAKOH-JIMOO ONEpalMOHHONW CHUCTEMBbI
IIPOrpaMMHBIE U IPOrPaMMHO-AIIApPaTHbIE CPEJCTBA 3AIIMTHI CAMUX OIEPALMOHHBIX CHUCTEM,
NIEKTPOHHBIX 0a3 AAaHHBIX M NPUKIAAHBIX HporpaMM. OHH BBINOJHAIOT (YHKLIHU 3aIIUTHI
CaMOCTOSITEJIHO WJIM B KOMILJIEKCE C IPYTUMU CPEACTBAMH 3aLMUTHI U HAIIPABJIEHbl HA UCKIIIOUEHUE
WIH 3aTPy/AHEHHUE BHIMOJIHEHUS ONACHbBIX ACUCTBUI 110JIb30BATEN MM HAPYLIUTEISL.

CpencTBa JUarHOCTUKH JIOJDKHBI OCYHIECTBIISITh TECTUpOBaHUE (DaillloBOii crcTeMbl U 0a3
JAHHBIX, IOCTOSHHBIA cOOp MHpopManuu O (YHKIMOHHUPOBAHUU 3IIEMEHTOB MOJCHCTEMBI
obecrieyeHus: 6€30MaCHOCTH WH(POPMAIIHH.

CpencTBa YHUYTOXKEHHUS IpeJHA3HAYCHbl Ul YHUYTOXKEHHMSI OCTAaTOYHBIX [aHHBIX MU
JNOJDKHBI ~ IPEJyCcMaTpuBaThb  aBapUHHOE  YHUUYTOXKEHHWE JAHHBIX B  ClIy4ae  yIpo3bl
HecaHkMoHupoBaHnHoro goctyna (HC/), koropas He MokeT ObITh OJOKMPOBAaHA CUCTEMOM.

CpenctBa  cUTHaIM3alMM  [peJHA3HAYeHbl IS [PEAYNPEXKICHHUS  OIEepaToOpOB
(mosip30BaTenieil) mpu MX OOpAIlEHWH K 3alUIIAEMbIM JaHHBIM W I [peayNpeKAeHus
anMuHUCTparopa npu obHapyxeHnn (akra HCJI, McKakeHHH MPOrpaMMHBIX CPEICTB 3aIIHTHI,
BBIXOJIC WJIM BBIBOJIE M3 CTPOs allllapaTHBIX CPEACTB 3aIUUTHl U O JAPYrHX (hakTax HapylIeHHs
MITaTHOTO peXHMa (yHKIIMOHUPOBAHUSI.

IToncucrema oOecrieueHHs! LEIOCTHOCTH JOJDKHA OBITh pealn30BaHa ONEpallMOHHBIMU
CHCTEMaMH M CHCTEMaMHM yrpaBiieHUs 0azamu JaHHBIX. CpecTBa MOBHIIEHUS JOCTOBEPHOCTH H
obecreyeHus LeIOCTHOCTH NepelaBaeMbIX JaHHBIX U HA/IeKHOCTH TPAH3aKLMH, BCTpauBacMble B
OIEpaIlMOHHbIE CUCTEMBl M CHCTEMbI yIpaBieHUs Oa3aMu J[aHHBIX, OCHOBaHbl Ha pacuere
KOHTPOJIbHBIX CYMM, YBEAOMJIEHUH O cOoe B repejayue nakera cooOIIeHus, IOBTOpE Nepeadn He
IIPUHSTOIO IaKeTa.

Iloncucrema KOHTPOJS OTCYTCTBUSL HEJNEKIAPUPOBAHHBIX BO3MOYKHOCTEH JIOJDKHA
peayin30BbIBaThCS Ha 0aze cucTeM ynpaBieHHs 0a3aMM JTaHHBIX, CPEACTB 3aIMTHl MHPOpPMAIH,
AHTUBHUPYCHBIX CPEJICTB 3aIUTHl HH(POPMAIUH.

JUig  ocyllecTBI€HMsI pasTpaHMuYeHuss JocTyna K HHQOPMAIMOHHBIM pecypcam Ipu
MEXCETEBOM B3aUMOJIEHCTBUU JOJDKHO IIPUMEHATBHCS MEXKCETEBOE HKPAaHUPOBAHUE, KOTOPOE
peain3yercss IpOorpaMMHBIMUA W/WJIM MPOTPAaMMHO- allapaTHBIMU — MEXKCETEBBIMU  dKpaHaMU
(MD). MexcereBoil 3KpaH JOJDKEH yCTAHABIMBATHCS MEXY 3alllMIIAEMON CEThIO, HA3bIBAEMON
BHYTPEHHEH, M BHEIIHEH CEThI0. MeKCeTeBOM 3KpaH JOJKEH BXOAUTh B COCTAB 3AIINIIAEMOM CETH.
IIpu ero HacTpolKe OTAEIBHO 334A0TCS PAaBUjIa, OTPAaHUYMBAIOIINE JOCTYI U3 BHYTPEHHEHN CETH
BO BHEIITHIOKO U HA00OPOT.

[Toncucrema aHann3a 3aIMILIEHHOCTH I0JIKHA PEAIM30BbIBATHCS HA OCHOBE UCIIOJIb30BaHUS
CPEICTB TECTUPOBaHUs (aHalM3a 3allUMIIEHHOCTH) M KOHTpois (ayauTa) Oe3omacHOCTH
uHpopMalnu.

Jns pa3paboOTKM M OCYIIECTBICHHS MEpOINPHIATUH MO O0ecredyeHuto Oe30MacHOCTH
MEePCOHANBHBIX JaHHBIX MpH HUX 00paboTke B UHGOPMALMOHHOM CHCTEME Ha3Ha4aeTcs
CTPYKTYpHOE TOJpa3JieieHue WIM JIOJUKHOCTHOE JIMIO, OTBETCTBEHHBIE 3a oOecleyeHue
0€301MacCHOCTH MEPCOHATBHBIX JAHHBIX B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX.

JIunia, 10CTyN KOTOPBIX K IIEPCOHANBHBIM JaHHBIM, 00padaThIBaeMbIM B HH(POPMALIMOHHOM
cUCTeMe, HeOOXOIUM [UIsl BBINOJHEHUS CIY>KEOHBIX (TPYIOBBIX) OOS3aHHOCTEH, JOJKHBI
JONYCKaTbCs K COOTBETCTBYIOIIMM IIEPCOHAJIBHBIM JaHHBIM Ha OCHOBAaHUU YTBEPKICHHBIX
[lepeuneit TOMKHOCTHBIX JIUII, JOMYIIEHHBIX K pa0oTe ¢ MePCOHAIbHBIMU TaHHBIMH.

3anpocsl moJb30BaTened MHPOPMALMOHHOM CHUCTEMBI Ha IOJIyuYe€HHE MEPCOHATIBHBIX
JAHHBIX, BKIIFOYast JIUL, YKa3aHHBIX B YTBEPKI€HHBIX [IepeyHsIx 10IKHOCTHBIX JIUL], a TAKXKe (PaKThI
IIPEIOCTABIICHUS] IEPCOHANBHBIX JIaHHBIX II0 3TUM 3allpocaM JOJDKHBI PETUCTPUPOBATHCA
aBTOMATHU3HPOBAaHHBIMU CPEACTBAMU HH(OPMALIMOHHOW CHUCTEMBI B JJIEKTPOHHOM KypHale

10



obpamenuii. ConepkaHuE 3JICKTPOHHOTO KypHaja OOpalleHWd TEPHOIUYECKA TPOBEPICTCS
COOTBETCTBYIOIIMMH JOLKHOCTHBIMU JTMIIaMu Komteapka niy ynoJHOMOYEHHBIMU JINLAMM.

[Ipn oOHapyxeHHM HapylIEHUN NOpsAAKa MPEIOCTaBICHUS MEPCOHANBHBIX JaHHBIX
Komtempka ynoiHOMOYEHHbIE JIMLA JOJDKHBI HE3aMEJINTENbHO ITPUOCTAHOBUTH MPEAOCTaBICHHE
MEPCOHANBHBIX JIAHHBIX IOJIb30BATEISIM HH(POPMAIIMOHHON CHUCTEMBI J0 BBISABICHUS MNPUYUH
HapyUIEHUH U YCTpaHEHUs 3TUX IIPUYUH.

[Ipu xpaHneHuu MaTepuaIbHBIX HOCUTENIEH HH(POPMAIUU C IEPCOHATBHBIMU JAHHBIMU (MU
Apyroil KoOH(pUAEHINANBHOW HH(pOpMAIUei) TOMHKHBI COOIOIATHCA YCIOBUS, 00SCTIEUMBAIOIINE
COXPaHHOCTb MEPCOHAIBHBIX JAHHBIX M HCKIIIOYAONINE HECAHKUMOHUPOBAHHBIM K HUM JIOCTYII.
[lepeuyenp Mep, HEOOXOAMMBIX I 0OECIICUCHUS TAKMX YCIOBHUN, OPSAO0K UX NMPUHSTHUSA, a TAKXKE
[I€pEYEHb JIULI, OTBETCTBEHHBIX 34 PEATM3ALUIO YKA3aHHBIX MEP, YCTAaHABIMBAKOTCS OTIEIBHO.
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