NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA OPUINAJIBLHBIX UHTEPHET-PECYPCAX

C KaXXJIbIM TI'OJIOM MOJIOACKHN B HMHTCPHCTC CTAHOBUTLCA 60J'IBH_IC, a IIKOJIbHUKH
OJHH M3 CaMbIX AaKTHBHBIX I10JIb30BaTeIICH PYHeTa. MG}KIIy TCM, IIOMHMO
OTPOMHOI'O KOJINYICCTBA BO3MO)KHOCT€I>1, HHTCPHCT HCCCT U HpO6HeMI>I.

Ota namsTKa J0JKHA IOMOYb TeOe 0e30I1acCHO HaXOAUThCS B CETH.
KoMmnbroTepHbie BUPYChI

KomnpioTepHblii BHpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTIIMYUTEIBHOU 0COOEHHOCThIO KOTOPOM SIBJISIETCA CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUTOXXUTh
Bce (haiiyipl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTO Obliia
3aIlyllleHa 3apakeHHas [IPorpaMMa, a TakXKe IMOBPEAUTh WM J1aXKe YHUYTOXHUTH
OIEPALMOHHYIO CHCTEMY CO BCeMH (ailnamu B 1eiaoM. B OonbIMHCTBE CiiydaeB
pacmpoCTPaHSIIOTCS BUPYCHI Ue€pe3 MHTEPHET.

MeTOIILI 3allIMTHI OT BPECAOHOCHBIX IpOorpaMm:

l. HCHOHL?;Yﬁ COBPCMCHHBIC OIICPAIXMOHHBIC CHCTCMBbI, HMCIOIIUC CprGBHBIfI
YPOBCHDB 3allIUTBI OT BPCAOHOCHBIX IIPOrpaMm;

2. IlocrosHHo ycraHnaBnuBaii mauth (IKM@pPoOBBIC  3aIUIaTKH, KOTOPHIC
aBTOMATHYECKH YCTAaHABJIMBAIOTCS C LEJbIO JOPaOOTKU MpOrpaMMbl) U JpYyrue
OOHOBIJICHHS CBOEH oneparimoHHOM cucTeMbl. CkaunBail UX TOJIBKO C O(HUIIHATIBHOTO

caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO OOHOBJICHUS,
BKJIFOYH €r0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TOJ TMpaBaMH TIOJb30BATENd, a HE
aIMUHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTENM HMH(OpMaLMU, Takue Kak (remka, TUCK WM
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpblBaili KOMIIbIOTEpHBIE (DaiJIbl, TOJYYEHHBbIE U3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIE MpHCIal TBOM 3HAKOMbIN. Jlyule yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Ceru WI-FI

Wi-Fi - 510 He BHI Tepefaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 romy Humepianackas KOMIIAHUS 3aperHCTPUpOBalia OpeHIT
"WECA", urto o06o3nauano cinoBocodyeranue "Wireless Fidelity", xotopsrit
MepeBOUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHH JAoluia Apyras a00peBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHoJoruen. 1o adbopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BBICIIEH 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBoie o3HavaeT "BhICOKas
TOYHOCTB".

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE SKCTIEPTHI CYMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He sBistOTCS 0€30MaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IET0CTYHBIX ceTax Wi-fi:

1. He nepenagaii cBoro auunyto uHbopmaiuio yepe3 odmenocrynusie Wi-Fi certu.
PabGoras B HuUX, *eJaTeIbHO HE BBOJUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDA;

2. Hcnonb3yldi u OOHOBISIM AHTHUBUPYCHBIE MporpaMMbel U Opanamayep. Tem
caMbIM Tbl OOe3omaculllb ceOsi OT 3aKauKH BHUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonb3oBanuun Wi-Fi otkmoun ¢ynkmuio "OOmuil noctyn k ¢ainam
u npuHTepaMm". JlanHass (yHKUHMS 3aKpbITa MO YMOJIYaHUIO, OJTHAKO HEKOTOPbIE
MOJI30BATENIM AKTUBUPYIOT €€ JJIsl YI00CTBA UCIIOIB30BaHus B padoTe uin yueoe;

4. He ucnionw3yit myonmunbii WI-FI 1t nepegaun TMYHBIX TaHHBIX, HATPUMED IS
BBIXOJIa B COLIMAJIBHBIC CETH WJIM B DJICKTPOHHYIO MTOYTY;

5. Ucnionw3y# Tonpko 3amuinenHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknuto "TloaxmoueHne k  Wi-Fi
apToMarnueckn'. He momyckail aBTOMAaTHMYECKOTO IMOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CoununajbHble CeTH

CouuanbHble CEeTHM aKTHMBHO BXOJAT B Hally >KH3Hb, MHOTHE JIOJU pPabOTarOT
M OKUBYT TaM TIOCTOSIHHO. MHOrme mnosib30BaTeJiM HE IOHUMAKOT, 4YTO
uH(popmalus, pasMelieHHass UMU B COLMAIBHBIX CETSAX, MOXET ObITh HaljeHa
¥ HCIOJIb30BaHA KEM YrOJHO, B TOM 4YHCIE HE 00s3aTeabHO C Onarumu
HaMEpPECHUSAMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COMAJILHBIX CETAX:



1. Orpanuyb cnMcOK Apy3eil. Y TeOs B JIpy3biX HE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiaii CBOIO YacTHYIO ku3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJICHUS U JIPYTYIO JWYHYI0 HHGOpMANu0. 3IOYMBIIIJICHHUKA MOTYT
UCIIOJIb30BaTh J1aXe MH(OPMALMIO O TOM, KaK Thl U TBOM POIMUTEIH IJITAHUPYETE
IIPOBECTH KAHUKYJIbBL;

3. 3amuiai CBOIO peryTaluio - JASPKH €€ B YUCTOTE M 3ajaBail cebe BOIpocC:
XoTeNl OBl ThI, YTOOBI JPYyTrH€ TOJB30BATECIM BHUACIH, YTO ThI 3arpy’kKaciib?
[Toxymaii, mpeskie 4YeM 4To-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh;

4. Eciiu TBl TOBOpPHILIB C JIFOAbMH, KOTOPBIX HE 3HAEllb, HE HCIOJIb3Yil CBOE
peasibHOE MMsI U APYTYHO JINYHYIO HH(POPMAIUH: UM, MECTO JKUTEIbCTBA, MECTO
y4eObl U IpoUee;

5. U36eraii pasmemienust ¢otorpaduit B MHTepHeTe, rie Thl H300pakeH Ha
MECTHOCTH, 0 KOTOPOW MOKHO OIPEAEIUTh TBOE MECTOMOJIOKCHHUE;

6. Ilpu peructparnu B COIMAIBLHON CETH HEOOXOIUMO HCMOJB30BaTh CIIOKHBIE
Napojiy, COCTOsIME M3 OyKB M LU(]p M C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jlng coluanbHOM CETH, MOYTHI U JAPYTMX CAUTOB HEOOXOIUMO HCMOJb30BaTh
pasubie naposid. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIICHHUKH TOJIy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DJIEKTPOHHBIE JEHBIM - H3TO OYEHb YJOOHBIM CMOCOO TMUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTSAT MOJYUYUTh 3TH JICHBIH.

ONEeKTPOHHBIE JIEHBIW MOSBHINCH COBCEM HEIAaBHO UM HMMEHHO H3-3a 3TOTO BO
MHOTHUX IOCyAapCTBax /10 CHX IOP HE NPOMMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHHUPYIOT M O HHUX YK€ MPOIHCAHO B 3aKOHE, TJIe HUX
pa3zessaioT Ha HECKOJIBKO BUIOB aHOHUMHBIC U HE aHOHUMHBIC. Pa3HHIIa B TOM, 4TO
AaHOHMMHBIC - 3TO T€, B KOTOPBIX pa3pemaeTcs NPOBOAUTH ONEpamuu 0e3
UISHTH(PUKAITNH [T0JIH30BaTENs, a B HCAHOHUMHBIX MJSHTU(PUKAIUS OJIb30BaTEIIs
SABJIIETCS 00S3aTEIILHOM.

Taxxe cienyer  pasnuyarh — BJEKTPOHHbIE  (UATHbIE JCHBIU  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M AJIEKTPOHHbIE HeduaTHbIe JEHbI'M (HE pPaBHbBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 0€e30NacHO# padoTe ¢ JIEKTPOHHBIMHU IeHbIAMU:

1. IlpuBsixku K cuery MOOWIBHBIA Tene@oH. ITO caMmblid YJOOHBIH M OBICTPHIN
c1oco0 BOCCTAHOBHUTH JAOCTYIN K cuery. [IpuBsizanHbIi TenedoH MOMOXKET, eciu



3a0yJenib CBOM IUIATEXXHBIM MMapoib WM 3aijielllb Ha CalT C HE3HAKOMOIO
YCTPOWCTBA;

2. Ucnonw3yii ogHOpa3oBsie mapoiau. [locne nepexoa Ha yCHIEHHYIO aBTOPHU3ALIUIO
Tebe yxe He OyAeT yrpokaTb OMAacHOCTh KpakM WMIIM TepexBaTa IUIaTEXKHOTO
napoJs;

3. Beibepu ciiokHbI# mapoiib. [IpecTynHukam OyIeT He MPOCTO YraaaTh CIOXKHBIN
raposib. Haie)kHbIe Tapoid 3TO MapoJiv, KOTOPbIE COAepKaT He MEHee 8 3HAKOB
U BKJIIOYAIOT B Ce0S CTPOYHBIC W MPOMHUCHBbIE OYKBBI, HUPPHI U HECKOJIBKO
CUMBOJIOB, TakMe KaK 3HaK joiuiapa, (yHTa, BOCKIIHUIIATCIbHBIA 3HAK U T.IL
Hampumep, $tROng!;;

4. He BBO/IM CBOU JTUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTHUS W MPENOCTABIAEMBIE €10 YCIYTH 0
MIePEChUIKE U MOJTYUYCHHUIO AIICKTPOHHBIX COOOIICHHH, KOTOPhIE pacIpeessatoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIOIIMM 00pa30oM: UMsI_MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMe repeaadu
MIPOCTOr0 TEKCTa, UMEETCSI BO3MOKHOCTD IIepeaBaTh (haibl.

OcHOBHBIE COBETHI 0 0€30MacHOi padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydlle IOBEPATH TEM, KOIO
3HAEIb U KTO NEPBBIN B PEUTHHTIE;

2. He yka3piBaii B JMYHOM mMouTe JuuHylo HHbopmaruio. Hampumep, myurie
BbIOpATh "My3bIKaIbHBIN _(panaT@" uium "pok2013" BmecTo "Temal3";

3. Mcnonp3yii IBYXATAIHYI0 aBTOPH3AIUI0. DTO KOIJa IMOMHUMO IapoJis HYXKHO
BBOJIUTH KO, TpHUChUIaeMbIii Mo SMS;

4. BpiOepu CHoXHBIM Taposib. s Kaxaoro mo4ToBOrO SIUKa JOJDKEH OBITh
CBOM HAJEXKHBIM, YCTOWYMBBIA K B3JIOMY IIapOJib;

5. Ecny ecTh BO3MOXXHOCTB HAIIMCATh CAMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MOXXHOCTB;

6. VMcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBBIN 1711 YaCTHOM MEPENUCKU
C ajapecaTtaMd, KOTOPBIM Tbl JOBEpSEIIb. DTO 3JIEKTPOHHBIN ajgpec HE HaJo
MCIOJI30BaTh IPU PErUCTpallii Ha (popyMax u cailTax;

7. He oTkpbIBaii haiiibl U Ipyrue BIOKEHUS B MUChMaX, JakKe €CIM OHU MPUIILTH OT
TBOUX Jpy3ei. JIydlie yTouHH Yy HUX, OTIPABJISIIN JIM OHHU TeOe 3T (Paiiibl;



8. Ilocne okoHuUaHuUsl pabOTHI HA IOYTOBOM CEPBHCE NEPE] 3aKPBITUEM BKJIAAKH C
caiiToM He 3a0yJp HaXXaTh Ha "Beiitn".

Kuﬁepﬁy.lmnﬂr HJIK BUPTYAJIBHOEC U31€BaATEC/ILCTBO

KubepOymumMHr - mpeciieloBaHUE COOOIIECHUSIMH, COJEPKAIIUMH OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIuraHCTBO; COIMAbHOE OOMKOTUPOBAHHE C TTOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 110 00pbLOe ¢ KNOEePOYVINHIOM:

1. He Opocaiics B 0oit. Jlyummii crmoco0: MOCOBETOBAThCS Kak ceOs BECTH H,
€clii HET TOT0, K KOMY MOXHO OOpaTUThCS, TO BHaYaie yCrokoutbes. Eciu Tbr
HaYyHElIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHHS, TO TOJIbKO €lle OoJibliie
pa30AOKeIIb KOH(IIHKT;

2. Yupasnsiii cBoeit kubeppernyTaiuei;

3. AHOHMMHOCTh B CETH MHHMMas. CYIHGCTBYI-OT CITOCOOBI BBISICHUTDH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He crouT BecTHM XyJIUTAaHCKUWA o00pa3 BUpTyaldbHOW >ku3HU. WHTEpHET
(GuKcHUpyeT BCe TBOM JEWCTBUS UM COXpaHSET MX. YANUTh UX OyIeT KpailHe
3aTPYAHHUTEIIBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuandHbld HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jydiiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcss Ha HayaabHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIECHUSMH, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKU COOOIIECHUM C
OMPEICICHHBIX aJPECOB;

8. Ecnmu T1h1 cBumerenp kuOepOyinmuHra. TBOM JEHCTBUS: BBICTYNUTH TPOTUB
IpeciieioBaTess, MoKa3aTb €My, UTO €ro JEWCTBUS OLIEHUBAKOTCA HETaTUBHO,
MOAJCPKATh KEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAs IMOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOuiabHbId TesedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkaT B ceOe BIOJHE B3POCIbIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHpPOBaTh CO CTAaIlMOHAPHBIMU
KoMIibroTepamu. OHAKO, CPEACTB 3aAIIUTHI JIs1 TTOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTupoBaHue U TOMCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s I1K, 1o ke camMoe kacaeTcss 1 MOOMJTBHBIX TIPHIIOKSHHM.



CoBpeMeHHbIE MOOWIIbHBIC Opay3epbl YK€ MPAaKTHYSCKH JOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO pacmupeHue (QyHKIMOHAIA BJ€YET 3a CO0O0M OOJBITYIO
CJIO’)KHOCTh ¥l MEHBIIIYIO 3aIIUIICHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOAUTCIIM BBIITYCKAIOT 06HOBJ’IGHI/I$I, 3aKpPbIBAIOIIHC
KPUTHUYCCKHUC YA3BUMOCTH IJIsI CBOHUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JJI51 0€30IACHOCTH MOOMWJIBHOTO Tesied)oHa:

Huuero He sBiseTcs mo-HacTosuieMy OecriaTHbIM. Byib 0OcTOpOKeH, Beap KOraa
Tebe mpejuiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBIThb CKPBIThI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexnae yem otmpaBuTh SMS, ¢hoTo mwiu Busieo. Thl TOYHO 3HACIID, TJI€ OHU
OyayT B KOHEYHOM uTOre?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE POrPaMMBbI 111 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npuioXeHus OT HEW3BECTHOIO HWCTOYHHKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECIICUEHUE;

[Tocne Toro Kak Thl BBIMIEIIb C CaliTa, I/1€ BBOJWI JIMYHYIO HHPOpPMALIUIO, 32l B
HACTpOWKH Opaysepa u ynanu COoKies;

[Tepuonuueckn TPOBEpsH, KaKWe IUIATHBIC YCIYTH aKTUBHPOBAaHbI Ha TBOEM
HOMeEpE;

JlaBaii cBOi1 HOMEP MOOMIILHOTO Tele(hoHa TOIBKO JIIOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JI0BEpSCIIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE ToJib3yemibes. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - ATO KPACOYHBIE, 3aXBATHIBAIOIIME Pa3BICUYECHUS,
OOBEIUHSIONINE COTHU ThICSY YENIOBEK MO BceMy Mupy. Urpoku wuccieayror
JAHHBIA UM MHUp, OOIIAIOTCS JAPYr C JIPYroM, BBIMOJHSIIOT 3aJlaHMs, CPAKAIOTCS
C MOHCTpPaMH U TMOJYYarOT OMNBIT. 32 yJAOBOJbCTBUE OHU IJIATAT: MOKYNAIOT JIUCK,
OTUTAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKue-TO OIIIUH.

Bce aTu cpenctBa MayT Ha MOAJEPAKAHUE M PA3BUTHUE WUIPHI, a TAKKE HA cCaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBbI aBTOPU3AIIMU, BBITYCKAIOTCS HOBBIC
natyu (uQpoBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Urpax CTOMT oOmacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTeMa aBTOPU3AITUU OOJBIITMHCTBA
urp.



OcHoOBHbBIE COBETHI 10 0€30MACHOCTH TBOEI0 HI'POBOI0o aKKayHTa:

1. Eciu apyroit urpok BeAeT ce0si MIOXO WIM CO3JaeT TeOe HENPHUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. HO}KaHYﬁCH AIMHUHHUCTpATOpaM HIPBI Ha IINIOXOC ITIOBCIACHHUC 3JTOI'0 HIPOKA,
JKCJIATCIIbHO IMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHHOB,

3. He yka3biBaii tnunyto nHGOpMaInio B ipodaiiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranasnuBaii HeopuImaabHbIC TATIYH U MOJIBI,

6. Mcnosib3yil CIOKHBIE U Pa3HbIC MAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJII0YaTh aHTUBHpYC. [loka Thl urpaeuib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OObIYHOM Kpakeil JIeHer M JTOKYMEHTOB CETOJIHSl y>K€ HMKOTO HE YAMBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUI 3JI0yMBINUIEHHUKN EPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€TTOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WIIM (DUIIMHT, TIaBHAS
1eJdb  KOTOPOTO  COCTOMT B TMOJYYEHUHM  KOH(MUIICHIUATBHBIX  JAHHBIX
MOJIb30BATENICH - JTOTUHOB W maposiei. Ha anrmuiickoM si3pike phishing untaercs
kak ummHr (0T fishing - peiOHas j0Bs, password - maposnb).

OcHoBHBIE cOBEeTHI 10 00pbOe ¢ GUIMHTIOM:

1. Cnean 3a cBoumM akkayHTOM. Ecnm Thl mojo3peBaellb, 4TO TBOSI aHKETa
ObL1a B3JIOMaHa, TO HEOOXO0IMMO 3a0JOKMpOBATh €€ U COOOUIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Wcnonw3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, UHTEPHET-MAara3uHoB U
TTOUCKOBBIX CHCTEM;

3. Ucnionb3y# CIIOXKHBIE U pa3Hble Mapoau. TakuM oOpa3oM, eciii Te0si B3JIOMAIOT,
TO 3JI0YMBINIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(DHIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B3oOMau, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE J0OABJIEHBI y T€OS B APY3bSIX, O TOM, YTO TeOsI B3JIOMajd W, BO3MOXXHO,
OT TBOErO0 MMEHM OyAET pacchulaThbCs ClaM M CCBUIKM Ha (PUIIMHIOBBIC CAMTHI,
5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENe(OH;

6. OTKIIIOYM COXpaHEHUe MapoJis B Opaysepe;



7. He oTkphIBaii (hailyibl ¥ Ipyrye BIOKEHUS B MUChMaX, Ia)Ke €CIM OHU MIPHUIIUTH OT
TBOMX Jpy3ei. Jlydle yTouHu y HUX, OTIPABIISUIM JI OHU TeOe 3TH (Daibl.

Hudposas penyrauus

[MudpoBas penyranusi - 3TO HETaTUBHAs WM MO3WTHUBHAas WMH(OpMalus B ceTu
o Tebe. Kommpomerupyromas nadopmaIusi, pa3MelieHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTPa3UThCA HA TBOECH peaIbHOU KU3HH.

"Hudposass penmyramus”" - 3TO TBOW HMHIK, KOTOPBIH QopMHUpyeTCs U3
nHpopmaruu o Tebe B MHTEPHETE.

TBoe MmecTo XuTenbCTBa, yueObl, TBOE (PUHAHCOBOE IOJI0KEHUE, OCOOEHHOCTU
XapakTepa U pacckasbl 0 OJU3KHX- BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue TOAPOCTKM JIETKOMBICJICHHO OTHOCATCA K NyOJUKAlMK —JTUYHOU
uHpopmaruu B UHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOCHeACTBUM. Thl gaxke He
CMOXeENIb J0TrafaThCsi O TOM, uTO (Qortorpadus, pa3MelleHHas S5 JeT Haza,
CTaJia MPUYMHON OTKa3a MPUHATH T€0s Ha PaboTy.

KoMmMmeHTapuu, pasmelnieHne TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
MCUYE3HYTh Ja)e I10CJIE TOr0, KaK Thl X yAaIUlIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(pOpMaIKIO, MOMaja JIM OHA B TIOMCKOBBIE CUCTEMBI U COXpAaHUJIAch JIM OHa, a
[JIABHOE: 4YTO NOAYyMalOT O Tebe OKpyXarollue JIIAu, KOTOpble HaWAyT U
yBUAAT 3T0. HaliTu MH@OpManuio MHOTO JIET CIYCTS CMOXET JH0OW - Kak u3
N00pBIX MOOYXKACHU, TaK U C HAMEPEHUEM IPUUUHUTH BPE/I.

DTO MOXET OBITh KTO YTOJHO.
OcHoOBHBIE COBETHI 10 3aUTe HM(POBOM permyTaAlNu:

1. [Togymaii, mpexie ueM 4To-To MyOJIMKOBATh U MepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uiisi ycTaHOBU OIpaHUYEHHUS Ha TPOCMOTP TBOETO NPOPUIIst U
€ro COAEP)KUMOTO, CAENAN €ro TONbKO "W npy3en”;

3. He pa3memaii u He yka3bpiBail uHOOpMAIMIO, KOTOpass MOXKET KOro-imdo
OCKOPOJISTH WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE TIKOJILHUKHU - aKTUBHBIC MOJIH30BaTEIU IIU(POBOTO MPOCTPAHCTBRA.
OpHako Jajieko HE BCE 3HAIOT, YTO IIOJIb30BAHWE MHOTHUMH BO3MOXHOCTSIMHU
nudpoBoro mupa TpeOyer COOMIOICHHS TIpaB Ha  HMHTEUICKTYyaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAUMHasi ¢ HOBBIX HM300pPETEHMH M 3HAKOB, 0003HAYAIOLIMX



COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH, U 3aKaHUMBasi KHUTaMu, GOTorpapusimu,
KHHO(DHIIEMaM# ¥ MY3bIKQIBHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TMpaBa - 3TO IpaBa Ha HWHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAyKH, JIMTEPATypbl M MCKYCCTBA. ABTOPCKHE ITPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJIbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JacT €My CIIpaBeIJIMBbIE BO3MOXHOCTH 3apadoTaTrh Ha
pe3ysibTaTax CBOEro TpPyAd, MOJYYUTh W3BECTHOCTh M mpu3HaHue. Hukro 0Oe3
paspelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJWTH €0  IPOU3BEICHME,
pacmpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MPOJAABaTh, HMIIOPTHPOBATH,
IycKaTb B MPOKaT, MyOJIMYHO HCIIONHSTH, IOKa3bIBATH/UCIIONHATE B ddupe wim
pasmemats B MHTEpHETE.

Hcnonp3oBaHue "MUpaTCKOro" MpOrpaMMHOIO OOECIIEUEHUs] MOKET MPHUBECTH K
MHOTMM PHUCKaM: OT NOTEpPH JIAHHBIX K TBOUM aKKayHTaMm J0 OJOKHUPOBKHU TBOETO
yCTpOICTBa, TJIe yCTAHOBJICHA HeJleranbHas nporpamma. He cTout takske 3a0bIBaTh,
YTO CYHIECTBYIOT JIETAJIbHBIE U OECIUIATHBIE TPOTrPaMMBbl, KOTOPHIE MOKHO HAaWTH B
CETH.

O nopraJe

CereBUYOK.p() - TBOH TJIaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM M JOCTYNHBIM S3BIKOM, a MPU BO3HUKHOBEHUH
KPUTHUYECKON CUTyallU OOpAaTUThCSA 3a COBETOM. A TakXe NPUHATH y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



