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C KaxabIM roJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJIBHUKH OJTHU U3
CaMbIX AaKTUBHBIX Iojib30BaTened PyHera. Mexnay TeMm, MOMHUMO OTIPOMHOIO KOJWUYECTBA
BO3MOXKHOCTEH, HHTEpHET HeceT W MpoOjemMbl. DTa maMsATKa JI0JDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.
KoMmmnbrorepHbie BUPYCHI
KoMmnbroTepHslii BUpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOTPaMM, OTIMYUTEIbHON
OCOOCHHOCTBIO KOTOPOHl SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JOIoJIHEeHHEe K 3TOMYy,
BUPYCHI MOT'YT MIOBPEIUTH WJIH MOJTHOCTHIO YHUUITOXKUTH BCE (DaliiIbl ¥ TaHHBIC, TOJIKOHTPOJIHHBIC
M0JIb30BATENI0, OT UMEHH KOTOPOTOo ObLiIa 3alyllieHa 3apa)keHHasi IporpaMma, a Takke oBpPeIuTh
WIN J1a)K€ YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbImMHCTBE
CJIy4aeB pacHpOCTPaHSIOTCS BUPYCHI YEPE3 UHTEPHET.
MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX IPOTrpamMMm:
1. Vcnionb3yii COBpeMEHHBIE ONEPALIMOHHBIE CHCTEMBI, UMEIOIIHNE CEPhE3HBIN YPOBEHD 3aILMTHI OT
BPEJOHOCHBIX MPOTPaMM;
2. IloctosHHO ycTaHaBiuBail mayTd (UU(pOBBIE 3alJaTKH, KOTOPbIE AaBTOMATHUYECKU
YCTaHABJIMBAIOTCS C IIEITBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOCH OTIEPalMOHHON
cuctembl. CkaunBail X TOJIbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
PEXUM aBTOMATUYECKOTO OOHOBJICHHS, BKIIFOUH €T0;
3. Paboraii Ha cBOEM KOMIIbIOTEpE MOJ] IIpaBaMU MOJIb30BATENs, a HE aMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM MHCTANIMPOBATHCA HAa TBOEM IEPCOHAIBHOM
KOMIIBIOTEDPE;
4. Hcnonb3yl aHTUBUPYCHBIC MPOrPaMMHBIC TPOAYKTHl H3BECTHBIX IPOU3BOAMUTENICH, C
ABTOMATUYECKUM OOHOBJICHHUEM 0a3;
5. Orpannyp HU3HYECKHA JOCTYI K KOMIIBIOTEPY IS TOCTOPOHHUX JIHIL;
6. Vcnonb3yil BHENIHWE HOCHUTENM WH(OpMAalWU, Takhe Kak (riemka, AUCK uiau (aitn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB,;
7. He oTkphIBaii KOMIBIOTEpHBIE (aiiiibl, MOMyUYEHHBIE 3 HEHAJCKHBIX MCTOYHUKOB. [laxe Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydilie yTouHH y HEro, OTIPaBJISI JIU OH TeOe UX.
Cern WI-FI
Wi-Fi - 370 He BU nepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIb OpeH 1, mapka. Emte B 1991
rofly HHJEpiaHJICKas KommaHus 3apeructpupoBana Openn "WECA", uyro o603Hayano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecrpoBoiHast TOYHOCTH .
Jlo Hamero BpeMeHH Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH ke TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B nmepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.
Ja, OecnnaTHbI MHTEPHET-IOCTYN B Kade, OTeNsiX U adporoprax SBISETCS OTJINYHOU
BO3MOKHOCTBIO BBIXO/[a B HHTEpPHET. HO MHOTHE 9KCIIEPTHI CYUTAOT, 4TO 001Ie10CTyHbIe Wi-Fi
CETH He SIBIISIOTCS 0€30MaCHBIMH.
CoBeTbl 110 0€30MaCHOCTH PabOTHI B 001Ie0CTYTHBIX ceTsix Wi-fi:
1. He mepenaBaii cBoro muuHyt0 nHbopmalmio uepes odmenoctynubie Wi-Fi cetn. Paborast B HuX,
JKeNaTelIbHO He BBOJUTH MAPOJIU JOCTYNA, JIOTUHBI U KaKUe-TO HOMEpa;
2. HWcnons3yil U OOHOBIANM aHTHUBUPYCHBbIE NporpamMmbel U OpaHaMayep. TeM cambIM Tbl
oOe3onacuiib ceds 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOHCTBO;
3. Ilpu ucnonb3oBanuu Wi-Fi orkmroun ¢pynkmuro "OO6mmii qoctyn K (daitiaMm u mpuHTEpam'.
JannHast GpyHKIUS 3aKphITa IO YMOTYaHHIO, OJTHAKO HEKOTOPBIE MOIH30BATENN aKTUBHPYIOT €€ s
y100CTBa UCIIOIH30BaHUSI B pab0Te WK yueoe;
4. He ucnonp3yii myonmunbeiii WI-FI ns nmepenaun mu4HBIX JaHHBIX, HAIPUMEp, U BHIXOJA B
COLIMAJIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;
5. Ucnonw3yii Tonbko 3amuienHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope Be6-
anpeca BBoau umeHHo "https://";



6. B mobunsHOM Tenedone orkmoun Gynkuuio "lloaxmouenne k Wi-Fi aBromatnuecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOAKITIOUEHUS yCTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacusi.
CouunanbHble CETH

ConuanbHble CETM aKTMBHO BXOJST B HAlly XH3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIULIHAp] YETIOBEK, YTO SIBJISICTCS OJHOMN
CelIbMOM BCEX KHUTeNeH IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pasMelleHHas UMH B COIIMAJIbHBIX CETSAX, MOXET ObITh HaiJileHa ¥ MCIOJIb30BaHA KEM YrOAHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1. OrpaHnub CUCOK Jpy3el. Y TeOsi B APY3bsiX HE JOJDKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJICH

2. 3amumiail cBo YacTHyIO *u3Hb. He ykaspiBail mapoiu, tenedoHbl, aapeca, AaTy TBOETO
POXIEHUS W JPYTYIO JTUYHYIO WH(GOpPMANMIO. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJNb30BaTh JaXe
MH(GOPMALIMIO O TOM, KaK Thl U TBOU POJIUTEIIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammiait cBOIO penyTaiuio - ACPXKH €€ B UUCTOTE U 3a7aBail cede BOMPOC: XOTe ObI ThI, YTOOBI
Ipyrue TOoJb30BaTeNd BHUAETH, 4YTO Thl 3arpyxaems? Ilogymaii, mpexae dYeM 4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3aTrPY3UTh;

4. Ecnu TBI TOBOpUIIIL C JIFOJBMHU, KOTOPBIX HE 3HACIlb, HE UCIOJb3YH CBOE peallbHOE UMS U
JPYTyI0 JTUYHYIO WHGOPMAIMU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U MpoYee;

5. U36eraii pasmemenust gororpaduit B MHTEepHeTe, rae Thl M300paK€H Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpauuu B COIHAIBLHON CETH HEOOXOJUMO HCIOIb30BaTh CIOXKHBIE MapOJi,
cocrosme u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEeE §;

7. a5 conpanbHOM ceTH, OYThl M JPYTUX CaTOB HEOOXOAUMO HCIIOJIb30BATh Pa3HbIE MapOIIH.
Torna ecnu Te0s1 B3IIOMAIOT, TO 3JI0YMBIIIJICHHUKH TTOJIY4aT JOCTYIT TOJIBKO K OTHOMY MECTY, a HE
BO BCE cpasy.

DIIEKTPOHHBIE JICHBI U

DJEeKTPOHHBIE IEHBIM - 3TO OYEHb Y100HBIN cr1oco0 miaTexel, 0THaKO CYIECTBYIOT MOLIEHHUKH,
KOTOPBIE XOTSAT IMOJYYUTh OTH JICHBTH.

OJEeKTpOHHBbIE JIeHbIM TMOSBMUJINCH COBCEM HEIABHO M HMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyaapcTBax A0 CHX TOp He MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3leisaioT Ha
HECKOJIPKO BHJIOB - aHOHHMHBIC ¥ HE aHOHMMHBIC. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO TE, B
KOTOPBIX pa3pelaercss IMpOBOAUTH ONepauuu 0e3 WASHTH(QHUKAIMK I0JIb30BaTeNs, a B
HEaHOHMMHBIX HICHTH()HUKALINS TI0TH30BATEINS SBISIETCS 0053aTEILHOM.

Taxxe cienyer pa3nuyarh dJEKTPOHHBIE PHATHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaIOTaM )
U JIEKTPOHHbIE He(pUaTHbIE NEHbIH (HE paBHbI TOCYAApPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ ANEKTPOHHBIMH JIEHbIaMHU:

1. IlpuBspku K cyeTy MOOWIBHBIM TeiaepoH. DTo camblii yHOOHBI M OBICTPBIM crocod
BOCCTAHOBUTh JOCTYN K cdyery. [lpuBsizanHblii TenedoH mnomoxkeT, eciu 3alynemb CBOMH
MJIATEKHBIN MMApOJIb WU 3aiiIelIh Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopaszoBbie napoinu. [locne nepexoaa Ha yCHIIEHHYIO aBTOPHU3ALHIO TeOe yxKe He
OyzeT yrposkaTh OMAaCHOCTh Kpakyl MITM TIepeXBaTa IIaTeXHOTO Iapos;

3. Bribepu cnoxsbiii mapons. [IpectynHukam OyneT He MPOCTO YyraaaTh CIOKHBIM Mapoiib.
Haznexxnble maponu - 3T0 maposiv, KOTOpbIe coepKaT He MEeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TIPOMHUCHBIE OYKBBI, U PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JIapa, GyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIC HAa CaliTaX, KOTOPBIM HE JTOBEPSEIIIb.

DJIEKTpOHHAA 1MOYTa

OJeKTpOHHAsl IMOYTa - ITO TEXHOJOTUS M TPEIOCTaBIsieMble €0 YCIYrd IO MEepechUIKe U
MOJTYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMITBIOTEPHOW CETH.
OObIYHO ~ DNIEKTPOHHBIM  MMOYTOBBIM  SAIIMK  BBIJIIAMT — CIEAYOLMM  o0Opa3oMm:



UMS_TIONIB30BATEI(@UMsL_JOMEeHa. Takke KpoMme IMepeJadyd IpOCTOro TEeKCTa, HMeeTcs
BO3MOXKHOCTh MepeaaBaTh (paiiibl.

OcCHOBHBIE COBETHI 110 06€30IMacCHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hago BwIOpaTh TNpaBWIbHBIA IOYTOBBIA CEpBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlIE JOBEPATHh TE€M, KOO 3HACIIb U KTO NEPBBINA B
pEUTHHTE;

2. He ykaspiBaii B JMYHONW moYTe JHuYHYIO uH(popmanmioo. Hampumep, nydiie BbeIOpaTh
"My3bIKaJIbHBIN (aHaTt@" wim "pok2013" BMecTo "Temal3";

3. Vcnonb3yil ABYXATaHYI0 aBTOPU3ALMIO. DTO KOI/Ia IOMHUMO IapoJisi HYXKHO BBOAMTH KOJ,
npuchuIaeMblii mo SMS;

4. BpiOepu cl0KHBIN Tapodib. JJis KaXJA0ro MOYTOBOTO SIIMKA JOJIKEH OBITh CBOW HAJEHKHBIM,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Ecim ecTth BO3MOXHOCTH HamMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH OTYy
BO3MOXKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBhIii /U1 YacTHOW MEPENUCKH C aapecaTaMy,
KOTOPBIM ThI JIOBEPSACIIb. DTO NEKTPOHHBIN aJipec He Ha/JI0 UCIIOJIb30BaTh MPU PErucTpaliy Ha
dopymax u caiitax;

7. He oTkpbIBaii paiisibl ¥ ApyTUE BIOKEHUS B MMUCbMaX, Aa’Ke €CIIM OHU MPUIILTH OT TBOUX APY3€eil.
Jlydie yTO4HH y HUX, OTHPABJISUIN JIK OHU TeOe 3T (paiiib;

8. Ilocne okoHuaHus pabOTHI HA MOYTOBOM CEPBUCE IEpe] 3aKPhITHEM BKIAIKU C CaliTOM He
3a0yap HaxaTh Ha "Beriitu".

KuGepOymiuHr nin BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOymnuHr - mpecieoBaHue COOOMICHUSIMHU, COACPIKAIIMMHU OCKOPOJICHUS, arpeccuio,
3alyTMBAaHUE; XYIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHME C TOMOIIbIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiics B 60#. JIyumimii crroco0: IMOCOBETOBATHCS KaK ce0s BECTH H, €CITH HET TOT0, K KOMY
MOKHO OOpaTUTHCS, TO BHaYale YCIOKOUThCS. Eciii Thl HauHENIb OTBeYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO €el1lle O0JIbIIe Pa30AOKeIIb KOH(PIHUKT;

2. YopaBnsii cBoei kubeppernyraiuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CITOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIUTaHCKHM o0pa3 BUpPTyaldbHOU ku3HU. VIHTEpHET QUKCUpYEeT Bce TBOU
NEHCTBUS U COXpaHSIET UX. Y TATUTh UX OyJIeT KpailHe 3aTpyIHUTEIbHO;

5. Co0Otoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPA30Bble OCKOPOWUTENbHBIE COOOLICHMS JTydIle
UrHopupoBaTh. OOBIUHO arpeccusi MpeKpalaeTcst Ha HaYaJIbHOM CTaauH;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMHU COOOIICHHUSIMH, B COI[UAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEJIETICHHBIX apEeCcOB;

8. Ecnu Th cBuaerens kubepOymuHra. TBOM NEHCTBHS: BBICTYNUTH MPOTHB IMpeciiefoBaTes,
M0Ka3aTh €MY, YTO €ro JeHCTBUS OLEHUBAIOTCS HETaTUBHO, MOJAEPKATh KEPTBY, KOTOPOM HY>KHA
MICUXOJIOTHYECKAs TIOMOII[b, COOOIIUTH B3pPOCIBIM O (PaKTEe arpeCCUBHOIO MOBEACHUS B CETH.
MoobwibHbIN TenehoH

CoBpeMeHHbIE cMapT(HOHBI U TUIAHIIETHl COAEP)KaT B ceOe BIOJHE B3pOCHbIM (QyHKIMOHAM, U
Ternepb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHApHBIMHM KoMIlbloTepamu. OHaKo, CpelCcTB
3aIUTHI JJIs TOAOOHBIX YCTPOWCTB MOKA OY€Hb Majo. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX
MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juist [1K, To >xe camoe kacaercs 1 MOOUITBHBIX MPHIIOKEHUH.
CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKU JTOTHAIN HACTOJbHbIE aHAJOIH, OJHAKO
pacmmpenne PyHKITMOHAIa BIIEYET 3a COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIIEHHOCTD.
Jlaneko He BCe NPOM3BOJUTENH BBIMYCKAIOT OOHOBJIEHMSA, 3aKpbIBAIOIIUE KPUTHUECKHUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:



Huuero He sBnsieTcs mo-HacrosiieMy OeclUlaTHBIM. byap ocTOpoxkeH, Beab Korjga Ttebe
IpeUIaratoT OECIUIaTHI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKME-TO IUIATHBIE YCIIYTH,;
Hymaii, npexxae yem otnpaButb SMS, ¢oTto nnmm Bugeo. Tl TOYHO 3HaeUIb, TA€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBbI JIIsI MOOUJIBHBIX TENE(OHOB;

He 3arpyxaii npuiio)keHHs OT HEU3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT COJEP)KaTh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUYeHHE;

[Tocne Toro xKak Tl BBIACUIb C caliTa, IJIe BBOJWI JIMYHYIO HH()OpMAIHIO, 3aliI1 B HACTPOHKHU
Opay3epa u ynanu cookies;

[Tepuoanuecku MpoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOWIBHOrO TeineoHa TOJBKO JIOASIM, KOTOPBIX Thl 3HA€Hlb M KOMY
JIOBEpsICLIb;

Bluetooth nomxeH ObITh BBIKIIIOYEH, KOrja Thl MM He Mnousb3yembscs. He 3a0biBail mHOrnma
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - TO KPACOUHBIE, 3aXBaThIBAIOIINE pa3BiIcueHUs, 00BEAUHSIOIINE
COTHH ThICAY YEJOBEK IO BceMy MHpyY. Irpoku uccienyroT JaHHBIA UM MUp, OOLIAIOTCS APYT C
JPYT'OM, BBINOJIHSIOT 3a/1aHuUs, CPAYKAIOTCSA C MOHCTPAMU U MOJIY4aroT OMbIT. 32 YA0BOJIBCTBUE OHU
IUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT a0OHEMEHT WK NPUOOPETAIOT KaKUe-TO OMLIHH.

Bce atu cpenctBa uayT Ha mojajep)KaHUE U Pa3BUTHE UIPHI, a TAKXKE HAa caMy O€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3ALMH, BBHITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILUIATKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTHU CEPBEPOB.

B nomoOHBIX Urpax CTOUT onacaTbCs HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJBKO KPaXXH TBOETO
1aposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30MIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu npyroit urpok Beaer cels TI0X0 WM co3faeT TeOe HeNPHUSITHOCTH, 3a0JIOKHPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aAMHHHCTpaTOpaM HIPhl Ha IUIOXOE€ IMOBEACHHUE 3TOT0 UIPOKA, >KEJIATEeIbHO
IIPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB I10 UIDE;

5. He ycranaBnuBaii Heo(uIraibHbIEe TATYH U MO/IBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE apOJIH;

7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIXOUYaTh aHTUBUpPYC. [Ioka ThI urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT WK Kpa)ka JTUYHBIX JaHHBIX

OObIYHON Kpakel JeHer U JIOKyMEHTOB CEroJiHSl yXe HUKOTO HE YJIUBHUIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKHA MEPEMECTUINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMAaThCA "IMIOOUMBIM" IEJIOM.

Tak mosiBuiIach HOBask yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (UIIMHT, TJIaBHas 1eJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(HUACHIMAIBHBIX JAaHHBIX MOJIb30BaTeNell - TOTMHOB U maposieii. Ha
aHrnuiickom s3bike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBus, password -
11apoJib).

OcHOBHBIE COBETHI 110 60PHOE € QUITHUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu TBI OJ03peBaelib, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATh €€ U COOOUIUTHh aAMHHHMCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
CKoOpee;

2. Ucnonw3yit 6e3omacHble BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M TIOUCKOBBIX CUCTEM;
3. Hcnonw3yil ciokHble M pa3Hble mapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH MOTyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM,;



4. Ecou TeOsi B3JIOMaiM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
00aBJICHBI Y T€OSI B APY3bAX, O TOM, YTO T€Os B3JIOMAIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchlIaThCs CIaM M CChUIKM Ha (PUITMHTOBBIE CATHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBEHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpbIBaii (haliiiel M APYTHE BIOKESHHS B MUChMaX, AK€ €CJIM OHU MPUIILUTH OT TBOMX JIPYy3eH.
Jlydie yTOYHH y HUX, OTIPABIISUIN JI OHU TeOe 3TH (ailibl.

[{udposas penyranus

[udposass pemyramust - 3TO HEraTHBHAs WM TO3UTHUBHAs HMHQpOpManus B ceTH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM
OTpa3uThCA Ha TBOCH peanbHOW Xu3HU. "Lludposas permyramus” - 370 TBOW UMUK, KOTOPBIHA
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckaszbl 0 OJU3KHUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYOJUKAalUMM JUYHOM wHH(pOpManuu B
HuTepHere, HE MOHUMAsi BO3MOKHBIX MOCIECTBUHN. ThI axke HE CMOKEIIb JOraIaThCs O TOM, U4TO
¢dororpadus, pazmerienHas 5 et Ha3aj, cTajna MPUIUHONW OTKa3a MPUHATH TeOs Ha PaboTy.
KommenTapuu, pazMenienre TBoux Gororpaduii u Ipyrue ASMCTBUS MOTYT HE UCUE3HYTh JaKe
10CJI€ TOTO, KaK Thl UX yJalHIlb. Thl HE 3HAa€Illb, KTO COXPAaHWJ 3Ty MHPOPMAIIHIO, [T0MaJla JIU OHa
B TMIOMCKOBBIE CUCTEMBI U COXPAHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYKaIOIIUe
JIIOJM, KOTOpbIE HAAYT U YBUIAT 3T0. HailTh nHpOpMaIio MHOTO JIET CIIyCTSI CMOXKET JIF000H -
KaK U3 10OpBIX TOOYKICHHH, TaK M C HAMEPEHUEM MTPUUYUHUTE BPeA. DTO MOXKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTanuu:

1. [Togymaii, mpexae ueM 4To-TO IMyOJIIMKOBATh U MepeiaBaTh y cedsi B OJIOre Uiu B COI[MAIBHOM
CeTu;

2. B Hacrtpoiikax npo¢uias yCTaHOBM OTPaHUYECHHs] HA MPOCMOTP TBOEro Mpoduias U ero
COJIEP’)KUMOT0, CIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3memaili 1 He ykas3biBall MHQOPMALMIO, KOTOpasik MOXET KOro-Jnbo OCKOpOIATh WIn
0o0MXaThb.

ABTOpCKOE ITPaBO

CoBpeMeHHbIEe NIKOJIbHUKH - aKTUBHBIE TI0JIb30BaTENN IUPPOBOTo MpocTpaHcTBa. OHAKO JalIeKO
HE BCE 3HAIOT, 4YTO I0JIb30BAHUE MHOTHMH BO3MOXXHOCTSAMHU LU(PPOBOIO MHUpA TpedyeT
coOI0IeHHSI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "MHTeMIEKTyajdbHas COOCTBEHHOCTb" OTHOCHUTCS K  pa3iMYHbIM  TBOPEHHUSAM
YeJIOBEYECKOr0 yMa, HauMHAas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh
HAa TPOIYKTHl M YyCIOyrd, W 3aKaHYuBas KHUTaMu, Qororpadgusmu, KUHOGUIBMAMH U
MY3bIKITbHBIMH TTPOU3BEACHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAyKH,
JUTEpaTyphl M HMCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B KAauyeCTBE TapaHTUU TOTO, UYTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBelIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Huxkro 6e3 pasperieHust aBTopa He MOKET BOCIPOU3BOIUTH €TI0 IPOU3BEICHUE, PACTIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, WMIIOPTHPOBATH, IyCKaThb B TPOKAT, MyOINIHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00ECTIEYeHHST MOYKET MPUBECTH K MHOTUM PUCKaM:
OT MOTEPH JIAaHHBIX K TBOMM aKKayHTaMm J10 OJOKHPOBKH TBOETO YCTPOWCTBA, IJie YCTaHOBJIEHA
HeJseranbHas nmporpamma. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbBIE U OeCTIIIaTHbIE
IPOTPaMMBbI, KOTOPBIE MOKHO HalTH B CETH.

O noprane

CeteBnuOK.p( - TBOI INIaBHBIA COBETYMK B CETU. 37IeCh Thl MOXKeEIIb Y3HaTh O 0€30IacHOCTU B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TPH BO3HUKHOBEHWH KPUTHUYECKOW CHTYyalluu



00paTUTHCS 32 COBETOM. A TaKKe NMPUHATH ydacTUE B KOHKYpCax M CTaTh CaMbIM LH(POBBHIM
rpax iaHuHOM !
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