TeppopusM — 3TO WAEONOrMS Hacuust U
npakTMka BO3AEWCTBUSI Ha MPUHATME OpraHamu
rocyaapCTBEHHOMN BNacT, MEXAyHapoAHbIMU
OpraH13aumnsmMm peLleHuni, CBSI3aHHbIX C
yCTpaweHneM Hacenenust u (Mnn) uHeiMm dopmamu
MPOTMBOMPaBHbIX HACK/IbCTBEHHBIX EACTBUMN.

OgHoW M3 pa3HOBUAHOCTEW TeppopusMa
ABNAGTCA KHbepTeppopHu3M  («3NEKTPOHHbIN
TEPPOPU3M», «MH(OPMALMOHHBLIN TEPPOPU3M» U
Aap.).

Knbepreppopnsm — 3T0 [EUCTBUSE O
Ae30praHunsaumm NHOPMALIMOHHbIX CUCTEM,
CO3AatoLume OMnacHoOCTb rMbenu nogen, NPUYNMHEHNS
3HAYMTENBLHOMO MMYLLECTBEHHOMO yulepba nnbo
MHbIX  OBLMECTBEHHO  OMACHbIX  MOCNEACTBUA,
COBEPLUEHHbIE CO CrneumasnbHOM Lenblo HapywuTb
06LLeCcTBEHHYO 6e30MacHoOCTb, yCTpalwmnTb
HaceneHne NyTeM COo3[aHust YC/IOBUIA AN aBapuii U
KaTacTpod TEXHOreHHOro xapaktepa nmbo okasaTtb
BO3AENCTBME Ha OpraHbl BNacTW C LENbI0 NPUHSATUS
UMW pELLEHNN, BbIFOAHbLIX TEPPOPUCTAM.

OcHoBHOU  @popMoi  kKnbepreppopusMa
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ABNAETCA MOJIMTUYECKM MOTMBUPOBAHHas aTaka Ha
KOMIMbIOTEPHYIO  MHGMOPMALMIO,  BblYUCSIUTENbHbIE
CUCTEMbI, annapaTypy nepeaayv [AaHHbIX, WHble
COCTaBNSIoLLIME MHDOPMALIMOHHOM MHGPACTPYKTYPbI,
coBepllaeMasl rpynnamv UnvM OTAeNbHbIMA NIML@MMU.
OHa No3BOJISIET MPOHUKATL B aTaKyeMylo CUCTEMY,
nepexeaTbliBaTb  ynpaBfeHMe WM MOAABNSATb
CpeacTBa CETEBOr0  MHGOPMALMOHHOrO 0BMeHa,
OCYLLECTBNSATb UHblE AECTPYKTUBHbIE BO3AENCTBUS.

ObbekTamMu HHGOPMaYNOHHOIro
TEPPOPH3MA, B 3aBUCMMOCTU OT Npecneayembix
Lenew v 3agay, MoryT 6bITb:

- MH(OPMALMOHHBIE Pecypchbl;

- cucTeMbl (hOPMUPOBAHMS, PacnpoOCTpaHeHUs u
NCNob30BaHUs MHMOOPMALIMOHHBIX peCypCoB;

- MHMOPMaLMOHHas NHdpacTpyKTypa
BOOPY>XEHHbIX CUJ1, MPaBOOXPaHUTENbHbIX OPraHoOB U
ueHTpoB  ynpaeneHnss  A3C,  TpaHCNOPTHbIMU
CTPyKTYypamu " BbICOKOTEXHOTOMMYHbIMM
NpOV3BOACTBAMY;

- KOpropaTWBHbIE TPYnMbl JOAEN U UHCTUTYThI
rocyaapcraa, a Takke CaM YesioBek.
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Ona QOCTMXKEHUS MOCTaBJIeHHbIX Uenei B
KnbepnpocTpaHcTBe MoryTt 6bITb
MCNO/Ib30BaHbl Pa3/INnYHbIE npunemsl

CoBepLIeHUsA TepaKTa:

- XULLEHWNE UNIN YHUYTOXKEHME MHDOPMALIMOHHDIX,
NPOrpaMMHbIX U TEXHUYECKMX PECYPCOB, MMEIOLLMX
CTpaTerMyeckyto 3HauMMOCTb, NMyTeEM MpPeoaoneHnUs
CUCTEM 3alUWTbl, BHEAPEHMS BUPYCOB, NMPOrPaMMHbIX
3aKnagok;

- HaHeceHue yulepba OTAeNbHbIM (U3NYECKUM
3fIeMeHTaM,  HampuMep,  paspylleHve  ceTel
3NEKTPONUTaHNS, BPEMEHHOE BbIBEAEHWE W3 CTPOS
OTAENbHbIX CaNTOB, HaBEAEHWE Ha HUX [OMEX,
ncnosnb3oBaHue cneumnanbHbIX nporpamm,
CTUMYNUPYIOLMX pa3pyLUeHNe annapaTHbIX CPeacTs,
a TaKke BMONOrnMYECKNX N XMMUYECKUX CPEACTB ANs
YHUUTOXEHUS 2/1EMEHTHON 6a3bl;

- BO3AENCTBME Ha MporpamMMHoe obecrneyeHune U
MHMOPMaLUMIO C  LUEIbI0  WUX  WUCKAXEHUS  Unn

MoAMMbUKALUMM B  MH(MOPMALMOHHBIX CUCTEMAX MU
cucTeMax ynpaBreHus;

- YHUYTOXEHWE NNBO aKTMBHOE MOAABNEHUE
NAHWIA cBA3n, owmnboyHoe aapecoBaHue,
WCKYCCTBEHHasi Meperpyska Yy3f0B KOMMyTauuu U
ap.;

- packpbITe M Yrpo3a ony6IMKOBaHMA 3aKpbITO

nHdopMaLmm 0 (PYHKUMOHNPOBaAHUN
MH(OPMALIMOHHON MHMPACTPYKTYpbl FOCYAapCTBa,
obLecTBeHHO 3HaUMMBbIX n BOEHHbIX

MH(MOPMALMOHHBIX CUCTEM, KOAOB LUMPOBaHMS,
NpUHUMNOB paboTbl CMCTEM LWINM(POBaHMS;

- 3axBaT KaHaloB TENEKOMMYHUKALMOHHOIo
BellaHns C uenbto pacnpocTpaHeHns
fAe3nHdopMaumm, CNyxoB, AEMOHCTpauuyM MO
TEPPOPUCTMYECKON OpraHusaumm u obbsiBreHus
CBOMX TpeboBaHuiA;

- BO3[EWCTBME Ha OMnepaTopoB, pa3paboTunkos,
3KCMyaTauMOHHUKOB MHMOPMaLIMOHHbIX n
TENEKOMMYHUKALUMOHHBIX ~ CUCTEM C Lenbto
COBEPLLEHNS UMW OLLUMOOYHBIX AENCTBUN;

- JIOXHas yrpo3a akTta kubepTeppopusma,
BfeKyllas 3a coboii cepbesHble 3KOHOMMUYeCKMe
nocneacTeus.




B riocnegrHee BpeMs TEPPOPHCTLI BCE Yalle
HCMONB3YIOT UHTEPHET A1 OpraHn3aunun
CBA3NW U yNpas/ieHNss B CPefe CBOUX
nocnegosarened. Tak, 3KCTPEMUCTCKME
rpynnvMpoBKN AN MpPU3bIBOB K  OCYLLECTBEHUIO
TEPPOPUCTUYECKOM LeaTenbHOCTH,
[AEMOHCTPMPOBAHUSI CBOEW MOLLM, PacnpoCTPaHEHMS,
nmponaraHgbl M OnpaBfaHWs  CBOWMX  WAEW,
Ae3vHdopMaumm HaceneHus, a Takke ans BepboBku
B CBOM psadbl rpaxaaH, OCOBEHHO MOMoAEXH,
MOCTOSIHHO ~ CO3faldT M OBHOBAAOT  CBOM
MHOIOYUCNIEHHbIE BEB-CalTbl. 3TO No3soanno UMK
(W) (3anpeLieHa B PO) AOBECTU YNCNIEHHOCTb CBOEM
opraHmsaumun B Cvpun n Mpake ao 30 Tbic. 60eBMKOB,
npmbbiBmx 13 100 rocygapcrs.

NHTepHeT no3BonseT okasbiBaTb

MCUXOJIOrMYECKOe AaBMEHME Ha OTAEMNbHbIX JIUL,
rpynnbl ftoaen, komnaHum, 6aHkm (puHaHCoBbIE
WHCTUTYTbI) C LESIblO NONy4YeHust TpebyeMblx
AEHEXHbIX CPEACTB, @ TakXkKe NMPUHSITUAS BbIFOAHbIX
TEeppOpUCTaM peLleHni.

OCHOBHbBIMM HAIIPaBECHUIMU
NpOTUBOAEHCTBHUSA MUPOBOIro cO0bLYECTBA
Knbepreppopu3My B/ TCH.

- pasBUTME W YKpENSeHWe COTPYAHNYECTBa
Mexay rocydapcTBamu,  NPaBOOXPaHMTESbHbIMMI
opraHamu, crneumnanbHbIMm cnyx6amu,
MeXAyHapoAHbIMM  OpraHu3auusMu B cepe
obecrieyeHnss MHMOPMALMOHHON 6e30nacHoOCTU OT
BO3MOXHbIX yrpos KnbepTeppopu3ma 7
TPaHCHaLUMOHA/IbHOM KOMMbIOTEPHOW NMPECTYMNHOCTY;

- CO3AaHMe HaUMOHaNbHbIX NOAPa3AeneHnit Mo
6opbbe C  knMbepTeppopu3MoM,  0bpa3oBaHME

MEXXAYHapPOAHOrO KOHTAKTHOrO MyHKTA MO OKa3aHWIo
MOMOLLM MPU pearnpoBaHnm Ha TPAHCHALMOHAbHbIE
KOMMbIOTEPHbIE MHLMAEHTbI;

- YCTaHOBNEHME W  pacliMpeHve obMeHa

nHdopmaLueit 06 yrposax CoBepLIEHUSI
KOMMbIOTEPHbIX aTak, 0 Npu3HaKkax, gakrax, MeTogax
n cpeacrteax UCMOoJIb30BaHMUA c B

TEPPOPUCTUYECKUX LIENSX;

- 06MeH OnbITOM U Ny4YWMMKM MPaKTMKaMK
MOHUTOPWHIa MHOPMALIMOHHbIX pecypcoB
MHTepHETa, NMOUCKa U OTCNIEXUBAHUA COAEPXKMMOro
CaUToB  TEPPOPUCTUUECKOM HanpaBfeHHOCTH,
NPOBEAEHNS KPUMUHANIUCTUYECKUX KOMMbIOTEPHBIX
3KCMNepTU3 B 3TOW cepe;

- MpUHATME Mep MPEBEHTUBHOINO XapaKTepa,
HanpaBfieHHbIX Ha (QOpMUPOBAHME Yy HAceNeHus
HEraTMBHOIMO OTHOLIEHMS KO BCEM BO3MOXXHbIM
NposBMEHNSAM  TEppopM3Ma, K  MCMOJb30BaHMIO
Hacunus ANa JOCTUXKEHNA COOTBETCTBYIOLLMX LIeNel;

- MpWBNEYEHNE K YrofiOBHOW OTBETCTBEHHOCTU
JINLL, MPUYACTHBIX K KN6epTEppOpU3MYy.

Mamsimka paspabomaHa
Y4yeb6HO-MemoduYyecKuM yeHmpom
no epaxxdaHckoli 060poHe U 4Ype3ebivyaliHbIM
cumyauyusim Huxxezopodckoli obnacmu
umeHu Mapwana Coeemckozo Cor3sa
B.U. Yyiikoea
u Hocum pekomeHOamerbHbIU XapaKkmep
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NMpoTuBoaencreune
Knbepreppopunsmy

r. Husxknmit HoBropog
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