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Ilennio co3manms cHCTEMEL AQHTUBUPYCHOM 3aIIUTHI ABJIAETCA 00ECICUCHHE
3aIMINEHHOCTH HH)OPMALMOHHO-KOMMYHHKALIHOHHOMN CHCTEMBI (mamee UKC) or
BO3/ICHCTBHSA PA3THYHOIO POIa BPEIOHOCHBIX IporpamMm u
HECAHKLIMOHMPOBAHHBIX MaCCOBBIX MOYTOBBIX PACCHUIOK, IPEIOTBPALLIEHHS HX
BHENIPEHNS B MH(OPMALIMOHHBIE CHCTEMBI, BBISBIICHHS ¥ O€30MACHOr0 yaaJIeHus
3 CHCTEM B Clydae ronafaHus, a Takke QUIbTPaluy JOCTYHA 0Ib30BaTeNelt
YupexeHns K HenpoayKTHBHBIM Hurepuer-pecypcam u KOHTpOIS Hx
BJIEKTPOHHOH nepenucky. OCHOBOMONATaIOMUMH TPeGOBAHHMSIMHE K CHCTEME
aHTUBUPYCHOM 3aIUUTHl YUpexaeHHS ABISIOTCS:

- PCUICHUE 3a1a4¥ aHTUBHUPYCHOM 3aIMThI JOMDKHO OCYIIECTBIATHCA B 00IIEM
Bune. CpeacTBO 3alHTHI He JOKHO OKA3bIBAT IPOTHBOIEHCTBHE KOHKPETHOMY
BUPYCY WK I'PYNIIE BUPYCOB, MPOTUBOACHCTBHE JOMIKHO OKA3bIBATHCS B
TIPEIIIONOKEHHAX, YTO BUPYC MOXKET OBITh 3aHECEH HAa KOMIIBIOTED U O BUpyce (0
€r0 CTPYKTYPE (B YaCTHOCTH, CUTHATYPE) U BO3MOKHBIX JEHUCTBUAX ) HUYETO HE
H3BECTHO,

- PCILICHHE 371291 aHTUBUPYCHOH 3allMThI JOIKHO OCYIIECTBIATHCS B peanbHOM
BPEMEHH.

MEI)OHPI/IFITHH, HallpaBJIC€HHBIC HA pelleHMe 3a1aY I10 aHTHBI/IPYCH()ﬁ 3alure:

- YCTaHOBKa TOJIBKO JIMLICH3UPOBAHHOTO MIPOTPAMMHOT0 o0ecreueHus 6o
OecruiaTHOe aHTHBHUPYCHOE NMPOTPAMMHOE obecrnieueHye, HayIee B KOMILIEKTE ¢
NOJTMHHON ONEPAaIMOHHOMN cUcTeMoit (Tina Microsoft Security Essentials (cers
1o 10 paGounx cranumit) unu Microsoft Forefront Endpoint Protection (cets Gonee
10 pabounx craumit)), nogaepxuBaomee paboTy ¢ MOIb30BATENLCKUMHU
npodunsimu,

- PErynapHOe OOHOBJIEHHE U eXeIHEBHBIE MIPOBIITAKTHYECKHE IIPOBEPKH
(kenaTenbHO B HEpabouee HOUHOE Bpems); .

- HeMPEPLIBHBI KOHTPONb HaJl BCeMH BO3MOMKHBIMH I TAMK TIPOHUKHOBEHHMS
BPCIOHOCHBIX MPOrpaMM, MOHMTOPHHT aHTHBUPYCHOH 0€30MacHOCTH 1
OOHapy)KeHHe JECTPYKTHBHOI aKTHBHOCTH BPeIOHOCHBIX IporpaMm Ha Bcex
obwvexrax UKC;

- CIKE/IHEBHBIH AHAIN3, PAHKUPOBAHKE U TIPENOTBPALLECHUE yrpo3
PacripoCTpaHeHUs ¥ BO3JACHCTBHS BPEAOHOCHBIX IPOrpaMM ITyTeM BBIBJICHHS
yAsBuMOCTeH ucnonbiyemoro B UKC onepamuonnoro IPOrPaMMHOTO
0DeCIIeYeHHs M CETEBBIX YCTPOHCTB H YCTPaHEH s O0Hapy)XeHHBIX 1e()EKTOB B
COOTBETCTBHM C NAHHBIMH MOCTABIIMKA IPOTPAMMHOTO 0GECTIEUEHHS H APYTHX
CHEHATM3HPOBAHHBIX SKCIIEPTHBIX AHTHBUPYCHBIX CITYXO0.

- IPOBEACHNE MPOPYMIAKTHIECKUX MEPOTPUATHIA 110 IPENOTBPAIICHHIO ’
OTPaHHYCHHUIO BUPYCHBIX SMHMAEMHUH, BKIIOYAIOMIHNX 3aIDY3Ky U Pa3BepTHIBAHHE



CHCLHATBHBIX IPABHI HEWTPATH3AIHH (OTpaXkeHHIO, M30IAIHHY 1 JIAKBUAIHH)
BPCIOHOCHBIX IPOTrPaMM Ha OCHOBE PeKOMEHAAIIHIA 110 KOHTDOJIIO aTak,
TIOATOTABIMBACMBIX Pa3pabOTYMKOM CPENCTB 3aIIHTEL OT BPEXOHOCHBIX HPOrpaMm
1 IpYTUMH CTICUHMAIIH3HPOBAHHBIMH SKCIIEPTHBIMH AHTUBHUPYCHBIMU CITyk6aMu 110

TOr0, KaK OyAyT BhIIymIeHs! (aiisl HCTIPABIICHUH, IPU3HAKOB H AHTHBHPYCHEIX
CHUTHATYP.

- IPOBEACHHUE PETYISIPHBIX IPOBEPOK IETOCTHOCTH KPHTHYECKH BAXKHBIX
TIPOrpaMM ¥ faHHbIX. Hammame mumuux gaitnos u CIIENIOB
HCCaHKIMOHUPOBAHHOTO BHECEHMUS U3MEHEHMI TOIDKHO GBITE 3apPETHCTPUPOBAHO B
XKyPHaJIe U PaccliefOBaHo;

- BHCIITHUE HOCUTEIH HH(I)OpMaIII/IH HEU3BECTHOI'O HNPOUCXOXKIECHUSA cilenyer
HPOBEPATH HA HAJIUYHE BHPYCOB 10 UX HCITIOIb30BaHMS,

- HEOOXOZMMO CTPOTO TIPUIEPIKUBATHCS YCTaHOBJICHHBIX NIPOLIEAYP IO
YBEIOMIICHHIO O CITy4asX MOPaKEHHsA aBTOMATH3HPOBAHHOM HH()OPMALHOHHOI
CPCIbL KOMIIBIOTEPHBIME BHPYCAMH M HPHHSTHIO MEp 110 JIUKBHIAI[HH
TIOCIIEICTBHI OT X HPOHHKHOBEHHS;

- CICLYeT MMETh NIaHbI 00ecneueHns Gecrepe6oiinoit pabots! Yupexneuns mis
CIy4acB BUPYCHOT'O 3apa)X€HHUs, B TOM YHCIIE ILIAHEI PE3EPBHOrO KOMUPOBAHUSA
BCEX HEOOXOUMBIX TaHHBIX M HPOrPaMM H HX BOCCTaHOBJICHHSI. DTH MepHI
OCOOEHHO BaXKHBI I CETEBBIX daiinoBsix cepsepos, IIOAACPKUBAIOMTUX OONBIIOE
KOJIMYECTBO pabOuMX CTAHIIMIA.

1. Texnonormueckue uuCTpyKIHH:

1.1. B yupesxaeHnu pykoBoauTeneM TODKHO GBITE HA3HAYEHO JIULIO,
OTBETCTBEHHOE 33 aHTUBHUPYCHYIO 3aIl[HTY, B JOIKHOCTHBIE UHCTPYKIMH JIJIs
KOTOPOTro JOMKHBI OBITh PONUCAHBI IOPAOK NEHCTBUS B NIEPHOJ BUPYCHBIX
SIHUIEMHUH, OPANOK AEHCTBHIT PH BO3HUKHOBEHHH BHELITATHBIX CHUTYaLHii,
CBSI3aHHBIX ¢ PabOTOCIOCOGHOCTBIO CPEICTB AHTHBHPYCHOM 3aLIUTEI, MOPALOK
ACHCTBHI /I yCTPAHEHHS TTOCIENCTBHIA 3apaxxeHuH . B nmpoTuBHOM ciydae Bes
OTBETCTBEHHOCTD 3a 00CCIIEYEHNE AHTUBUPYCHOI 3aIUTHI TOKUTCS Ha
PYKOBOIHUTENSA YUpeKIcHuUS.

1.2. B Yupexnenun moxer HCITOJIb30BAThLCS TOJBKO JTUIEH3MOHHOE QHTHUBUPYCHOE
IporpaMMHoOE o0ecrieueHue 6o cso6onno—pacnpocrpaﬂxemoe IIPOrpaMMHOE
oOecrieueHue.

1.3. O6a3arensHoMy AHTUBHPYCHOMY KOHTPOJIIO MOJISKHUT TH00as uH(popManus
(TekcTOoBBIE (haifiIbl TFOOBIX (bopMaTOB, (aiiiiel TaHHBIX, HCHIOMHIEMBIE (aiinepr,
TIOYTOBBIE COOOLIEHNS), TTONydaeMas 1 nepenaBaemas 1o
TEIICKOMMYHHUKAIIHOHHBIM KaHAllaM CBSI3H, a TAKKe HH(pOpMaLWs, HAXOAAIIASACS HA
CBEMHBIX HOCHTEIISIX (MArHUTHBIX JUCKAX, nenrax, CD-ROM, DVD,




flashnakonurensx u T.11.). KonTpons ucxonsmei HHpOpMaLK HeoGX0aUMO
TIPOBOZUTE HENOCPENCTBEHHO ITepes 4PXHBUPOBAHHEM H OTNPABKOH (3aITHChio Ha
CHEMHBII HOCHTEIS).

1.4. ®aiinel, nomemaemeie B SJICKTPOHHBIN apXMB, JOJDKHEI B o0s3aTenbHOM
TIOPANIKE NPOXOANTH AHTHBHUPYCHEII KOHTPOJIb.

2. Tpe6GoBaHus K HpoBeneHHIO MEPONPUATHH 10 AHTHBHPYCHOH 3amuTe

2.1. B Hauane pa6otsi TIpH 3arpy3Ke KOMILIOTEPA B ABTOMATHUECKOM pexume
AIOIDKHO BBIONHATECS OGHOBIIEHHE aHTHBHPYCHBIX Ga3 1 CEPBEpOB.

2.2. Ilepuonudeckue npoBepky SJICKTPOHHBIX apXUBOB JOJDKHBI IIPOBOMHTHCS He
PEXE ONTHOTO pasa B HEAEMIO, NAHHBIE, PACIIONOKEHHBIE Ha pabounx cranmumsx
TOIb30BATENCH ~ eXXeAHEBHO, B HOYHOE BpeMS 110 pacnucaHuio.

2.3. BHeouepennoii AHTUBHUPYCHBII KOHTPOJIb BCEX HUCKOB 1 aiimos
TIEPCOHATBHOrO KOMIBIOTEPA JOJIKEH BBITONHATECS:

2.3.1. HenocpencTBenno mocie YCTaHOBKH (M3MEHEHHNS) IPOTPAMMHOTO
obecrieyeHns KOMIBIOTepa T0KHA GhITh BBITNIOJTHEHA aHTHBUPYCHAS TIPOBEPKA Ha
CCPBEPAX U MEPCOHANBHBIX KOMITBIOTEPAX YUPEIKICHHS.

2.3.2. Ilpu BO3HUKHOBEHUH TIOIO3peHIS HA HATUYNE KOMIIBIOTEPHOTO BUpyCa
(HeTHnIMYHas pabora TpOrpamMM, MosiBIEHHE rpaQHIECKUX H 3BYKOBBIX 3pdexTos,
UCKA)KCHUM JAHHBIX, IIPOMafaHue (aitnos, yactoe mossneHME coolenuii o
CHUCTEMHBIX OLIMOKaX M T.I1.).

2.3.3. Ilpu otnpaske u TOIYICHIH SICKTPOHHOM MOYTHI OEPAaTOp SICKTPOHHO#
TOYTHI 00513aH POBEPHUTH 3EKTPOHHBIE MHCHMA H HX BIIO’KEHHs Ha HaJIH4ue
BHPYCOB.

2.4. B ciyuae oGHapyxeHus 3apAKCHHBIX BUPYCaMH (aiiioB WK 31eKTPOHHBIX
IIHCEM II0/Ib30BATENH 00S3aHbI

2.4.1. IlpuocranoBurs pabory.

2.4.2. HeMemeHHO TOCTABUTS B H3BECTHOCTb O (haKkTe OOHaApyKeHHs 3apaKEHHBIX
BUPYCOM (DaiiioB OTBETCTBEHHOIO 3a 00ECHEUCHHE AHTUBHUPYCHOH 3a1uTHI ( B
CIIy4ae ero oTCyTCTBHS — AUPEKTOpPa) VupexIeHHs.

2.4.3. CoBMecTHO ¢ Brazesbiem 3apaKCHHBIX BUPYCOM (aiinos npoBectu anamms
HEO0XOAUMOCTH NabHEHIIEro ux UCTIOJIB30BaHUSL.

2.4.4. TIpoBecTH nevenue wim YHUYTOXXEHHUE 3apakeHHbIX (aiinos, 3.
OTBeTCTBEHHOCTH

3.1. OTBeTCTBEHHOCTH 33 OpraHU3aLKIO AHTHBMPYCHOH 3alLIMTHI BO3/IAraeTCs Ha
PYKOBOAMTENS YUPEKACHHS WM JIULI0, UM HA3HAYCHHOE,




3.2. OTBeTcTBEHHOCTS 33 IIPOBECHUE MEPONMPUATHIT aHTHBUPYCHOT'O KOHTPOJIS B
Yupeknenun Bosnaraercs ya OTBETCTBEHHOI0 33 00echeueHme aHTHBUPYCHOIA
3aIAThI, COOMOIEHHE TPeGoBaHMii Hactosmedn UHcTpykinn IIpH pabore Ha
TICPCOHANBHBIX PAGOYHX CTAHIHAX BO3Iaraercs Ha Mosib30Bareneil naHHpIX
CTaHLMI WM Iearora, OTBEYAKOIIEro 3a paGory KOMIIBIOTEPHOTO KJacea.

3.3. [lepuoanueckuii KOHTPOJIb 33 COCTOSIHHEM AHTUBHUPYCHOM 3aIUTE B
Yuapeskaennu ocymiectiisiercs PyKoBoIUTENEM U UKCHpPYeTCs AKToM IPOBEPKH
(He pexxe 1 pa3 B KBaprai).
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