[Tpunoxxenne Ne 1
K npukazy Ne 24/1 ot 01.06.2021r.

HNucTpykuus Nel
10 OPraHu3aIU1 NAPOJILHON 3aIMTHI B MHYOPMAIHMOHHOI cHcTeMe
MBJIOY «BaranoBckui i/c»

1. O01Me MoJI0KeHus

1.1. Hacrosimas  WHcTpyknuss 1O OpraHu3alldd  HApoJIbHOM  3alMThl B
nndopmanmonnoit cucreMeMBJIOY «BaranoBckuii a/c»(nanee — MHCTpyKIMs) omnpenensieT
MOPSAZIOK ~ WCITIOJIB30BaHUs, TEHEpalud, CMEHbl W TpeKpameHus ACHCTBUS  IMaposien
noJjib3oBateneil B nHopmanuonHoit cucteme MBJIOY «BaranoBckuii a/c» (nanee —1C), a
TaK)Ke KOHTPOJIb JIEHCTBUI M0JIb30BaTENS IIPH paboTe C MapoIsiMU.

1.2. OpraHm3anMoHHOE W TEXHUYECKOe OOecledeHne TPOIECCOB TeHEpaIuH,
MCIO0JIb30BAHUS, CMEHBI U MIPEKpALEHUs IEHCTBUS mapoJeil, a Takke KOHTPOJIb 3a peanu3alueit
TpeOoBaHUN MO oOecreueHnto Oe30MacHOCTH TPU MCIIOJIb30BAHUU IapoJIed BoO3jaraercs Ha
agmuHUCTpaTtopa 6e3omacHocTulC.

2. TpeGoBaHusl K OpraHu3annyu NapoJabHOM 3aIUTHI
2.1. ®opmupoBaHHE U y4ET MAPOJICH MO JTOCTYMy K 0a30BBIM CHCTEMaM BBOJA BHIBOIA
KOMITIBIOTEPOB, HACTPOHKaM CETeBOro 0OOPYAOBAaHMS, HACTPOIIKaM OIMEPAIMOHHBIX CHUCTEM IO
3allyCKy CHELHATU3UPOBAHHOTO IPOTrPAMMHOTO OOecredyeHus, MpeAHa3HAYeHHOro s
00paboTkn 3ammumaeMor HWHGOPMAIMK, HACTPOMKAM CpPEJACTB  3alluThl  HMHOOPMAIH
OCYIIIECTBJISIETCS aAMUHUCTpaTopoM Oe3onacHoctu MC.

2.2. YcranaBnuBaemble Tapojii mojb3oBareneid MC  OMKHBI  COOTBETCTBOBATh
CIIEIYIOIIUM TPEOOBAHUSM:

- JUTHHA TIapoJIs A0JDKHA ObITh HE MEHEe 8 CUMBOJIOB;

— MaKCHUMAaJIbHBIM CPOK JACHCTBUS Mapoiisa He 6oiiee 90 mHek;

- andaBut mapoJis He MeHee 70 CHMBOJIOB;

- napoJjib JOJDKEH COJEp)KaTh CTPOYHBIE U MPONHUCHBIE OYKBBI, a TaKkKe
HEOYKBEHHBIC CUMBOJIBI (LIU(PBI, 3HAKH MYyHKTYaIlUH, CIICIIUATLHBIC CUMBOJIBI);

- UCIIOJIb30BaHUE TpeX M Oojee, MOAPAN HIYIIUX HA KIABHAaType CHMBOJIOB,
HaOpaHHBIX B OJIHOM PErUCTPE, HEJOMYCTUMO;

- WCITO0JIb30BAaHNE B KAUYECTBE MapOJIsl OJHOTO M TOTO YK€ IMOBTOPSIIOIIETOCS CUMBOJIA
00 MOBTOPSIONICHCS KOMOMHAIIMY U3 HECKOJIBKUX CHMBOJIOB HEJOMYCTUMO;

- HOBOC 3HAYCHUE Tapojisi HE JO/HKHO COBIAJaTh C OJHUM M3 YEThIpEX
MPEIbIAYIINX 3HAUCHUH;

- napoJjb He JOJDKEH BKIIYATh B ce0s JIETKO BBIYUCISEMBbIE COYETaHUS CHUMBOJIOB
(umeHa, GpaMuIuy, A€Hb POXKICHHS M ApYyrue mamsTHbIC JaThl, HOMep TenedoHa, aBTOMOOWMIIS,
aipeC MECTOKUTEIhCTBA, HANMEHOBAHHS aBTOMAaTHU3UPOBAHHOTO paboyero Mecra, UMs y4eTHON
3aMMcy WM KaKyr-Tubo ero 4actb, oOmenpuHsaTeie cokpamenus (password, USER, GUEST,
ADMINISTRATOR wu T.1.), M [pyrue JaHHblE, KOTOpble MOTYT OBITh MOJ0OpaHbI
3MI0YMBIIIJIEHHUKOM ITyTeM aHajin3a HHGOpPMAIUH O TIOJIB30BaTeNe.

2.3. YcranaBiaruBaeMble napojn aaMHUHUCTPATOPOB ncC JOJIDKHBI COOTBCTCTBOBATH
CJICAYIOIIUM Tpe60BaHI/I}IMI

- JUTMHA T1apoJist OJDKHA OBITh HE MeHee § CHMBOJIOB;
- MaKCHUMAaJIbHBIN CpOK JieficTBHs apoisi He 6osee 30 aHel;



- anaBuT mapos He MeHee 70 CUMBOJIOB;

- naposiib JIOJDKEH COJepXKaThb CTPOYHBIE M TPOMUCHBIE OYKBBI, a TaKkKe
HEOYKBEHHBIE CUMBOJIBI (ITU(PBI, 3HAKU MYHKTYAIHH, CIICIUATbHBIE CUMBOJIBI);

- WCIOJIb30BaHUE TpeX M Oosiee, MOAPSA] HUAYIIMX HA KIaBUAaType CHMBOJIOB,
HaOpaHHBIX B OJJHOM PErHCTpPE, HEJOIyCTUMO;

- UCIIOJIb30BAHUE B KAU€CTBE MAPOJIsi OJHOTO U TOTO 7K€ MOBTOPSAIOIIEr0Ccss CUMBOJIA
100 MOBTOPSIOIIEHCS KOMOMHAIIMH U3 HECKOJIBKUX CHMBOJIOB HEJIOITYCTUMO;

- HOBO€ 3HAayeHHE IMapojsl HE JOJDKHO COBIAAAaThb € OJHUM M3 UeThIpeX
NpEeABIAYIINX 3HAYCHUH;

- napoJjb HE JIOJDKEH BKJIIOYATh B CE0S JIETKO BBIYUCIISIEMbIE COYETAHUS CHMBOJIOB
(umeHa, GpaMuInK, I€Hb POXKICHMS M Jpyrue NmamsTHbIE JaThl, HOMEp TenedoHa, aBTOMOOUII,
a/Jipec MeCTOKUTEIbCTBA, HAMMEHOBAHHUS aBTOMAaTU3UPOBAHHOIO paboyero Mecra, UMs y4eTHON
3aMUCU WM KaKylo-Tu0O0 ero 4acth, oOmenpuHsaTeie cokpamenus (password, USER, GUEST,
ADMINISTRATOR wu T.4.), W J[Apyrue JaHHbIe, KOTOpble MOTYT ObITh TOJ00paHbI
3JI0YMBIIIJIEHHUKOM ITyTEM aHalu3a HHPOPMAIUH O TOJIb30BaTelIE;

- 3anpeniaeTcs perucTpupoBarTh MoJIb30BATENEH B CUCTEME TOJ] CBOUM HapoJieM;

- Mapojd Ha JOCTYN K pa3IMyHbIM pecypcaM JOJDKHBI pa3inyaThCs, He
JIOTIYCKAeTCsl MCIOJIb30BAaHUE YHUBEPCAIBHBIX Napojied Uisi aJIMUHUCTPATUBHBIX YYETHBIX
3aIHACEN.

2.4. Tlocne 15 munyT 6e3meiicTBrs (HEaKTUBHOCTH) ToJik3oBarens B IC mpoucxoaut
aBToMaTruuyeckoe OnokupoBaHue ceaHca jaoctyna B MC. Paz0nokupoBaHue ydeTHOM 3amucu
OCYILIECTBJISIETCS MOJIB30BATENIEM ITyTEM BBOJIa CBOETO MapoJIsl.

2.5. B cinywsae xommpometaruu mapois (MO0 TOMO3pEHHMH Ha KOMITIPOMETAITUIO)
HEOO0XOMMO HEMEIJIEHHO COOOMMTh 00 3TOM aaMuHucTpaTopy O6e3omnacHoctd UC u u3MeHUTh
apoJb.

2.6. BoccranoBienne ~ 3a0BITOTO MapoJis  TOJIb30BATENsl  OCYIIECTBIISICTCS
agmuHUCcTpaTopoMm Oe3omnacHocTr MC Ha OCHOBaHWM MHCHMEHHOUM OO SJIEKTPOHHOU 3asBKH
M0JIb30BaTesl.

2.7. VcTHasA 3asBKa IIOJIH30BATEIsd HAa W3MEHEHHE napoJjgd HE ABJIACTCA OCHOBAHUCM
JJI1 IPOBCACHUA TAKHUX H3MEHCHHH.

2.8. Jlna mpenoTBpalleHUs HecaHKIMOHHpoBaHHOTO noctynma B MC nomxeH ObITh
pealin30BaH MEXaHU3M OJIOKHPOBKM YYETHOH 3amucH IMpPHU TPEXKPATHOM HENPaBUIHLHOM BBOJIE
napoJsi, pa30JIOKUPOBKY YUETHOH 3aMiCH MPOU3BOIUT aIMUHUCTPATOP OE30IaCHOCTH.

2.9. TlonwzoBatenu u agmMunuctparopsl UC oOs3aHbl:
- COXpaHSATh B TaifHE CBOM JIMYHBIN 11apOJIb,
- YETKO 3HaTh M CTPOTO BBIMOJIHATH TPEOOBaHUS HacToseH NHCTpyKINu;

- CBOCBPEMCHHO COO6H_IaTB Jimny, OTBETCTBCHHOMY 34 3alllUTYy HH(bOpMaHHH B I/IC,
000 BceX HEMTAaTHBIX CUTyaluigx, HapyHICHUAX pa6OTbI noacucTeM  3alllUTbl  OT
HCCAHKIMUOHUPOBAHHOI'O NOCTYIId, BOBHUKAIOIIUX IIPU pa60Te C IapoJIsIMHU.

2.10. Ilpu opranu3anuy NapoJbHON 3aIMThI 3alpenaeTcs:

- YMBIIUJICHHOEC W HCYMBIIUJICHHOC HCCAHKIIMOHUPOBAHHOC O3HAKOMIICHUE C
HapOHLHOﬁ I/IHCI)OpMaI_II/IeI\/’I COTPYAHUKOB U TOCTOPOHHUX JIUI] HE3aBUCHUMO OT UX JOJIZKHOCTH;

- 3aIlUCh JIMYHOTO IapoJisd Ha 6wary " XpaHCHHUEC €T0 B IIOTCHINAJIBHO TOCTYIIHOM
JUIsL O3HAKOMIJICHUS ITIOCTOPOHHUMMU JIMIIAMU U IPYTUMU COTPYIHUKAMHU MECTC;

- BXOJ B CUCTEMY C UCITOJIb30BAHUCM TYKUX I/I,Z[CHTI/I(bI/IKaTOpOB nin Haponeﬁ;

— coo0Iare MOCTOPOHHMM JHIaM, B ToM uucie corpygaukaMmMBbAOY
«BaraHoBCcKuUil 1/c», CBOM MApOJIM, a TAKXKE MEPEChUIaThb OTKPBITHIM TEKCTOM B JIEKTPOHHBIX
COOOIIEHHUAX.



3. Iopsiiok npuMeHeHHusl MAPOJIbLHOM 3aUTHI
3.1. HMudopmanus o mapossix HoIb30BaTeNeH ABIsIeTCs HHPOPMaIUel OrpaHUYSHHOTO
JOCTyIa, TMpeIHa3HAYEHHOW Uil WACHTU(PHKALIMKA U JOCTYyNa KaXAOr0 KOHKPETHOTO
MOJIb30BATENS K 3aIIMIIAEMBIM PECYPCaM.

3.2.  HaGop nu4HOTO mMapois CieAyeT HPOBOJIUTH, NMPEABAPUTEIHHO YOCTUBIINCH B
OTCYTCTBHH JIMLI, KOTOPHIE MOTYT €0 YBHUJIETb.
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3.3.  Tlpu BpemeHHOM OTCYTCTBHH Ha pabouem MecTe creayeT MPOH3BECTH GJIOKHPOBKY
KOMIIbIOTEpA.

3.4, Tlonnas nyaHOBas cMeHa maposeii MIPOM3BOIHUTCS PETy/ISIPHO, HE Peke OJHOIO pasa B
90 nueit. CmeHa JHYHBIX Napojed MoJb30BaTeNeH  OCYIIECTBISETCS aJIMHHUCTPATOPOM
GesonacHocti MC. Cmena naponeii 1o AocTymny k 6a30BBIM CHCTEMaM BBOJA BHIBOJA KOMIBIOTEPOB,
HACTPOHKAM ~ CETEBOTO  0GOpYIOBaHHMs, HAaCTpOiikam OMNEPALMOHHbIX CHCTEM [0  3aIlyCKy
CHCLHATU3HPOBAHHOTO  MPOrPAMMHOTO  OOECIICUEHHs, MPEIHA3HAYEHHOrO  JuIs 06paboTku
3alMIIAEMOH  MH(OPMAUMH, HACTPOHKAM CPEICTB  3aIlHTHI MHOOPMALHH  OCYIIECTBIIAETCS
aJIMHHHUCTpaTopom GezonacHocTr UC.

3.5. BuemnaHoBas cmeHa (ynanenue) JHYHOrO mapons JIHOGOTO  TOIB30BATENs
TIPOM3BOAUTCS B CIICAYIOIIHX CIydasnx:

- T10 OKOHYaHHH CPOKa JCHCTBHS MapoJis;
= B CllyH4ae NpeKpalleHHs OIHOMOYHIA MOIb30BaTess (YBONbHEHHE);

- npu oOHapyKeHHH (aKkTa yCHELIHON MOMBITKH HECAHKLIMOHMPOBAHHOIO JIOCTYNa K
snementam UC;

- NpH 06HApYKeHHH HaKTa KOMITPOMETALIHH TAPOIs.

3.6. BuemnanoBas monHas cmeHa naposielf Beex monb3oBaTesied, a Takke naposei mo
J0CTyny K 6a30BBIM CHCTEMaM BBOJA BBIBOJA KOMITBIOTEPOB, HACTPOHKaM CETEeBOr0 060pyI0BaHMS,
HaCTPOMKaM  ONEPALHOHHBIX CHCTEM [0 3aMyCKy  CIELHAIM3MPOBAHHOTO  MPOrPaMMHOIO
obecnieyeHus, NpeAHA3HAYCHHOTO IS 06paboTky 3amuinaemoit HHOpMaLuH, HACTPOHKaM CpeJ/ICTB
3aUUTl MHPOPMALNH, J0IKHA TPOU3BOAUTECS B Clly4ae NpeKpalieHHs MOJHOMOYHH (yBOIbHEHHE,
TIEPEXOA Ha APYTYI0 paboTy U APyrHe 00CTOSTELCTRA) aZMUHKCTpaTopa 6e3onacHocti UC.

3.7.  CxoMmpomeTHpoBaHHbIE NAPOIH BBIBOASTCS U3 ACHCTBHS HEMEUICHHO.

3.8. Ilo kakzmomy cayudaro, CBA3AHHOMY C KOMIIpOMETalMeH JIeHCTBYIOWMX mapoeii,
OTBETCTBEHHBIM 3a 3alMTy HH(popmauny B UC opranusyercs n npoBoauTCs ciyxebHas npoBepka.

3.9.  PesynbTatel ciykeGHOI mpoBepku B Buae Ci1y:KeOHOH 3alHCKH MpeaoCcTaBsIoTCs
pykoBozactey MBJIOY «Baranosekmii a/c». [lo pe3yibTaTaM MNPOBEPKH JIMIA, AOMYCTUBLINE
Pa3rIALICHAE MAPOJICH, IPUBIEKAIOTCS K AMCUMILTMHAPHON OTBETCTBEHHOCTH.

3.10. Bnanembiupl maposieii JOIKHBL GBITH 03HAKOMJICHbI MO/l POCIIHCh C MEPEYUCICHHBIMU
BLILIE TPEOOBAHMAMA M MPEIYNPEKAEHB 06 OTBETCTBEHHOCTH 33 HMCIIOIB30BAHHE naposei, He
COOTBETCTBYIOLIMX JaHHBIM TPEOOBAHHSAM, a TAKIKE 3a Pa3ryIalIeHHE NapoOIbHON uH(opMannu.

3.11. KouTponb 3a jaefcTBHAMH MoJb30BaTENCH npu paboTe ¢ MapoisMu, coGIIOAeHHEM
TNOpsA/IKa MX CMEHbI, XpPAHEHHs M MCIIOJIb30BAHUS BO3/IAraeTcs Ha aJMUHHUCTpaTopa Ge30macHOCTH
HC.

Paspaborunk unerpyknun 3aBeaylommii gercknum cagom  C.JI. CaBuenko wfﬂ




JIuct 03HaKOMIICHUSIC MHCTPYKLMEN
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110 OPraHM3aLUH TAPOJIBHOM 3alIUTHl B UHQOPMAIIMOHHOMN CHCTEME

MBAOY «BaranoBckui a/c»

No
n/n

@.1.0. paboTHHKa

[ara
O3HAKOMIJICHUA

JInynag noamnuch

O O N OO | W DN

[EY
o

-
[N

[EY
N

[EY
w

[y
SN

[N
(62}

[y
[op}

[y
\l

[N
oo

[E=N
©

N
o

N
[

N
N

N
w

N
S

N
o1

N
o3}

N
-~

N
(e

N
©

w
o

w
e

w
N

w
w

w
S

w
(8}

w
(o3}




