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HMucrpyknus Nell
1o odecrneyeHnI0 6e30NMACHOCTH IKCIIYATALUH CPeCTB KPUNITOrPaA(HIeCKOl 3aluThI
uHopmanun B uHGpopmanmonHoii cucreme MBJIOY «Baranosckmii a/c»

1. O0mme nmos10:KeHNs

1.1.  Hacrosimas MHCTpyKIMs 10 0OecriedeHnIo 6e30macHOCTH IKCIUTyaTallui CPEJICTB
KpUnrorpapuueckoil 3ammurtel  HHQOpManuu B uHpopManmuoHHOW cucteme MBJIOY
«OxyHeBCKHM AeTckuil can «Ymka» (nmanee — WHcTpykiusi) ompeaenser MOPSIOK yuéra,
XpaHEHUs] U  HCHOJb30BaHUS  CpPEACTB  KpuUHOTOorpaduyeckoil  3amuTbl  HHPOpMALUH
(maee — CK3U) u xpunrorpaduyeckux KIOYEH, a TaKkKe MOPSIOK H3TOTOBICHHS, CMEHBI,
yHUUTOXEeHUs U aeiictBuil cotpyauukoB MB/IOY «BaranoBckuii 1/c» mpu KOMIIpOMETaluu
KpunTorpaguueckux Kirouei B nensx odecnedyenus 6ezonacHoctu skcmtyaranuun CK3U.

1.2. Bce geiictBus ¢ CK3W [omKHBI OCYIIECTBISATBCS B COOTBETCTBUU  C
JKCIUTyaTallMOHHOM nokymeHTauued Ha CK3U.

1.3.  Hacrosimas MHCTpyKINs pa3paboTaHa Ha OCHOBE 3aKOHOaTenbcTBa Poccniickoit
denepariiv, MHBIX TPABOBBIX aKTOB, a TAKXKE:

- [Mpukaza ®CBb PD ot 9 depans 2005 r. Ne 66 «O6 yrBepxkaenuu [lomoxxeHus o
pa3paboTke, MIPOU3BO/JICTBE, peanuzauuu U AKCIUTyaTaIH I pOBATHHBIX
(kpunrorpadudeckux) cpeacts 3amutbl nHPopmarmu ([Tonoxenue [TK3-2005)»;

- Wuerpykumn o6 opraHuzanuu M oOecrieueHuH Oe30MacHOCTH  XpaHEeHWs,
00paboTKM M Tepeaavyd MO KaHajlaM CBSI3M C MCIOJIb30BAaHHWEM CPEICTB KpHUINTOTpaduueckoi
3amuThl HHGOPMAIIMU C OTPAHUYEHHBIM JIOCTYIIOM, HE COJAEpKalllell CBeIEHUMN, COCTABISIOUINX
roCyJIlapCTBEHHYIO TailHy, yrBepkaeHHOU npukazoM OAIICH ot 13 uronsa 2001 roga Ne 152;

- CocraBa u cojep)kaHUs OPraHU3alMOHHBIX U TEXHUYECKUX Mep MO 00ecreueHuIo
0€30MacHOCTH TIEPCOHAIBHBIX JaHHBIX TPH UX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX  JAHHBIX C  KCIOJb30BAaHHEM CPEICTB  KpUNTOTpadUUYEeCKOW  3aIUThI
nH(popMaluy, HEOOXOAUMBIX JJISi BBIMOJTHEHHS] YCTAHOBJICHHBIX MPAaBUTEILCTBOM POCCHUHCKOM
denepanu  TpeOOBaHMIT K 3allMTEe NEPCOHAIBHBIX JaHHBIX JJIS KaXJOro W3 YpOBHEU
3alIUMIEHHOCTH, YTBEePKAEHHBIX TpukazoM OCb Poccun ot 10 uronst 2014 1. Ne 378.

2. Opranusanus u odecneyeHue 0€30MACHOCTH 00PAOOTKHU C MCNOJIb30BAHUEM
M ppoBaNbHBIX (KPUNITOrpauIecKnx) CPpeacTB HHPoOpMAIIUU

2.1.  nsa 3amutel uHGOpManuu, obOpabarbiBaeMol B HMH(POPMAIIMOHHON CHCTEME
MBAOY «BaranoBckuii a/c» (nanee — MC), OMKHBI UCHONIB30BATHCSA CEPTHHHUIIMPOBAHHBIC
®CB Poccun CK3MU.

2.2. TlomwszoBatenu CK3U pomyckarores k pabote ¢ CK3U Ha ocHoBanuu Ilepeuns
mun (mone3oBareneit CK3U), nomymeHHbIX K paboTe €O cpeacTBaMu KpHUNTOTrpaduueckoi
3amuThl nHopmanuu B UC, yrBepkaenHoro pykoBoactsom MBJIOY «Baranosckmii 1/c».

[Tonb3oBarenu CK3U o0s3aHbL:

— HE pasriamarh HHPOpMaIHIo, K KOTOPOil OHU JTOTYILEHBI, B TOM YHCIIE CBEICHUS
o CK3MU, kitoueBbIX JOKYMEHTAX K HUM U IPYTUX Mepax 3allUThI;

- cobmrogate  TpeOoBaHWs K oOecriedeHHI0  0€30MacHOCTH  3allUIaeMOM
uHpopmanuu, TpeboBaHus k obecrneueHuto Oe3omacHoctTn CK3U M KITIOYEBBIX JTOKYMEHTOB
K HUM;

- co00IIaTh O CTaBIIMX WM U3BECTHBIMH IOMBITKAX MOCTOPOHHUX JHUI[ MOJTYYUTh
cBegenust 00 ucnonb3dyeMbix CK3U nnn kiroueBbIX JOKyMEHTaX K HUM,

- HEMEJIEHHO YBEIOMJISITh OTBETCTBEHHOTO 3a 3alIUTy UH()OPMAIIMH, B TOM YHCIIE
3a obecneuenue 6ezonacuoctu [1/1n B UC, o pakrax yrpatsl uinu Henoctaun CK3U, kintoueBbIx
JOKYMEHTOB K HUM, KJTIOYEH OT MOMEIICHUH, XPAHUITUII, JTHYHBIX TIeYaTell U 0 Jpyrux Qaxrax,
KOTOpBIE MOTYT MPUBECTHU K Pa3rIallleHHIO 3allUIaeMoi nH()OpMaInK;

- ciatb CK3H, »skchinyaTallMOHHYIO U TEXHUYECKYIO JIOKYMEHTALMIO K HUM,
KJIIOUEBBbIE  JOKYMEHTBI B COOTBETCTBHUU  C MOPSIKOM,  YCTAHOBJIICHHBIM  HACTOSILEH
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WucTpykuunel, mpu yBOJIbHEHHH WM OTCTPAHEHHH OT MCIOJIHEHUS 00s3aHHOCTEH, CBSI3aHHBIX
¢ ucnonb3zoBanuem CK3U.

2.3. Oobecneuenne ¢ynkumonupoanusi u 6ezomacnoctu CK3U  Bozmaraercs
Ha oTBeTcTBeHHOTrO monb3oBarenss CK3U, umeronero HeoOXOAUMBINH ypOBEHb KBAIM(UKAIIUH,
Ha3Havyaemoro rnpukazom pykoBojactsa MB/IOY «BaranoBckmii a/c» (J1anee — OTBETCTBEHHBIHN
noJsb3oBatens CK3U).

JlomyckaeTcs Bo3noxeHue GyHKIUI oTBeTcTBEHHOTo nosb3oBarens CK3U na:

- oxHoro U3 nojb3oBarenei CK3U;

- Ha CTPYKTYpHOE TIOJpa3/ielicHHe WM JOJDKHOCTHOE JHIo (paboTHHKA),
OTBETCTBEHHBIX  3a 3alUTy  HMHPOpPMAlNWW, Ha3HadyaeMblX  pykoBoactBoM  MBJOY
«BaranoBckuii a/c».

2.4. Jluna, odopmisiemble Ha pabOTy B KauecTBE IOJIb30BaTeNel (OTBETCTBEHHBIX
nonb3oBateneit) CK3U, nomkHbl ObITh O3HAKOMIICHBI C HacTosimed VHCTpykuueid u apyrumu
JOKYMEHTaMH,  pPErJIAaMEHTUDPYIOIIMMHM  OpraHu3alnuio | obecrieueHue  0€30MacHOCTH
3amuiiaeMor mHGopMmanuu npu e€ oOpaboTke B MHPOPMAIMOHHBIX CHUCTEMAaX, MOJ PACIHUCKY
U HECYT OTBETCTBEHHOCTh 3a HECOONIOIeHHEe UMH TpeOOBaHUM YyKa3aHHBIX JOKYMEHTOB
B COOTBETCTBHHU C 3aKOHOAATENLCTBOM Poccuiickoit denepanuu.

25. JlomkHO OBITH OOECIEYeHO XpaHEHWE CHhEMHBIX MAIIUHHBIX HOCHUTENEH
uHpopmanuu B cefidax (MeTauiMueckux Ikadax), 000pyI0BaHHBIX BHYTPEHHUMHU 3aMKaMU C
IByMs WK OoJiee QyOIMKaTaMy KIIOUed W MPUCTIOCOOIECHUSMH JJIs OTleuaThIBaHUSI 3aMOYHBIX
CKBAKMH WJIM KOJOBBIMM 3aMKamMH. B ciyudae, ecnu Ha ChEMHOM MAalIMHHOM HOCHUTEIE
nHpOpManuu  XpaHUTCA TOJBKO 3amuiiaemMas wuHpopMamuss B 3amM(pPOBAHHOM  C
ucnionp3oBannem CK3UW Buge, nomyckaeTcsi XpaHEHHE TaKuUX HOCUTENeH BHeE celdon
(MeTammnueckux mkadon).

2.6. JlookeH OCYIIECTBIATHCS TOJK3EMIUIAPHBIA y4€T MAaIIMHHBIX HOCHUTEIEH
nH(pOpMaLIUY, KOTOPBIM TOCTUTAeTCsl MyTEM BEICHHS )KypHaja yuéTa HocUTesel HHPpOopMaIiu C
HCIO0JIb30BAHUEM PETUCTPALMOHHBIX (3aBOJICKUX) HOMEPOB.

2.7. Texymuii KOHTPOJbL 3a OpraHu3anuei u obOecredeHuEeM (GYHKIIMOHUPOBAHUS
CK3MU Bo3znaraercst Ha OTBETCTBEHHOro nojs3oBarens CK3U.

2.8.  Kontpons 3a opranuzanmei, ooecneueHrnemM (yHKIIMOHUPOBAHUS U O€30MTaCHOCTH
CK3HU, npenna3zHadyeHHBIX IS 3aUThl HHGopManuu mpHu e€ oopadotke B MIC, ocymiecTBiaseTcs
B COOTBETCTBHHU C JCHCTBYIOIIMM 3aKOHOaTeIbCTBOM Poccuiickoit denepanum.

3. IHopsinok oOpamieHusi co cpeacTrBamMu Kpunrorpaguyeckoi nHpopmaunu
U KPHUITO KIKYaMU K HUM. MeponpusiTusi Npy KOMIPOMeETAIIMU KPUNTOKII0Yeil

3.1.  IlomwzoBatenu CK3U 06s3aHbI:

— HE pasriamars HHPOPMAIUIO O KIFOUYEBBIX JOKYMEHTAX;

— HE JIONYCKaTh CHATUE KOTHH ¢ KIIOYEBBIX TIOKYMEHTOB;

— HE JOIMYCKaTh BBIBOJ KJIIOYEBBIX JOKYMEHTOB Ha auciuiei (MoHuTop) [I9BM nnu
MIPUHTEP;

— HE JIOMYCKAaTh 3alKiCU Ha KIIOYEBOW HOCHUTENb MOCTOPOHHEN HH(pOpMAIUK;

- HE JIONYCKaTh YCTAaHOBKH KIIFOYEBBIX JJOKYMEHTOB B Jpyrue [I9BM.

3.2. Ilpu HE0OXOOMMOCTH Mepeauyn MO0 TEXHUYECKUM CPEJICTBAM CBSI3U CIY)KEOHBIX
COOOLIEHUH  OrpaHMYEHHOIO JOCTYyNa, KacalollMXcs OpraHu3alud M obOecreueHHs
¢ynkumonuposanuss CK3W, ykazaHHble CcOOOIIEHHS HEOOXOJMMO TeperaBaTh TOJBKO C
ucnonb3oBanueM CK3U. Ilepenaua mo TEXHWYECKMM CpEACTBAM CBSI3UM KPUITOKIIOUEH He
JIOITYyCKAeTCsl, 38 UCKIOUYEHUEM CIIELHATIbHO OPraHU30BaHHBIX CUCTEM C JICLIEHTPATN30BaHHBIM
CHa0)KEHUEM KPUIITOKIIOYAMHU.

3.3. CK3WU, wucnonb3yemble [isg obOecredeHuss O€30MacHOCTH  3alUIAeMOM
uHpopmanuu npu e€ obpabotke B MC, moanexar yd4é€Try ¢ MCHOJIB30BAaHMEM HHAEKCOB WU
YCJIOBHBIX HAMMEHOBAHUHN M PETUCTPAIIMOHHBIX HOMEPOB.

IlepeyeHp MHIEKCOB, YCIOBHBIX HaMMEHOBAHUN M perucTpaunoHHbIXx HoMepoB CK3U
onpenensercs OenepanbHoil cyx)00ii 6e3omacHoctu Poccuiickoit deneparuu.

3.4. Hcnonssyemble umu xpanumble CK3U, skcrmyaTanmoHHas M TEXHUYECKas
JOKYMEHTAIMsl K HHUM, KJIIOYEBble JOKYMEHTHI IMOIJIEKAT MOIK3eMIUIIpHOMY Yyuéry. Dopma
KypHasa ydyéra npuseneHa B [lpmnoxenun Ne 1. Ilpm stom mporpammusle CK3U nosmkHBI
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YUUTBIBATHCSI COBMECTHO C amlapaTHBIMU CPEICTBAMH, C KOTOPBIMH OCYILIECTBIAETCS HX
mratHoe (QyHKuHoHUpoBaHue. Ecnm anmapatHele wid  anmapaTHo-nporpammusie  CK3U
MOKIJIFOYAIOTCS K CUCTEMHOU IIMHE WM K OJTHOMY U3 BHYTPEHHUX HHTEP(EHCOB ammapaTHBIX
cpencts, To Takue CK3U yuuThIBaroTCsi Tak’keé COBMECTHO € COOTBETCTBYIOIIUMU alMapaTHBIMU
CpeICTBaMH.

Enununeld mosk3eMIUIsipHOro y4yé€Ta KIIOYEBBIX JOKYMEHTOB CUMTAETCS KIIOYEBOU
HOCHTEJIb MHOTOKPATHOTO MCIIOJIb30BaHUS, KIIFOUEBOW OJIOKHOT. ECiv oMH 1 TOT e KIII0YeBOH
HOCHUTENIb MHOTOKPATHO MCIIOJIB3YIOT Ul 3alIMCH KPUIITOKIIOYEH, TO €ro KaKIblid pa3 cleayeT
PErucTpUpOBaTh OTAEIBHO.

3.5.  Bce mnomyuyennsie sx3emiunipsl CK3U, »sKcmmyaTanmOHHOH W TEXHUYECKOM
JOKYMEHTAIlMM K HUM, KIIOYEBBIX JOKYMEHTOB JOJDKHBI OBITh BBIJAHBI TOJI PACIUCKy B
COOTBETCTBYIOIIEM >KypHaje TMOdK3eMIUIsipHoro yuéra mosb3oBarensm CK3U, necymum
MEPCOHAIBHYIO OTBETCTBEHHOCTh 3@ UX COXPAaHHOCTb.

OtBercTBeHHBIN nOIb30Barens CK3U 3aBoauT 1 BeAET Ha Kaxkaoro mnoJsi3osareinss CK3U
JUIEBOU CYET, B KOTOpOM peructpupyer uucismuecs 3a Humu CK3U, skcrutyaTallnoOHHYIO U
TEXHUYECKYIO JOKYMEHTAIMIO K HUM, KITFOUEBbIE JOKYMEHTHI.

3.6. Ecmm oJKCIuTyaTallMOHHOW ®W  TeXHWYeckoW jJokymentanmeid k CK3U
MPEAYCMOTPEHO TPUMEHEHUE Pa30BbIX KIIIOYEBBIX HOCHUTENEH WM KPUIITOKIIOUM BBOIAT M
XpaHAT (Ha Bech CPOK X AercTBusl) HenocpeacTBeHHO B CK3U, To Takoil pa3oBbIi KIIIOYEBOM
HOCUTENIb ~ WJIM  JJIeKTPOHHAas  3alKiCh  COOTBETCTBYIOUIETO  KPUITOKIIOYA  JOJDKHBI
PEruCTPUPOBATHCSI B TEXHUUYECKOM (ammapaTHOM) S>KypHajle, BEAYIIEMCS HEMOCPEICTBEHHO
nonp3oBareneM CK3U. B Texnmdeckom (ammapaTHOM) JKypHaJle OTpa)kaloT Tak)Ke JaHHBIE 00
skcrmyataun CK3WM wm gpyrue cBefeHus, MNPEIyCMOTPEHHBIE HKCIUIyaTallHOHHOW W
TEXHUYECKOH JOoKyMeHTale. B uHbIX ciydasx TexHuueckuil (anmapatHbiii) xypHan Ha CK3U
He 3aBoAMTCA (€clu HeT MpsMBIX YKa3aHUW O €ro BEACHMM B OKCIUTYyaTallMOHHOM WU
texuudecko noxkymeHTaruu k CK3U1). Tunosas opma TeXHHYECKOTO (anmapaTHOTO) KypHalia
npuBeneHa B [Ipunoxxennn Ne 2.

3.7.  Ilepemaua CK3U, skcrmyaTallMOHHOW M TEXHUYECKOW JOKYMEHTAllUM K HHM,
KJIFOUEBBIX JOKYMEHTOB JIOMyCKAeTCS TOJbKO Mexay mnonb3oBarensmu CK3U u  (umm)
OTBETCTBEHHbIM MoJb3oBateneM CK3UM mox pacnucky B COOTBETCTBYIOIIHUX IKypHaiax
nosk3emIuIsipHoro yuéra. Takas mepemaua mexnay mnoib3zoBarensMu CK3U momkHa OBITH
CaHKLIMOHUPOBaHA OTBETCTBEHHBIM MoJib3oBaTenem CK3U.

3.8.  IlompzoBaremu CK3UW  xpanar unctaummpytomue CK3WM  HocuTenw,
JKCIUTyaTallMOHHYI0 M TEXHHUYECKYyr0 JaokyMeHTauuioo K CK3U, xiatoueBble JOKYMEHTHI B
METAJTHYECKOM XPaHUJIMILE B YCIOBUSX, MCKIIOYAIOIINX OECKOHTPOJIBHBIA JOCTYN K HUM, a
TaKKe UX HEMpeAHAMEPEHHOE YHUUTOXEHUE.

[Tonb3oBarenu CK3M mpenycMaTpuBaloOT Takke paszenbHOe Oe30MacHOe XpaHEHHe
JNEUCTBYIOUIMX U PE3EPBHBIX KIHOYEBBIX JOKYMEHTOB, IpPEIHA3HAYCHHBIX JJI NPUMEHEHUS B
cily4ae KOMIIPOMETAIMU JAEUCTBYIOIIMX KIIFOUEBbIX JOKYMEHTOB.

3.9. Amnmapathbie CpelcTBa, c KOTOPBIMH ~ OCYHIECTBJISIETCS HITaTHOE
¢byukuuonupoanre CK3HU, a Ttaxke anmapatasie U annapatHo-niporpamMubie CK3U momxHbI
ObITh 00OpYOBAaHBI CPEJICTBAMU KOHTPOJIA 32 UX BCKPBITHEM (OTeUaTaHbl, OMJIOMOUPOBAHBI).
Mecto omneuarbiBanus (oromoupoBanusi) CK3U, anmapaTHBIX CpPEACTB MOJKHO OBITH TaKUM,
9TOOBl €r0 MOKHO OBLIO BH3yaJdbHO KOHTPOIUPOBaTh. [IpM HAIWYMM TEXHUUYECKOUN
BO3MOHOCTH Ha BpeMsi OTCYTCTBUS mosb3oBareneit CK3W ykazaHHble cpeacTBa HEOOXOAMMO
OTKJIFOYATh OT JIMHUU CBSA3HU U YOUPATh B OMEYATHIBAEMbIC XPAHUIIHIIIA.

3.10. CK3U wu ximoueBble JOKYMEHTBI MOTYT JOCTaBJIATHCS (henbaberepckoil (B Tom
YHUCJIe BEIOMCTBEHHOM) CBS3bIO0 MM CO crenualibHO BhIeaecHHBIMH MBJIOY «BaranoBckuid
a/e» oTBeTcTBeHHBIMU momb3oBaTenssMu CK3UW u coTpyaHMKamMu Tpu COONIOACHUU MeEp,
UCKITIoYaromux OeckoHTpodbHBIH mocTyn k CK3U u kimo4eBBIM JOKYMEHTaM BO BpeMs
JIOCTABKH.

DKCIUTyaTallMOHHYI0 U TeXHU4yeckyro nokyMeHtanuio k CK3W MoxHO mnepechliaTh
3aKa3HBIMH WM EHHBIMU IOYTOBBIMU OTIIPABIECHUSIMH.

3.11. [Ins nepecouiku CK3U u KIH04E€BBIX JOKYMEHTOB OHH JOJDKHBI OBITH TIOMEIICHBI
B TPOYHYIO YIMAKOBKY, HCKIIOYAIONIYI0 BO3MOXXHOCTh HX (DM3MYECKOTO TMOBPSKICHHUS U
BHEIITHETO BO3JICHCTBUS, B OCOOGHHOCTH Ha 3alMMCaHHYI KiroueByro uHpopmanuo. CK3U
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MEePECHUIAIOT OTIEIBHO OT KJIFOYEBBIX JOKYMEHTOB K HUM. Ha yrmakoBkax yka3bpIBalOT omeparopa
WU OTBETCTBEHHOTO mojb3oBarenss CK3U, ist KOTOphIX 3TH ymakoBKH TIpenHasHadeHbl. Ha
TaKUX YITAKOBKAX JENAI0T MOMETKY «JIMuHO0». YIIaKOBKH OMEUYaThIBAIOT TAKUM 00pa3oM, 4TOObI
HCKITIOYAJIaCh BO3MOYKHOCTH H3BJICUCHHUS M3 HUX COJEPKUMOro Oe3 HapyIICHHS YMAaKOBOK U
OTTHCKOB I€YaTH.

Jlo mepBOHAYaJILHOW BBICBUIKH (MUTM BO3BpPAICHUS) aapecaTy COOOIIAI0T OTACIHHBIM
MUCbMOM OTHMCAHUE BBICHUIAEMBIX €MY YIAKOBOK M TIe4yaTeil, KOTOPHIMA OHHU MOTYT OBIThH
OTIeYaTaHbl.

3.12. Jns mepecbuiku CK3U, sKCruryaTallMOHHOW M TEXHHUYECKOH NOKYMEHTAIMH K
HUM, KIFOUEBBIX TOKYMEHTOB CIEAYyeT MOJTOTOBUTH COMPOBOIUTEIHHOE MUCHMO, B KOTOPOM
HEOOXOIMMO YKa3aTh: YTO MOCHLIACTCS U B KAKOM KOJIMYECTBE, YUETHBIC HOMEpA M3ICIUN WIIH
JOKYMEHTOB, a TakXke, MpPH HEOOXOJMMOCTH, Ha3HAYEHUE U TOPSIOK HCIOJb30BaHUS
BBICBUTAEMOTO OTIpaBieHus. COMpoOBOAUTENHFHOE MUCHMO BKJIABIBAIOT B OJHY U3 YIAKOBOK.

3.13. TlonmydyeHHBIE YIAaKOBKH BCKPBIBACT TOJBKO OTBETCTBEHHBIH 3a  3alIUTY
nnpopmaniuu B WC wunm  orBercTBeHHBIM moab3oBarens CK3UM, ams  KOTOpPBIX OHHU
npeAaHa3zHayeHbl. Ecnu comepkumMoe MoydeHHON YIMaKOBKH HE COOTBETCTBYET YKa3aHHOMY B
COTIPOBOJIUTEIHFHOM MHUChME WJIM CaMa YIAaKOBKa U MeYaTh — UX OMHCAHUIO (OTTHUCKY), a TaKkKe
€ClIi yIaKkoBKa MOBPEXIEHa, B pe3ylbTaTe uero oOpa3oBajics CBOOOAHBIN JOCTym K €€
COJICPKUMOMY, TO TOJy4daTeldb COCTABJSIET aKT, KOTOPBIM BBICBUIAET OTIPABUTEIIO.
[Tonydennsie ¢ takumu otnpasieHusMH CK3U u kiroueBble JOKYMEHTBHI JIO IOJTY4EHUS
yKa3aHUH OT OTIPABUTENS IPUMEHSTh HE pa3perIaeTcs.

3.14. Tlpu oOHapyXeHWH OpaKOBAaHHBIX KIIFOUEBBIX JOKYMEHTOB WIJIM KPHIITO KIFOUEH
OJIMH K3EeMIUIAp OpaKOBAHHOTO W3JICITHUs CIEAYET BO3BPATUTh U3TOTOBHUTEIIO JIJIsl YCTAHOBJICHHU S
MPUYUH MPOUCIICANIETO U UX YCTPAHCHHS B JaJbHEUIIIEM, a OCTABIIUECS dK3EMIUISIPhI XPaHUTh
710 TIOCTYIUIEHHUS JOTIOJTHUTEIbHBIX YKa3aHUW OT U3TOTOBUTEIIS.

3.15. Tlomyuenme CK3MU, skcruryaTallmOHHOW M TEXHMYECKOW JHOKYMEHTAllMM K HHM,
KIIFOYEBBIX JOKYMEHTOB JIOJDKHO OBITh TOATBEPKACHO OTIPABUTENI0 B COOTBETCTBUU C
MOPSIIKOM, YKa3aHHBIM B COINPOBOJIUTENHbHOM MuchbMe. OTmnpaBuTenb 00s13aH KOHTPOJIUPOBATH
JIOCTaBKy CBOMX OTIIpaBJIeHUN ajapecaraMm. Eciu oT aapecara CBOEBPEMEHHO HE MOCTYIHIIO
COOTBETCTBYIOIIETO MOJATBEPKIACHHUS, TO OTIPABUTENb JODKEH HANpaBUTh €My 3ampoc U
MPUHATH MEPBI K YTOYHEHHIO MECTOHAXO0XKACHUS OTIIPABICHUIA.

3.16. 3aka3 Ha M3rOTOBJICHHUE OUYEPEIHBIX KIIIOUEBBIX TOKYMEHTOB, UX U3FOTOBJICHHUE U
pacchUIKy Ha MeCTa MCIOJIb30BaHMS Ui CBOEBPEMEHHOUM 3aMEHbI JEHCTBYIOHIMX KIHOYEBBIX
JOKYMEHTOB CJIEZyeT MPOU3BOAUTD 3a01arOBPEMEHHO.

VYka3zanue o BBOJE B JCHCTBHE OUYEPEIHBIX KIIFOUEBBIX JOKYMEHTOB MOKET OBbITh JaHO
0oTBeTCTBEHHBIM NoJib30BaTesnieM CK3U Tosibko mociie moCTyIUIeHHs OT BCEX 3aMHTEPECOBAHHBIX
nonb3oBareneit CK3U noaTBepkaeHus 0 MOTYyYSHHH MU OY€PEIHBIX KIIOUYEBBIX IOKYMEHTOB.

3.17. Hewucnonpr3oBaHHbIE WM BBIBEIICHHBIE W3 JCUCTBUS KIIOUEBHIE JOKYMEHTHI
MO/JIeKAT BO3BPAIICHUIO OTBETCTBEHHOMY Mosb3oBatento CK3U unu no ero yka3zaHuio JOJKHBI
OBITh YHUYTOXKEHBI HA MECTE.

3.18. VYHuUTOXXEHHE KPUNTOKIIOYEH (UCXOAHON KIIOUEeBOM HHQPOpPMAIMH) MOKET
MPOU3BOJUTECSA MYTEM (U3MUYECKOTO YHUYTOXKEHHS KIIOYEBOIO HOCHTENS, Ha KOTOPOM OHHU
PaCTOJNIOKEHBI, WM MYyTEM CTUpaHUsS (pa3pylieHus) KPUMNTOKIIOYEH (MCXOJHOW KITIOYEeBOM
nHpopmanun) 6e3 MOBPEKACHUS KIIOUEBOTO HOCUTENs (M1l 0OecrieueHus: BO3MOKHOCTH €ro
MHOTOKPATHOTO UCHIOJIb30BaHUS).

Kpunrtoxnroun (UCXOAHYIO KIIOYEBYI0 HWHGOPMAIUIO) CTHPAIOT MO TEXHOJOTHH,
MPUHATON JUIsI COOTBETCTBYIOIIMX KIIFOUEBBIX HOCHUTENIEH MHOTOKPATHOIO MCHOJIb30BaHUs
(mucketr, xommakT-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T.1.).
HemnocpeacrBennble ACMCTBUS 1O CTUPAHUIO KPUOTOKIIOYEH  (MCXOOHOM  KIIHOYEBOM
uHdopmanuu), a TaKkKe BO3MOXKHBIE OrpaHMUYEHHUS Ha JaibHEilIee NpUMEHEHUe
COOTBETCTBYIOIIMX KJIIOYEBBIX HOCHUTENIE MHOTOKPATHOTO MCIIOJIb30BAHUS PErIAMEHTUPYIOTCS
AKCIUTyaTallAOHHOM M TEXHWYECKOM aokymeHTauuend Kk coorBercTByromiuM CK3U, a Ttaxxke
yKa3aHUSIMUA OpraHMU3aliy, MPOU3BOIMBINEH 3amMiCh KPUNTOKIIOUYEH (MCXOJHOW KITFOUEBOH
uHpOpMaIUN).

KittoueBbie HOCUTENN YHUYTOXKAIOT MYyTEM HAHECEHUS UM HEYCTPAHUMOTO (PH3UYIECKOTO
MOBPEXKACHUS, MCKIIOYAIOIIET0 BO3MOXXHOCTh WX MCIOJIb30BAaHUS, a TaKK€ BOCCTAHOBJICHUS
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KItoueBoil nHpopmanuu. HemocpencTBeHHbIC ACUCTBHS MO YHUUYTOKEHUIO KOHKPETHOTO THIIA
KJIFOYEBOTO HOCHUTEIISI PETJIAMEHTUPYIOTCS 3KCILTYaTallMOHHOM M TEXHUYECKOM JIOKYMEHTalUeu
Kk cootBercTByromuM CK3W, a Takke ykazaHUSMU OpraHu3aliy, IPOM3BOIMBILEH 3aIUCh
KPUTNITOKITFOUEH (MCXOIHOM KIIFOUEBON HH(POPMAIIHH).

BymaxkHble M Ipouue cropaemble KIKOYEBbIE HOCUTENH, a TAKXKE€ 3KCILTyaTallMOHHAsl U
texuudeckas qokymenTtanus K CK3U yHu4TOXar0TCS MyTEM COKUTAHUS WIIH C TIOMOIIBIO JIFOOBIX
Oymarope3aTeJIbHBIX MaIlTuH.

3.19. CK3U ysmuroxaror (yrunusupyioT) no pemeanio MBJIOY «BaranoBckmii
a/e», Bnaaewmero CK3U, u ¢ yBenomiieHneM OpraHu3alidi, OTBETCTBEHHON B COOTBETCTBHUH C
[1K3-2005 3a opranusanuio nosk3emiuigpHoro yuéra CK3MU.

Hameuennbie k yarnuToxenuto (yrummsanuun) CK3U noaiexar u3bsaThIO U3 ammapaTHbIX
cpenctB, ¢ KotopeiMu oHU (PyHKIHOHHpoBanu. Ilpu srom CK3U cuurtarorcs u3bATHIMU U3
anmnapaTHBIX CPEJICTB, €CIU HCIIOJIHEHA MPEeAyCMOTPEHHAs! HKCIUTYaTallUOHHOM U TEXHUYECKOUN
nokymentanmeir k CK3U mpouenypa ymanenus nporpammuoro obecrieuenus CK3U, u oHm
MTOJIHOCTHIO OTCOEIMHEHBI OT aNMapaTHBIX CPEJICTB.

3.20. [Ilpurommple [UIS JaTbHEWIET0 WCHOJIB30BAHUS Y3JBI M JIETAlId aIlllapaTHBIX
CpeICTB OOLIEro Ha3HAuY€HUs, HE MpeJHa3HAYECHHbIE CIIEMAIbHO Ul allapaTHON peaau3alnuu
Kpunrtorpaguueckux anroputMoB win uHbix QyHkuuid CK3MU, a takxke coBmecTHO paboTaroiiee
¢ CK3U obopynoBanue (MOHUTOPBI, IPUHTEPHI, CKAaHEPHI, KIaBUaTypa U T. II.), pa3peuiaeTcs
ucnoJib3oBath nocie ynnutoxxkenuss CK3U 6e3 orpanuuenuii. [Ipu sTom nHbopmarus, kotopas
MOXKET OCTaBaThCS B yCTPOUCTBAX MaMATU 000pyAOBaHMs (HalIpUMeEp, B MPUHTEPaAX, CKaHEPAX),
JO/KHA OBITH HAEXKHO yaanaeHa (cTépra).

3.21. KiroueBble IOKYMEHTHI MOJDKHBI OBITh YHHYTOXKEHBI B CPOKH, YKa3aHHBIE B
JKCIUTyaTallAOHHOM M TEXHWYECKOW JOKyMeHTanuu K cooTBeTcTByrommuM CK3U. Ecmm cpok
YHUYTOKEHHS OKCIUTYaTallAOHHOM M TEXHUYECKOM JIOKYMEHTallUed HE YCTAaHOBIIEH, TO
KITIFOYEBBIE JOKYMEHTHI JOJDKHBI ObITh YHUUTOKEHBI He To3aHee 10 cyToK mocie BhIBOJA UX W3
neiictBust  (OKOHYaHWS  cpoka  AecTBus). DakT  yHMUTOXKEHUs  odopmisieTcs B
COOTBETCTBYIOIIMX >KypHalIaX MO3K3EMIULIPHOTO y4dé€ra. B 3TM e CpOKM C OTMETKOH B
TEXHUYECKOM (amnmapaTHOM) KypHaje MOJUIeKaT YHUUTOKEHUIO Pa3oBble KIIOYEBbIE HOCUTENN
U paHee BBen¢HHas, W xpaHsamascs B CK3WM wiM HHBIX JOMOJHUTENBHBIX YCTPOWCTBAX
KIfoueBasi HHQOpMaIMs, COOTBETCTBYIOUIAs BbIBEJCHHBIM M3 JEHCTBHUS KPUOTOKIIOYAM;
XpaHsIIrecss B KpUNTorpapuuecku 3alluiiéHHOM BUJAE JaHHbIE clieAyeT mnepe mudpoBaTh Ha
HOBBIX KPUNTO KIIFOYAX.

3.22. Pa3oBble KIIIOYEBbIE HOCHTENH, a TakKe OJIIEKTPOHHBIE 3allCH KIHOYEBON
nH(pOpPMaLIUY, COOTBETCTBYIOIIEH BHIBEJICHHBIM U3 JICHCTBUS KPUIITOKIIOUYAM, HEMIOCPEACTBEHHO
B CK3W wunM MHBIX [ONOJIHUTENBHBIX YCTPOMCTBAX YHHUUYTOXKAKOTCSA IOJIB30BATEISIMU AITHX
CK3MU camocTosTenbHO MO PaCIUCKY B TEXHHUECKOM (amnmapaTHOM) KypHaJe.

KntoueBble  JHOKyMEHTBl  yHUYTOXKaroTcsi JauO0 moisb3oBaremssmu  CK3U, mmbo
OTBETCTBEHHbIM moJb3oBaTesieM CK3W moa pacnucky B COOTBETCTBYIOLIMX JKypHaJlax
MOAK3EMILISIPHOTO yu€Ta, a YHUYTOXKEHHE OOJBIIOro 00bhEMa KIIIOUEBBIX TOKYMEHTOB MOXKET
obITh oopmieHo aktoMm. [Ipu stom momw3oBatensm CK3U paspemiaeTcst yHUYTOXKATh TOJIBKO
WCII0JIb30BaHHBIE HETOCPEICTBEHHO MMHU (IIpelHa3HAYeHHbIE A HUX) Kpunrtokmoud. [Tocne
yHH4TOXKeHUs noib3oBarean CK3W nomkHbl yBeIOMUTH 00 3TOM (YCTHBIM COOOIIEHHEM IO
TenegoHy W T. M.) OTBeTcTBeHHOro mnousb3oBarenss CK3UW s cnmcaHust yHHUYTOXKEHHBIX
JOKYMEHTOB C UX JINLIEBBIX CUETOB.

YHUUTOXKEHHE 110 aKTy IPOU3BOJUT KOMMCCHS B COCTaBE HE MEHEE ABYX YEJIOBEK M3
4uClla JIAL, JOMYIIeHHbIX K nosnb3oBannio CK3U. B akre ykasepiBaeTcs, YTO YHUUTOXKAETCS U B
KakoM KoiMyecTBe. B KoHIle akrTa Jenaercs WTOromas 3amuch (UuppamMu M MPOMHUCHIO) O
KOJIMYECTBE HAUMEHOBAaHUM M OK3EMIUIAPOB YHUYTOXKAEMBIX KIIIOYEBBIX JOKYMEHTOB,
nHctasmmpytomux CK3W Hocutenel, skcriyaTalluOHHON M TEXHUYECKON JTOKYMEHTALINN.

HcnpaBieHuss B TEKCTe akTa JOJDKHBI OBITh OTOBOPEHBI M 3aBEPEHBI MOANHUCIMHU BCEX
YIEHOB KOMHCCUHM, IPUHHUMABIIUX Y4acTHE B YHHYTOXEHUU. O NMPOBEAEHHOM YHUUYTOKEHHH
JIENAI0TCS OTMETKU B COOTBETCTBYIOIIMX KypPHAJIAX MOIK3EMIUIIPHOTO YUETA.

3.23. Kpunrokirouu, B  OTHOIIEHHMH  KOTOPBIX  BO3HHUKJIO  IOJI03PEHHE B
KOMIIpOMETAllMM, a TakXke JEHCTBYIOIIME COBMECTHO C HHUMM JpYrMe KpPUITOKIIOUYU
HEOOXO/MMO HEMEIJICHHO BBIBECTH M3 JACHCTBHS, €CIM WHOW MOPSAAOK HE OrOBOPEH B
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9KCIUTyaTallMOHHOM U TexHuuyeckoil nokymeHTanuu k CK3U. B upe3BblualiHbIX cilydasx, Korjaa
OTCYTCTBYIOT KPUITOKJIIOYH Ul 3aMEHBI CKOMIIPOMETHUPOBAHHBIX, JOIYCKAETCs, I10 PELICHUIO
oTBeTcTBeHHOro mnoss3oBatenss CK3U, cormacoBannoro ¢ pykoBoictBom MBJIOY
«BaranoBckmii 1/c», NCIOJIB30BaHUE CKOMIIPOMETUPOBAHHBIX KPUIITO Kitoued. B aTom cityuae
IIEPHOJ] UCHOJIb30BAHUS CKOMIIPOMETHPOBAHHBIX KPUIITOKIIOYEH JOJKEH ObITh MAaKCHUMaJIbHO
KOPOTKHM, a 3aliuiaemMas “HpopManus Kak MO>KHO MEHee IIEHHOM.

3.24. O HapyuieHHusx, KOTOPbIE MOTYT IIPUBECTH K KOMIIPOMETAINN KPUIITOKIIOUEH, X
COCTaBHBIX YacTeW WJIM MepeAaBaBIIMXCS (XPAHALIUXCA) C UX HUCIIOJIb30BAHUEM MEPCOHAIBHBIX
naHHbiX, moJss3oBatenin CK3U o06s3anbl cooOmath oTBETCTBEHHOMY Mojb3oBarento CK3U wu
(Wi) OTBETCTBEHHOMY 3a 3amuty uHpopmanuu B VIC.

OcMOTp KJIIOUEBBIX HOCUTEJIEH MHOTOKPATHOI'O MCIIOJIb30BAaHUS IOCTOPOHHUMU JIMLAMU
HE CIIEIyeT pacCMaTpUBaTh KaK IMOJ03PEHNUE B KOMIIPOMETAMA KPUITOKIKOYEH, €CIIU MIPU 3TOM
UCKJTII0YaJlach BO3MOYKHOCTh UX KOMMPOBAHUS (UTEHUSI, PA3MHOKEHNS ).

B cmydasx Hexmocraunm, HENpEAbSBICHUS KIHOYEBBIX JOKYMEHTOB, a TaKXKe
HEOIPEACIEHHOCTH UX MECTOHAXO0KICHHSI IPUHUMAKOTCS] CPOUYHBIE MEPBI K UX PO3BICKY.

3.25. Meponpustis 1O pO3BICKY M JIOKAJH3AIMUA TOCIEACTBUNA KOMIIPOMETAIHH
KIIIOUYEBBIX JIOKYMEHTOB opranusyet u ocymectsisier MBJIOY «BaranosBckuii a/c».

3.26. KiroueBbie gokymeHTsl mis CK3U wmimm wcxomHas KirodeBas WHQPOpPMAIUS JIs
BBIPAOOTKH KIHOUYEBBIX TIOKyMeHTOB n3rorasnuBatoTcs @Cb Poccun Ha 10roBopHOM OCHOBE UITN
munamy, umeromumy JmneH3uo @Cb Poccun Ha nesTenbHOCTh IO M3TOTOBJICHHIO KIIFOUEBBIX
nokyMeHToB st CK3MU.

N3roToBnsaTe KIitOYEBblE JOKYMEHTHl M3 HCXOJHOM KiIIO4eBOW HMH(OpPMAlMH MOTYT
ornepaTopsl WM 0TBETCTBeHHBIE Tosib30oBaTenn CK3U, npumenss mrataeie CK3U, ecnu Takas
BO3MOYKHOCTb MPETyCMOTPEHA IKCIUTYaTalIMOHHON U TeXHUYeCKOM AJokymeHTanueil k CK3U.

4. Paszmemenue, cnenquajJbHOe 000py/I0BaHME, OXPAHA U OPraHU3ALUA PEKUMA
B NIOMELIECHUSAX, I/Ie YCTAHOBJICHBI CPEICTBA KPUNITOrpadpuyeckoi 3a1uThl HHPOPMALMH
WJIH XPAHATCH KJIKYeBble JIOKYMEHThI K HUM

4.1. Pasmemenue, cneruantbHOEe OOOpYyJAOBaHWE, OXpaHa U OpraHU3ANMS pPEKUMa
B moMeneHusx, rae ycranopiensl CK3U umu xpaHarcst Kiito4deBble JOKYMEHTHI K HUM (j1anee -
PEKUMHBIE TOMEIIEHHUs), JODKHBI 00ecreyrBaTh COXPAHHOCTH 3alllMIaeMON HHQpOpPMAIHH,
CK3MU u Ki1104€eBBIX JOKYMEHTOB K HUM.

[Ipn o006opynoBaHHU PpEXKUMHBIX MOMEIIEHUN JOJDKHBI BBIMOJHATHCA TpeOOBaHUS
K pa3Menienuto, MoHTaxxy CK3U, aTaxke apyroro oOopynoBaHus, (YHKIHOHHUPYIOLIETO
¢ CK3MU. IlepeuncieHHbIC B HACTOSIIIEM JAOKYMEHTE TPEOOBAHHUS K PEKHUMHBIM IOMEIICHUSIM
MOI'YT HE NPEIBSABIATBCI, €CIM 3T0 MNPEeAyCMOTpPeHO mnpaBuwiamu noJib3zoBanus CK3U,
cornacoBanubiMu ¢ Ch Poccun.

4.2. PexuMHbIEC MOMEIICHUS BBIACIAIOT C YYETOM pPa3sMEpPOB KOHTPOIHPYEMBIX 30H,
pEriIaMeHTUPOBAHHBIX  HKCIUIyaTalMOHHOW U TexHu4yeckod  nokymeHTamued  k CK3U.
[ToMenieHust 1OJIKHBI UMETh IPOYHBIE BXOAHBIE BEPHU C 3aMKaMHU, FAPAHTUPYIOIIMMU HAJEKHOE
3aKpbITHE MOMEIICHUI B Hepabouee Bpemsl.

4.3. JlomxHO OBITH 0OECIIEUYEHO MOCTOSIHHOE 3aKPBITUE JIBEPEil MOMEIIeHU Ha 3aMOK
U HUX OTKpPBITUE TOJBKO JUIsi CAHKIMOHMPOBAHHOTO MPOXOJa, a TaKXKe OledyaTbIBaHue
MOMEIIIEHUH 10 OKOHYAaHUM padouero JHS WK 000pyJ0oBaHUE MOMEIIEHUH COOTBETCTBYIOIIUMHU
TEXHUYECKUMHU YCTPOWCTBAMH, CUTHAIM3UPYIOIIMMH O HECAaHKIIMOHUPOBAHHOM BCKPBITUH
TIOMEILICHU .

4.4. Pa3MemeHue, crenuaabHOE€ OO0OpYyIOBaHHME, OXpaHAa W OpPraHU3aIlUs peXHUMa
B MOMEIIEHUAX JOJDKHBI UCKIIOYUTH BO3MOXHOCTh HEKOHTPOJIMPYEMOTO NMPOHUKHOBEHUS WIU
npeObIBaHUS B HUX MOCTOPOHHUX JIHII, a TAK)KE MPOCMOTPA MOCTOPOHHUMH JIMIIAMH BEAYIIIUXCS
Tam padoT.

4.5. Ilpuxazamu pykoBojctBa MBIOY «BaranoBckuii a/c» yTBEpKAat0TCs:

— MpaBWJIa JIOCTyMa B TMOMEIIEHUs B pabouee U Hepabouee BpeMs, a TaKKe B
HEILITAaTHBIX CUTYyaLIUsIX;

— MepevYeHb JIMI, UMEIOIINX MTPABO BCKPHITUS MOMEIICHU;

— MepeveHb JIMI, UMEIOIINX MPaBO AOCTYIA B IOMEILIECHHUS.

4.6. Kirounm OT BXOIHBIX JIBEPEH HYMEpYIOT, YYHTHIBAIOT U BBIIAIOT COTPYIHUKAM,
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HMEIOLUMM TIPaBO JOIYyCKa B PEXUMHBIE IOMELIEHUS, I0J PpACHUCKy B KypHaje Yydéra
xpaHuiuil. JlyOonukatbl KIIlO4ed OT BXOJHBIX JBEpeil TakuX MOMELICHUW CleayeT XpaHWUTh
B celihe (METAIUTMUECKOM XPAHUITUIIE) OTBETCTBEHHOTO ToJib3oBatTenns CK3U.

4.7. Ilpu uCHONB30BAHMU OXPAHHOW CHUTHAIHM3AIMH, HEOOXOIUMO MEePHUOTUYECKU
IIPOBEPATh HCIPABHOCTh CUTHAJIM3aLMU OTBETCTBEHHOMY noJib3oBarento CK3M coBmecTHO
C TMIPE/ICTaBUTENEM CIY)KObl OXpaHbl wiu JexypHsiM 1o MBIOY «BaranoBckumii a/c»
C OTMETKOH B COOTBETCTBYIOIIMX KypHaJIaXx.

4.8. na XpaHeHHS KIIOYEBBIX JOKYMEHTOB, SKCIUTYaTallHOHHON M TEXHHYECKOU
nokymenrtanuy, wuHCTammmpyomux CK3W  Hocuteneir momkHO OBITH  NPETYCMOTPEHO
HEOO0X0IMMOE YHCIIO HAAEKHBIX METAJUIMYECKUX XPaHWINII, 000OpYJOBAHHBIX BHYTPECHHHMU
3aMKaMH C ABYMS SK3EMIUIIpaMU KIItoUeil U KOJOBBIMHU 3aMKaMH WM MPUCIOCOOICHUSIMH IS
OTEYaThIBAHUS 3aMOYHBIX CKBaXMH. OJMH 5K3eMIULp KI0Ya OT XpaHWINIIA JO0JDKEH
HaXOJUThCS Y COTPYJHUKA, OTBETCTBEHHOIO 3a XpaHuiauuie. Jlyonukarel Kirouel oT XpaHUJIUII
COTPYOHHKM XpaHiT B celipe oTBercTBeHHOTo mosb3oBaTenss CK3U. JlyOnuxar kiroua
OT XpaHWIHIa OTBeTcTBeHHOro mnosib3oBarenss CK3U B omeuaTaHHON ymakoBKe JOJKEH OBITh
nepesiaH Ha XpaHEeHHEe ONepaTopy Mo pacCUCKy B COOTBETCTBYIOIIEM JKypHAJIE.

4.9. Tlo okoHuaHuu pabodvero THS PEKUMHOE MOMEIICHUE W YCTAHOBJICHHBIE B HEM
XpaHWIMILA JOJDKHBI OBITh 3aKpBITHI, XpaHWIMIIA omedaTaHbl. Haxonsiiuecs: B MOJIb30BaHUU
KIIFOYM OT XPaHWJIMIL JOJDKHBI OBITh CHaHbl MOJ PACHHMCKy B COOTBETCTBYIOUIEM >KypHale
OTBETCTBEHHOMY Mosb3oBaTento CK3U unu ynoaHoMoueHHOMY (A€KYpHOMY), KOTOPbIE XpaHST
9TH KJIIOYU B IMYHOM WJIM CHEIMAJIbHO BBIACIEHHOM XpaHUIHILE.

Kittoun oT pexXMMHBIX TOMEUIEHH, a TaK)Ke KIII0Y OT XPaHWJIUIIA, B KOTOPOM HaXOASTCS
KIIFOYM OT BCEX JAPYIMX XpaHWIMIL PEKUMHOTO IOMEUIEHHs, B ONl€YaTaHHOM BUJIE TOJKHBI OBITH
CHaHbl TOJ PACIUCKY B COOTBETCTBYIOIIEM >KypHalle CIYKObl OXpaHbl WIH JEKYPHOMY
10 OPraHU3alMi OJHOBPEMEHHO C Iepelayell IMoJ OXpaHy CaMHX PEXUMHBIX MOMEIIECHUM.
[lewaTtn, npeaHa3HayeHHbIE JUIS  ONEYATHIBAHWA  XPAaHWIMIL, JOJDKHBI  HAXOAUTHCS
y nonb3oBateneid CK3M, 0OTBETCTBEHHBIX 3a 3TH XpaHUJIUIIA.

4.10. Tlpm yrpare KIOYa OT XpaHWJHWIA WJIA OT BXOJHOW JBEPH B PEKUMHOE
MOMeIlleHHe 3aMOK HEOOX0AMMO 3aMEHUTh WK NepeieNiaTh €ro CEKPeT ¢ U3TOTOBICHUEM K HEMY
HOBBIX KJIIOYEH € JOKYMEHTalbHbIM odopmiieHneM. Ecim 3aMOK OT XpaHWJIMILA NepeaesiaTh
HEBO3MOXKHO, TO TaKO€ XpaHWIHIIE HEOOX0IuMO 3aMeHuTh. [lopAnok XpaHEHHs KIIOYEBBIX
U IpYrUX TOKYMEHTOB B XpaHWJIMIIE, OT KOTOPOI'O YTPau€H KIII0Y, 10 U3MEHEHUS CEKpeTa 3aMKa
YCTaHaBJIMBAET ONIEPaTOP WJIM OTBETCTBEHHBIN MoJib30oBatesib CK3MU.

4.11. B oOBIYHBIX YCJIOBHUSX OIEUYATAHHBIE XPAHMJINILA MOTYT OBITh BCKDPBITHI TOJIHKO
nons3oBarensiMu CK3U, orBercTBeHHBIM noJib3oBaTesieM CK3U nin 0TBETCTBEHHBIM 32 3aLIUTY
nHpopMmaiuu, B ToM dmcie 3a obecrnieuenue 6e3onacHocT [1/In B C. PexxuMHbIe moMeneHus
MOTYT OBITh BCKPBITHI TOJILKO COTPYAHUKAMH, UMEIOIIMMH MPABO BCKPBITUS TAKUX MOMELICHUI
COTJIACHO YTBEPKAEHHOMY CIIUCKY.

[Ipn oOHapyKeHUU NPU3HAKOB, YKA3bIBAIOIIMX HA BO3MOKHOE HECAHKIIMOHUPOBAHHOE
MIPOHUKHOBEHHE B 3TH MOMEILIEHUS WIN XPaHUIUIIA TOCTOPOHHUX JIUL, O CIIYYHUBIIEMCS JOJIAKHO
ObITh HEMEJJICHHO COOOIIEHO OTBETCTBEHHOMY moJib3oBarento CK3U unu oTBEeTCTBEHHOMY 3a
3amuTy uHGopMaluu, B ToM yucie 3a obecrieuenue 6e3omacuoctd [1/1n B UC. [IpubbiBimmii
OTBETCTBEHHBIM Tnoab30Barens CK3W  nomkeH OLEHUTH BO3MOXHOCTH KOMIIPOMETaLUU
XPaAHSIINXCS KIFOYEBBIX U APYTUX TOKYMEHTOB, COCTABUTDH aKT U MPHUHSATH, P HEOOXOAUMOCTH,
MEpbI K JIOKAJIM3ALUKN TOCIEACTBUI KOMIIPOMETAlMU 3aluiaeMoil MHGOopMaIMu U K 3aMeHe
CKOMIIPOMETUPOBAHHBIX KPUIITOKIHOYEH.

4.12. Pasmemenue uMmoHTax  CK3U, aTake  apyroro  o0opynoBaHWHs,
¢ynkumonupytouiero ¢ CK3U, B pe)XxUMHBIX TOMEIIEHUAX JOJDKHBI CBECTH K MUHUMYMY



BO3MOXXHOCTE HEKOHTPOIHPYEMOrO JOCTyNa [MOCTOPOHHMX JIMIl K yKa3aHHBIM CpPEJICTBAM.
TexHuueckoe ofcaysusanue Takoro oGOPYIOBAHHS M CMEHA KDHNTOKTIOUEH OCYILECTBISIOTCS
B OTCYTCTBHE JHIL, HE JONMyIIEHHbIX K pabore ¢ nanusiMu CK3H.

Ha spems orcyrctsus nonssoareneii CK3U ykasanHoe oGopynoBaHHe, MpH HAIHYHHU
TEXHHYCCKOH BOSMOKHOCTH, JOKHO OBbITh BBIKIIOYEHO, OTK/IIOYEHO OT JIMHWH CBS3H H yOpaHO
B OMEYaThIBAEMbIC XPAHHIIHILA.

B npotusHOM ciydae MO COIVIaCOBAHMIO  C OTBETCTBEHHBIM  mosb3oBatenem CK3U
HEOOX0AMMO MPEIYCMOTPETh OPraHH3aLHOHHO-TEXHHYECKHE MEpbl, MCKIIOYAIOLHE BO3MOKHOCTD
ucnoas3osanus CK3U noctopoHHHMHU THIIAMHU.

Paszpaborynk HMHCTPpYKUHH 3aBeaywomuii gerckum caaom C.JI. CaBuenko



JIuct 03HaKOMIIEHUS C MHCTPYKIIUEN

1o o0ecreyeHnI0 0e30MaCHOCTH IKCIUTYaTallui CPEICTB KPUIITOTpapUueCcKOn 3aIUThI
nHpopmanuu B uHpopManmonnoit cucreme MBIOY «BaranoBckuii a/c»
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