[Ipunoxxenue 1 k npukasy ot
22.09.2022r. Ne587

Cogetnl 00yuyarommmMmcs no 6esonacHoii padore B cetn UnTepHer

B HutepHere MokHO HailTu mHpopmanuio s pedepata WIM UHOM pabOThl, MOCTYIIATh
JTHOOMMYIO MEJIOJIMIO, KYNMUTh IMOHPABHMBILYIOCS KHUTY WM OOCYIUTh HHTEPECHYI0 TEMYy Ha
MHOTOYHCIeHHbIX (hopymax. MIHTepHET MOXKET OBbITh MPEKPACHBIM U IOJIE3HBIM CPEJICTBOM IS
00y4deHus1, OTJbIXa WK OOLIEHUS C APY3bIMHU.

Ho cetb IHTEpHET CKPBIBAET U YTPO3BI.

NHOOPMALNMOHHASA NAMATKA JJIAA OBYYAIOIIUXCA
HEJIb3A

1. Bcem moapsi cooOmiaTh CBOIO YacTHYIO MH(OpMaIuio (HacTosmue ums, haMuinio, TenedoH,
ajZpec, HAMMEHOBaHUE 00PA30BATEIILHOTO YUPEKICHUS, a Takxke (oTorpaduu CBOU, CBOCH CEMbH
H Apy3eil);

2. OTKpBIBaTh BIIOKEHHBIE (PANIbI 3JICKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIPABUTEIIS;

3. I'pyOuTh, mpuaupaThCs, OKa3bIBaTh JIABJICHUE - BECTU €05 HEBEXKIIMBO U arPECCUBHO;

4. He pacnopspkaiics eHbraMH TBOEW ceMbU 0€3 pa3pellieHMs] CTapIIMX - BCErja CIpaliuBail
poauTeneu;

5. He Bctpeuaiics ¢ VIHTepHET-3HAKOMBIMU B pEaJIbHOW KU3HU - MOCOBETYHMCS CO B3pOCIbIM,
KOTOPOMY JI0BEpSIECILb.

OCTOPO/KHO

1. He Bce mumyt npasny. Yuraems o cebe Henpasay B MHTepHeTe - coo0mu 00 3TOM CBOUM
POIUTENISAM HUJIU ONIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTh, OOMEHUBATHCS - IPOBEPb, HET JIM MIOJIBOXA;

3. HesakonHoe konmpoBanue (aiiioB B IHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIBbIM O MPOoOJIeMax B CETU - OHU BCET]Ia TOMOTYT;

5. Mcnonp3yii HacTpoiku 0€30MacCHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSATh CBOU AKKAYHTHI B
COLICETAX U JPYTUX MOpTalax.

MO/KHO

1. VBaxaii Apyrux nonb3oBaTelieH;

2. Tlonp3yembest IHTEpHET-UCTOUYHUKOM - JIeJIai CChUIKY Ha HEro;

3. OTkphbIBaii TOIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaTecs 3a MOMOIIBIO B3pPOCIBIM - POJUTENHN, ONEKYHbl M aJMHUHUCTpPALUs CalTOB BCEraa
IIOMOT'YT;

C KaxxJpIM roJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, a OOyJaroUIecs: OJHU U3
CaMbIX AaKTUBHBIX IOoJb30BaTeneil Pynera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIHUYECTBa
BO3MOXKHOCTEH, MHTEPHET HeceT W MpoOjeMbl. DTa MmamsATKa J0JDKHA MMOMOYb Tebe 0e30macHo
HaXOJUTHCS B CETH.



Komnbrorepabie BUpPyChI
KommnbroTepHblil BUpYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX MPOTPAMM, OTIMYUTEIBHON
OCOOEHHOCTBIO KOTOPOH SBIISIETCS CIIOCOOHOCTh K Ppa3MHOKEHHMIO. B j1omosnHeHue k 3TOMYy,
BHUPYCHl MOTYT TIOBPEAUTH WX MOJHOCTHIO YHUUYTOXHUTH BCe (ailiibl U JaHHBIE, TOJAKOHTPOJIbHBIE
M0JIb30BATEII0, OT UMEHHU KOTOPOTo ObLjIa 3alyllieHa 3apaKeHHasi IporpaMMa, a TakkKe MOBPEIUTh
WIN JJa)kKe YHUYTOXXUTH ONEPAllMOHHYI0 CUCTEMY CO BceMH (ailamMu B LenoM. B GonbmmHCTBE
CJIy4aeB pacIpOCTPAHSIOTCA BUPYCHI UE€PE3 UHTEPHET.

Memoowi 3auumsi om 6peo0OHOCHBIX NPOSPAMM.

1. Ucnonb3yii cCOBpeMEHHBIE ONEPallMOHHbIE CUCTEMbI, UMEIOIINE CEPbe3HbI YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX MTPOrPaAMM;

2. IlocrostHHO ~ ycTaHaBnuBail mautd (UM(pOBBIE 3alIaTKH, KOTOpPhIE ABTOMAaTHYECKU
YCTaHABJIMBAIOTCS € LIEJBIO TOPAOOTKU MPOTrpaMMbl) U Ipyrue oOHOBICHHs CBOEH ONEpalliOHHOM
cucreMbl. CkauuBail UX TONbKO ¢ oduuuanbHoro caifta paszpadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKJIIOYH €T0;

3. Pabotaii Ha cBOEM KOMITBIOTEpE TOJ] IpaBaMH IOJIH30BATENS, a HE aJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HMHCTAJNIMPOBATHCS HA TBOEM INEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vicrionp3yil aHTHBHpYCHBIE TPOTPaMMHBIE TPOAYKTHI H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub GU3NYECKHNA JOCTYM K KOMIBIOTEPY IS MOCTOPOHHUX JIHIL;

6. Mcnonp3yii BHEUIHME HOCHTENM HH(OpMaluH, Takue Kak ¢iemka, AUCK uiu ¢ain u3
MHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBali KOMIbIOTEpHbIE (Daiiibl, MOJyUYEHHbIE M3 HEHAJEKHBIX MCTOYHHMKOB. Jlaxe Te
(aiibl, KOTOpbIe MPUCHIa TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIPaBIIsI I OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepeadn JaHHBIX, HE TEXHOJOTHS, a BCETro JHIIbL Open, mMapka. Emre B
1991 romy Hupepmanickas kommnanus 3apeructpupoBaia OpeHn «WECA», uto o6o3nayano
cioBocoueranue «\Wireless Fidelity», koTopslii mepeBoauTcs Kak «0ecpoBoIHAsE TOYHOCTHY. 1o
HAIllero BPeMEHH JIolIa apyras abOpeBuaTypa, KOTOpast sIBJISETCS TaKOM )K€ TeXHOJIOTHel. DTo
ab6pesuatypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO ¢ HAMEKOM Ha CTAaHAAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, uyTo B nepeBojie 03HauaeT "BbICOKast TOUHOCTD'.

Ja, OecruraTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsAX W adponopTax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO oOmenocTynabie Wi-Fi
CEeTH He SIBJIAIOTCS 0€30MaCHBIMHU.

CoBeTbI 110 0€30MaCHOCTH PadoThHI B 001IEA0CTYNHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro juuyHyro uHpoOpManuto depe3 obmenoctynHsie Wi-Fi cetu. Pabotas B
HUX, JK€JIaTeJIbHO He BBOJUTH NIAPOJIU IOCTYIIA, JIOTUHBI U KAKUE-TO HOMEpa;

2. Ucnonp3yit ¥ OOHOBNSH aHTHBHPYCHBIE TPOTrpaMMbl M OpaHamayep. TeM caMbIM T
obe3onacuiib ceds OT 3aKaYKy BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢yHkmmoo «OO0mui 1octyn K dailiaM U npHUHTEpaM».
JlanHas ¢pyHKLUSA 3aKpbITa 110 YMOJIYAHHUIO, OHAKO HEKOTOPBIE MOJIb30BATENIN aKTUBUPYIOT €€ s
y100CTBa UCIIOIB30BaHMs B paboTe wim yueoe;

4. He ucnonp3yit myonuunsnid WI-FI s mepenaum mUUHBIX JTaHHBIX, HAIPUMEpP JJISl BBIXOJA B
COLIMANIbHBIC CETH WM B 3JICKTPOHHYIO MOUTY;



5. Hcnonp3yii Tonbko 3amuiieHHoe coenuaenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
aapeca BBoau uMeHHO «https://»;

6. B MmoOunbHOM Tenedone otkmoun ¢pyHkuuto «llonkmouenne k Wi-Fi aBTomatnueckn». He
JIOMyCKai aBTOMaTH4eCKOro MOAKIIIOYEeHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

Couyuanvnvle cemu

ConmanbHble CEeTH aKTUBHO BXOJST B HAIy JKM3Hb, MHOTHE JIIOAM pabOTAIOT U JKUBYT TaM
noctosHHO, a B Facebook yxe 3apeructpupoBaH MWIIMApA YEJIOBEK, UTO SIBISIETCS OJHOMN
CelIbMOM Bcex »uTenel miaaHeTbl. MHOrMe MOIb30BaTeId HE MOHUMAIOT, YTO HMHpOpMaIys,
pasMellleHHas MU B COLIMAIBHBIX CETSX, MOXKET ObITh HaliZleHa U UCIOJIb30BaHA K€M YrOJHO, B
TOM YHCJIE€ HE 003aTeNbHO ¢ OJIarMMH HaMEPEHHUSIMH.

OcHOBHbBIE COBETHI IO 0€3011ACHOCTH B COIMAJIbHBIX CEeTHX:

1. Orpannus ciimcok napy3ed. Y TeOs B APYy3bsX HE JOJDKHO OBITH CIyYaHBIX M HE3HAKOMBIX
JIIO/eH;

2. 3amumiail CBOIO yacTHYIO XH3Hb. He ykaspiBail maponu, TenedoHbl, anpeca, IaTy TBOETO
POXKACHUS W JPYIyI0 JUYHYIO WHGOpManuioo. 3MOYMBIIUICHHUKH MOTYT HCIOJB30BaTh Jlake
nH(GOPMALIMIO O TOM, KaK Thl U TBOU POAUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amumiail CBOIO PEIyTalio - KA €€ B YHUCTOTE W 3ajaBail ceOe BOIPOC: XOTEN OBl ThI,
9TOOBl JPYTHE IOJNH30BATENM BUIECIH, YTO Thl 3arpyxkaems? [lomymaii, mpexae 4eM dYTO-TO
OIyOJIMKOBATh, HAMKUCATH U 3aTPY3UTH;

4. Ecnu Thl TOBOpUIIb C JIIOJbMHU, KOTOPBIX HE 3HaEllb, HE HCIOJIb3YH CBOE peajbHOE UMS U
JIPYTYIO JTMYHYIO HH(POPMAIUK: UMSI, MECTO KUTEJIbCTBA, MECTO y4eObl U MPOYEE;

5. N36eraii pasmemenus ¢ororpaduii B MHTEepHETE, Te ThI H300pa)keH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. [lpu peructpanui B COLMATBHOW CETH HEOOXOJUMO HCIHOIB30BaTh CIOKHBIE MapOJIH,
cocrosinye u3 OykB ¥ U(p ¥ ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

7. JIns conmManpHOM CETH, TOYTHI U APYTUX CAaHTOB HEOOXOIMMO HMCIOIB30BaTh PAa3HBIC MApPOJIH.
Torna eciu Te0s1 B3TOMAIOT, TO 3JI0YMBIIUIEHHUKH TOIYy4YaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE
BO BCE Cpasy.

Dnekmponnvie OeHv2u

DJIEKTPOHHBIE JCHBIM - 3TO OYEHb YAOOHBIM CHOCOO IUIATeX e, OJHAKO CYIIECTBYIOT
MOIICHHUKU, KOTOpI)Ie XOTAT HOJIy‘-II/ITI) 3TU IOCHBIWU. 9JI€KTpOHHLI€ JOCHBI'N ITOSABUIINCH COBCEM
HCOJAaBHO U UMCHHO H3-3a 3TOI'O BO MHOTHUX I‘OC}’I{&pCTBaX 0 CUx HOp HEC HpOHI/IcaHO HpO HUX B
3aKOHaX.
B Poccun xe oHM (QYyHKIMOHUPYIOT U O HUX YXKE MPOIMCAHO B 3aKOHE, IJ¢ MX Pa3JeisIioT Ha
HECKOJIPKO BHJIOB - aHOHMMHBIE M HEe aHOHMMHBIC. Pa3HuUIIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MpOBOAUTH omepanuu 0e3 UACHTU(UKAIMKU [0J1b30BaTeNs, a B
HCAHOHUMHBIX I/I,Z[GHTI/I(bI/IKaI_[I/DI IIOJIB30BaTCIIA ABJISACTCA O6H38.T€J'H:HOI7L Ta1<>1<e CJIG,Z[yCT
pa3nuyaTth AJIEKTPOHHbIE (UATHBIE ACHBIU (PAaBHBI TOCYAAPCTBEHHBIM BaltOTaM) U JIEKTPOHHBIE
He(uaTHBIC JEHBI'M (HE PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM).

Ocnoenbvte coéenvl o 6e30nNaAcHOll paﬁome C IIEKMPOHHbBIMU OeHbzamu:

1. IlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO caMblii yHOOHBII W OBICTPBHIA CcIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBs3aHHBIA TelepOH IOMOXKET, €CIH 3a0yAellb CBOU
MJIATEKHBIM MTapOJIb WM 3aiIENIb HA CAT C HE3HAKOMOI'O YCTPOICTBA;



2. Wcnionp3yii oqHOpa3oBbie maponu. [locie mepexona Ha yCHICHHYIO aBTOPHU3AIUIO TeOe yKe He
OyzAeT yrpokaTh OMACHOCTb KPaXKu MJIH MEepexBaTa IIaTeKHOTO Mapois;

3. Beibepu cnoxusiii maponb. [lpectynmHukam OygeT HE MPOCTO yraaaTh CIOXKHBIA Mapoib.
Hanexxupie maponu - 3TO Mapoiid, KOTOpPhIE COAEpkKAT HE MEHee § 3HAKOB W BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK Jlojuiapa, GpyHTa,
BOCKJIMLIATEIIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBO/M CBOU JINYHBIC JAHHBIC HA CaiiTaX, KOTOPHIM HE JIOBEPsCIIb.

3J'lel<mp0HHa}l nouma

DJIEeKTpOHHAs TOYTa - 3TO TEXHOJOTHUS M MPEIOCTaBIsEMbIE €10 YCIYTd MO MEePEChUIKE U
MOJIYYEHUIO JJIEKTPOHHBIX COOOMIICHMIA, KOTOpBIE PACIPEICNAIOTCS B KOMIIBIOTEPHOM CEeTH.
OO0BI4HO 3JIEKTPOHHBIN IOYTOBBIN SITITUK BEITJIAAT CIEYIOUIUM o0OpazoM:
UMs_TIOJB30BATSIII(@WMS_JTOMeHA. Takke KpoMmMe Iepeiaadd IPOCTOTO TEKCTa, HWMEETCs
BO3MOXHOCTb IIepeaBaTh (paitibl.

OcHogHble cosempl no 6e30nACHOIL padome ¢ INEKMPOHHOU HOUMOUL:

1. Hamo BBIOpaTh NpaBWIIBHBIA IOYTOBBIM CepBUC. B HMHTEpHETE e€cTh OrpOMHBIH BBIOOD
OecTIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIydllle AOBEPSATh TE€M, KOTO 3HAellb U KTO MEPBBIA B
PEUTHHTE;

2. He yka3piBali B JM4HON mouTe JmMuHyr0 wuHpopmanuio. Hampumep, mydiie BbIOpaTh
«My3BIKaITBbHBIN _(panaT@» i «pok2013» BmMecTo «remal3y;

3. Mcnonp3yil ABYXATamHYIO aBTOPH3AIHUIO. DTO KOTJa MOMHMO Mapojisi HYKHO BBOJUTH KOJ,
npucbulaeMblil mo SMS;

4. BpiOepu cloXHBIH mapoib. sl KaKI0ro MOYTOBOTO SIIIMKA JODKEH OBITh CBOM HAJICKHBIM,
YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ectm ectb BO3MOXHOCTH HamucaTb CaMOMY CBOWM JIMYHBIA BOIPOC, HCIONB3YH 3Ty
BO3MOYKHOCTB;

6. Mcmonb3yil HECKONBKO MOYTOBBIX SAIIUKOB. [IepBhlii AJi1 4acTHOU MEPENHUCKH C aJpecaTaMu,
KOTOPBIM ThI JI0BEpACIIb. DTO 3IEKTPOHHBIA apec HE HAJO0 MCIOJb30BaTh IIPU PETUCTpPALMU Ha
dbopymax u caiTax;

7. He otkpbiBaii (aiiiel ¥ Apyrue BIOKEHUS B MUChMax, JaXe €CIM OHHM TPUILIA OT TBOHMX
npyseid. Jlydie yrouHu y HUX, OTIPABIISUTH JTH OHU TeOe 3TH (aiiisbr;

8. Ilocine okoHuyaHust pabOTHI HA MOYTOBOM CEpBUCE MEPE] 3aKPHITHEM BKJIAJAKH C CAaHTOM HE
3a0y/1b HAKAaTh Ha «BBIATIY.

Kubepoyanune unu eupmyanvrnoe uzoeeamenscmaeo

KubepOymnuHr - mpecienoBaHue COOOMICHUSMH, COACPIKALIMMHA OCKOPOJIEHHS, arpeccHIo,
3aMyTUBaHKE; XYJIUTAHCTBO; COIMATBHOE OOMKOTMPOBAHHE C MOMOIIBI0 PA3TUYHBIX HHTEPHET-
CEPBHCOB.

Ocnosnvle cosemul no 60pvoe c KUGEPOYIIUHZOM:

1. He Opocaiics B 60ii. Jlyummii crmoco0: MOCOBETOBAThCS Kak ce0si BECTH M, €CJIM HET TOro, K
KOMY MOYXHO OOpaTHThCS, TO BHaYaJe YCIIOKOUTHCS. ECiv T HAUHEIh OTBEYATh OCKOPOICHHUSIMHE
Ha OCKOPOJICHUSI, TO TOJBKO €I11e OOJIbIIE Pa30iIKEIb KOH(IIUKT;

2. YupaBnsii cBoeil kubeppernyranuei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIIecTBYIOT COCOOBI BBISICHUTh, KTO CTOMT 32 aHOHUMHBIM
AKKayHTOM;



4. He cTOWT BECTH XYJIMTaHCKHH 00pa3 BUPTyaJbHOH >kM3HU. MIHTEpHET (MKCHUpPYET Bce TBOU
JCHCTBUS M COXpaHAET UX. Y AaIUTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

5. CoOmroziait CBOO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuuHbli HeraTuB. OIHOpPa30BbIE OCKOPOMTEIbHbIE COOOIICHUS JIydllle
UrHopupoBaTb. OOBIUHO arpeccust MpeKpamaeTcs Ha Ha4yaJbHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COLUAIBHBIX CETIX
€CTh BO3MOKHOCTh OJIOKHPOBKU OTIIPABKH COOOILEHUH C ONpeaeIeHHBIX apECcOB;

8. Eciu 11 cBunetens kubepOyiMHra. TBoM NEHCTBHSI: BBICTYHHMTH NMPOTHB IpecienoBaTes,
II0Ka3aTh €EMY, UYTO €ro ACHCTBUS OLICHUBAKOTCA HETATUBHO, MOAAEPKATh )KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast MOMOIIb, COOOLIUTH B3POCIBIM O (PAKTe arpecCHBHOTO TOBEJICHUS B CETH.

Moobunvnslit menegon

CoBpeMeHHBIE cMapTHOHBI U IUTAHIIETH COIEPKaT B ce0e BIOJHE B3POCIHbIA (PYHKIIMOHAI, U
TeNeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMHU KoMIlbloTepamu. OmHaKo, CpeaCcTB
3aIIUTHI 151 TOJOOHBIX YCTPOUCTB MOKA O4Y€Hb Majo. TecTUpOoBaHUE U MOUCK YSI3BUMOCTEH B HUX
MIPOMCXOIUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.
CoBpeMeHHbIE MOOWIBHBIE Opay3ephl YK€ MPaKTHUECKU JOTHAIM HACTOJBHBIC aHAIOTH, OTHAKO
pacmupenue GyHKIIMOHAIA BJIEUET 32 COOON OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.
Jlaneko He BCe TMPOW3BOAMTEIN BBHIMYCKAIOT OOHOBICHHUS, 3aKPBIBAIOIINE KPUTUYCCKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcHogeHble cosempl 01 He30nacHocmu MoOUIbLHO20 meneghona:

1. Huuero He sBisieTcs Mo-HacTosIieMy OecriaTHbIM. bynb octoposkeH, Benb korzpa Tebe
IpeylaratoT 6ecIIaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIIYTH;

2. Jlymaii, npexxae yem oTrnpaButh SMS, ¢hoTo mmm Bumeo. Tel TOYHO 3HaeNIb, Tie OHU OyIyT B
KOHEYHOM HTOre?

3. HeoOxoauMo OOHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcrionb3yil aHTUBUPYCHBIE IPOrpaMMBbI JIJ1s1 MOOMJIBHBIX TeNEe(OHOB,;

5. He 3arpyxkail npuioxeHuss OT HEU3BECTHOI'O HCTOYHUKA, BEIb OHM MOTYT COJEepXkaTb
BPEIOHOCHOE MPOTpaMMHOE 00eCIIeYeHHE,

6. ITocne TOro Kak ThI BBIAJCIIB C CaiiTa, Iie BBOAWI JIMYHYIO HH(POPMALIUIO, 321 B HACTPOHKHU
Opaysepa u ynanu cookies;

7. Tlepuoanyecku MpoBepsiid, KaKue IIaTHbIE YCIyTH aKTHBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBOii HOMEp MOOWIBHOTO TeledOoHa TOJBKO JIFOMISIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth momxeH OBITH BHIKIIOYEH, KOTJa Thl UM HE MOJb3yelibcs. He 3a0biBail mHOTIA
IPOBEPATH 3TO.

Online uzpui

CoBpeMeHHbIE  OHJAWH-UTPBl - 3TO KPAacOYHbIe, 3aXBaThIBAIOLME  pa3BICUEHUS,
00BEANHSIONINE COTHHU ThICSY YENOBEK MO BceMy MHpYy. Urpoku HcClenyioT JaHHBIA UM MUD,
00LIalOTCS APYT € IPYrOM, BBIIOJHSIOT 33/1aHUS, CPAKAIOTCS C MOHCTPaMH M MOJIYYaroT OMbIT. 3a
YIOBOJILCTBUE OHHM ILIATST: MOKYMAIOT JUCK, OIUIAYMBAIOT Aa0OHEMEHT WIH MPHOOPETAIOT KAKUE-TO
OTIIIUH.

Bce a1 cpencTBa uayT Ha MojaJiep)KaHUe U pa3BUTHE UIPhI, a TAK)KE HA caMy 0€30MacHOCTh:
COBEpILEHCTBYIOTCSI CUCTEMBbl aBTOPHU3AllMU, BBITYCKAIOTCS HOBbIE MaTdyM (LU(PPOBBIE 3aILUIATKU
JUTSI IPOTPAMM ), 3aKPbIBAIOTCS YI3BUMOCTH CEPBEPOB.



B HOI[O6HI>IX HUIrpax CTOUT OIMacaTbCAa HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu TBOCTO
napoJist, Ha KOTOpOM OCHOBaHa CUCTCMaA aBTOpHU3allNUN OOJIBIIIMHCTBA urp.

OcHoeéHble cogembl O DE30NACHOCHU ME0e20 uz2po602o akkaynma:

1. Ecnu npyroit urpok BeaeT cedsi IIOXO WM CO3AaeT Tebe HENpHUATHOCTH, 3a0JIOKHpYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aZMUHHCTpaTopaM HUIPhl Ha IUIOXOE IOBEACHHE HTOr0 HUIPOKa, KeJIaTeabHO
IPUJIOKUTH KaKUE-TO JOKA3aTelIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii tnunyto nHpOpManuio B npodaiise urpsi;

4. VBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuMaabHbIe IATYU U MOJIBI;

6. Vcronp3yii CIOKHBIE U Pa3HBIE TTAPOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIOYaTh aHTUBHpYC. [loka Tkl Urpaelb, TBOW KOMIIBIOTED
MOTYT 3apa3HTh.

QDuuwiunz uiu Kpajca TIn4HblX OaHHBIX

OOBIUHOI KpaXkell ACHeTr W TOKYMEHTOB CETOJHS YK€ HUKOTO HE YIWBHUIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUH  3JIOYMBIIUICHHUKH TEPEeMECTWIINCh B HHTEPHET, M MPOIOJIKAIOT
3aHUMAaThCS IFOOMMBIM» JeloM. Tak MOsSBHIAch HOBAas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU
¢umuHT, TNaBHas 1€ KOTOPOTO COCTOMT B TONYYEHHH KOH(HUICHIMAIBHBIX TaHHBIX
MIOJI30BATENEH - JIOTUHOB U mapoJjeil. Ha anrnmuiickoM si3pike phishing untaercs kak GumuHr (0T
fishing - peiOHas noBis1, password - mapous).

OcHogHnvie cogemul no dopvoe ¢ puwiunzom:

1. Cnenm 3a cBoMM akkayHTOM. Ecim Thl mono3peBaelib, YTO TBOSI aHKETa ObUIa B3JOMaHa, TO
HE0O0XO0UMO 3a0JIOKUPOBATh €€ W COOOIIUTh aJMUHHCTpATOpaM pecypca 00 3TOM KaK MOXHO
CKopee;

2. Vcnonp3yii 6e30macHbIe BeO-CAThI, B TOM YHCIIe, HHTEPHET-Mara3uHoB U MIOMCKOBBIX CHCTEM;
3. Ucnonpe3yil ciiokHble M pa3Hble naponu. Takum oOpa3oMm, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIIJICHHUKH TOJTYYaT AOCTYI TOJBKO K OJTHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JOMaid, TO HEOOXOAMMO MpPEAyNpeAuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBIeHBI y T€OSI B APY3bsIX, O TOM, YTO TeOS B3JIIOMAIM W, BO3MOXKHO, OT TBOETO UMEHHU OyIeT
pacchuIaThCS CIIaM M CChUIKH Ha (PUIIMHTOBBIC CAMTHI,

5. YcranoBu Hagexuslid napois (PIN) Ha MOOHIBHBIH Tene]oH;

6. OTkiIrouM coxpaHeHHe napoiisi B Opaysepe;

7. He otkpbiBaii (aiinel ¥ Apyrue BIOXKEHHS B MUChMax, JaXe €CIM OHM MPUILIM OT TBOMX
npy3eit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOE 3T (paiiibl.

Hudgposaa penymayusn

[Mudposas pemyramusi - 3TO HEraTWBHAs WM TO3WTHUBHAs WHGOpMAIUs B CETH O Tebe.
Komnpomerupytomass uHpopMmaiusi, pasMelleHHas B HHTEPHETE, MOXET CEphe3HbIM 00pa3oM
OTpa3UThCA Ha TBOEU peanbHOM xu3HU. «L{udpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPBIHA
dopmupyercss u3 uHpopmamuu o TeOe B MHTEpHETe. TBOE MECTO KMTEIbCTBA, Y4eObl, TBOE
dbuHaHCOBOE TOJOXKEHUE, OCOOCHHOCTH XapakTepa M pacckazbl O OJHM3KHX - BCE 3TO
HaAKaIlJIMBAeTCs B CETH.



MHorue MoAPOCTKU JIETKOMBICIIEHHO OTHOCATCS K IMyOJIMKAalMU JIMYHOM HMH(pOpManuu B
HuTepHeTe, HE MOHMMasi BO3MOYKHBIX MOCIEACTBUM. ThI Jaxke HE CMOXKENIb JOTragaTbes O TOM, UYTO
dororpadus, pazMelieHHas 5 JeT Ha3ajl, cTala NPUYMHOM OTKa3a NMPUHATH TeOs Ha paboTy.

KomMmeHnTapuu, pasmerneHue TBoux (oTorpaduii U aApyrue JeHCTBUS MOTYT HE HMCYEC3HYTh
JaXKe TIOCTIe TOr0, KaK ThI MX YIQJIWIIb. ThI HE 3HACIIb, KTO COXPAaHWI 3Ty HH(DOpMAIIHIO, Imoraa
JU OHAa B TIOMCKOBBIC CHCTEMBI M COXPAaHHWJIACh JIM OHA, a TJABHOE: YTO IMOAYMAalT O Tebhe
OKpYXAaroIIue TN, KOTOpble HAWIYT M YBHUIAT 3TO. HaiiTu mHGOpMAIMI0O MHOTO JIET CIyCTS
CMOJKET JIF000H - Kak U3 TOOPBIX MOOYKASHHM, TaK U ¢ HAMEPEHHEM MPUYUHUTE BPEA. DTO MOKET
OBITH KTO YTOJIHO.

OcHogHble cogempl no 3auyume yudposeoit penymayuu:

1. Tloxymai, mpexae 4eM 4To-TO MyOJMKOBATh M MepeaBaTh y ceOs B OJ0re WM B COIMAIBHON
CeTH;

2. B mactpoiikax mnpoQuis yCTaHOBH OTPaHMYEHHS HA IMPOCMOTP TBOErO MPOPHIS U €ro
COZEPIKUMOT0, CAENAN €0 TOIBKO IS APY3Ei»;

3. He pasmemiaii 1 He yka3bplBail MH(QOpMALMIO, KOTOpask MOXKET KOTO-JIHOO0 OCKOPOJIATH WM
00MXKaThb.

Aemopckoe npago

CoBpeMeHHbIe 00ydJalomuecs - aKTUBHBIE TTOJIB30BATENN IUPPOBOTo MpocTpaHcTBa. OgHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJH30BAHWE MHOTHMH BO3MOXKHOCTSMHU IH(POBOTO MHpa TpeOyeT
COOITIONIEHNS TIPaB HAa UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH «CHUHTCJIJICKTYaJIbHAaA COOCTBEHHOCTb» OTHOCHTCS K Pa3IMYHBIM TBOPCHHUAM
YCJIOBCYCCKOI'o yma, Ha4nHasgd ¢ HOBBIX I/I306peTCHI/II>’I 1 3HAKOB, 0603Ha‘IaIOIJ_[I/IX COOCTBEHHOCTD Ha
MMPOAYKTEI U YCIIYIH, U 3aKaHUYKWBAasA KHUT'aMU, q)OTOFpa(bI/IﬂMI/I, KI/IHO(l)I/IJ'II)MaMI/I U MY3bIKaJIbHBIMU
MMPOU3BCACHUAMMU.

ABTOpCKHE TIpaBa - 3TO IMpaBa Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha MNPOHM3BEIACHHUS
HayKH, JUTEpaTypbl U UCKycCTBA. ABTOPCKHE IIpaBa BBICTYINAIOT B KAUECTBE TapaHTUU TOTO, YTO
MHTEIJICKTyaJIbHBIA/TBOPUECKUI TPyl aBTOpa HEe OyAeT HAmpacHbIM, JacT €My CIpaBeIJIUBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPyJa, MOJYYUTh M3BECTHOCTh U NMPHU3HAHUE.
Huxkro 6e3 pa3pemieHus: aBTopa HE MOXKET BOCIPOU3BOAUTDH €T0 NMPOU3BEACHHE, PACIIPOCTPAHSITD,
nyOJIMYHO J€MOHCTPUPOBaTh, NPOJaBaTh, HMIOPTUPOBATh, IyCKAaTh B MPOKAT, ITyOJIMYHO
UCTIOJIHATB, TOKa3bIBATh/UCTIONHATE B 3(pupe uin pazmemiats B IHTepHETE.

Hcnone3oBanue «(IIHUPATCKOIro» IIPOrpaMMHOI0 o0ecreyeHUsT MOXKET IMPpUBCCTU K MHOT'UM
pUCKaM: OT IIOTCPHU MAJAHHBIX K TBOUM d4dKKAayHTaM OO0 6J'IOKI/IpOBKI/I TBOCTO YCTPOﬁCTBa, rac
YCTaHOBJICHA HEJICTAJIbHAs ITporpaMma. He cTout Takxke 3&6I)IB3TI), 4YTO CYHIECTBYIOT JICTAJIBHBIC U
OecraTHBIE IIporpaMmbl, KOTOPBIC MOKHO HalTH B CCTH.



