


ȼɜɟɞɟɧɢɟ 

 
Ɇɟɬɨɞɢɱɟɫɤɨɟ ɩɨɫɨɛɢɟ ɩɨ ɩɪɨɜɟɞɟɧɢɸ ɥɚɛɨɪɚɬɨɪɧɵɯ ɪɚɛɨɬ ɩɨ ɆȾɄ 03.02. «Ȼɟɡɨɩɚɫɧɨɫɬɶ 

ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ» ɉɆ.03 «ɗɤɫɩɥɭɚɬɚɰɢɹ ɨɛɴɟɤɬɨɜ ɫɟɬɟɜɨɣ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ» ɪɚɡɪɚɛɨɬɚɧɵ ɞɥɹ ɫɬɭɞɟɧɬɨɜ ɤɭɪɫɚ ɫɩɟɰɢɚɥɶɧɨɫɬɢ 09.02.02 «Ʉɨɦɩɶɸɬɟɪɧɵɟ 
ɫɟɬɢ» ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɨɜɚɧɢɹɦɢ Ɏɟɞɟɪɚɥɶɧɨɝɨ ɝɨɫɭɞɚɪɫɬɜɟɧɧɨɝɨ ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɝɨ 
ɫɬɚɧɞɚɪɬɚ ɩɨ ɫɩɟɰɢɚɥɶɧɨɫɬɢ ɫɪɟɞɧɟɝɨ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ (ɞɚɥɟɟ ɋɉɈ) 09.02.02 
«Ʉɨɦɩɶɸɬɟɪɧɵɟ ɫɟɬɢ». 

Ⱦɚɧɧɨɟ ɩɨɫɨɛɢɟ ɫɨɞɟɪɠɢɬ ɬɟɨɪɟɬɢɱɟɫɤɢɟ ɨɫɧɨɜɵ, ɨɩɢɫɚɧɢɟ ɯɨɞɚ ɪɚɛɨɬɵ, ɚɥɝɨɪɢɬɦɵ 
ɞɟɣɫɬɜɢɣ ɜ ɩɪɨɰɟɫɫɟ ɜɵɩɨɥɧɟɧɢɹ, ɪɟɲɟɧɢɹ ɡɚɞɚɱ, ɚ ɬɚɤɠɟ ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɤɨɧɬɪɨɥɶɧɵɟ 
ɜɨɩɪɨɫɵ ɢ ɡɚɞɚɧɢɹ ɩɨ ɩɪɨɜɟɪɤɟ ɨɫɜɨɟɧɢɹ ɦɚɬɟɪɢɚɥɚ. 

ȼ ɩɨɫɨɛɢɟ ɞɚɧɵ ɪɭɤɨɜɨɞɫɬɜɚ ɩɨ ɫɥɟɞɭɸɳɢɦ ɬɟɦɚɦ: 
- Ɉɫɧɨɜɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ; 
- ɍɝɪɨɡɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ; 
- Ɂɚɳɢɬɚ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ; 
- Ɉɫɧɨɜɵ ɫɟɬɟɜɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ; 
- Ɉɪɝɚɧɢɡɚɰɢɹ ɛɟɡɨɩɚɫɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɥɨɤɚɥɶɧɵɦ ɢ ɝɥɨɛɚɥɶɧɵɦ ɫɟɬɹɦ; 
- Ɇɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ. 

Ʌɚɛɨɪɚɬɨɪɧɵɟ ɪɚɛɨɬɵ ɩɨ ɆȾɄ.03.02 «Ȼɟɡɨɩɚɫɧɨɫɬɶ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ 
ɫɢɫɬɟɦ» ɧɚɩɪɚɜɥɟɧɚ ɧɚ: 

- ɩɪɢɨɛɪɟɬɟɧɢɟ ɫɬɭɞɟɧɬɚɦɢ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɵɯ ɧɚɜɵɤɨɜ ɢ ɩɟɪɜɨɧɚɱɚɥɶɧɨɝɨ ɨɩɵɬɚ ɜ 
ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ; 

- ɮɨɪɦɢɪɨɜɚɧɢɟ ɨɫɧɨɜɧɵɯ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɵɯ ɤɨɦɩɟɬɟɧɰɢɣ, ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɯ ɜɢɞɭ 
ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ (ȼɉȾ): ɗɤɫɩɥɭɚɬɚɰɢɹ ɨɛɴɟɤɬɨɜ ɫɟɬɟɜɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ; 

- ɜɨɫɩɢɬɚɧɢɟ ɫɨɡɧɚɬɟɥɶɧɨɣ ɬɪɭɞɨɜɨɣ ɢ ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɨɣ ɞɢɫɰɢɩɥɢɧɵ. 
Ɋɟɡɭɥɶɬɚɬɨɦ ɨɫɜɨɟɧɢɹ ɆȾɄ 03.02. «Ȼɟɡɨɩɚɫɧɨɫɬɶ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ 

ɫɢɫɬɟɦ»  ɹɜɥɹɟɬɫɹ ɨɜɥɚɞɟɧɢɟ ɨɛɭɱɚɸɳɢɦɢɫɹ ɜɢɞɨɦ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ (ȼɉȾ) 
ɗɤɫɩɥɭɚɬɚɰɢɹ ɨɛɴɟɤɬɨɜ ɫɟɬɟɜɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ, ɜ ɬɨɦ ɱɢɫɥɟ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɵɦɢ (ɉɄ) ɢ 
ɨɛɳɢɦɢ (ɈɄ) ɤɨɦɩɟɬɟɧɰɢɹɦɢ: 

 

Ʉɨɞ ɇɚɢɦɟɧɨɜɚɧɢɟ ɪɟɡɭɥɶɬɚɬɚ ɨɛɭɱɟɧɢɹ 

ɉɄ 3.1. ɍɫɬɚɧɚɜɥɢɜɚɬɶ, ɧɚɫɬɪɚɢɜɚɬɶ, ɷɤɫɩɥɭɚɬɢɪɨɜɚɬɶ ɢ ɨɛɫɥɭɠɢɜɚɬɶ ɬɟɯɧɢɱɟɫɤɢɟ ɢ 
ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɟ ɫɪɟɞɫɬɜɚ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɟɣ. 

ɉɄ 3.2. ɉɪɨɜɨɞɢɬɶ ɩɪɨɮɢɥɚɤɬɢɱɟɫɤɢɟ ɪɚɛɨɬɵ ɧɚ ɨɛɴɟɤɬɚɯ ɫɟɬɟɜɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɢ 
ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɹɯ. 

ɉɄ 3.3. ɗɤɫɩɥɭɚɬɚɰɢɹ ɫɟɬɟɜɵɯ ɤɨɧɮɢɝɭɪɚɰɢɣ 
ɉɄ 3.4. ɍɱɚɫɬɜɨɜɚɬɶ ɜ ɪɚɡɪɚɛɨɬɤɟ ɫɯɟɦɵ ɩɨɫɥɟɚɜɚɪɢɣɧɨɝɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 

ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ, ɜɵɩɨɥɧɹɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢ ɪɟɡɟɪɜɧɨɟ 
ɤɨɩɢɪɨɜɚɧɢɟ ɢɧɮɨɪɦɚɰɢɢ. 

ɉɄ 3.5 Ɉɪɝɚɧɢɡɨɜɵɜɚɬɶ ɢɧɜɟɧɬɚɪɢɡɚɰɢɸ ɬɟɯɧɢɱɟɫɤɢɯ ɫɪɟɞɫɬɜ ɫɟɬɟɜɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ, 
ɨɫɭɳɟɫɬɜɥɹɬɶ ɤɨɧɬɪɨɥɶ ɨɛɨɪɭɞɨɜɚɧɢɹ ɩɨɫɥɟ ɟɝɨ ɪɟɦɨɧɬɚ 

ɉɄ 3.6 ȼɵɩɨɥɧɹɬɶ ɡɚɦɟɧɭ ɪɚɫɯɨɞɧɵɯ ɦɚɬɟɪɢɚɥɨɜ ɢ ɦɟɥɤɢɣ ɪɟɦɨɧɬ ɩɟɪɢɮɟɪɢɣɧɨɝɨ 
ɨɛɨɪɭɞɨɜɚɧɢɹ, ɨɩɪɟɞɟɥɹɬɶ ɭɫɬɚɪɟɜɲɟɟ ɨɛɨɪɭɞɨɜɚɧɢɟ ɢ ɩɪɨɝɪɚɦɦɧɵɟ ɫɪɟɞɫɬɜɚ 
ɫɟɬɟɜɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ. 

ɈɄ 1. ɉɨɧɢɦɚɬɶ ɫɭɳɧɨɫɬɶ ɢ ɫɨɰɢɚɥɶɧɭɸ ɡɧɚɱɢɦɨɫɬɶ ɫɜɨɟɣ ɛɭɞɭɳɟɣ ɩɪɨɮɟɫɫɢɢ, 
ɩɪɨɹɜɥɹɬɶ ɤ ɧɟɣ ɭɫɬɨɣɱɢɜɵɣ ɢɧɬɟɪɟɫ 

ɈɄ 2. 
 

Ɉɪɝɚɧɢɡɨɜɵɜɚɬɶ ɫɨɛɫɬɜɟɧɧɭɸ ɞɟɹɬɟɥɶɧɨɫɬɶ, ɜɵɛɢɪɚɬɶ ɬɢɩɨɜɵɟ ɦɟɬɨɞɵ ɢ ɫɩɨɫɨɛɵ 
ɜɵɩɨɥɧɟɧɢɹ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɵɯ  ɡɚɞɚɱ, ɨɰɟɧɢɜɚɬɶ ɢɯ ɷɮɮɟɤɬɢɜɧɨɫɬɶ ɢ ɤɚɱɟɫɬɜɨ. 

ɈɄ 3.  ɉɪɢɧɢɦɚɬɶ ɪɟɲɟɧɢɹ ɜ ɫɬɚɧɞɚɪɬɧɵɯ ɢ ɧɟɫɬɚɧɞɚɪɬɧɵɯ ɫɢɬɭɚɰɢɹɯ ɢ ɧɟɫɬɢ ɡɚ ɧɢɯ 
ɨɬɜɟɬɫɬɜɟɧɧɨɫɬɶ. 

ɈɄ 4. Ɉɫɭɳɟɫɬɜɥɹɬɶ ɩɨɢɫɤ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɢɧɮɨɪɦɚɰɢɢ, ɧɟɨɛɯɨɞɢɦɨɣ ɞɥɹ ɷɮɮɟɤɬɢɜɧɨɝɨ 
ɜɵɩɨɥɧɟɧɢɹ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɵɯ ɡɚɞɚɱ, ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɝɨ ɢ ɥɢɱɧɨɫɬɧɨɝɨ ɪɚɡɜɢɬɢɹ. 



ɈɄ 5.  ɂɫɩɨɥɶɡɨɜɚɬɶ ɢɧɮɨɪɦɚɰɢɨɧɧɨ-ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɟ ɬɟɯɧɨɥɨɝɢɢ ɜ 
ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ  ɞɟɹɬɟɥɶɧɨɫɬɢ. 

ɈɄ 6.  Ɋɚɛɨɬɚɬɶ ɜ ɤɨɥɥɟɤɬɢɜɟ ɢ ɜ ɤɨɦɚɧɞɟ, ɷɮɮɟɤɬɢɜɧɨ  ɨɛɳɚɬɶɫɹ ɫ ɤɨɥɥɟɝɚɦɢ, 
ɪɭɤɨɜɨɞɫɬɜɨɦ, ɩɨɬɪɟɛɢɬɟɥɹɦɢ. 

ɈɄ 7.  Ȼɪɚɬɶ ɧɚ ɫɟɛɹ ɨɬɜɟɬɫɬɜɟɧɧɨɫɬɶ ɡɚ ɪɚɛɨɬɭ ɱɥɟɧɨɜ ɤɨɦɚɧɞɵ (ɩɨɞɱɢɧɟɧɧɵɯ), ɡɚ 
ɪɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ  ɡɚɞɚɧɢɣ.  

ɈɄ 8.  ɋɚɦɨɫɬɨɹɬɟɥɶɧɨ  ɨɩɪɟɞɟɥɹɬɶ  ɡɚɞɚɱɢ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɝɨ  ɢ ɥɢɱɧɨɫɬɧɨɝɨ ɪɚɡɜɢɬɢɹ,  
ɡɚɧɢɦɚɬɶɫɹ ɫɚɦɨɨɛɪɚɡɨɜɚɧɢɟɦ, ɨɫɨɡɧɚɧɧɨ ɩɥɚɧɢɪɨɜɚɬɶ  ɩɨɜɵɲɟɧɢɟ ɤɜɚɥɢɮɢɤɚɰɢɢ. 

ɈɄ 9.  Ɉɪɢɟɧɬɢɪɨɜɚɬɶɫɹ ɜ ɭɫɥɨɜɢɹɯ ɱɚɫɬɨɣ ɫɦɟɧɵ ɬɟɯɧɨɥɨɝɢɣ ɜ ɩɪɨɮɟɫɫɢɨɧɚɥɶɧɨɣ  
ɞɟɹɬɟɥɶɧɨɫɬɢ. 

 
ɉɪɚɜɢɥɚ ɨɯɪɚɧɵ ɬɪɭɞɚ ɩɪɢ ɩɪɨɜɟɞɟɧɢɢ ɥɚɛɨɪɚɬɨɪɧɵɯ ɪɚɛɨɬ. 
1. Ɉɛɳɢɟ ɬɪɟɛɨɜɚɧɢɹ ɨɯɪɚɧɵ ɬɪɭɞɚ. 

1.1. Ʉ ɪɚɛɨɬɟ ɜ ɭɱɟɛɧɨɦ ɤɚɛɢɧɟɬɟ ɞɨɩɭɫɤɚɸɬɫɹ ɫɬɭɞɟɧɬɵ, ɩɪɨɲɟɞɲɢɟ ɢɧɫɬɪɭɤɬɚɠ ɩɨ 
ɨɯɪɚɧɟ ɬɪɭɞɚ, ɡɧɚɸɳɢɟ ɩɪɚɜɢɥɚ ɩɨɠɚɪɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. 

1.2. ɉɪɢ ɪɚɛɨɬɟ ɜ ɤɚɛɢɧɟɬɟ ɞɨɥɠɧɵ ɫɨɛɥɸɞɚɬɶɫɹ ɩɪɚɜɢɥɚ ɩɨɜɟɞɟɧɢɹ, ɪɚɫɩɢɫɚɧɢɟ 
ɭɱɟɛɧɵɯ ɡɚɧɹɬɢɣ, ɭɫɬɚɧɨɜɥɟɧɧɵɣ ɪɟɠɢɦ ɬɪɭɞɚ ɢ ɨɬɞɵɯɚ. 

1.3. ɉɪɢ ɩɪɨɜɟɞɟɧɢɢ ɡɚɧɹɬɢɣ ɜɨɡɦɨɠɧɨ ɜɨɡɞɟɣɫɬɜɢɟ ɧɚ ɫɬɭɞɟɧɬɨɜ ɫɥɟɞɭɸɳɢɯ ɨɩɚɫɧɵɯ 
ɮɚɤɬɨɪɨɜ: 

- ɧɚɪɭɲɟɧɢɟ ɨɫɚɧɤɢ, ɢɫɤɪɢɜɥɟɧɢɟ ɩɨɡɜɨɧɨɱɧɢɤɚ, ɪɚɡɜɢɬɢɟ ɛɥɢɡɨɪɭɤɨɫɬɢ ɩɪɢ 
ɧɟɩɪɚɜɢɥɶɧɨɦ ɩɨɞɛɨɪɟ ɦɟɛɟɥɢ; 

- ɧɚɪɭɲɟɧɢɟ ɨɫɬɪɨɬɵ ɡɪɟɧɢɹ ɩɪɢ ɧɟɞɨɫɬɚɬɨɱɧɨɣ ɨɫɜɟɳɟɧɧɨɫɬɢ ɜ ɤɚɛɢɧɟɬɟ; 
- ɩɨɪɚɠɟɧɢɟ ɷɥɟɤɬɪɢɱɟɫɤɢɦ ɬɨɤɨɦ ɩɪɢ ɧɟɢɫɩɪɚɜɧɨɦ ɨɛɨɪɭɞɨɜɚɧɢɢ ɤɚɛɢɧɟɬɚ; 

1.4. ȼ ɩɪɨɰɟɫɫɟ ɡɚɧɹɬɢɣ ɫɬɭɞɟɧɬɵ ɞɨɥɠɧɵ ɫɨɛɥɸɞɚɬɶ ɩɪɚɜɢɥɚ ɥɢɱɧɨɣ ɝɢɝɢɟɧɵ, 
ɫɨɞɟɪɠɚɬɶ ɜ ɱɢɫɬɨɬɟ ɪɚɛɨɱɟɟ ɦɟɫɬɨ. 

2. Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɟɪɟɞ ɧɚɱɚɥɨɦ ɡɚɧɹɬɢɹ. 
2.1. ȼɤɥɸɱɢɬɶ ɩɨɥɧɨɫɬɶɸ ɨɫɜɟɳɟɧɢɟ ɜ ɤɚɛɢɧɟɬɟ, ɭɛɟɞɢɬɶɫɹ ɜ ɩɪɚɜɢɥɶɧɨɫɬɢ ɪɚɛɨɬɵ 

ɫɜɟɬɢɥɶɧɢɤɨɜ. ɇɚɢɦɟɧɶɲɚɹ ɨɫɜɟɳɟɧɧɨɫɬɶ ɜ ɤɚɛɢɧɟɬɟ ɞɨɥɠɧɚ ɛɵɬɶ ɧɟ ɦɟɧɟɟ 300Ʌɤ 
(20ȼɌ/ɦ2) ɩɪɢ ɥɸɦɢɧɟɫɰɟɧɬɧɵɯ ɥɚɦɩɚɯ. 

2.2. ɍɛɟɞɢɬɶɫɹ ɜ ɢɫɩɪɚɜɧɨɫɬɢ ɷɥɟɤɬɪɨɨɛɨɪɭɞɨɜɚɧɢɹ ɤɚɛɢɧɟɬɚ: ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɟ 
ɤɨɪɨɛɤɢ ɜɵɤɥɸɱɚɬɟɥɟɣ ɢ ɪɨɡɟɬɨɤ ɧɟ ɞɨɥɠɧɵ ɢɦɟɬɶ ɬɪɟɳɢɧ, ɫɤɨɥɨɜ, ɚ ɬɚɤɠɟ 
ɨɝɨɥɟɧɧɵɯ ɤɨɧɬɚɤɬɨɜ. 

2.3. ɉɪɨɜɟɪɢɬɶ ɫɚɧɢɬɚɪɧɨɟ ɫɨɫɬɨɹɧɢɟ ɤɚɛɢɧɟɬɚ, ɭɛɟɞɢɬɶɫɹ ɜ ɰɟɥɨɫɬɧɨɫɬɢ ɫɬɟɤɨɥ ɜ ɨɤɧɚɯ 
ɢ ɩɪɨɜɟɫɬɢ ɫɤɜɨɡɧɨɟ ɩɪɨɜɟɬɪɢɜɚɧɢɟ ɤɚɛɢɧɟɬɚ. 

3.Ɍɪɟɛɨɜɚɧɢɟ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜɨ ɜɪɟɦɹ ɡɚɧɹɬɢɹ. 
3.1. ɂɫɩɨɥɶɡɭɟɦɵɟ ɜ ɤɚɛɢɧɟɬɟ ɞɟɦɨɧɫɬɪɚɰɢɨɧɧɵɟ ɷɥɟɤɬɪɢɱɟɫɤɢɟ ɩɪɢɛɨɪɵ ɞɨɥɠɧɵ ɛɵɬɶ 

ɢɫɩɪɚɜɧɵ ɢ ɢɦɟɬɶ ɡɚɡɟɦɥɟɧɢɟ ɢ ɡɚɧɭɥɟɧɢɟ. 
4. Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɚɜɚɪɢɣɧɵɯ ɫɢɬɭɚɰɢɹɯ. 

4.1. ɉɪɢ ɜɨɡɧɢɤɧɨɜɟɧɢɢ ɚɜɚɪɢɣɧɵɯ ɫɢɬɭɚɰɢɣ ɧɟɦɟɞɥɟɧɧɨ ɷɜɚɤɭɢɪɨɜɚɬɶ ɫɬɭɞɟɧɬɨɜ ɢ 
ɫɨɨɛɳɢɬɶ ɚɞɦɢɧɢɫɬɪɚɰɢɢ ɭɱɪɟɠɞɟɧɢɹ. 

 5. Ɍɪɟɛɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɨ ɨɤɨɧɱɚɧɢɢ ɡɚɧɹɬɢɹ. 
 5.1. ȼɵɤɥɸɱɢɬɶ ɞɟɦɨɧɫɬɪɚɰɢɨɧɧɵɟ ɷɥɟɤɬɪɢɱɟɫɤɢɟ ɩɪɢɛɨɪɵ; 
 5.2. Ɂɚɤɪɵɬɶ ɨɤɧɚ ɢ ɜɵɤɥɸɱɢɬɶ ɫɜɟɬ 

 

 

 

 

 

 



 

 

ɉɟɪɟɱɟɧɶ ɥɚɛɨɪɚɬɨɪɧɵɯ ɪɚɛɨɬ 

ɩɨ ɆȾɄ 03.02. Ȼɟɡɨɩɚɫɧɨɫɬɶ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ 
 

Ʌɚɛɨɪɚɬɨɪɧɵɟ ɪɚɛɨɬɵ 

1. ɉɪɢɦɟɧɟɧɢɟ ɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: ɲɢɮɪɨɜɚɧɢɟ, ɞɟɲɢɮɪɨɜɚɧɢɟ. 

2. ɉɪɢɦɟɧɟɧɢɟ ɚɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: ɲɢɮɪɨɜɚɧɢɟ, ɞɟɲɢɮɪɨɜɚɧɢɟ, ɭɫɬɚɧɨɜɤɚ ɢ 

ɩɪɨɜɟɪɤɚ ɗɐɉ. 

3. ɉɪɢɦɟɧɟɧɢɟ ɯɷɲ-ɮɭɧɤɰɢɣ ɞɥɹ ɚɥɝɨɪɢɬɦɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɡɚɳɢɬɵ ɞɚɧɧɵɯ. 

4. ɂɡɭɱɟɧɢɟ ɢɞɟɧɬɢɮɢɤɚɰɢɢ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɚɜɬɨɪɢɡɚɰɢɢ ɜ ActiveDirectory. ɇɚɫɬɪɨɣɤɚ 

ɚɭɞɢɬɚ ɫɪɟɞɫɬɜɚɦɢ ɝɪɭɩɩɨɜɨɣ ɩɨɥɢɬɢɤɢ. 

5. ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɡɚɳɢɬɵ ɨɬ ɫɛɨɟɜ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ. 

6. ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɡɚɳɢɬɵ ɨɬ ɩɨɬɟɪɢ ɞɚɧɧɵɯ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ. 

7. ɋɨɡɞɚɧɢɟ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜ ɚɜɬɨɦɚɬɢɱɟɫɤɨɦ ɢ ɪɭɱɧɨɦ ɪɟɠɢɦɚɯ. ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ Ɉɋ 

ɢɡ ɫɨɡɞɚɧɧɵɯ ɬɨɱɟɤ. 

8. ɂɡɭɱɟɧɢɟ ɠɭɪɧɚɥɨɜ ɫɢɫɬɟɦɵ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ. Ⱥɧɚɥɢɡ ɨɛɧɚɪɭɠɟɧɧɵɯ ɭɝɪɨɡ.  

9. ɋɨɫɬɚɜɥɟɧɢɟ ɬɚɛɥɢɰɵ ɪɚɡɝɪɚɧɢɱɟɧɢɹ ɞɨɫɬɭɩɚ ɨɪɝɚɧɢɡɚɰɢɢ. 

10. Ɂɚɳɢɬɚ ɮɚɣɥɨɜɵɯ ɨɛɴɟɤɬɨɜ. 

11. Ɉɪɝɚɧɢɡɚɰɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ. 

12. Ɂɚɳɢɬɚ ɬɪɚɮɢɤɚ ɬɭɧɧɟɥɢɪɨɜɚɧɢɟɦ SSH. 

13. ɂɡɭɱɟɧɢɟ ɦɟɯɚɧɢɡɦɚ ɲɢɮɪɨɜɚɧɢɹ IPSec. 

14. Ɇɨɧɢɬɨɪɢɧɝ ɬɪɚɮɢɤɚ. ɍɬɢɥɢɬɵ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ. 

15. ɍɫɬɚɧɨɜɤɚ, ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɵɯ ɫɟɬɟɜɵɯ ɚɧɚɥɢɡɚɬɨɪɨɜ ɢ ɫɤɚɧɟɪɨɜ 

ɛɟɡɨɩɚɫɧɨɫɬɢ. Ⱥɧɚɥɢɡ ɭɹɡɜɢɦɨɫɬɟɣ ɜɵɱɢɫɥɢɬɟɥɶɧɨɣ ɫɢɫɬɟɦɵ. 

16. ɇɚɫɬɪɨɣɤɚ ɤɨɦɦɭɬɚɬɨɪɚ, ɩɨɞɞɟɪɠɢɜɚɸɳɟɝɨ VLAN. 

17. ɇɚɫɬɪɨɣɤɚ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. ɉɪɨɜɟɪɤɚ ɫɟɬɟɜɵɯ ɫɨɟɞɢɧɟɧɢɣ. ȼɤɥɸɱɟɧɢɟ ɫɥɭɠɛɵ 

ɦɚɪɲɪɭɬɢɡɚɰɢɢ. Ⱦɨɛɚɜɥɟɧɢɟ ɦɚɪɲɪɭɬɨɜ. Ɍɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. 

18. ɇɚɫɬɪɨɣɤɚ ɫɨɟɞɢɧɟɧɢɣ ɜɢɪɬɭɚɥɶɧɵɯ ɱɚɫɬɧɵɯ ɫɟɬɟɣ. ȼɧɟɞɪɟɧɢɟ ɩɨɥɢɬɢɤ ɭɞɚɥɟɧɧɨɝɨ 

ɞɨɫɬɭɩɚ. ɇɚɫɬɪɨɣɤɚ ɢ ɩɪɨɜɟɪɤɚ ɪɚɛɨɬɵ ɫɥɭɠɛɵ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɫɟɬɟɜɵɯ ɚɞɪɟɫɨɜ. 

19. ɍɫɬɚɧɨɜɤɚ, ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɵɯ ɛɪɚɧɞɦɚɭɷɪɨɜ. Ɂɚɳɢɬɚ ɨɬ ɫɟɬɟɜɵɯ 

ɚɬɚɤ. ɂɦɢɬɚɰɢɹ ɫɟɬɟɜɨɣ ɚɬɚɤɢ ɧɚ ɫɟɬɟɜɵɟ ɫɥɭɠɛɵ. Ⱥɧɚɥɢɡ ɠɭɪɧɚɥɨɜ. 

20. ɍɫɬɚɧɨɜɤɚ ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɢɫɬɟɦ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ. ɂɦɢɬɚɰɢɹ ɫɟɬɟɜɵɯ 

ɚɬɚɤ. Ⱥɧɚɥɢɡ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ ɨɛɧɚɪɭɠɟɧɢɹ ɫɟɬɟɜɵɯ ɜɬɨɪɠɟɧɢɣ. 

 
 

 

 



 

 

 

 

Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №1. 
ɉɪɢɦɟɧɟɧɢɟ ɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: ɲɢɮɪɨɜɚɧɢɟ, ɞɟɲɢɮɪɨɜɚɧɢɟ. 

ɐɟɥɶ: ɂɡɭɱɢɬɶ ɫɢɦɦɟɬɪɢɱɧɵɟ ɦɟɬɨɞɵ ɲɢɮɪɨɜɚɧɢɹ ɢ ɧɚɭɱɢɬɶɫɹ ɢɯ ɩɪɢɦɟɧɹɬɶ, ɜɵɩɨɥɧɹɬɶ 
ɲɢɮɪɨɜɚɧɢɟ ɢ ɞɟɲɢɮɪɨɜɚɧɢɟ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɷɬɨɝɨ ɦɟɬɨɞɚ. 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

Ɉɞɧɢɦ ɢɡ ɦɟɬɨɞɨɜ ɡɚɳɢɬɵ ɞɚɧɧɵɯ ɨɬ ɧɟɠɟɥɚɬɟɥɶɧɨɝɨ ɞɨɫɬɭɩɚ ɹɜɥɹɸɬɫɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ 
ɦɟɬɨɞɵ.  

Ɉɬɤɪɵɬɵɣ ɬɟɤɫɬ   - ɢɧɮɨɪɦɚɰɢɹ, ɤɨɬɨɪɭɸ ɦɨɠɟɬ  ɛɵɬɶ ɩɨɧɹɬɧɚ ɥɸɛɨɦɭ ɫɭɛɴɟɤɬɭ. 
ɒɢɮɪɨɜɚɧɢɟ - ɉɪɨɰɟɫɫ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɫ ɰɟɥɶɸ ɫɞɟɥɚɬɶ ɧɟɩɨɧɹɬɧɵɦ ɟɝɨ 

ɫɦɵɫɥ. 
ȼ ɪɟɡɭɥɶɬɚɬɟ ɲɢɮɪɨɜɚɧɢɹ ɩɨɥɭɱɚɟɬɫɹ ɲɢɮɪɨɬɟɤɫɬ. ɉɪɨɰɟɫɫ ɨɛɪɚɬɧɨɝɨ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ 

ɲɢɮɪɨɬɟɤɫɬɚ ɜ ɨɬɤɪɵɬɵɣ ɬɟɤɫɬ ɧɚɡɵɜɚɟɬɫɹ ɪɚɫɲɢɮɪɨɜɚɧɢɟɦ. 
Ʉɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɦɟɬɨɞɵ ɞɟɥɹɬɫɹ ɧɚ ɞɜɚ ɨɫɧɨɜɧɵɯ ɬɢɩɚ: ɫɢɦɦɟɬɪɢɱɧɵɟ (ɲɢɮɪɨɜɚɧɢɟ 

ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ) ɢ ɚɫɢɦɦɟɬɪɢɱɧɵɟ (ɲɢɮɪɨɜɚɧɢɟ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ). 
k – ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ, k’ – ɤɥɸɱ ɪɚɫɲɢɮɪɨɜɚɧɢɹ 
ȼ ɫɢɦɦɟɬɪɢɱɧɵɯ ɦɟɬɨɞɚɯ k= k’, ɬ.ɟ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɢ ɪɚɫɲɢɮɪɨɜɵɜɚɧɢɹ ɢɫɩɨɥɶɡɭɟɬɫɹ 

ɨɞɢɧ ɢ ɬɨɬ ɠɟ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ 
Ʉɪɢɩɬɨɝɪɚɮɢɹ - ɫɨɜɨɤɭɩɧɨɫɬɶ ɦɟɬɨɞɨɜ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɞɚɧɧɵɯ, ɧɚɩɪɚɜɥɟɧɧɵɯ ɧɚ ɬɨ, ɱɬɨɛɵ 

ɫɞɟɥɚɬɶ ɷɬɢ ɞɚɧɧɵɟ ɛɟɫɩɨɥɟɡɧɵɦɢ ɞɥɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ. 
ɗɬɢ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɩɨɡɜɨɥɹɸɬ ɪɟɲɢɬɶ ɞɜɟ ɩɪɨɛɥɟɦɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ: ɨɛɟɫɩɟɱɟɧɢɟ 

ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ – ɩɭɬɟɦ ɥɢɲɟɧɢɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɜɨɡɦɨɠɧɨɫɬɢ ɢɡɜɥɟɱɶ ɢɧɮɨɪɦɚɰɢɸ ɢɡ 
ɤɚɧɚɥɨɜ ɫɜɹɡɢ; ɨɛɟɫɩɟɱɟɧɢɟ ɰɟɥɨɫɬɧɨɫɬɢ – ɩɭɬɟɦ ɥɢɲɟɧɢɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɜɨɡɦɨɠɧɨɫɬɢ 
ɢɡɦɟɧɢɬɶ ɫɨɨɛɳɟɧɢɟ ɬɚɤ, ɱɬɨɛɵ ɢɡɦɟɧɢɥɫɹ ɟɟ ɫɦɵɫɥ ɢɥɢ ɜɜɟɫɬɢ ɥɨɠɧɭɸ ɢɧɮɨɪɦɚɰɢɸ ɜ ɤɚɧɚɥ 
ɫɜɹɡɢ. 

ɉɪɨɰɟɫɫ ɩɨɥɭɱɟɧɢɹ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɢɡ ɲɢɮɪɨɬɟɤɫɬɚ ɛɟɡ ɡɧɚɧɢɹ ɤɥɸɱɚ ɪɚɫɲɢɮɪɨɜɚɧɢɹ 
ɧɚɡɵɜɚɸɬ ɞɟɲɢɮɪɨɜɚɧɢɟɦ (ɢɥɢ ɜɡɥɨɦɨɦ ɲɢɮɪɚ), ɚ ɧɚɭɤɭ ɨ ɦɟɬɨɞɚɯ ɞɟɲɢɮɪɨɜɚɧɢɹ- 
ɤɪɢɩɬɨɚɧɚɥɢɡɨɦ. 

Ɋɚɡɞɟɥ ɧɚɭɤɢ, ɨɛɴɟɞɢɧɹɸɳɢɣ ɤɪɢɩɬɨɝɪɚɮɢɸ ɢ ɤɪɢɩɬɨɚɧɚɥɢɡ, ɧɚɡɵɜɚɟɬɫɹ ɤɪɢɩɬɨɥɨɝɢɟɣ. 
ɋɢɦɦɟɬɪɢɱɧɵɟ ɦɟɬɨɞɵ ɲɢɮɪɨɜɚɧɢɹ. 

Ƚɥɚɜɧɵɦ ɩɪɢɧɰɢɩɨɦ ɜ ɧɢɯ ɹɜɥɹɟɬɫɹ ɭɫɥɨɜɢɟ, ɱɬɨ ɨɬɩɪɚɜɢɬɟɥɶ ɢ ɩɨɥɭɱɚɬɟɥɶ ɡɚɪɚɧɟɟ ɡɧɚɸɬ 
ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ, ɚ ɬɚɤɠɟ ɤɥɸɱ ɤ ɫɨɨɛɳɟɧɢɸ. 

Ʉ ɨɫɧɨɜɧɵɦ ɫɩɨɫɨɛɚɦ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ ɨɬɧɨɫɹɬɫɹ: 
- ɩɟɪɟɫɬɚɧɨɜɤɢ 
- ɡɚɦɟɧɵ (ɩɨɞɫɬɚɧɨɜɤɢ) 

Ɇɟɬɨɞɵ ɩɟɪɟɫɬɚɧɨɜɤɢ: 
1. ɉɪɨɫɬɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ 
2. Ɉɞɢɧɨɱɧɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ ɩɨ ɤɥɸɱɭ 
3. Ⱦɜɨɣɧɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ 
4. ɉɟɪɟɫɬɚɧɨɜɤɚ "Ɇɚɝɢɱɟɫɤɢɣ ɤɜɚɞɪɚɬ 

1. ɉɪɨɫɬɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ 
1 2 3 4 5 6 
4 2 3 5 1 6 

ɉɪɨɫɬɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ ɛɟɡ ɤɥɸɱɚ — ɨɞɢɧ ɢɡ ɫɚɦɵɯ ɩɪɨɫɬɵɯ ɦɟɬɨɞɨɜ ɲɢɮɪɨɜɚɧɢɹ. 
ɋɨɨɛɳɟɧɢɟ ɡɚɩɢɫɵɜɚɟɬɫɹ ɜ ɬɚɛɥɢɰɭ ɩɨ ɫɬɨɥɛɰɚɦ. ɉɨɫɥɟ ɬɨɝɨ, ɤɚɤ ɨɬɤɪɵɬɵɣ ɬɟɤɫɬ ɡɚɩɢɫɚɧ 

ɤɨɥɨɧɤɚɦɢ, ɞɥɹ ɨɛɪɚɡɨɜɚɧɢɹ ɲɢɮɪɨɜɤɢ ɨɧ ɫɱɢɬɵɜɚɟɬɫɹ ɩɨ ɫɬɪɨɤɚɦ. Ⱦɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɷɬɨɝɨ 
ɲɢɮɪɚ ɨɬɩɪɚɜɢɬɟɥɸ ɢ ɩɨɥɭɱɚɬɟɥɸ ɧɭɠɧɨ ɞɨɝɨɜɨɪɢɬɶɫɹ ɨɛ ɨɛɳɟɦ ɤɥɸɱɟ ɜ ɜɢɞɟ ɪɚɡɦɟɪɚ ɬɚɛɥɢɰɵ. 
 

ɉɪɢɟɡɠɚɸ ɫɟɝɨɞɧɹ-ɜɫɬɪɟɱɚɣ ɧɚ ɜɨɤɡɚɥɟ 

ɩ ɚ ɨ ɫ ɣ ɨ 
ɪ ɸ ɞ ɬ   ɤ 



ɢ -  ɧ ɪ ɧ ɡ 
ɟ ɫ ɹ ɟ ɚ ɚ 
ɡ ɟ   ɱ   ɥ 
ɠ ɝ ɜ ɚ ɜ ɟ 

ɉɩɚɨɫɣɨɪɸɞɬ ɤɢ-ɧɪɧɡɟɫɹɟɚɚɡɟ ɱ ɥɠɝɜɚɜɟ 

 
2. Ɉɞɢɧɨɱɧɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ ɩɨ ɤɥɸɱɭ. 
 

Ɉɧ ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɩɪɟɞɵɞɭɳɟɝɨ ɥɢɲɶ ɬɟɦ, ɱɬɨ ɤɨɥɨɧɤɢ ɬɚɛɥɢɰɵ ɩɟɪɟɫɬɚɜɥɹɸɬɫɹ ɩɨ 
ɤɥɸɱɟɜɨɦɭ ɫɥɨɜɭ, ɮɪɚɡɟ ɢɥɢ ɧɚɛɨɪɭ ɱɢɫɟɥ ɞɥɢɧɨɣ ɜ ɫɬɪɨɤɭ ɬɚɛɥɢɰɵ. 

ɉɪɢɦɟɪ. 
Ɉɬɤɪɵɬɵɣ ɬɟɤɫɬ: «ɉɪɢɟɡɠɚɸ ɫɟɝɨɞɧɹ. ȼɫɬɪɟɱɚɣ ɧɚ ɜɨɤɡɚɥɟ. ə». Ⱦɥɢɧɚ ɬɟɤɫɬɚ = 40 
ɉɭɫɬɶ ɤɥɸɱ K= {3,5,4,1,2} (ɞɥɢɧɚ ɤɥɸɱɚ = 5). 
Ʉɨɥ-ɜɨ ɫɬɨɥɛɰɨɜ = ɞɥɢɧɟ ɤɥɸɱɚ = 5 

    Ʉɨɥ-ɜɨ ɫɬɪɨɤ  = 40/5=8. 
ɉ   . ɚ ɤ 
ɪ ɫ   ɣ ɡ 
ɢ ɟ ȼ   ɚ 
ɟ ɝ ɫ ɧ ɥ 
ɡ ɨ ɬ ɚ ɟ 
ɠ ɞ ɪ   . 
ɚ ɧ ɟ ɜ   
ɸ ɹ ɱ ɨ ə 

 Ɍɟɩɟɪɶ ɩɟɪɟɫɬɚɜɥɹɟɦ ɫɬɨɥɛɰɵ ɫɨɝɥɚɫɧɨ ɤɥɸɱɭ. {3,5,4,1,2};3 ɫɬɨɥɛɢɤ ɫɬɚɜɢɦ ɧɚ 1 ɦɟɫɬɨ; 5 – ɧɚ 2-
ɟ; 4 – ɧɚ 3-ɟ; 1 – ɧɚ 4-ɟ; 2 – ɧɚ 5-ɟ 
. ɤ ɚ ɉ   
  ɡ ɣ ɪ ɫ 
ȼ ɚ   ɢ ɟ 
ɫ ɥ ɧ ɟ ɝ 
ɬ ɟ ɚ ɡ ɨ 
ɪ .   ɠ ɞ 
ɟ   ɜ ɚ ɧ 
ɱ ə ɨ ɸ ɹ 
.ɤɚɩ  ɡɣɪɫɜɚ ɢɟɫɥɧɟɝɬɟɚɡɨɪ. ɠɞɟ ɜɚɧɱɹɨɸɹ  

ȼ ɤɚɱɟɫɬɜɟ ɤɥɸɱɚ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɫɢɦɜɨɥɨɜ. (ɧɟɤɢɣ ɩɚɪɨɥɶ). 
Ⱦɥɹ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɟɝɨ ɜ ɦɟɬɨɞɟ ɩɟɪɟɫɬɚɧɨɜɤɢ ɧɟɨɛɯɨɞɢɦɨ ɫɢɦɜɨɥɶɧɵɣ ɤɥɸɱ ɩɪɟɨɛɪɚɡɨɜɚɬɶ. 
ɉɭɫɬɶ ɤɥɸɱɨɦ ɛɭɞɟɬ ɫɥɨɜɨ «ɬɚɣɧɚ». 
- ɨɬɫɨɪɬɢɪɭɟɦ ɫɢɦɜɨɥɵ ɤɥɸɱɚ ɜ ɥɟɤɫɨɝɪɚɮɢɱɟɫɤɨɦ ɩɨɪɹɞɤɟ.:   
1 2 3 4 5 
ɚ ɚ ɣ ɧ ɬ 
- ɡɚɦɟɧɢɦ ɫɢɦɜɨɥɵ ɤɥɸɱɚ ɰɟɥɵɦ ɱɢɫɥɨɦ ɪɚɜɧɵɦ ɧɨɦɟɪɭ ɟɝɨ ɩɨɡɢɰɢɢ ɜ ɨɬɫɨɪɬɢɪɨɜɚɧɧɨɦ ɤɥɸɱɟ: 
{5,1,3,4,2} 

3. Ⱦɜɨɣɧɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ. 
Ⱦɥɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɣ ɫɤɪɵɬɧɨɫɬɢ ɦɨɠɧɨ ɩɨɜɬɨɪɧɨ ɲɢɮɪɨɜɚɬɶ ɫɨɨɛɳɟɧɢɟ, ɤɨɬɨɪɨɟ ɭɠɟ 

ɛɵɥɨ ɡɚɲɢɮɪɨɜɚɧɨ. ɗɬɨɬ ɫɩɨɫɨɛ ɢɡɜɟɫɬɟɧ ɩɨɞ ɧɚɡɜɚɧɢɟɦ ɞɜɨɣɧɚɹ ɩɟɪɟɫɬɚɧɨɜɤɚ. Ⱦɥɹ ɷɬɨɝɨ ɪɚɡɦɟɪ 
ɜɬɨɪɨɣ ɬɚɛɥɢɰɵ ɩɨɞɛɢɪɚɸɬ ɬɚɤ, ɱɬɨɛɵ ɞɥɢɧɵ ɟɟ ɫɬɪɨɤ ɢ ɫɬɨɥɛɰɨɜ ɛɵɥɢ ɞɪɭɝɢɟ, ɱɟɦ ɜ ɩɟɪɜɨɣ 
ɬɚɛɥɢɰɟ. Ʉɪɨɦɟ ɬɨɝɨ, ɜ ɩɟɪɜɨɣ ɬɚɛɥɢɰɟ ɦɨɠɧɨ ɩɟɪɟɫɬɚɜɥɹɬɶ ɫɬɨɥɛɰɵ, ɚ ɜɨ ɜɬɨɪɨɣ ɫɬɪɨɤɢ. 
ɇɚɤɨɧɟɰ, ɦɨɠɧɨ ɡɚɩɨɥɧɹɬɶ ɬɚɛɥɢɰɭ ɡɢɝɡɚɝɨɦ, ɡɦɟɣɤɨɣ, ɩɨ ɫɩɢɪɚɥɢ ɢɥɢ ɤɚɤɢɦ-ɬɨ ɞɪɭɝɢɦ 
ɫɩɨɫɨɛɨɦ. Ɍɚɤɢɟ ɫɩɨɫɨɛɵ ɡɚɩɨɥɧɟɧɢɹ ɬɚɛɥɢɰɵ ɟɫɥɢ ɢ ɧɟ ɭɫɢɥɢɜɚɸɬ ɫɬɨɣɤɨɫɬɶ ɲɢɮɪɚ, ɬɨ ɞɟɥɚɸɬ 
ɩɪɨɰɟɫɫ ɲɢɮɪɨɜɚɧɢɹ ɝɨɪɚɡɞɨ ɛɨɥɟɟ ɡɚɧɢɦɚɬɟɥɶɧɵɦ. 

4.ɉɟɪɟɫɬɚɧɨɜɤɚ «Ɇɚɝɢɱɟɫɤɢɣ ɤɜɚɞɪɚɬ» 
Ɇɚɝɢɱɟɫɤɢɦɢ ɤɜɚɞɪɚɬɚɦɢ ɧɚɡɵɜɚɸɬɫɹ ɤɜɚɞɪɚɬɧɵɟ ɬɚɛɥɢɰɵ ɫɨ ɜɩɢɫɚɧɧɵɦɢ ɜ ɢɯ ɤɥɟɬɤɢ 

ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɦɢ ɧɚɬɭɪɚɥɶɧɵɦɢ ɱɢɫɥɚɦɢ ɨɬ 1, ɤɨɬɨɪɵɟ ɞɚɸɬ ɜ ɫɭɦɦɟ ɩɨ ɤɚɠɞɨɦɭ ɫɬɨɥɛɰɭ, 
ɤɚɠɞɨɣ ɫɬɪɨɤɟ ɢ ɤɚɠɞɨɣ ɞɢɚɝɨɧɚɥɢ ɨɞɧɨ ɢ ɬɨ ɠɟ ɱɢɫɥɨ. ɉɨɞɨɛɧɵɟ ɤɜɚɞɪɚɬɵ ɲɢɪɨɤɨ 
ɩɪɢɦɟɧɹɥɢɫɶ ɞɥɹ ɜɩɢɫɵɜɚɧɢɹ ɲɢɮɪɭɟɦɨɝɨ ɬɟɤɫɬɚ ɩɨ ɩɪɢɜɟɞɟɧɧɨɣ ɜ ɧɢɯ ɧɭɦɟɪɚɰɢɢ. ȿɫɥɢ ɩɨɬɨɦ 



ɜɵɩɢɫɚɬɶ ɫɨɞɟɪɠɢɦɨɟ ɬɚɛɥɢɰɵ ɩɨ ɫɬɪɨɤɚɦ, ɬɨ ɩɨɥɭɱɚɥɚɫɶ ɲɢɮɪɨɜɤɚ ɩɟɪɟɫɬɚɧɨɜɤɨɣ ɛɭɤɜ. ɇɚ 
ɩɟɪɜɵɣ ɜɡɝɥɹɞ ɤɚɠɟɬɫɹ, ɛɭɞɬɨ ɦɚɝɢɱɟɫɤɢɯ ɤɜɚɞɪɚɬɨɜ ɨɱɟɧɶ ɦɚɥɨ. 

Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɢɯ ɱɢɫɥɨ ɨɱɟɧɶ ɛɵɫɬɪɨ ɜɨɡɪɚɫɬɚɟɬ ɫ ɭɜɟɥɢɱɟɧɢɟɦ ɪɚɡɦɟɪɚ ɤɜɚɞɪɚɬɚ. ɱɢɫɥɨ 
ɦɚɝɢɱɟɫɤɢɯ ɤɜɚɞɪɚɬɨɜ ɪɚɡɦɟɪɨɦ 5 ɯ 5 ɨɤɨɥɨ 250000. 

ɉɪɢɦɟɪ 

ȼ ɤɜɚɞɪɚɬ ɪɚɡɦɟɪɨɦ 4 ɧɚ 4 ɜɩɢɫɵɜɚɥɢɫɶ ɱɢɫɥɚ ɨɬ 1 ɞɨ 16. ɋɭɦɦɚ ɪɚɜɧɚ 34. 
16 3 2 13 
5 10 11 8 
9 6 7 12 
4 15 14 1 

ɇɚɩɪɢɦɟɪ, ɬɪɟɛɭɟɬɫɹ ɡɚɲɢɮɪɨɜɚɬɶ ɮɪɚɡɭ: «ɉɪɢɟɡɠɚɸCɟɝɨɞɧɹ.». Ȼɭɤɜɵ ɷɬɨɣ ɮɪɚɡɵ ɜɩɢɫɵɜɚɸɬɫɹ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ ɜ ɤɜɚɞɪɚɬ ɫɨɝɥɚɫɧɨ ɡɚɩɢɫɚɧɧɵɦ ɜ ɧɢɯ ɱɢɫɥɚɦ: ɩɨɡɢɰɢɹ ɛɭɤɜɵ ɜ ɩɪɟɞɥɨɠɟɧɢɢ 
ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɩɨɪɹɞɤɨɜɨɦɭ ɱɢɫɥɭ. ȼ ɩɭɫɬɵɟ ɤɥɟɬɤɢ ɫɬɚɜɢɬɫɹ ɬɨɱɤɚ. 
16 . 3 ɢ 2 ɪ 13 ɞ 
5 ɡ 10 ɟ 11 ɝ 8 ɸ 
9 ɋ 6 ɠ 7 ɚ 12 ɨ 
4 ɟ 15 ɹ 14 ɧ 1 ɉ 

ɉɨɫɥɟ ɷɬɨɝɨ ɲɢɮɪɨɜɚɧɧɵɣ ɬɟɤɫɬ ɡɚɩɢɫɵɜɚɟɬɫɹ ɜ ɫɬɪɨɤɭ (ɫɱɢɬɵɜɚɧɢɟ ɩɪɨɢɡɜɨɞɢɬɫɹ ɫɥɟɜɚ 
ɧɚɩɪɚɜɨ, ɩɨɫɬɪɨɱɧɨ):  .ɢɪɞɡɟɝɸɋɠɚɨɟɹɧɉ 

Ɇɟɬɨɞ ɡɚɦɟɧɵ (ɩɨɞɫɬɚɧɨɜɤɢ). 
ɒɢɮɪɨɦ ɡɚɦɟɧɵ ɧɚɡɵɜɚɟɬɫɹ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɣ ɩɪɨɢɡɜɨɞɢɬ ɡɚɦɟɧɵ ɤɚɠɞɨɣ 

ɛɭɤɜɵ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ, ɧɚ ɤɚɤɨɣ-ɥɢɛɨ ɫɢɦɜɨɥ ɲɢɮɪɨɜɚɧɧɨɝɨ ɬɟɤɫɬɚ. ɉɨɥɭɱɚɬɟɥɶ ɫɨɨɛɳɟɧɢɹ 
ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ɟɝɨ ɩɭɬɟɦ ɨɛɪɚɬɧɨɣ ɡɚɦɟɧɵ. 

ȼ ɤɥɚɫɫɢɱɟɫɤɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ ɪɚɡɥɢɱɚɸɬ ɱɟɬɵɪɟ ɪɚɡɧɨɜɢɞɧɨɫɬɢ ɲɢɮɪɨɜ ɡɚɦɟɧɵ: 
1. ɉɪɨɫɬɚɹ ɡɚɦɟɧɚ (ɨɞɧɨɚɥɮɚɜɢɬɧɵɣ ɲɢɮɪ). Ʉɚɠɞɚɹ ɛɭɤɜɚ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ 

ɡɚɦɟɧɹɟɬɫɹ ɧɚ ɨɞɢɧ ɢ ɬɨɬ ɠɟ ɫɢɦɜɨɥ ɲɢɮɪɨɬɟɤɫɬɚ. 
2. Ȼɥɨɱɧɚɹ ɡɚɦɟɧɚ – ɲɢɮɪɨɜɚɧɢɟ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɩɪɨɢɡɜɨɞɢɬɫɹ ɛɥɨɤɚɦɢ. ɇɚɩɪɢɦɟɪ, 

ɛɥɨɤɭ «ȺȻȺ» ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɛɥɨɤ «PHP», ɚ ɛɥɨɤɭ «ȺȻȻ» – «ɋɅɅ» ɢ ɬ. ɞ. 
3. ɉɪɨɩɨɪɰɢɨɧɚɥɶɧɵɟ ɡɚɦɟɧɵ. Ɂɚɦɟɧɚ, ɚɧɚɥɨɝɢɱɧɚɹ ɩɪɨɫɬɨɣ ɡɚɦɟɧɟ ɫ ɟɞɢɧɫɬɜɟɧɧɵɦ 

ɨɬɥɢɱɢɟɦ: ɤɚɠɞɨɣ ɛɭɤɜɟ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɫɬɚɜɢɬɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɟ ɧɟɫɤɨɥɶɤɨ ɫɢɦɜɨɥɨɜ 
ɲɢɮɪɨɬɟɤɫɬɚ: 

Ⱥ→ 5, 13, 25, 57. 
Ȼ→ 7, 19, 31, 43. Ʉɥɸɱɨɦ ɹɜɥɹɸɬɫɹ ɲɢɮɪɨɜɚɥɶɧɵɟ ɬɚɛɥɢɰɵ. 

4. Мɧɨɝɨɚɥɮɚɜɢɬɧɚɹ ɡɚɦɟɧɚ ɫɨɫɬɨɢɬ ɢɡ ɧɟɫɤɨɥɶɤɢɯ ɲɢɮɪɨɜ ɩɪɨɫɬɨɣ ɡɚɦɟɧɵ. 
ɇɚɩɪɢɦɟɪ, ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ 5 ɲɢɮɪɨɜ ɩɪɨɫɬɨɣ ɡɚɦɟɧɵ, ɚ ɤɨɤɨɣ ɢɡ ɧɢɯ ɩɪɢɦɟɧɹɟɬɫɹ ɞɥɹ 
ɲɢɮɪɨɜɚɧɢɹ ɤɨɧɤɪɟɬɧɨɝɨ ɫɢɦɜɨɥɚ ɜ ɨɬɤɪɵɬɨɦ ɬɟɤɫɬɟ ɡɚɜɢɫɢɬ ɨɬ ɟɝɨ ɩɨɥɨɠɟɧɢɹ ɜ ɬɟɤɫɬɟ.  

5. Ƚɚɦɦɢɪɨɜɚɧɢɟ. 
1. Ɉɞɧɨɚɥɮɚɜɢɬɧɵɟ ɲɢɮɪɵ. 

ɍɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɨɞɧɨɡɧɚɱɧɨɟ ɫɨɨɬɜɟɬɫɬɜɢɟ ɦɟɠɞɭ ɤɚɠɞɵɦ ɡɧɚɤɨɦ ɢɫɯɨɞɧɨɝɨ ɚɥɮɚɜɢɬɚ ɢ 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɦ ɡɧɚɤɨɦ  ɡɚɲɢɮɪɨɜɚɧɧɨɝɨ ɬɟɤɫɬɚ. 
ɉɪɢɦɟɪ: ɚɡɛɭɤɚ Ɇɨɪɡɟ. 

ɉɪɢ ɬɚɤɨɦ ɦɟɬɨɞɟ ɲɢɮɪɨɜɚɧɢɹ ɤɥɸɱɨɦ ɹɜɥɹɟɬɫɹ ɢɫɩɨɥɶɡɭɟɦɚɹ ɬɚɛɥɢɰɚ ɡɚɦɟɧ. 
Ȼɥɨɱɧɚɹ ɡɚɦɟɧɚ 

Ɍɚɤɢɟ ɲɢɮɪɵ ɨɛɥɚɞɚɸɬ ɛɨɥɟɟ ɜɵɫɨɤɨɣ ɧɚɞɟɠɧɨɫɬɶɸ ɲɢɮɪɨɜɚɧɢɹ. 
― - ‖ ɛɨɥɶɲɨɣ ɨɛɴɟɦ ɬɚɛɥɢɰɵ ɡɚɦɟɧ. (ɫɩɪɨɫɢɬɶ?) 

ɉɪɨɩɨɪɰɢɨɧɚɥɶɧɵɟ ɲɢɮɪɵ 
Ʉɚɠɞɨɣ ɛɭɤɜɟ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɫɬɚɜɢɬɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɟ ɧɟɫɤɨɥɶɤɨ ɫɢɦɜɨɥɨɜ ɲɢɮɪɨɬɟɤɫɬɚ: 
Ⱦɥɹ ɡɧɚɤɨɜ, ɜɫɬɪɟɱɚɸɳɢɯɫɹ ɱɚɫɬɨ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɨɬɧɨɫɢɬɟɥɶɧɨ ɛɨɥɶɲɨɟ ɱɢɫɥɨ ɜɨɡɦɨɠɧɵɯ 
ɷɤɜɢɜɚɥɟɧɬɨɜ. Ⱦɥɹ ɦɟɧɟɟ ɢɫɩɨɥɶɡɭɟɦɵɯ ɢɫɯɨɞɧɵɯ ɡɧɚɤɨɜ ɦɨɠɟɬ ɨɤɚɡɚɬɶɫɹ ɞɨɫɬɚɬɨɱɧɵɦ 
ɨɞɧɨɝɨ ɢɥɢ ɞɜɭɯ ɷɤɜɢɜɚɥɟɧɬɨɜ. ɉɪɢ ɲɢɮɪɨɜɚɧɢɢ ɡɚɦɟɧɚ ɞɥɹ ɫɢɦɜɨɥɚ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ 
ɜɵɛɢɪɚɟɬɫɹ ɥɢɛɨ ɫɥɭɱɚɣɧɵɦ, ɥɢɛɨ ɨɩɪɟɞɟɥɟɧɧɵɦ ɨɛɪɚɡɨɦ (ɧɚɩɪɢɦɟɪ, ɩɨ ɩɨɪɹɞɤɭ). 
ɇɚɩɪɢɦɟɪ, ɩɨɫɬɚɜɢɦ ɜ ɫɨɨɬɜɟɬɫɬɜɢɟ ɛɭɤɜɚɦ ɪɭɫɫɤɨɝɨ ɹɡɵɤɚ ɬɪɟɯɡɧɚɱɧɵɟ ɱɢɫɥɚ 

ɫɢɦɜɨɥ ȼɚɪɢɚɧɬɵ ɡɚɦɟɧɵ 
Ⱥ 760 128 255 
Ȼ 121   
ȼ 234 205  

 ɇɚɩɪɢɦɟɪ ɞɥɹ ɡɚɲɢɮɪɨɜɤɢ ɫɥɨɜɚ ɚɜɬɨɪ – ɦɨɠɟɬ ɛɵɬɶ ɲɢɮɪ  128 234 …. 



ɉɪɨɩɨɪɰɢɨɧɚɥɶɧɵɟ ɲɢɮɪɵ ɛɨɥɟɟ ɫɥɨɠɧɵ ɞɥɹ ɜɫɤɪɵɬɢɹ 
2. Ɇɧɨɝɨɚɥɮɚɜɢɬɧɵɟ ɲɢɮɪɵ. 

Ɍɚɤɚɹ ɫɯɟɦɚ ɲɢɮɪɨɜɚɧɢɹ ɨɫɧɨɜɵɜɚɟɬɫɹ ɧɚ ɬ.ɧ. ɬɚɛɥɢɰɟ ȼɢɠɢɧɟɪɚ ɢ ɧɚɡɵɜɚɟɬɫɹ 
ɩɨɞɫɬɚɧɨɜɤɚ ȼɢɠɢɧɟɪɚ. 

Ɍɚɛɥɢɰɚ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɤɜɚɞɪɚɬɧɭɸ ɦɚɬɪɢɰɭ ɫ ɱɢɫɥɨɦ ɷɥɟɦɟɧɬɨɜ S, ɝɞɟ S – ɤɨɥɢɱɟɫɬɜɨ 
ɫɢɦɜɨɥɨɜ ɜ ɚɥɮɚɜɢɬɟ. ȼ ɩɟɪɜɨɣ ɫɬɪɨɤɟ ɦɚɬɪɢɰɵ ɡɚɩɢɫɵɜɚɸɬɫɹ ɛɭɤɜɵ ɜ ɩɨɪɹɞɤɟ ɨɱɟɪɟɞɧɨɫɬɢ ɢɯ ɜ 
ɚɥɮɚɜɢɬɟ, ɜɨ ɜɬɨɪɨɣ – ɬɚ ɠɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɛɭɤɜ, ɧɨ ɫ ɫɞɜɢɝɨɦ ɜɥɟɜɨ ɧɚ ɨɞɧɭ ɩɨɡɢɰɢɸ, ɜ 
ɬɪɟɬɶɟɣ – ɫ ɫɞɜɢɝɨɦ ɧɚ ɞɜɟ ɩɨɡɢɰɢɢ ɢ ɬ. ɞ. Ɉɫɜɨɛɨɞɢɜɲɢɟɫɹ ɦɟɫɬɚ ɫɩɪɚɜɚ ɡɚɩɨɥɧɹɸɬɫɹ 
ɜɵɬɟɫɧɟɧɧɵɦɢ ɜɥɟɜɨ ɛɭɤɜɚɦɢ, 

 
Ⱦɥɹ ɲɢɮɪɨɜɚɧɢɹ ɬɟɤɫɬɚ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɤɥɸɱ, ɩɪɟɞɫɬɚɜɥɹɸɳɢɣ ɫɨɛɨɣ ɧɟɤɨɬɨɪɨɟ ɫɥɨɜɨ ɢɥɢ 

ɧɚɛɨɪ ɛɭɤɜ. Ⱦɚɥɟɟ ɢɡ ɩɨɥɧɨɣ ɦɚɬɪɢɰɵ (ɫɦ. ɪɢɫ.5.) ɜɵɛɢɪɚɟɬɫɹ ɩɨɞɦɚɬɪɢɰɚ ɲɢɮɪɨɜɚɧɢɹ, 
ɜɤɥɸɱɚɸɳɚɹ, ɧɚɩɪɢɦɟɪ, ɩɟɪɜɭɸ ɫɬɪɨɤɭ ɢ ɫɬɪɨɤɢ ɦɚɬɪɢɰɵ, ɩɟɪɜɵɦ ɫɢɦɜɨɥɨɦ (ɛɭɤɜɨɣ) ɤɨɬɨɪɨɣ 
ɹɜɥɹɸɬɫɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ ɛɭɤɜɵ ɤɥɸɱɚ. 

ɉɭɫɬɶ ɤɥɸɱɨɦ ɛɭɞɟɬ ɫɥɨɜɨ «ɆɈɊȿ». ȼ ɢɬɨɝɟ ɩɨɥɭɱɚɟɦ ɫɥɟɞɭɸɳɭɸ ɩɨɞɦɚɬɪɢɰɭ: 

 
ɉɪɨɰɟɫɫ ɲɢɮɪɨɜɚɧɢɹ ɜɤɥɸɱɚɟɬ ɫɥɟɞɭɸɳɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɞɟɣɫɬɜɢɣ: 
1) ɩɨɞ ɤɚɠɞɨɣ ɛɭɤɜɨɣ ɲɢɮɪɭɟɦɨɝɨ ɬɟɤɫɬɚ ɡɚɩɢɫɵɜɚɸɬɫɹ ɛɭɤɜɵ ɤɥɸɱɚ, ɩɨɜɬɨɪɹɸɳɢɟ ɤɥɸɱ 

ɬɪɟɛɭɟɦɨɟ ɱɢɫɥɨ ɪɚɡ; 
2) ɲɢɮɪɭɟɦɵɣ ɬɟɤɫɬ ɩɨ ɩɨɞɦɚɬɪɢɰɟ ɡɚɦɟɧɹɟɬɫɹ ɛɭɤɜɚɦɢ, ɪɚɫɩɨɥɨɠɟɧɧɵɦɢ ɧɚ ɩɟɪɟɫɟɱɟɧɢɹɯ 

ɥɢɧɢɣ, ɫɨɟɞɢɧɹɸɳɢɯ ɛɭɤɜɵ ɬɟɤɫɬɚ ɩɟɪɜɨɣ ɫɬɪɨɤɢ ɩɨɞɦɚɬɪɢɰɵ ɢ ɛɭɤɜɵ ɤɥɸɱɚ, 
ɧɚɯɨɞɹɳɟɣɫɹ ɩɨɞ ɧɟɣ 

 
Ⱦɥɹ ɞɟɲɢɮɪɨɜɚɧɢɹ ɧɟɨɛɯɨɞɢɦɨ ɡɧɚɬɶ ɤɥɸɱ.(ɦɨɠɧɨ ɩɨɩɪɨɛɨɜɚɬɶ) 
ɍɫɥɨɜɢɹ ɩɨɥɭɱɟɧɢɹ ɚɛɫɨɥɸɬɧɨ ɧɟɜɡɥɚɦɵɜɚɟɦɨɝɨ ɲɢɮɪɚ (ɒɢɮɪ ȼɟɪɧɚɦɚ) 
1) ɞɥɢɧɚ ɤɥɸɱɚ ɛɭɞɟɬ ɪɚɜɧɚ ɞɥɢɧɟ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ 
2) ɤɥɸɱ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɧ ɬɨɥɶɤɨ ɨɞɢɧ ɪɚɡ 
3) ɤɥɸɱ ɞɨɥɠɟɧ ɩɪɟɞɫɬɚɜɥɹɬɶ ɫɨɛɨɣ ɫɥɭɱɚɣɧɭɸ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɛɭɤɜ. 

3. Ƚɚɦɦɢɪɨɜɚɧɢɟ 
ɋɭɬɶ ɦɟɬɨɞɚ ɝɚɦɦɢɪɨɜɚɧɢɹ ɫɨɫɬɨɢɬ ɜ ɬɨɦ, ɱɬɨ ɫɢɦɜɨɥɵ ɲɢɮɪɭɟɦɨɝɨ ɬɟɤɫɬɚ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ 
ɫɤɥɚɞɵɜɚɸɬɫɹ ɫ ɫɢɦɜɨɥɚɦɢ ɧɟɤɨɬɨɪɨɣ ɫɩɟɰɢɚɥɶɧɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɤɨɬɨɪɚɹ ɧɚɡɵɜɚɟɬɫɹ 
ɝɚɦɦɨɣ. Ɉɬɫɸɞɚ ɢ ɧɚɡɜɚɧɢɟ ɦɟɬɨɞɚ – «ɝɚɦɦɢɪɨɜɚɧɢɟ». 
Ʉɚɤ ɩɪɚɜɢɥɨ, ɞɥɹ ɫɨɡɞɚɧɢɹ ɝɚɦɦɵ ɢɫɩɨɥɶɡɭɸɬ ɞɚɬɱɢɤ ɩɫɟɜɞɨɫɥɭɱɚɣɧɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ 
(ɉɋɉ), ɤɨɬɨɪɵɣ ɧɚ ɨɫɧɨɜɟ ɤɥɸɱɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɝɟɧɟɪɢɪɭɟɬ ɧɟɤɨɬɨɪɭɸ ɪɚɛɨɱɭɸ ɤɥɸɱɟɜɭɸ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ (ɝɚɦɦɭ). 

ɉɪɨɰɟɫɫ ɲɢɮɪɨɜɚɧɢɹ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɫɥɟɞɭɸɳɟɦ. 
 ɋɢɦɜɨɥɵ ɢɫɯɨɞɧɨɝɨ ɬɟɤɫɬɚ ɢ ɝɚɦɦɵ ɩɪɟɞɫɬɚɜɥɹɸɬɫɹ ɜ ɜɢɞɟ ɞɜɨɢɱɧɨɝɨ ɤɨɞɚ; 
 ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɪɚɡɪɹɞɵ ɫɤɥɚɞɵɜɚɸɬɫɹ; 
 ɩɨɥɭɱɟɧɧɚɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɞɜɨɢɱɧɵɯ ɡɧɚɤɨɜ ɲɢɮɪɨɜɚɧɧɨɝɨ ɬɟɤɫɬɚ ɡɚɦɟɧɹɟɬɫɹ 

ɫɢɦɜɨɥɚɦɢ ɚɥɮɚɜɢɬɚ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɜɵɛɪɚɧɧɵɦ ɤɨɞɨɦ. 
Ɇɟɬɨɞ ɝɚɦɦɢɪɨɜɚɧɢɹ ɛɟɫɫɢɥɟɧ, ɟɫɥɢ ɤɪɢɩɬɨɚɧɚɥɢɬɢɤɭ ɩɪɨɬɢɜɧɢɤɚ (ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ) 
ɫɬɚɧɨɜɢɬɫɹ ɢɡɜɟɫɬɟɧ ɮɪɚɝɦɟɧɬ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɢ ɫɨɨɬɜɟɬɫɬɜɭɸɳɚɹ ɟɦɭ ɤɪɢɩɬɨɝɪɚɦɦɚ 
(ɲɢɮɪɬɟɤɫɬ) 



Ȼɨɥɶɲɢɧɫɬɜɨ ɫɨɜɪɟɦɟɧɧɵɯ ɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ ɨɬɧɨɫɹɬɫɹ ɤ ɪɚɡɪɹɞɭ ɛɥɨɱɧɵɯ ɲɢɮɪɨɜ. 
Ɉɬɤɪɵɬɵɣ ɬɟɤɫɬ ɪɚɡɛɢɜɚɟɬɫɹ ɧɚ ɛɥɨɤɢ ɢ ɤ ɤɚɠɞɨɦɭ ɛɥɨɤɭ ɩɪɢɦɟɧɹɟɬɫɹ ɮɭɧɤɰɢɹ ɲɢɮɪɨɜɚɧɢɹ, 
ɢɫɩɨɥɶɡɭɸɳɚɹ ɦɧɨɝɨɤɪɚɬɧɨɟ ɩɨɜɬɨɪɟɧɢɟ ɨɩɟɪɚɰɢɣ ɩɨɞɫɬɚɧɨɜɤɢ ɢ ɝɚɦɦɢɪɨɜɚɧɢɹ. 
 

ɏɨɞ ɪɚɛɨɬɵ: 

1. Ɂɚɲɢɮɪɨɜɚɬɶ ɩɪɨɢɡɜɨɥɶɧɭɸ ɮɪɚɡɭ ɫ ɩɨɦɨɳɶɸ ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɤɥɸɱɚ ɦɟɬɨɞɨɦ «Ɉɞɢɧɨɱɧɚɹ 
ɩɟɪɟɫɬɚɧɨɜɤɚ ɫ ɤɥɸɱɨɦ» 

2.  ɉɨɥɭɱɢɬɶ ɭ ɬɨɜɚɪɢɳɚ ɩɨ ɝɪɭɩɩɟ ɒɢɮɪɨɝɪɚɦɦɭ ɢɡ ɩ.1 ɢ ɤɥɸɱ. ɉɪɨɜɟɫɬɢ ɪɚɫɲɢɮɪɨɜɤɭ. 
3. Ɂɚɲɢɮɪɨɜɚɬɶ ɩɪɨɢɡɜɨɥɶɧɭɸ ɮɪɚɡɭ ɫ ɩɨɦɨɳɶɸ ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɤɥɸɱɚ ɦɟɬɨɞɨɦ «ɩɨɞɫɬɚɧɨɜɤɚ 

ȼɢɠɢɧɟɪɚ» 
4.  ɉɨɥɭɱɢɬɶ ɭ ɬɨɜɚɪɢɳɚ ɩɨ ɝɪɭɩɩɟ ɒɢɮɪɨɝɪɚɦɦɭ ɢɡ ɩ.2 ɢ ɤɥɸɱ. ɉɪɨɜɟɫɬɢ ɪɚɫɲɢɮɪɨɜɤɭ. 
 

Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №2. 

ɉɪɢɦɟɧɟɧɢɟ ɚɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: ɲɢɮɪɨɜɚɧɢɟ, ɞɟɲɢɮɪɨɜɚɧɢɟ, ɭɫɬɚɧɨɜɤɚ ɢ 
ɩɪɨɜɟɪɤɚ Эɐɉ. 

ɐɟɥɶ: ɂɡɭɱɢɬɶ ɚɫɫɢɦɟɬɪɢɱɧɵɟ ɦɟɬɨɞɵ ɲɢɮɪɨɜɚɧɢɹ ɢ ɧɚɭɱɢɬɶɫɹ ɢɯ ɩɪɢɦɟɧɹɬɶ, ɜɵɩɨɥɧɹɬɶ 
ɲɢɮɪɨɜɚɧɢɟ ɢ ɞɟɲɢɮɪɨɜɚɧɢɟ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɷɬɨɝɨ ɦɟɬɨɞɚ. 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

Ɉɞɧɢɦ ɢɡ ɦɟɬɨɞɨɜ ɡɚɳɢɬɵ ɞɚɧɧɵɯ ɨɬ ɧɟɠɟɥɚɬɟɥɶɧɨɝɨ ɞɨɫɬɭɩɚ ɹɜɥɹɸɬɫɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ 
ɦɟɬɨɞɵ.  

Ɉɬɤɪɵɬɵɣ ɬɟɤɫɬ - ɢɧɮɨɪɦɚɰɢɹ, ɤɨɬɨɪɭɸ ɦɨɠɟɬ  ɛɵɬɶ ɩɨɧɹɬɧɚ ɥɸɛɨɦɭ ɫɭɛɴɟɤɬɭ. 
ɒɢɮɪɨɜɚɧɢɟ - ɉɪɨɰɟɫɫ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɨɬɤɪɵɬɨɝɨ ɬɟɤɫɬɚ ɫ ɰɟɥɶɸ ɫɞɟɥɚɬɶ ɧɟɩɨɧɹɬɧɵɦ ɟɝɨ 

ɫɦɵɫɥ. 
ȼ ɪɟɡɭɥɶɬɚɬɟ ɲɢɮɪɨɜɚɧɢɹ ɩɨɥɭɱɚɟɬɫɹ ɲɢɮɪɨɬɟɤɫɬ. ɉɪɨɰɟɫɫ ɨɛɪɚɬɧɨɝɨ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ 

ɲɢɮɪɨɬɟɤɫɬɚ ɜ ɨɬɤɪɵɬɵɣ ɬɟɤɫɬ ɧɚɡɵɜɚɟɬɫɹ ɪɚɫɲɢɮɪɨɜɚɧɢɟɦ. 
Ʉɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɦɟɬɨɞɵ ɞɟɥɹɬɫɹ ɧɚ ɞɜɚ ɨɫɧɨɜɧɵɯ ɬɢɩɚ: ɫɢɦɦɟɬɪɢɱɧɵɟ (ɲɢɮɪɨɜɚɧɢɟ 

ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ) ɢ ɚɫɢɦɦɟɬɪɢɱɧɵɟ (ɲɢɮɪɨɜɚɧɢɟ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ). 
k – ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ, k’ – ɤɥɸɱ ɪɚɫɲɢɮɪɨɜɚɧɢɹ 
ȼ ɚɫɫɢɦɢɬɪɢɱɧɵɯ k≠ k’. Ɉɞɢɧ ɢɡ ɤɥɸɱɟɣ ɨɫɬɚɟɬɫɹ ɫɟɤɪɟɬɧɵɦ (secret key), ɚ ɞɪɭɝɨɣ 

ɨɬɤɪɵɬɵɦ (public key). 
Ƚɥɚɜɧɨɟ ɞɨɫɬɢɠɟɧɢɟ ɚɫɢɦɦɟɬɪɢɱɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ ɜ ɬɨɦ, ɱɬɨ ɨɧɨ ɩɨɡɜɨɥɹɟɬ ɥɸɞɹɦ, ɧɟ 

ɢɦɟɸɳɢɦ ɞɨɝɨɜɨɪɺɧɧɨɫɬɢ ɨ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɨɛɦɟɧɢɜɚɬɶɫɹ ɫɟɤɪɟɬɧɵɦɢ ɫɨɨɛɳɟɧɢɹɦɢ. 
ɇɟɨɛɯɨɞɢɦɨɫɬɶ ɨɬɩɪɚɜɢɬɟɥɸ ɢ ɩɨɥɭɱɚɬɟɥɸ ɫɨɝɥɚɫɨɜɵɜɚɬɶ ɬɚɣɧɵɣ ɤɥɸɱ ɩɨ ɫɩɟɰɢɚɥɶɧɨɦɭ 
ɡɚɳɢɳɺɧɧɨɦɭ ɤɚɧɚɥɭ ɩɨɥɧɨɫɬɶɸ ɨɬɩɚɥɚ. ȼɫɟ ɤɨɦɦɭɧɢɤɚɰɢɢ ɡɚɬɪɚɝɢɜɚɸɬ ɬɨɥɶɤɨ ɨɬɤɪɵɬɵɟ 
ɤɥɸɱɢ, ɬɨɝɞɚ ɤɚɤ ɡɚɤɪɵɬɵɟ ɯɪɚɧɹɬɫɹ ɜ ɛɟɡɨɩɚɫɧɨɫɬɢ. 

Ⱥɫɢɦɦɟɬɪɢɱɧɚɹ ɤɪɢɩɬɨɝɪɚɮɢɹ ɢɡɧɚɱɚɥɶɧɨ ɡɚɞɭɦɚɧɚ ɤɚɤ ɫɪɟɞɫɬɜɨ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɣ ɨɬ 
ɨɞɧɨɝɨ ɨɛɴɟɤɬɚ ɤ ɞɪɭɝɨɦɭ (ɚ ɧɟ ɞɥɹ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɝɨ ɯɪɚɧɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ, ɤɨɬɨɪɨɟ 
ɨɛɟɫɩɟɱɢɜɚɸɬ ɬɨɥɶɤɨ ɫɢɦɦɟɬɪɢɱɧɵɟ ɚɥɝɨɪɢɬɦɵ).  

 
 
ɏɚɪɚɤɬɟɪɧɵɟ ɨɫɨɛɟɧɧɨɫɬɢ ɚɫɢɦɦɟɬɪɢɱɧɵɯ ɤɪɢɩɬɨɫɢɫɬɟɦ: 
1. Ⱥɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ ɢ ɪɚɫɲɢɮɪɨɜɚɧɢɹ 



ȿe: Ɇ  -  ɋ, 
Db: C  - M, 
ɹɜɥɹɸɬɫɹ ɨɬɤɪɵɬɵɦɢ. 
2.  Ɉɬɤɪɵɬɵɣ ɤɥɸɱ e ɢ ɤɪɢɩɬɨɝɪɚɦɦɚ ɋ ɦɨɝɭɬ ɛɵɬɶ ɨɬɩɪɚɜɥɟɧɵ ɩɨ ɧɟɡɚɳɢɳɟɧɧɵɦ ɤɚɧɚɥɚɦ, ɬ.ɟ. 
ɩɪɨɬɢɜɧɢɤɭ ɢɡɜɟɫɬɧɵ e ɢ ɋ. 
Ɂɚɳɢɬɚ ɢɧɮɨɪɦɚɰɢɢ ɜ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɫɢɫɬɟɦɟ ɨɫɧɨɜɚɧɚ ɧɚ ɫɟɤɪɟɬɧɨɫɬɢ ɤɥɸɱɚ d. 
ɍ.Ⱦɢɮɮɢ ɢ Ɇ.ɏɟɥɥɦɚɧ ɫɮɨɪɦɭɥɢɪɨɜɚɥɢ ɬɪɟɛɨɜɚɧɢɹ, ɜɵɩɨɥɧɟɧɢɟ ɤɨɬɨɪɵɯ ɨɛɟɫɩɟɱɢɜɚɟɬ 
ɛɟɡɨɩɚɫɧɨɫɬɶ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɫɢɫɬɟɦɵ: 
1. ȼɵɱɢɫɥɟɧɢɟ ɩɚɪɵ ɤɥɸɱɟɣ (e, d) ɩɨɥɭɱɚɬɟɥɟɦ ȼ ɧɚ ɨɫɧɨɜɟ ɧɚɱɚɥɶɧɨɝɨ ɭɫɥɨɜɢɹ ɞɨɥɠɧɨ ɛɵɬɶ 
ɩɪɨɫɬɵɦ. 
2. Ɉɬɩɪɚɜɢɬɟɥɶ Ⱥ, ɡɧɚɹ ɨɬɤɪɵɬɵɣ ɤɥɸɱ e ɢ ɫɨɨɛɳɟɧɢɟ M, ɦɨɠɟɬ ɥɟɝɤɨ ɜɵɱɢɫɥɢɬɶ ɤɪɢɩɬɨɝɪɚɦɦɭ 
ɩɨ ɚɥɝɨɪɢɬɦɭ E. 

Ee(M) = ɋ 
3. ɉɨɥɭɱɚɬɟɥɶ ȼ, ɢɫɩɨɥɶɡɭɹ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ d ɢ ɤɪɢɩɬɨɝɪɚɦɦɭ ɋ, ɦɨɠɟɬ ɥɟɝɤɨ ɜɨɫɫɬɚɧɨɜɢɬɶ 
ɢɫɯɨɞɧɨɟ ɫɨɨɛɳɟɧɢɟ. 

Dd (C) = M 
M = Dd (Ee(P)) = M 

4. ɉɪɨɬɢɜɧɢɤ, ɡɧɚɹ ɨɬɤɪɵɬɵɣ ɤɥɸɱ e, ɩɪɢ ɩɨɩɵɬɤɟ ɜɵɱɢɫɥɢɬɶ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ d ɧɚɬɚɥɤɢɜɚɟɬɫɹ 
ɧɚ ɧɟɩɪɟɨɞɨɥɢɦɭɸ ɜɵɱɢɫɥɢɬɟɥɶɧɭɸ ɩɪɨɛɥɟɦɭ. 
5. ɉɪɨɬɢɜɧɢɤ, ɡɧɚɹ ɩɚɪɭ (e, ɋ), ɩɪɢ ɩɨɩɵɬɤɟ ɜɵɱɢɫɥɢɬɶ ɢɫɯɨɞɧɨɟ ɫɨɨɛɳɟɧɢɟ M ɧɚɬɚɥɤɢɜɚɟɬɫɹ ɧɚ 
ɧɟɩɪɟɨɞɨɥɢɦɭɸ ɜɵɱɢɫɥɢɬɟɥɶɧɭɸ ɩɪɨɛɥɟɦɭ. 

Ɉɫɨɛɟɧɧɨɫɬɢ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɫɢɫɬɟɦɵ: 
1. Ȼɨɥɶɲɚɹ ɩɪɨɞɨɥɠɢɬɟɥɶɧɨɫɬɶ ɩɪɨɰɟɞɭɪ ɲɢɮɪɨɜɚɧɢɹ/ɪɚɫɲɢɮɪɨɜɚɧɢɹ (ɜ 1000 ɪɚɡ ɛɨɥɶɲɟ 
ɱɟɦ ɜ ɫɢɦɦɟɬɪɢɱɧɵɯ) 

2. ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɛɨɥɟɟ ɞɥɢɧɧɵɯ ɤɥɸɱɟɣ. (ɩɨ ɤɪɢɩɬɨɫɬɨɣɤɨɫɬɢ ɫɢɦɦɟɬɪɢɱɧɵɣ ɤɥɸɱ ɞɥɢɧɨɣ 
56 ɛɢɬɚ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɚɫɫɢɦɢɬɪɢɱɧɵɣ ɤɥɸɱ 384 ɛɢɬɚ) 

Ⱥɥɝɨɪɢɬɦ  RSA. 
ȼ 1977 ɝɨɞɭ 3 ɭɱɺɧɵɦɢ ɢɡ Ɇɚɫɫɚɱɭɫɟɬɫɤɨɝɨ ɬɟɯɧɨɥɨɝɢɱɟɫɤɨɝɨ ɢɧɫɬɢɬɭɬɚ ɛɵɥ ɪɚɡɪɚɛɨɬɚɧ 

ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ, ɨɫɧɨɜɚɧɧɵɣ ɧɚ ɩɪɨɛɥɟɦɟ ɨ ɪɚɡɥɨɠɟɧɢɢ ɧɚ ɦɧɨɠɢɬɟɥɢ. ɋɢɫɬɟɦɚ ɛɵɥɚ 
ɧɚɡɜɚɧɚ ɩɨ ɩɟɪɜɵɦ ɛɭɤɜɚɦ ɢɯ ɮɚɦɢɥɢɣ (RSA — Rivest, Shamir, Adleman). 

RSA ɫɬɚɥ ɩɟɪɜɵɦ ɚɥɝɨɪɢɬɦɨɦ, ɩɪɢɝɨɞɧɵɦ ɢ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ, ɢ ɞɥɹ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ. 
ɉɟɪɜɵɦ ɷɬɚɩɨɦ ɥɸɛɨɝɨ ɚɫɢɦɦɟɬɪɢɱɧɨɝɨ ɚɥɝɨɪɢɬɦɚ ɹɜɥɹɟɬɫɹ ɫɨɡɞɚɧɢɟ ɩɚɪɵ ɤɥɸɱɟɣ : 

ɨɬɤɪɵɬɨɝɨ ɢ ɡɚɤɪɵɬɨɝɨ ɢ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ "ɩɨ ɜɫɟɦɭ ɦɢɪɭ". Ⱦɥɹ ɚɥɝɨɪɢɬɦɚ 
RSA ɷɬɚɩ ɫɨɡɞɚɧɢɹ ɤɥɸɱɟɣ ɫɨɫɬɨɢɬ ɢɡ ɫɥɟɞɭɸɳɢɯ ɨɩɟɪɚɰɢɣ : 

1. ȼɵɛɢɪɚɸɬɫɹ ɞɜɚ ɩɪɨɫɬɵɯ (!) ɱɢɫɥɚ p ɢ q  
2. ȼɵɱɢɫɥɹɟɬɫɹ ɢɯ ɩɪɨɢɡɜɟɞɟɧɢɟ n=p*q  
3. ȼɵɛɢɪɚɟɬɫɹ ɩɪɨɢɡɜɨɥɶɧɨɟ ɱɢɫɥɨ e (e<n), ɬɚɤɨɟ, ɱɬɨ ɇɈȾ(e,(p-1)(q-1))=1, ɬɨ ɟɫɬɶ e ɞɨɥɠɧɨ 

ɛɵɬɶ ɜɡɚɢɦɧɨ ɩɪɨɫɬɵɦ ɫ ɱɢɫɥɨɦ (p-1)(q-1).  
4. ɇɚɣɞɟɦ ɬɚɤɨɟ d, ɱɬɨ  (e *d)mod((p-1)(q-1))=1.  
5.  (n; e) – ɨɬɤɪɵɬɵɣ (public) ɤɥɸɱ 

(n; d) – ɫɟɤɪɟɬɧɵɣ (private) ɤɥɸɱ. 
ɑɢɫɥɨ d ɯɪɚɧɢɬɫɹ ɜ ɫɬɪɨɠɚɣɲɟɦ ɫɟɤɪɟɬɟ – ɷɬɨ ɢ ɟɫɬɶ ɡɚɤɪɵɬɵɣ ɤɥɸɱ, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɢɬ ɱɢɬɚɬɶ 
ɜɫɟ ɩɨɫɥɚɧɢɹ, ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɫ ɩɨɦɨɳɶɸ ɩɚɪɵ ɱɢɫɟɥ 
 ȿɫɥɢ ɛɵ ɫɭɳɟɫɬɜɨɜɚɥɢ ɷɮɮɟɤɬɢɜɧɵɟ ɦɟɬɨɞɵ ɪɚɡɥɨɠɟɧɢɹ ɧɚ ɫɨɦɧɨɠɢɬɟɥɢ (ɮɚɤɬɨɪɢɧɝɚ), ɬɨ, 
ɪɚɡɥɨɠɢɜ n ɧɚ ɫɨɦɧɨɠɢɬɟɥɢ (ɮɚɤɬɨɪɵ) p ɢ q, ɦɨɠɧɨ ɛɵɥɨ ɛɵ ɩɨɥɭɱɢɬɶ ɫɟɤɪɟɬɧɵɣ (private) ɤɥɸɱ 
d. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɧɚɞɟɠɧɨɫɬɶ ɤɪɢɩɬɨɫɢɫɬɟɦɵ RSA ɨɫɧɨɜɚɧɚ ɧɚ ɬɪɭɞɧɨɪɚɡɪɟɲɢɦɨɣ – ɩɪɚɤɬɢɱɟɫɤɢ 
ɧɟɪɚɡɪɟɲɢɦɨɣ – ɡɚɞɚɱɟ ɪɚɡɥɨɠɟɧɢɹ n ɧɚ ɫɨɦɧɨɠɢɬɟɥɢ (ɬɨ ɟɫɬɶ ɧɚ ɧɟɜɨɡɦɨɠɧɨɫɬɢ ɮɚɤɬɨɪɢɧɝɚ n) 
ɬɚɤ ɤɚɤ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɷɮɮɟɤɬɢɜɧɨɝɨ ɫɩɨɫɨɛɚ ɩɨɢɫɤɚ ɫɨɦɧɨɠɢɬɟɥɟɣ ɧɟ ɫɭɳɟɫɬɜɭɟɬ (e,n). 
 
ɒɢɮɪɨɜɚɧɢɟ: ɋ= Me {mod n} 
Ɋɚɫɲɢɮɪɨɜɚɧɢɟ: M= Cd {mod n} 

 

 

ɏɨɞ ɪɚɛɨɬɵ. 
 

1. Ɂɚɲɢɮɪɨɜɚɬɶ ɫɨɨɛɳɟɧɢɟ ―AȻɋ‖ ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦɚ RSA, ɡɧɚɹ ɱɬɨ ɫɢɦɜɨɥɵ ɦɨɠɧɨ 
ɩɪɟɞɫɬɚɜɢɬɶ ɜ ɜɢɞɟ ɱɢɫɥɨɜɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ. Ȼɭɤɜɚ Ⱥ =1, ȼ=2, ɋ=3. 



2. Ɋɚɫɲɢɮɪɨɜɚɬɶ ɩɨɥɭɱɟɧɧɭɸ ɤɪɢɩɬɨɝɪɚɦɦɭ. 
 

Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №3.  

ɉɪɢɦɟɧɟɧɢɟ ɯɷɲ-ɮɭɧɤɰɢɣ ɞɥɹ ɚɥɝɨɪɢɬɦɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɡɚɳɢɬɵ ɞɚɧɧɵɯ. 

ɐɟɥɶ: ɂɡɭɱɢɬɶ ɩɪɢɦɟɧɟɧɢɟ ɯɟɲ-ɮɭɧɤɰɢɣ ɞɥɹ ɚɥɝɨɪɢɬɦɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɡɚɳɢɬɵ ɞɚɧɧɵɯ. 

ɉɨɡɧɚɤɨɦɢɬɶɫɹ ɫ ɪɚɛɨɬɨɣ ɭɬɢɥɢɬɵ OpenSSL 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

ɉɪɢ ɪɚɡɪɚɛɨɬɤɟ ɥɸɛɨɝɨ ɤɪɢɩɬɨɚɥɝɨɪɢɬɦɚ ɫɥɟɞɭɟɬ ɭɱɢɬɵɜɚɬɶ, ɱɬɨ ɜ ɩɨɥɨɜɢɧɟ ɫɥɭɱɚɟɜ 
ɤɨɧɟɱɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɫɢɫɬɟɦɵ ɹɜɥɹɟɬɫɹ ɱɟɥɨɜɟɤ, ɚ ɧɟ ɚɜɬɨɦɚɬɢɱɟɫɤɚɹ ɫɢɫɬɟɦɚ. ɗɬɨ ɫɬɚɜɢɬ 
ɜɨɩɪɨɫ ɨ ɬɨɦ, ɭɞɨɛɧɨ, ɢ ɜɨɨɛɳɟ ɪɟɚɥɶɧɨ ɥɢ ɱɟɥɨɜɟɤɭ ɡɚɩɨɦɧɢɬɶ 128-ɛɢɬɧɵɣ ɤɥɸɱ (32 
ɲɟɫɬɧɚɞɰɚɬɟɪɢɱɧɵɟ ɰɢɮɪɵ). ɇɚ ɫɚɦɨɦ ɞɟɥɟ ɩɪɟɞɟɥ ɡɚɩɨɦɢɧɚɟɦɨɫɬɢ ɥɟɠɢɬ ɧɚ ɝɪɚɧɢɰɟ 8-12 
ɩɨɞɨɛɧɵɯ ɫɢɦɜɨɥɨɜ, ɚ, ɫɥɟɞɨɜɚɬɟɥɶɧɨ, ɟɫɥɢ ɦɵ ɛɭɞɟɦ ɡɚɫɬɚɜɥɹɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ ɨɩɟɪɢɪɨɜɚɬɶ 
ɢɦɟɧɧɨ ɤɥɸɱɨɦ, ɬɟɦ ɫɚɦɵɦ ɦɵ ɩɪɚɤɬɢɱɟɫɤɢ ɜɵɧɭɞɢɦ ɟɝɨ ɤ ɡɚɩɢɫɢ ɤɥɸɱɚ ɧɚ ɤɚɤɨɦ-ɥɢɛɨ ɥɢɫɬɤɟ 
ɛɭɦɚɝɢ ɢɥɢ ɷɥɟɤɬɪɨɧɧɨɦ ɧɨɫɢɬɟɥɟ, ɧɚɩɪɢɦɟɪ, ɜ ɬɟɤɫɬɨɜɨɦ ɮɚɣɥɟ. ɗɬɨ, ɟɫɬɟɫɬɜɟɧɧɨ, ɪɟɡɤɨ 
ɫɧɢɠɚɟɬ ɡɚɳɢɳɟɧɧɨɫɬɶ ɫɢɫɬɟɦɵ. 

Ⱦɥɹ ɪɟɲɟɧɢɹ  ɩɪɨɛɥɟɦɵ ɡɚɩɨɦɢɧɚɧɢɹ ɤɥɸɱɚ ɛɵɥɢ ɪɚɡɪɚɛɨɬɚɧɵ ɦɟɬɨɞɵ, ɩɪɟɨɛɪɚɡɭɸɳɢɟ 
ɩɪɨɢɡɧɨɫɢɦɭɸ, ɨɫɦɵɫɥɟɧɧɭɸ ɫɬɪɨɤɭ ɩɪɨɢɡɜɨɥɶɧɨɣ ɞɥɢɧɵ – ɩɚɪɨɥɶ, ɜ ɭɤɚɡɚɧɧɵɣ ɤɥɸɱ ɡɚɪɚɧɟɟ 
ɡɚɞɚɧɧɨɣ ɞɥɢɧɵ. ȼ ɩɨɞɚɜɥɹɸɳɟɦ ɛɨɥɶɲɢɧɫɬɜɟ ɫɥɭɱɚɟɜ ɞɥɹ ɷɬɨɣ ɨɩɟɪɚɰɢɢ ɢɫɩɨɥɶɡɭɸɬɫɹ ɬɚɤ 
ɧɚɡɵɜɚɟɦɵɟ ɯɟɲ-ɮɭɧɤɰɢɢ (ɨɬ ɚɧɝɥ. hashing – ɦɟɥɤɚɹ ɧɚɪɟɡɤɚ ɢ ɩɟɪɟɦɟɲɢɜɚɧɢɟ).  

ɏɟɲɢɪɨɜɚɧɢɟ— ɩɪɟɨɛɪɚɡɨɜɚɧɢɟ ɜɯɨɞɧɨɝɨ ɦɚɫɫɢɜɚ ɞɚɧɧɵɯ ɩɪɨɢɡɜɨɥɶɧɨɣ ɞɥɢɧɵ ɜ ɜɵɯɨɞɧɭɸ 
ɛɢɬɨɜɭɸ ɫɬɪɨɤɭ ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɵ. Ɍɚɤɢɟ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɬɚɤɠɟ ɧɚɡɵɜɚɸɬɫɹ ɯɟɲ-
ɮɭɧɤɰɢɹɦɢ ɢɥɢ ɮɭɧɤɰɢɹɦɢ ɫɜɺɪɬɤɢ, ɚ ɢɯ ɪɟɡɭɥɶɬɚɬɵ ɧɚɡɵɜɚɸɬ ɯɟɲɟɦ, ɯɟɲ-ɤɨɞɨɦ ɢɥɢ ɫɜɨɞɤɨɣ 
ɫɨɨɛɳɟɧɢɹ. 

ȼ ɨɛɳɟɦ ɫɥɭɱɚɟ ɨɞɧɨɡɧɚɱɧɨɝɨ ɫɨɨɬɜɟɬɫɬɜɢɹ ɦɟɠɞɭ ɢɫɯɨɞɧɵɦɢ ɞɚɧɧɵɦɢ ɢ ɯɟɲ-ɤɨɞɨɦ ɧɟɬ ɜ 
ɫɢɥɭ ɬɨɝɨ, ɱɬɨ ɤɨɥɢɱɟɫɬɜɨ ɡɧɚɱɟɧɢɣ ɯɟɲ-ɮɭɧɤɰɢɣ ɦɟɧɶɲɟ, ɱɟɦ ɜɚɪɢɚɧɬɨɜ ɜɯɨɞɧɨɝɨ ɦɚɫɫɢɜɚ. 
ɋɭɳɟɫɬɜɭɟɬ ɦɧɨɠɟɫɬɜɨ ɦɚɫɫɢɜɨɜ ɫ ɪɚɡɧɵɦ ɫɨɞɟɪɠɢɦɵɦ, ɧɨ ɞɚɸɳɢɯ ɨɞɢɧɚɤɨɜɵɟ ɯɟɲ-ɤɨɞɵ— ɬɚɤ 
ɧɚɡɵɜɚɟɦɵɟ ɤɨɥɥɢɡɢɢ. ȼɟɪɨɹɬɧɨɫɬɶ ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɤɨɥɥɢɡɢɣ ɢɝɪɚɟɬ ɧɟɦɚɥɨɜɚɠɧɭɸ ɪɨɥɶ ɜ 
ɨɰɟɧɤɟ ɤɚɱɟɫɬɜɚ ɯɟɲ-ɮɭɧɤɰɢɣ. 

ɏɟɲɢɪɨɜɚɧɢɟ ɩɪɢɦɟɧɹɟɬɫɹ ɧɚɩɪɢɦɟɪ ɩɪɢ ɜɵɪɚɛɨɬɤɟ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɞɩɢɫɢ (ɧɚ ɩɪɚɤɬɢɤɟ ɱɚɫɬɨ 
ɩɨɞɩɢɫɵɜɚɟɬɫɹ ɧɟ ɫɚɦɨ ɫɨɨɛɳɟɧɢɟ, ɚ ɟɝɨ ɯɟɲ-ɨɛɪɚɡ). 

ɋɭɳɟɫɬɜɭɟɬ ɦɧɨɠɟɫɬɜɨ ɚɥɝɨɪɢɬɦɨɜ ɯɟɲɢɪɨɜɚɧɢɹ ɫ ɪɚɡɥɢɱɧɵɦɢ ɫɜɨɣɫɬɜɚɦɢ (ɪɚɡɪɹɞɧɨɫɬɶ, 
ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɫɥɨɠɧɨɫɬɶ, ɤɪɢɩɬɨɫɬɨɣɤɨɫɬɶ ɢ ɬ. ɩ.). ȼɵɛɨɪ ɬɨɣ ɢɥɢ ɢɧɨɣ ɯɟɲ-ɮɭɧɤɰɢɢ 
ɨɩɪɟɞɟɥɹɟɬɫɹ ɫɩɟɰɢɮɢɤɨɣ ɪɟɲɚɟɦɨɣ ɡɚɞɚɱɢ. ɉɪɨɫɬɟɣɲɢɦɢ ɩɪɢɦɟɪɚɦɢ ɯɟɲ-ɮɭɧɤɰɢɣ ɦɨɝɭɬ 
ɫɥɭɠɢɬɶ ɤɨɧɬɪɨɥɶɧɚɹ ɫɭɦɦɚ ɢɥɢ CRC. 

Ɉɛɳɢɟ ɬɪɟɛɨɜɚɧɢɹ ɤ ɯɟɲ-ɮɭɧɤɰɢɹɦ: 
ɏɨɪɨɲɚɹ ɯɟɲ-ɮɭɧɤɰɢɹ ɞɨɥɠɧɚ ɭɞɨɜɥɟɬɜɨɪɹɬɶ ɞɜɭɦ ɫɜɨɣɫɬɜɚɦ: 
1.  Ȼɵɫɬɪɨ ɜɵɱɢɫɥɹɬɶɫɹ;  
2.  Ɇɢɧɢɦɢɡɢɪɨɜɚɬɶ ɤɨɥɢɱɟɫɬɜɨ ɤɨɥɥɢɡɢɣ  

Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
Ɉɞɧɚ ɢɡ ɮɭɧɤɰɢɣ ɡɚɳɢɬɵ – ɢɞɟɧɬɢɮɢɤɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ (ɫɨɨɛɳɟɧɢɟ ɫɢɫɬɟɦɟ ɢɦɟɧɢ). ȿɫɥɢ 

ɩɪɨɰɟɞɭɪɚ ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɡɚɤɨɧɱɢɥɚɫɶ ɭɫɩɟɲɧɨ, ɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɹɜɥɹɟɬɫɹ ɡɚɤɨɧɧɵɦ, ɬɚɤ ɤɚɤ ɨɧ 
ɢɦɟɟɬ ɧɟɤɨɬɨɪɵɣ ɩɪɢɡɧɚɤ (ɢɞɟɧɬɢɮɢɤɚɬɨɪ), ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɣ ɜ ɫɢɫɬɟɦɟ. 

ɋɥɟɞɭɸɳɢɣ ɲɚɝ – ɷɬɨ ɩɪɨɜɟɪɤɚ ɩɨɞɥɢɧɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɬɨ ɟɫɬɶ ɟɝɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ: 
ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ, ɹɜɥɹɟɬɫɹ ɥɢ ɞɚɧɧɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɬɟɦ, ɤɟɦ ɨɧ ɫɟɛɹ ɨɛɴɹɜɥɹɟɬ. 

ȿɫɥɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɩɪɨɲɥɚ ɭɫɩɟɲɧɨ, ɢ ɩɨɞɬɜɟɪɠɞɟɧɚ ɩɨɞɥɢɧɧɨɫɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɦɨɠɧɨ 
ɭɫɬɚɧɨɜɢɬɶ ɞɨɫɬɭɩɧɵɟ ɟɦɭ ɪɟɫɭɪɫɵ – ɷɬɨ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟ ɩɨɥɧɨɦɨɱɢɣ (ɚɜɬɨɪɢɡɚɰɢɹ). 

ɉɪɢ ɩɟɪɟɞɚɱɟ ɞɚɧɧɵɯ, ɩɨɫɥɟ ɬɨɝɨ ɤɚɤ ɫɨɟɞɢɧɟɧɢɟ ɭɫɬɚɧɨɜɥɟɧɨ, ɧɟɨɛɯɨɞɢɦɨ ɨɛɟɫɩɟɱɢɬɶ 
ɬɪɟɛɨɜɚɧɢɹ: 

ɚ) ɩɨɥɭɱɚɬɟɥɶ ɞ. ɛ. ɭɜɟɪɟɧ ɜ ɩɨɞɥɢɧɧɨɫɬɢ ɢɫɬɨɱɧɢɤɚ ɞɚɧɧɵɯ; 
ɛ) ɩɨɥɭɱɚɬɟɥɶ ɞ. ɛ. ɭɜɟɪɟɧ ɜ ɩɨɞɥɢɧɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɵɯ ɞɚɧɧɵɯ; 
ɜ) ɨɬɩɪɚɜɢɬɟɥɶ ɞ. ɛ. ɭɜɟɪɟɧ ɜ ɞɨɫɬɚɜɤɟ ɞɚɧɧɵɯ ɩɨɥɭɱɚɬɟɥɸ; 
ɞ) ɨɬɩɪɚɜɢɬɟɥɶ ɞ. ɛ. ɭɜɟɪɟɧ ɜ ɩɨɞɥɢɧɧɨɫɬɢ ɞɨɫɬɚɜɥɟɧɧɵɯ ɞɚɧɧɵɯ. 

http://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B7%D1%80%D1%8F%D0%B4%D0%BD%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%BB%D0%BE%D0%B6%D0%BD%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D1%82%D0%BE%D0%B9%D0%BA%D0%BE%D1%81%D1%82%D1%8C
http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%82%D1%80%D0%BE%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D1%83%D0%BC%D0%BC%D0%B0
http://ru.wikipedia.org/wiki/CRC


Ⱦɥɹ ɬɪɟɛɨɜɚɧɢɣ (ɚ) ɢ (ɛ) ɫɪɟɞɫɬɜɨ ɡɚɳɢɬɵ – ɰɢɮɪɨɜɚɹ ɩɨɞɩɢɫɶ; ɞɥɹ ɬɪɟɛɨɜɚɧɢɣ (ɜ) ɢ (ɞ) – 
ɨɬɩɪɚɜɢɬɟɥɶ ɞɨɥɠɟɧ ɩɨɥɭɱɢɬɶ ɭɜɟɞɨɦɥɟɧɢɟ ɨ ɜɪɭɱɟɧɢɢ ɫ ɩɨɦɨɳɶ ɭɞɨɫɬɨɜɟɪɹɸɳɟɣ ɩɨɱɬɵ 
(certified mail). 

ɋɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɜ ɬɚɤɨɣ ɩɪɨɰɟɞɭɪɟ – ɰɢɮɪɨɜɚɹ ɩɨɞɩɢɫɶ ɨɬɜɟɬɧɨɝɨ ɫɨɨɛɳɟɧɢɹ. 
Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ ɨɬɩɪɚɜɢɬɟɥɹ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɶɸ. 
ɉɨɞɩɢɫɶ ɫɨɨɛɳɟɧɢɹ ɜ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɫɢɫɬɟɦɟ ɜɵɩɨɥɧɹɟɬɫɹ ɩɭɬɟɦ ɲɢɮɪɨɜɚɧɢɹ ɧɚ 

ɫɟɤɪɟɬɧɨɦ ɤɥɸɱɟ ɨɬɩɪɚɜɢɬɟɥɹ. 
ɉɟɪɟɞɚɜɚɟɦɨɟ ɫɨɨɛɳɟɧɢɟ ɫɨɫɬɨɢɬ ɢɡ ɫɨɞɟɪɠɚɬɟɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɨɬɩɪɚɜɢɬɟɥɹ (ɜ ɨɬɤɪɵɬɨɦ 

ɜɢɞɟ) ɫ ɞɨɛɚɜɥɟɧɧɨɣ ɤ ɧɟɣ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɶɸ. 
ɉɨɥɭɱɚɬɟɥɶ, ɡɧɚɹ ɨɬɤɪɵɬɵɣ ɤɥɸɱ ɨɬɩɪɚɜɢɬɟɥɹ, ɦɨɠɟɬ ɜɵɩɨɥɧɢɬɶ ɞɟɲɢɮɪɨɜɚɧɢɟ ɢ ɬɟɦ ɫɚɦɵɦ 

ɨɫɭɳɟɫɬɜɢɬɶ Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɸ ɂɫɬɨɱɧɢɤɚ ɩɨ ɪɟɡɭɥɶɬɚɬɭ ɫɪɚɜɧɟɧɢɹ ɩɪɢɧɹɬɨɣ ɢ ɜɵɱɢɫɥɟɧɧɨɣ 
ɩɨɥɭɱɚɬɟɥɟɦ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ. 

ɇɟ ɡɧɚɹ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ ɨɬɩɪɚɜɢɬɟɥɹ, ɧɟɜɨɡɦɨɠɧɨ ɫɨɡɞɚɬɶ ɥɨɠɧɨɟ ɫɨɨɛɳɟɧɢɟ ɫ ɡɚɞɚɧɧɨɣ 
ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɶɸ. 

ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɯɷɲ-ɮɭɧɤɰɢɢ ɜ ɬɟɯɧɨɥɨɝɢɢ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ ɩɨɡɜɨɥɹɟɬ ɢɡɛɟɠɚɬɶ ɭɞɜɨɟɧɢɹ 
ɪɚɡɦɟɪɚ ɩɟɪɟɞɚɜɚɟɦɨɝɨ ɫɨɨɛɳɟɧɢɹ, ɤɨɝɞɚ ɪɚɡɦɟɪ ɰɢɮɪɨɜɨɣ ɩɨɞɩɢɫɢ ɛɭɞɟɬ ɪɚɜɟɧ ɪɚɡɦɟɪɭ 
ɢɫɯɨɞɧɨɝɨ ɫɨɨɛɳɟɧɢɹ (ɜ ɫɢɦɜɨɥɚɯ ɫɨɨɛɳɟɧɢɹ). 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɩɪɨɰɟɞɭɪɚ ɜɵɱɢɫɥɟɧɢɹ ɩɨɞɩɢɫɢ ɫɜɨɞɢɬɫɹ ɤ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɦɭ ɜɵɱɢɫɥɟɧɢɸ 
ɡɧɚɱɟɧɢɹ ɯɷɲ-ɮɭɧɤɰɢɢ ɨɬ ɢɫɯɨɞɧɨɝɨ ɫɨɨɛɳɟɧɢɹ ɢ ɲɢɮɪɨɜɚɧɢɸ ɩɨɥɭɱɟɧɧɨɝɨ ɡɧɚɱɟɧɢɹ ɧɚ 
ɫɟɤɪɟɬɧɨɦ ɤɥɸɱɟ ɨɬɩɪɚɜɢɬɟɥɹ (ɢɥɢ ɞɟɲɢɮɪɨɜɚɧɢɸ ɧɚ ɨɬɤɪɵɬɨɦ ɤɥɸɱɟ ɩɪɢ ɩɪɨɜɟɪɤɟ ɩɨɞɩɢɫɢ). 

ȿɫɥɢ ɨɬɩɪɚɜɢɬɟɥɶ ɢ ɩɨɥɭɱɚɬɟɥɶ ɡɧɚɸɬ ɨɞɢɧ ɢ ɬɨɬ ɠɟ ɫɟɚɧɫɨɜɵɣ ɤɥɸɱ, ɚɭɬɟɧɬɢɱɧɨɫɬɶ 
ɫɨɨɛɳɟɧɢɹ ɦɨɠɧɨ ɨɛɟɫɩɟɱɢɬɶ, ɜɵɱɢɫɥɢɜ ɡɧɚɱɟɧɢɟ ɯɷɲ-ɮɭɧɤɰɢɢ ɨɬ ɨɛɴɟɞɢɧɟɧɢɹ (ɤɨɧɤɚɬɟɧɚɰɢɢ) 
ɩɟɪɟɞɚɜɚɟɦɨɝɨ ɫɨɨɛɳɟɧɢɹ ɢ ɫɟɚɧɫɨɜɨɝɨ ɤɥɸɱɚ. 

Ɋɟɡɭɥɶɬɚɬ ɷɬɨɝɨ ɜɵɱɢɫɥɟɧɢɹ ɧɚɡɵɜɚɟɬɫɹ ɤɨɞɨɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫɨɨɛɳɟɧɢɹ (ɄȺɋ)  
ɄȺɋ ɧɭɠɟɧ ɞɥɹ ɡɚɳɢɬɵ ɨɬ ɧɚɜɹɡɵɜɚɧɢɹ ɥɨɠɧɵɯ ɫɨɨɛɳɟɧɢɣ. Ⱦɥɹ ɡɚɳɢɬɵ ɨɬ ɩɨɞɞɟɥɤɢ ɄȺɋ 

ɧɟ ɩɟɪɟɞɚɟɬɫɹ ɜ ɨɬɤɪɵɬɨɦ ɜɢɞɟ, ɚ ɨɛɴɟɞɢɧɹɟɬɫɹ ɫ ɨɬɤɪɵɬɵɦ ɬɟɤɫɬɨɦ (ɤɨɧɤɚɬɟɧɚɰɢɹ). 
ɉɨɥɭɱɟɧɧɵɣ ɜ ɪɟɡɭɥɶɬɚɬɟ ɨɛɴɟɞɢɧɟɧɢɹ ɛɥɨɤ ɲɢɮɪɭɟɬɫɹ ɡɚɬɟɦ ɧɚ ɫɟɚɧɫɨɜɨɦ ɤɥɸɱɟ. 
ȼ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɫɢɫɬɟɦɟ ɧɢɤɬɨ, ɤɪɨɦɟ ɨɬɩɪɚɜɢɬɟɥɹ, ɧɟ ɡɧɚɟɬ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ. ɗɬɨ 

ɩɨɡɜɨɥɹɟɬ ɨɞɧɨɡɧɚɱɧɨ ɞɨɤɚɡɵɜɚɬɶ ɩɪɢɧɚɞɥɟɠɧɨɫɬɶ ɩɪɢ ɨɬɤɚɡɟ ɨɬɩɪɚɜɢɬɟɥɹ (ɩɨɥɭɱɚɬɟɥɹ) ɨɬ ɪɚɧɟɟ 
ɩɟɪɟɞɚɧɧɨɝɨ (ɩɪɢɧɹɬɨɝɨ) ɫɨɨɛɳɟɧɢɹ. 

Ɍɚɤɠɟ, ɩɨɥɭɱɚɬɟɥɶ, ɧɟ ɡɧɚɹ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ, ɧɟ ɦɨɠɟɬ ɩɨɞɩɢɫɚɬɶ ɫɨɨɛɳɟɧɢɟ ɨɬ ɥɢɰɚ 
ɨɬɩɪɚɜɢɬɟɥɹ. 

ɉɨɩɭɥɹɪɧɵɟ ɫɬɚɧɞɚɪɬɵ ɯɟɲɢɪɨɜɚɧɢɹ. 
Ɋɚɫɫɦɨɬɪɢɦ ɬɟɩɟɪɶ ɬɨ, ɜ ɤɚɤɢɯ ɩɨɩɭɥɹɪɧɵɯ ɫɬɚɧɞɚɪɬɚɯ ɦɨɝɭɬ ɛɵɬɶ ɩɪɟɞɫɬɚɜɥɟɧɵ ɯɷɲ-

ɮɭɧɤɰɢɢ. ȼ ɱɢɫɥɟ ɬɚɤɨɜɵɯ — CRC. Ⱦɚɧɧɵɣ ɚɥɝɨɪɢɬɦ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɰɢɤɥɢɱɟɫɤɢɣ ɤɨɞ, 
ɧɚɡɵɜɚɟɦɵɣ ɬɚɤɠɟ ɤɨɧɬɪɨɥɶɧɨɣ ɫɭɦɦɨɣ. Ⱦɚɧɧɵɣ ɫɬɚɧɞɚɪɬ ɯɚɪɚɤɬɟɪɢɡɭɟɬɫɹ ɩɪɨɫɬɨɬɨɣ ɢ ɜ ɬɨ ɠɟ 
ɜɪɟɦɹ ɭɧɢɜɟɪɫɚɥɶɧɨɫɬɶɸ — ɩɨɫɪɟɞɫɬɜɨɦ ɧɟɝɨ ɦɨɠɧɨ ɯɟɲɢɪɨɜɚɬɶ ɫɚɦɵɣ ɲɢɪɨɤɢɣ ɫɩɟɤɬɪ 
ɞɚɧɧɵɯ. CRC — ɨɞɢɧ ɢɡ ɫɚɦɵɯ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ ɚɥɝɨɪɢɬɦɨɜ, ɧɟ ɨɬɧɨɫɹɳɢɯɫɹ ɤ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦ.  

ȼ ɫɜɨɸ ɨɱɟɪɟɞɶ, ɩɪɢ ɲɢɮɪɨɜɚɧɢɢ ɞɨɫɬɚɬɨɱɧɨ ɲɢɪɨɤɨɟ ɩɪɢɦɟɧɟɧɢɟ ɧɚɯɨɞɹɬ ɫɬɚɧɞɚɪɬɵ MD4 
ɢ MD5. ȿɳɟ ɨɞɢɧ ɩɨɩɭɥɹɪɧɵɣ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɣ ɚɥɝɨɪɢɬɦ — SHA-1. ȼ ɱɚɫɬɧɨɫɬɢ, ɨɧ 
ɯɚɪɚɤɬɟɪɢɡɭɟɬɫɹ ɪɚɡɦɟɪɨɦ ɯɷɲɚ 160 ɛɢɬ, ɱɬɨ ɛɨɥɶɲɟ, ɱɟɦ ɭ MD5 — ɞɚɧɧɵɣ ɫɬɚɧɞɚɪɬ 
ɩɨɞɞɟɪɠɢɜɚɟɬ 128 ɛɢɬ. ȿɫɬɶ ɪɨɫɫɢɣɫɤɢɟ ɫɬɚɧɞɚɪɬɵ, ɪɟɝɭɥɢɪɭɸɳɢɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɯɷɲ-ɮɭɧɤɰɢɣ, 
— ȽɈɋɌ Ɋ 34.11-94, ɚ ɬɚɤɠɟ ɡɚɦɟɧɢɜɲɢɣ ɟɝɨ ȽɈɋɌ Ɋ 34.11-2012. Ɇɨɠɧɨ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɜɟɥɢɱɢɧɚ 
ɯɷɲɚ, ɩɪɟɞɭɫɦɨɬɪɟɧɧɚɹ ɚɥɝɨɪɢɬɦɚɦɢ, ɩɪɢɧɹɬɵɦɢ ɜ ɊɎ, ɫɨɫɬɚɜɥɹɟɬ 256 ɛɢɬ.  

ɋɬɚɧɞɚɪɬɵ, ɨ ɤɨɬɨɪɵɯ ɢɞɟɬ ɪɟɱɶ, ɦɨɝɭɬ ɛɵɬɶ ɤɥɚɫɫɢɮɢɰɢɪɨɜɚɧɵ ɩɨ ɪɚɡɥɢɱɧɵɦ ɨɫɧɨɜɚɧɢɹɦ. 
ɇɚɩɪɢɦɟɪ, ɟɫɬɶ ɬɟ, ɱɬɨ ɡɚɞɟɣɫɬɜɭɸɬ ɚɥɝɨɪɢɬɦɵ ɛɥɨɱɧɵɟ ɢ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɟ. ɉɪɨɫɬɨɬɚ 
ɜɵɱɢɫɥɟɧɢɣ ɧɚ ɨɫɧɨɜɟ ɫɬɚɧɞɚɪɬɨɜ ɩɟɪɜɨɝɨ ɬɢɩɚ ɱɚɫɬɨ ɫɨɩɪɨɜɨɠɞɚɟɬɫɹ ɢɯ ɧɟɜɵɫɨɤɨɣ ɫɤɨɪɨɫɬɶɸ. 
ɉɨɷɬɨɦɭ ɜ ɤɚɱɟɫɬɜɟ ɚɥɶɬɟɪɧɚɬɢɜɵ ɛɥɨɱɧɵɦ ɚɥɝɨɪɢɬɦɚɦ ɦɨɝɭɬ ɡɚɞɟɣɫɬɜɨɜɚɬɶɫɹ ɬɟ, ɱɬɨ 
ɩɪɟɞɩɨɥɚɝɚɸɬ ɦɟɧɶɲɢɣ ɨɛɴɟɦ ɧɟɨɛɯɨɞɢɦɵɯ ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɨɩɟɪɚɰɢɣ. Ʉ ɛɵɫɬɪɨɞɟɣɫɬɜɭɸɳɢɦ 
ɫɬɚɧɞɚɪɬɚɦ ɩɪɢɧɹɬɨ ɨɬɧɨɫɢɬɶ, ɜ ɱɚɫɬɧɨɫɬɢ, ɨɬɦɟɱɟɧɧɵɟ ɜɵɲɟ MD4, MD5, ɚ ɬɚɤɠɟ SHA. 
 

ɏɨɞ ɪɚɛɨɬɵ. 
Ɋɚɛɨɬɚ ɫ OpenSSL 

OpenSSL – ɷɬɨ ɛɢɛɥɢɨɬɟɤɚ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɞɚ, ɧɚɩɢɫɚɧɧɚɹ ɧɚ ɹɡɵɤɟ ɋ, ɤɨɬɨɪɚɹ ɪɟɚɥɢɡɭɟɬ 
ɨɫɧɨɜɧɵɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɨɩɟɪɚɰɢɢ, ɬɚɤɢɟ ɤɚɤ ɫɢɦɦɟɬɪɢɱɟɫɤɨɟ ɢ ɚɫɫɢɦɟɬɪɢɱɟɫɤɨɟ 
ɲɢɮɪɨɜɚɧɢɟ, ɰɢɮɪɨɜɭɸ ɩɨɞɩɢɫɶ, ɯɷɲɢɪɨɜɚɧɢɟ, ɢɬɞ… 



ɍɬɢɥɢɬɚ OpenSSL ɢɦɟɟɬ ɢɧɬɟɪɮɟɣɫ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ, ɤɨɬɨɪɚɹ ɧɚɩɢɫɚɧɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɷɬɨɣ ɛɢɛɥɢɨɬɟɤɢ.  

1. Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ ɬɪɟɛɭɟɬɫɹ ɭɫɬɚɧɨɜɢɬɶ ɩɪɨɝɪɚɦɦɭ Win32OpenSSL_Light (ɢɥɢ 
ɞɪɭɝɭɸ ɜɟɪɫɢɸ OpenSSL). Ɂɚɩɭɫɬɢɬɶ openssl.exe (ɩɚɩɤɚ \bin). 

ɂɧɬɟɪɮɟɣɫ ɭɬɢɥɢɬɵ OpenSSL ɢɦɟɟɬ ɫɥɟɞ. ɋɬɪɭɤɬɭɪɭ: 
openssl ɤɨɦɚɧɞɚ [ ɨɩɰɢɢ ɤɨɦɚɧɞɵ] [ɚɪɝɭɦɟɧɬɵ ɤɨɦɚɧɞɵ ] 
openssl list-standart-commands – ɫɩɢɫɨɤ ɞɨɫɬɭɩɧɵɯ ɤɨɦɚɧɞ 
openssl rand –unknown -option – ɩɪɨɫɦɨɬɪ ɜɫɟɯ ɨɩɰɢɣ ɤɨɦɚɧɞɵ rand 
2. ɏɟɲɢɪɨɜɚɧɢɟ.  

ɋɪɚɜɧɟɧɢɟ ɮɚɣɥɨɜ 
ɋɨɡɞɚɞɢɦ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ ɫ ɥɸɛɵɦ ɫɨɞɟɪɠɢɦɵɦ text1.txt ɢ ɟɝɨ ɤɨɩɢɸ text.txt 
Ⱦɥɹ ɜɵɱɢɫɥɟɧɢɹ ɯɟɲɟɣ ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɨɦɚɧɞɚ openssl dgst –[ɚɪɝɭɦɟɧɬ] ɢɥɢ ɤɪɚɬɤɚɹ ɮɨɪɦɚ 

openssl –[ɚɪɝɭɦɟɧɬ] 
(dgst ɦɨɠɟɬ ɬɚɤɠɟ ɜɵɩɨɥɧɹɬɶ ɦɚɧɢɩɭɥɹɰɢɢ ɫ ɗɐɉ).  
ȼɵɱɢɫɥɹɟɬɫɹ ɯɟɲ ɫɨɨɛɳɟɧɢɹ ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɵ ɜ ɜɢɞɟ ɨɞɧɨɣ ɫɬɪɨɤɢ ɢɥɢ, ɟɫɥɢ ɭɤɚɡɚɧɚ 

ɨɩɰɢɹ -c, ɫɬɪɨɤɢ, ɪɚɡɞɟɥɺɧɧɨɣ ɧɚ ɩɚɪɵ HEX ɱɢɫɟɥ ɞɜɨɟɬɨɱɢɟɦ. ɂɡ ɚɥɝɨɪɢɬɦɨɜ ɯɟɲɢɪɨɜɚɧɢɹ 
ɦɨɝɭɬ ɩɪɢɦɟɧɹɬɶɫɹ: md2 (128 ɛɢɬ), md4 (128 ɛɢɬ), md5 (128 ɛɢɬ), mdc2 (128 ɛɢɬ), sha (160 ɛɢɬ), 
sha1 (160 ɛɢɬ), ripemd160 (160 ɛɢɬ). Ɋɟɡɭɥɶɬɚɬ ɦɨɠɧɨ ɫɨɯɪɚɧɢɬɶ ɜ ɮɚɣɥ ɟɫɥɢ ɢɫɩɨɥɶɡɨɜɚɬɶ ɨɩɰɢɸ 
–out  
ɉɪɢɦɟɪ:  
ȼɵɱɢɫɥɟɧɢɟ md5 ɯɟɲ ɮɚɣɥɚ:  

md5 -c text1.txt  
MD5(text1.txt)= 81:fd:20:ff:db:06:d5:2d:c3:55:b5:7d:3f:37:ac:94  
SHA1 ɯɟɲ ɷɬɨɝɨ ɠɟ ɮɚɣɥɚ:  
sha1 file  
SHA1(file)= 13f2b3abd8a7add2f3025d89593a0327a8eb83a 

Ɂɚɞɚɱɚ: ȼɵɱɢɫɥɢɬɟ ɯɷɲɢ ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦ ɯɷɲɢɪɨɜɚɧɢɹ md5 ɢ sha1 2-ɯ ɮɚɣɥɨɜ text ɢ text1 ɢ 
ɩɪɨɜɟɪɶɬɟ ɱɬɨ ɨɧɢ ɨɞɢɧɚɤɨɜɵ. 

3.ɋ ɩɨɦɨɳɶɸ ɩɨɞɤɨɦɚɧɞɵ passwd ɦɨɠɧɨ ɝɟɧɟɪɢɪɨɜɚɬɶ ɯɷɲɢ ɩɚɪɨɥɟɣ.  
Ɉɩɰɢɹ -1, ɫɨɡɞɚɟɬ ɯɟɲ ɫ ɩɨɦɨɳɶɸ ɚɥɝɨɪɢɬɦɚ md5  
ɉɪɢɦɟɪ:  
passwd -1 MySecret  
$1$sXiKzkus$haDZ9JpVrRHBznY5OxB82.  
Ɂɚɞɚɧɢɟ:  

- ɋɨɡɞɚɣɬɟ ɧɟɛɨɥɶɲɨɣ ɩɪɨɢɡɜɨɥɶɧɵɣ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ.  
- ȼɵɱɢɫɥɢɬɟ 2 ɯɟɲɚ ɫ ɩɨɦɨɳɶɸ ɪɚɡɧɵɯ ɮɭɧɤɰɢɣ ɯɟɲɢɪɨɜɚɧɢɹ.  
- ȼɵɱɢɫɥɢɬɟ ɯɟɲ ɞɥɹ ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɩɚɪɨɥɹ ɢ ɫɪɚɜɧɢɬɟ ɟɝɨ ɫ ɯɟɲɟɦ ɩɚɪɨɥɹ 
ɨɬɥɢɱɚɸɳɟɝɨɫɹ ɧɚ ɨɞɢɧ ɫɢɦɜɨɥ  

4. ɋɢɦɦɟɬɪɢɱɧɨɟ ɲɢɮɪɨɜɚɧɢɟ/ɪɚɫɲɢɮɪɨɜɚɧɢɟ. Ɋɚɡɥɢɱɧɵɟ ɪɟɠɢɦɵ.  
ɂɧɨɝɞɚ ɦɨɠɟɬ ɜɨɡɧɢɤɧɭɬɶ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɡɚɲɢɮɪɨɜɚɬɶ ɮɚɣɥ ɛɟɡ ɪɚɡɜɺɪɬɵɜɚɧɢɹ 

ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɤɥɸɱɟɣ ɢ ɫɟɪɬɢɮɢɤɚɬɨɜ, ɚ ɩɨɥɶɡɭɹɫɶ ɨɞɧɢɦ ɬɨɥɶɤɨ ɩɚɪɨɥɟɦ.  
Ⱦɥɹ ɪɚɫɲɢɮɪɨɜɚɧɢɟ ɬɪɟɛɭɟɬɫɹ ɡɧɚɬɶ ɩɚɪɨɥɶ ɢ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ.  
ɋɩɢɫɨɤ ɩɨɞɞɟɪɠɢɜɚɟɦɵɯ ɲɢɮɪɨɜ ɦɨɠɧɨ ɭɡɧɚɬɶ ɭ ɫɚɦɨɣ ɩɪɨɝɪɚɦɦɵ openssl ɫ ɩɨɦɨɳɶɸ ɤɨɦɚɧɞɵ 
list-cipher-commands  
Ⱦɨɫɬɭɩɟɧ ɲɢɪɨɤɢɣ ɜɵɛɨɪ ɚɥɝɨɪɢɬɦɨɜ ɲɢɮɪɨɜɚɧɢɹ ɤɨɬɨɪɵɟ ɩɨɞɞɟɪɠɢɜɚɟɬ OpenSSL — Blowfish, 
Camellia, DES, RC2, RC4, RC5, IDEA, AES ɢ ɞɪɭɝɢɟ. ɉɨɦɢɦɨ ɪɚɡɧɨɨɛɪɚɡɧɵɯ ɚɥɝɨɪɢɬɦɨɜ ɬɚɤɠɟ 
ɞɨɫɬɭɩɧɵ ɪɚɡɧɵɟ ɪɟɠɢɦɵ ɲɢɮɪɨɜɚɧɢɹ — ECB, CBC, CFB, OFB.  
ɇɟɤɨɬɨɪɵɟ ɪɟɠɢɦɵ ɲɢɮɪɨɜɚɧɢɹ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɫ ɪɚɡɧɨɣ ɪɚɡɪɹɞɧɨɫɬɶɸ.  
ɉɪɢɦɟɪ:  

Ɂɚɲɢɮɪɭɟɦ ɮɚɣɥ file.txt, ɢɫɩɨɥɶɡɭɹ ɚɥɝɨɪɢɬɦ des3 ɢ ɫ 
ɨɯɪɚɧɢɦ ɟɝɨ ɜ  
 openssl des3 -in file.txt -out des3.txt  
ɪɚɫɲɢɮɪɭɟɦ ɩɨɥɭɱɟɧɧɵɣ ɮɚɣɥ ɢ ɫɨɯɪɚɧɢɦ ɟɝɨ ɜ file-d.txt  

openssl des3 -d -in des3.txt -out des3-d.txt  
Ɂɚɞɚɧɢɟ:  

- ɋɨɡɞɚɣɬɟ ɧɟɛɨɥɶɲɨɣ ɩɪɨɢɡɜɨɥɶɧɵɣ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ.  
- Ɂɚɲɢɮɪɭɣɬɟ ɲɢɮɪɨɦ des ɜ 4-ɯ ɪɚɡɧɵɯ ɪɟɠɢɦɚɯ. (des-ecb, des-cbc, des-cfb, des-ofb  



- Ɋɚɫɲɢɮɪɭɣɬɟ ɢɯ, ɫɪɚɜɧɢɬɟ ɪɟɡɭɥɶɬɚɬ ɫ ɢɫɯɨɞɧɵɦ ɬɟɤɫɬɨɦ.  
- ȼɧɟɫɢɬɟ ɢɡɦɟɧɟɧɢɹ ɜ ɨɞɢɧ ɛɚɣɬ ɜ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɮɚɣɥɵ ɢ ɩɪɨɚɧɚɥɢɡɢɪɭɣɬɟ 
ɪɟɡɭɥɶɬɚɬɵ ɪɚɫɲɢɮɪɨɜɤɢ.  

5. Ⱥɫɫɢɦɟɬɪɢɱɧɨɟ ɲɢɮɪɨɜɚɧɢɟ/ɪɚɫɲɢɮɪɨɜɚɧɢɟ. Ƚɟɧɟɪɚɰɢɹ ɤɥɸɱɟɣ. 
Ʉɚɤ ɫɝɟɧɟɪɢɪɨɜɚɬɶ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ RSA?  
ɂɫɩɨɥɶɡɨɜɚɬɶ ɩɨɞɤɨɦɚɧɞɭ genrsa:  
# ɩɨ ɭɦɨɥɱɚɧɢɸ ɞɥɢɧɚ ɤɥɸɱɚ 512 ɛɢɬ; ɤɥɸɱ ɜɵɜɨɞɢɬɫɹ ɧɚ ɫɬɚɧɞɚɪɬɧɵɣ ɩɨɬɨɤ 
openssl genrsa 
# ɤɥɸɱ 1024 ɛɢɬɚ, ɫɨɯɪɚɧɹɟɬɫɹ ɜ ɮɚɣɥ mykey.pem 
openssl genrsa -out mykey.pem 1024 
# ɬɨ ɠɟ, ɱɬɨ ɜɵɲɟ, ɬɨɥɶɤɨ ɡɚɲɢɮɪɨɜɚɧ ɚɥɝɨɪɢɬɦɨɦ DES ɫ ɩɨɦɨɳɶɸ ɩɚɪɨɥɶɧɨɣ ɮɪɚɡɵ 
openssl genrsa -des3 -out mykey.pem 1024  (ɜɜɨɞɢɬɫɹ ɡɚɩɪɨɫ ɧɚ ɤɥɸɱ ɢ ɩɨɜɬɨɪ ɤɥɸɱɚ) 
Ʉɚɤ ɫɝɟɧɟɪɢɪɨɜɚɬɶ ɨɬɤɪɵɬɵɣ ɤɥɸɱ RSA?  
ɋ ɩɨɦɨɳɶɸ ɩɨɞɤɨɦɚɧɞɵ rsa ɦɨɠɧɨ ɫɨɡɞɚɬɶ ɨɬɤɪɵɬɭɸ ɜɟɪɫɢɸ ɞɥɹ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ RSA:  
openssl rsa -in mykey.pem –pubout –out pubkey.pem 
ɒɢɮɪɚɰɢɢ/ɪɚɫɲɢɮɪɚɰɢɢ RSA ɚɥɝɨɪɢɬɦɨɦ  
ɋ ɩɨɦɨɳɶɸ ɩɨɞɤɨɦɚɧɞɵ rsautl ɦɨɠɧɨ ɩɪɨɜɟɫɬɢ ɲɢɮɪɚɰɢɸ ɢ ɞɟɲɢɮɪɚɰɢɸ ɨɬɤɪɵɬɵɦ ɢ ɡɚɤɪɵɬɵɦ 
ɤɥɸɱɨɦ 
Ⱦɚɧɧɚɹ ɭɬɢɥɢɬɚ ɢɦɟɟɬ ɬɚɤɠɟ ɜɨɡɦɨɠɧɨɫɬɶ ɩɨɞɩɢɫɵɜɚɬɶ ɢ ɩɪɨɜɟɪɹɬɶ ɩɨɞɩɢɫɶ ɫɨɨɛɳɟɧɢɣ (ɨɞɧɚɤɨ 
ɪɚɛɨɬɚɬɶ ɜɫɟ ɪɚɜɧɨ ɩɪɢɯɨɞɢɬɫɹ ɫ ɯɟɲɟɦ ɫɨɨɛɳɟɧɢɹ, ɬ.ɤ.ɩɨɞɩɢɫɵɜɚɬɶ ɦɨɠɧɨ ɬɨɥɶɤɨ ɧɟɛɨɥɶɲɨɣ 
ɨɛɴɟɦ ɞɚɧɧɵɯ, ɩɨ ɷɬɨɣ ɩɪɢɱɢɧɟ ɥɭɱɲɟ ɩɪɢɦɟɧɹɬɶ dgst). 
 Ⱦɥɹ ɲɢɮɪɚɰɢɢ/ɞɟɲɢɮɪɚɰɢɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɥɟɞɭɸɳɢɣ ɫɢɧɬɚɤɫɢɫ:  
openssl rsautl  -in file -out file.cr  -inkey pubkey.pem –pubin -encrypt 
(ɒɢɮɪɚɰɢɹ "file" ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɩɭɛɥɢɱɧɨɝɨ ɤɥɸɱɚ "pubkey.pem")  
openssl rsautl -in file.cr -out file -keyin secretkey.pem -decrypt 
(Ⱦɟɲɢɮɪɚɰɢɹ "file.cr" ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ "secretkey.pem")  
ɉɨɞɩɢɫɵɜɚɧɢɹ ɫɨɨɛɳɟɧɢɹ ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ ɢ ɩɪɨɜɟɪɤɢ ɗɐɉ ɩɭɛɥɢɱɧɵɦ ɤɥɸɱɨɦ 
ɭɬɢɥɢɬɚ  dgst ɦɨɠɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɩɨɞɩɢɫɵɜɚɧɢɹ ɫɨɨɛɳɟɧɢɹ ɫɟɤɪɟɬɧɵɦ ɤɥɸɱɨɦ ɢ ɩɪɨɜɟɪɤɢ 
ɗɐɉ ɩɭɛɥɢɱɧɵɦ ɤɥɸɱɨɦ. Ⱦɥɹ ɷɬɨɝɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɥɟɞɭɸɳɢɣ ɫɢɧɬɚɤɫɢɫ: 
openssl dgst -sign private_key -out signature –md5 file[s] 
ɉɨɞɩɢɫɵɜɚɧɢɟ file ɫ ɩɨɦɨɳɶɸ ɫɟɤɪɟɬɧɨɝɨ ɤɥɸɱɚ "private_key", ɢɫɩɨɥɶɡɭɹ ɚɥɝɨɪɢɬɦ ɯɟɲɢɪɨɜɚɧɢɹ 
"hasalg" (ɨɛɵɱɧɨ ɩɪɢɦɟɧɹɸɬɫɹ sha1 ɢɥɢ md5). 
openssl dgst -signature signature –md5 -verify public_key file[s] 
ɉɪɨɜɟɪɤɚ ɩɨɞɩɢɫɢ ɜ "file", ɢɫɩɨɥɶɡɭɹ ɩɭɛɥɢɱɧɵɣ ɤɥɸɱ "public_key" ɢ ɗɐɉ "signature". Ⱦɚɧɧɚɹ 
ɩɪɨɝɪɚɦɦɚ ɜɵɜɨɞɢɬ «Verification OK» ɩɪɢ ɩɪɚɜɢɥɶɧɨɣ ɩɨɞɩɢɫɢ ɢɥɢ «Verification Failure» ɜ 
ɥɸɛɨɦ ɞɪɭɝɨɦ ɫɥɭɱɚɟ.  
ɍɱɬɢɬɟ, ɱɬɨ ɗɐɉ ɜ ɬɚɤɨɦ ɫɥɭɱɚɟ ɯɪɚɧɢɬɫɹ ɨɬɞɟɥɶɧɨ ɨɬ ɮɚɣɥɚ, ɤɨɬɨɪɵɣ ɟɸ ɩɨɞɩɢɫɚɧ (ɩɪɢɱɟɦ ɜ 
ɤɚɤɨɦ-ɬɨ ɤɪɢɜɨɦ ɮɨɪɦɚɬɟ). 
Ɂɚɞɚɧɢɟ. 

- ɋɨɡɞɚɬɶ ɡɚɤɪɵɬɵɣ ɢ ɨɬɤɪɵɬɵɣ ɤɥɸɱɢ. 
- Ɂɚɲɢɮɪɨɜɚɬɶ ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɫɨɨɛɳɟɧɢɟ 
- Ɋɚɫɲɢɮɪɨɜɚɬɶ ɡɚɤɪɵɬɵɦ ɤɥɸɱɨɦ 
- ɜɧɟɫɬɢ ɢɡɦɟɧɟɧɢɹ ɜ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɮɚɣɥ ɢ ɩɨɩɵɬɚɬɶɫɹ ɟɝɨ ɪɚɫɲɢɮɪɨɜɚɬɶ.  
- ɋɨɡɞɚɬɶ ɗɐɉ ɤ ɮɚɣɥɭ. 
- ɩɪɨɜɟɪɢɬɶ ɗɐɉ 
- ȼɧɟɫɬɢ ɢɡɦɟɧɟɧɢɹ ɜ ɮɚɣɥ ɢ ɩɪɨɜɟɪɢɬɶ ɗɐɉ. 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №4. 

ɂɡɭɱɟɧɢɟ ɢɞɟɧɬɢɮɢɤɚɰɢɢ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɚɜɬɨɪɢɡɚɰɢɢ ɜ ActiveDirectory. ɇɚɫɬɪɨɣɤɚ 
ɚɭɞɢɬɚ ɫɪɟɞɫɬɜɚɦɢ ɝɪɭɩɩɨɜɨɣ ɩɨɥɢɬɢɤɢ. 

ɐɟɥɶ: ɢɡɭɱɢɬɶ ɢɞɟɧɬɢɮɢɤɚɰɢɸ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɢ ɚɜɬɨɪɢɡɚɰɢɸ ɜ ActiveDirectory. 

Ȼɟɡɨɩɚɫɧɨɫɬɶ ɫɟɬɢ – ɤɥɸɱɟɜɚɹ ɩɪɨɛɥɟɦɚ, ɫɬɨɹɳɚɹ ɩɟɪɟɞ ɂɌ-ɫɥɭɠɛɚɦɢ. Ɋɟɲɟɧɢɟ ɮɨɪɦɢɪɭɟɬɫɹ ɢɡ 
ɤɨɦɩɥɟɤɫɚ ɷɥɟɦɟɧɬɨɜ, ɨɞɢɧ ɢɡ ɧɢɯ – ɛɟɡɨɩɚɫɧɚɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ. 

Ɍɟɪɦɢɧɨɥɨɝɢɹ 
Ʉɨɝɞɚ ɢɞɟɬ ɪɟɱɶ ɨ ɡɚɳɢɬɟ ɢɧɮɨɪɦɚɰɢɢ, ɨɞɧɢɦ ɢɡ ɜɚɠɧɟɣɲɢɯ ɚɫɩɟɤɬɨɜ ɹɜɥɹɟɬɫɹ ɡɚɳɢɬɚ ɨɬ 

ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɧɚɲɟɣ ɫɟɬɢ. Ɋɚɡɭɦɟɟɬɫɹ, ɤɪɚɣɧɟ ɜɚɠɧɵɦ ɜɨɩɪɨɫɨɦ 
ɹɜɥɹɟɬɫɹ ɨɛɟɫɩɟɱɟɧɢɟ ɩɪɨɰɟɞɭɪɵ ɛɟɡɨɩɚɫɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. ɋɨɜɟɪɲɟɧɧɨ ɨɱɟɜɢɞɧɨ, ɱɬɨ ɥɸɛɨɟ 
ɪɚɡɝɪɚɧɢɱɟɧɢɟ ɩɨɥɧɨɦɨɱɢɣ, ɧɚɫɬɪɨɣɤɚ ɩɪɚɜ ɞɨɫɬɭɩɚ ɧɚ ɪɟɫɭɪɫɵ ɫɢɫɬɟɦɵ ɢɦɟɟɬ ɫɦɵɫɥ ɬɨɥɶɤɨ, 
ɟɫɥɢ ɦɵ ɭɜɟɪɟɧɵ ɜ ɬɨɦ, ɱɬɨ ɬɨɬ, ɤɬɨ ɩɵɬɚɟɬɫɹ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɧɚɲɢɦ ɪɟɫɭɪɫɚɦ, ɹɜɥɹɟɬɫɹ 
ɥɟɝɚɥɶɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ. ȼ ɞɚɧɧɨɣ ɥɟɤɰɢɢ ɦɵ  ɪɚɫɫɦɨɬɪɢɦ ɧɟɤɨɬɨɪɵɟ ɚɫɩɟɤɬɵ ɨɛɟɫɩɟɱɟɧɢɹ 
ɛɟɡɨɩɚɫɧɨɫɬɢ, ɚ ɢɦɟɧɧɨ ɜɧɟɞɪɟɧɢɟ ɞɜɭɯɮɚɤɬɨɪɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɜ ɫɥɭɠɛɟ ɤɚɬɚɥɨɝɚ Active 
Directory Domain Services (AD DS). ȼɨɩɪɨɫɵ ɛɟɡɨɩɚɫɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɹɜɥɹɸɬɫɹ ɜɟɫɶɦɚ 
ɚɤɬɭɚɥɶɧɵɦɢ ɩɪɢ ɩɨɩɵɬɤɟ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɪɝɚɧɢɡɚɰɢɢ ɜ ɰɟɥɨɦ. 
ɉɪɟɠɞɟ ɜɫɟɝɨ ɰɟɥɟɫɨɨɛɪɚɡɧɨ ɪɚɡɨɛɪɚɬɶɫɹ ɫ ɬɟɪɦɢɧɨɥɨɝɢɟɣ. ɂɧɨɝɞɚ ɞɚɠɟ ɫɨɬɪɭɞɧɢɤɢ ɂɌ-ɨɬɞɟɥɨɜ 
ɩɭɬɚɸɬ ɬɟɪɦɢɧɵ «ɢɞɟɧɬɢɮɢɤɚɰɢɹ», «ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ» ɢ «ɚɜɬɨɪɢɡɚɰɢɹ». ȼ ɱɟɦ ɬɭɬ ɪɚɡɧɢɰɚ? 
ɉɪɨɰɟɫɫ ɪɟɝɢɫɬɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɟ ɫɨɫɬɨɢɬ ɢɡ ɬɪɟɯ ɜɡɚɢɦɨɫɜɹɡɚɧɧɵɯ, ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ 
ɜɵɩɨɥɧɹɟɦɵɯ ɩɪɨɰɟɞɭɪ: 
ɂɞɟɧɬɢɮɢɤɚɰɢɹ– ɷɬɨ ɩɪɨɰɟɞɭɪɚ ɪɚɫɩɨɡɧɚɜɚɧɢɹ ɫɭɛɴɟɤɬɚ ɩɨ ɟɝɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪɭ. ȼ ɩɪɨɰɟɫɫɟ 
ɪɟɝɢɫɬɪɚɰɢɢ ɜɵɩɨɥɧɹɟɬɫɹ ɩɪɟɞɴɹɜɥɟɧɢɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ ɫɢɫɬɟɦɟ, ɢ ɨɧɚ ɩɪɨɜɟɪɹɟɬ ɟɝɨ ɧɚɥɢɱɢɟ ɜ 
ɫɜɨɟɣ ɛɚɡɟ ɞɚɧɧɵɯ. Ɍɨɥɶɤɨ ɫɭɛɴɟɤɬɵ ɫ ɢɡɜɟɫɬɧɵɦɢ ɫɢɫɬɟɦɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚɦɢ ɫɱɢɬɚɸɬɫɹ 
ɥɟɝɚɥɶɧɵɦɢ. 
•Ⱥɭɬɟɧɬɢɮɢɤɚɰɢɹ – ɩɪɨɰɟɞɭɪɚ ɩɪɨɜɟɪɤɢ ɩɨɞɥɢɧɧɨɫɬɢ, ɩɨɡɜɨɥɹɸɳɚɹ ɞɨɫɬɨɜɟɪɧɨ ɭɛɟɞɢɬɶɫɹ ɜ ɬɨɦ, 
ɱɬɨ ɩɪɟɞɴɹɜɢɜɲɢɣ ɫɜɨɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɧɚ ɫɚɦɨɦ ɞɟɥɟ ɹɜɥɹɟɬɫɹ ɢɦɟɧɧɨ ɬɟɦ, ɡɚ ɤɨɝɨ ɨɧ ɫɟɛɹ 
ɜɵɞɚɟɬ. Ⱦɥɹ ɷɬɨɝɨ ɨɧ ɞɨɥɠɟɧ ɩɨɞɬɜɟɪɞɢɬɶ ɮɚɤɬ ɨɛɥɚɞɚɧɢɹ ɧɟɤɨɬɨɪɨɣ ɢɧɮɨɪɦɚɰɢɟɣ, ɤɨɬɨɪɚɹ 
ɦɨɠɟɬ ɛɵɬɶ ɞɨɫɬɭɩɧɚ ɬɨɥɶɤɨ ɟɦɭ ɨɞɧɨɦɭ (ɩɚɪɨɥɶ, ɤɥɸɱ ɢ ɬ.ɩ.). 
•Ⱥɜɬɨɪɢɡɚɰɢɹ – ɩɪɨɰɟɞɭɪɚ ɩɪɟɞɨɫɬɚɜɥɟɧɢɹ ɨɩɪɟɞɟɥɟɧɧɵɯ ɩɪɚɜ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɫɢɫɬɟɦɵ 
ɩɨɫɥɟ ɩɪɨɯɨɠɞɟɧɢɹ ɢɦ ɩɪɨɰɟɞɭɪɵ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. Ⱦɥɹ ɤɚɠɞɨɝɨ ɫɭɛɴɟɤɬɚ ɜ ɫɢɫɬɟɦɟ 
ɨɩɪɟɞɟɥɹɟɬɫɹ ɧɚɛɨɪ ɩɪɚɜ, ɤɨɬɨɪɵɟ ɨɧ ɦɨɠɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɩɪɢ ɨɛɪɚɳɟɧɢɢ ɤ ɟɟ ɪɟɫɭɪɫɚɦ. 
ȼ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɩɨɞ ɫɭɛɴɟɤɬɨɦ ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ ɥɸɛɨɣ ɭɱɚɫɬɧɢɤ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɧɚɩɪɢɦɟɪ, 
ɭɱɟɬɧɚɹ ɡɚɩɢɫɶ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɫɨɡɞɚɧɧɚɹ ɜ ɫɥɭɠɛɟ ɤɚɬɚɥɨɝɚ AD DS. 
Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɨɛɟɫɩɟɱɢɬɶ ɭɩɪɚɜɥɟɧɢɟ ɢ ɤɨɧɬɪɨɥɶ ɧɚɞ ɞɚɧɧɵɦɢ ɩɪɨɰɟɞɭɪɚɦɢ, ɞɨɩɨɥɧɢɬɟɥɶɧɨ 
ɢɫɩɨɥɶɡɭɸɬɫɹ ɩɪɨɰɟɫɫɵ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ ɢ ɚɭɞɢɬɚ. 
• Ⱥɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ – ɩɪɨɰɟɫɫ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ ɤ ɪɟɫɭɪɫɚɦ ɫɢɫɬɟɦɵ. ɗɬɨɬ ɩɪɨɰɟɫɫ 
ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ: 

 -  ɫɨɡɞɚɧɢɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ (ɫɨɡɞɚɧɢɟ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɩɨɥɶɡɨɜɚɬɟɥɹ) ɜ ɫɢɫɬɟɦɟ; 
 - ɭɩɪɚɜɥɟɧɢɟ ɞɚɧɧɵɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɪɢɦɟɧɹɟɦɵɦɢ ɞɥɹ ɟɝɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ (ɫɦɟɧɚ ɩɚɪɨɥɹ, 
ɢɡɞɚɧɢɟ ɫɟɪɬɢɮɢɤɚɬɚ ɢ ɬ.ɩ.); 
-  ɭɩɪɚɜɥɟɧɢɟ ɩɪɚɜɚɦɢ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɫɢɫɬɟɦɵ. 

• Ⱥɭɞɢɬ – ɩɪɨɰɟɫɫ ɤɨɧɬɪɨɥɹ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɫɢɫɬɟɦɵ, ɜɤɥɸɱɚɸɳɢɣ ɩɪɨɬɨɤɨɥɢɪɨɜɚɧɢɟ 
ɞɟɣɫɬɜɢɣ ɩɪɢ ɞɨɫɬɭɩɟ ɤ ɪɟɫɭɪɫɚɦ ɫɢɫɬɟɦɵ ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɜɨɡɦɨɠɧɨɫɬɢ ɨɛɧɚɪɭɠɟɧɢɹ ɩɨɩɵɬɨɤ 
ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɯ ɞɟɣɫɬɜɢɣ. 
Ⱦɥɹ ɩɨɞɬɜɟɪɠɞɟɧɢɹ ɫɜɨɟɣ ɩɨɞɥɢɧɧɨɫɬɢ ɧɟɨɛɯɨɞɢɦɨ ɩɪɟɞɨɫɬɚɜɢɬɶ ɧɟɤɨɬɨɪɭɸ ɫɟɤɪɟɬɧɭɸ 
ɢɧɮɨɪɦɚɰɢɸ. ɋɭɳɟɫɬɜɭɸɬ ɪɚɡɥɢɱɧɵɟ ɜɢɞɵ ɬɚɤɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɤɨɬɨɪɵɟ ɦɨɠɧɨ ɨɛɨɡɧɚɱɢɬɶ 
ɨɞɧɢɦ ɬɟɪɦɢɧɨɦ «ɮɚɤɬɨɪ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ». 
• Ɏɚɤɬɨɪ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ – ɨɩɪɟɞɟɥɟɧɧɵɣ ɜɢɞ ɢɧɮɨɪɦɚɰɢɢ, ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɣ ɫɭɛɴɟɤɬɨɦ 
ɫɢɫɬɟɦɟ ɩɪɢ ɟɝɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. Ⱦɚɧɧɚɹ ɩɪɨɰɟɞɭɪɚ ɦɨɠɟɬ ɛɵɬɶ ɪɟɚɥɢɡɨɜɚɧɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɨɞɧɨɝɨ ɢɥɢ ɧɟɫɤɨɥɶɤɢɯ ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɯ ɮɚɤɬɨɪɨɜ. ɇɚɩɪɢɦɟɪ, ɭ ɩɨɥɶɡɨɜɚɬɟɥɹ ɦɨɠɟɬ ɛɵɬɶ 
ɡɚɩɪɨɲɟɧ ɩɚɪɨɥɶ ɥɢɛɨ ɩɨɬɪɟɛɭɟɬɫɹ ɩɪɟɞɨɫɬɚɜɢɬɶ ɨɬɩɟɱɚɬɨɤ ɩɚɥɶɰɚ. 
• Ɉɞɧɨɮɚɤɬɨɪɧɚɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ – ɩɪɨɰɟɫɫ, ɜ ɤɨɬɨɪɨɦ ɢɫɩɨɥɶɡɭɟɬɫɹ ɬɨɥɶɤɨ ɨɞɢɧ ɬɢɩ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɯ ɮɚɤɬɨɪɨɜ. 



• Ɇɧɨɝɨɮɚɤɬɨɪɧɚɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ – ɩɪɨɰɟɫɫ, ɜ ɤɨɬɨɪɨɦ ɢɫɩɨɥɶɡɭɟɬɫɹ ɧɟɫɤɨɥɶɤɨ ɮɚɤɬɨɪɨɜ. 
ɇɚɩɪɢɦɟɪ, ɩɪɢ ɪɟɝɢɫɬɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɞɨɥɠɟɧ ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɦɚɪɬ-ɤɚɪɬɭ ɢ ɩɚɪɨɥɶ. 
  ɇɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɨ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɨɱɟɬɚɧɢɹ ɞɜɭɯ ɬɢɩɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɯ ɮɚɤɬɨɪɨɜ. 
ɏɚɪɚɤɬɟɪɧɵɦ ɩɪɢɦɟɪɨɦ ɹɜɥɹɟɬɫɹ ɪɚɛɨɬɚ ɫ ɛɚɧɤɨɦɚɬɨɦ. ɇɚɦ ɬɪɟɛɭɟɬɫɹ ɨɞɧɨɜɪɟɦɟɧɧɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɚɪɬɭ ɫ ɦɚɝɧɢɬɧɨɣ ɩɨɥɨɫɨɣ ɢ PIN-ɤɨɞ. 
ȼɢɞɵ ɤɥɚɫɫɢɮɢɤɚɰɢɹ ɬɢɩɨɜ ɮɚɤɬɨɪɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫɨɝɥɚɫɧɨ NCSC-TG-017 
Ʉɚɤɢɟ ɠɟ ɫɭɳɟɫɬɜɭɸɬ ɮɚɤɬɨɪɵ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ? 
 ɇɚ ɨɫɧɨɜɟ ɡɧɚɧɢɹ ɱɟɝɨ-ɥɢɛɨ (Authentication by Knowledge): 
 - ɩɚɪɨɥɶ ɢɥɢ ɩɚɪɨɥɶɧɚɹ ɮɪɚɡɚ; 
 -  PIN. 
ɇɚ ɨɫɧɨɜɟ ɨɛɥɚɞɚɧɢɹ ɱɟɦ-ɥɢɛɨ (Authentication by Ownership): 
 - ɮɢɡɢɱɟɫɤɢɣ ɤɥɸɱ; 
 - ɤɚɪɬɚ ɫ ɦɚɝɧɢɬɧɨɣ ɩɨɥɨɫɨɣ; 
 - OTP-ɬɨɤɟɧ, ɝɟɧɟɪɢɪɭɸɳɢɣ ɨɞɧɨɪɚɡɨɜɵɣ ɩɚɪɨɥɶ. 
ɇɚ ɨɫɧɨɜɟ ɛɢɨɦɟɬɪɢɢ (Authentication by Characteristic): 
 - ɨɬɩɟɱɚɬɨɤ ɩɚɥɶɰɚ; 
 - ɪɢɫɭɧɨɤ ɫɟɬɱɚɬɤɢ ɝɥɚɡɚ; 
 - ɝɨɥɨɫ. 

ȼ ɧɟɤɨɬɨɪɵɯ ɤɨɦɩɚɧɢɹɯ ɨɪɝɚɧɢɡɭɟɬɫɹ ɫɬɪɨɝɢɣ ɤɨɧɬɪɨɥɶ ɞɨɫɬɭɩɚ ɜ ɩɨɦɟɳɟɧɢɟ, ɬɨ ɟɫɬɶ ɜ 
ɨɩɪɟɞɟɥɟɧɧɵɟ ɩɨɦɟɳɟɧɢɹ ɞɨɫɬɭɩ ɩɪɟɞɨɫɬɚɜɥɹɟɬɫɹ ɬɨɥɶɤɨ ɨɝɪɚɧɢɱɟɧɧɨɦɭ ɱɢɫɥɭ ɥɢɰ. ɇɚɩɪɢɦɟɪ, ɜ 
ɫɟɪɜɟɪɧɭɸ ɤɨɦɧɚɬɭ ɦɨɠɟɬ ɜɨɣɬɢ ɬɨɥɶɤɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪ. ȿɫɥɢ ɩɪɢ ɷɬɨɦ ɭɫɬɚɧɨɜɢɬɶ ɞɥɹ ɜɫɟɯ 
ɤɨɦɩɶɸɬɟɪɨɜ, ɧɚɯɨɞɹɳɢɯɫɹ ɜ ɷɬɢɯ ɩɨɦɟɳɟɧɢɹɯ, ɫɬɪɨɝɨ ɨɩɪɟɞɟɥɟɧɧɵɟ IP-ɚɞɪɟɫɚ, ɬɨ ɩɨɹɜɥɹɟɬɫɹ 
ɜɨɡɦɨɠɧɨɫɬɶ ɭɫɢɥɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɢ ɞɨɫɬɭɩɟ ɫɨɬɪɭɞɧɢɤɨɜ ɤ ɪɟɫɭɪɫɚɦ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ. 
ɂɦ ɩɪɟɞɨɫɬɚɜɥɹɟɬɫɹ ɞɨɫɬɭɩ ɤ ɨɩɪɟɞɟɥɟɧɧɵɦ ɞɟɣɫɬɜɢɹɦ ɢɥɢ ɞɚɧɧɵɦ ɬɨɥɶɤɨ ɜ ɬɨɦ ɫɥɭɱɚɟ, ɟɫɥɢ 
ɨɧɢ ɷɬɨ ɞɟɥɚɸɬ ɜ ɫɬɪɨɝɨ ɨɩɪɟɞɟɥɟɧɧɨɦ ɩɨɦɟɳɟɧɢɢ ɢ, ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɫ ɨɩɪɟɞɟɥɟɧɧɵɯ 
ɤɨɦɩɶɸɬɟɪɨɜ, ɢɦɟɸɳɢɯ ɨɩɪɟɞɟɥɟɧɧɵɟ IP-ɚɞɪɟɫɚ. 

ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɢɧɨɝɞɚ ɝɨɜɨɪɹɬ ɨɛ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɱɟɬɜɟɪɬɨɝɨ ɬɢɩɚ ɮɚɤɬɨɪɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ – ɧɚ 
ɨɫɧɨɜɟ ɦɟɫɬɚ ɩɪɨɜɟɞɟɧɢɹ ɩɪɨɰɟɞɭɪɵ, ɨɞɧɚɤɨ ɷɬɨ ɧɟ ɫɱɢɬɚɟɬɫɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɦ ɬɢɩɨɦ ɮɚɤɬɨɪɨɜ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɬɚɤ ɤɚɤ ɨɧ ɧɟ ɦɨɠɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɨɬɞɟɥɶɧɨ ɨɬ ɞɪɭɝɢɯ. ɉɨɫɤɨɥɶɤɭ ɩɨɪɨɣ 
ɜɟɫɶɦɚ ɡɚɬɪɭɞɧɢɬɟɥɶɧɨ ɨɛɟɫɩɟɱɢɬɶ ɷɮɮɟɤɬɢɜɧɭɸ ɪɚɛɨɬɭ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɫɨɬɪɭɞɧɢɤɚ ɧɚ ɫɬɪɨɝɨ 
ɨɩɪɟɞɟɥɟɧɧɨɦ ɪɚɛɨɱɟɦ ɦɟɫɬɟ (ɤɨɦɩɶɸɬɟɪɟ), ɞɚɧɧɵɣ «ɮɚɤɬɨɪ» ɧɟɥɶɡɹ ɜɵɞɟɥɹɬɶ ɤɚɤ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɣ ɬɢɩ ɮɚɤɬɨɪɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. 

Ɉɫɨɛɟɧɧɨɫɬɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨ ɩɚɪɨɥɸ. Ɋɢɫɤɢ ɩɚɪɨɥɶɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɦɟɬɨɞɵ 
ɛɨɪɶɛɵ ɫ ɧɢɦɢ 
ɇɭ ɱɬɨ ɠɟ, ɦɵ ɪɚɡɨɛɪɚɥɢɫɶ ɫ ɨɫɧɨɜɧɨɣ ɬɟɪɦɢɧɨɥɨɝɢɟɣ ɢ ɬɟɩɟɪɶ ɩɨɝɨɜɨɪɢɦ ɨ ɩɪɚɤɬɢɤɟ 
ɩɪɢɦɟɧɟɧɢɹ. Ʉɚɤɨɣ ɜɢɞ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɱɚɳɟ ɜɫɟɝɨ? Ⱦɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɧɚɢɛɨɥɟɟ 
ɲɢɪɨɤɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɩɨ ɫɟɤɪɟɬɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɤɨɬɨɪɚɹ ɧɟɢɡɜɟɫɬɧɚ 
ɧɟɩɨɫɜɹɳɟɧɧɵɦ ɥɸɞɹɦ. ɉɪɢ «ɧɟɤɨɦɩɶɸɬɟɪɧɨɦ» ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɷɬɨ ɦɨɠɟɬ ɛɵɬɶ ɩɪɨɢɡɧɨɫɢɦɚɹ 
ɝɨɥɨɫɨɦ ɮɪɚɡɚ ɢɥɢ ɡɚɩɨɦɢɧɚɟɦɚɹ ɤɨɦɛɢɧɚɰɢɹ ɞɥɹ ɡɚɦɤɚ. ȼ ɫɥɭɱɚɟ ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɫɢɫɬɟɦ ɷɬɨ 
ɦɨɠɟɬ ɛɵɬɶ ɜɜɨɞɢɦɵɣ ɫ ɩɨɦɨɳɶɸ ɤɥɚɜɢɚɬɭɪɵ ɧɚɛɨɪ ɫɢɦɜɨɥɨɜ. 
ɑɟɦ ɞɥɢɧɧɟɟ ɩɚɪɨɥɶ ɢɥɢ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɚɹ ɮɪɚɡɚ, ɬɟɦ ɨɧ ɛɨɥɟɟ ɭɫɬɨɣɱɢɜ ɤ ɜɡɥɨɦɭ (ɫɥɨɠɧɟɟ 
ɩɨɞɞɚɟɬɫɹ ɩɨɞɛɨɪɭ, ɩɟɪɟɛɨɪɭ ɢɥɢ ɞɪɭɝɢɦ ɬɢɩɚɦ ɚɬɚɤ). ɏɨɪɨɲɢɦ ɜɚɪɢɚɧɬɨɦ ɫɱɢɬɚɟɬɫɹ 
ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɚɹ ɮɪɚɡɚ ɞɥɢɧɨɣ ɨɬ 25 ɞɨ 100 ɫɢɦɜɨɥɨɜ. Ʉ ɫɨɠɚɥɟɧɢɸ, ɞɥɢɧɧɵɟ ɩɚɪɨɥɢ 
ɨɛɥɚɞɚɸɬ ɞɪɭɝɢɦɢ ɧɟɞɨɫɬɚɬɤɚɦɢ: 
• ɂɯ ɫɥɨɠɧɟɟ ɡɚɩɨɦɧɢɬɶ, ɚ ɫɬɚɥɨ ɛɵɬɶ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɢɯ ɛɭɞɭɬ ɡɚɩɢɫɵɜɚɬɶ, ɢ ɟɫɬɶ ɜɵɫɨɤɚɹ 
ɜɟɪɨɹɬɧɨɫɬɶ, ɱɬɨ ɛɭɞɭɬ ɪɚɡɜɟɲɢɜɚɬɶ ɜ ɜɢɞɟ ɫɬɢɤɟɪɚ ɧɚ ɦɨɧɢɬɨɪɚɯ ɢ ɜ ɞɪɭɝɢɯ ɥɟɝɤɨɞɨɫɬɭɩɧɵɯ 
ɦɟɫɬɚɯ, ɱɬɨ, ɧɟɫɨɦɧɟɧɧɨ, ɫɧɢɠɚɟɬ ɛɟɡɨɩɚɫɧɨɫɬɶ. Ʉɪɨɦɟ ɬɨɝɨ, ɜɧɟɞɪɟɧɢɟ ɪɟɤɨɦɟɧɞɚɰɢɣ 
ɪɟɝɭɥɹɪɧɨɣ ɫɦɟɧɵ ɩɚɪɨɥɟɣ ɩɪɢɜɨɞɢɬ ɤ ɬɨɦɭ, ɱɬɨ ɡɚɩɨɦɢɧɚɬɶ ɱɬɨ-ɬɨ ɧɨɜɨɟ ɧɚɞɨ ɛɭɞɟɬ ɱɚɫɬɨ, ɱɬɨ 
ɬɚɤɠɟ ɩɪɢɜɨɞɢɬ ɤ ɭɫɥɨɠɧɟɧɢɸ ɪɚɛɨɬɵ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɫ ɤɨɬɨɪɵɦ ɧɟ ɜɫɟ ɝɨɬɨɜɵ ɫɨɝɥɚɫɢɬɶɫɹ. 
• ɂɯ ɦɟɞɥɟɧɧɟɟ ɧɚɛɢɪɚɸɬ – ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ ɢɯ ɩɪɨɳɟ ɩɨɞɫɦɨɬɪɟɬɶ. 
• ɋɬɪɟɦɹɫɶ ɭɩɪɨɫɬɢɬɶ ɞɥɹ ɫɟɛɹ ɩɪɨɰɟɫɫ ɡɚɩɨɦɢɧɚɧɢɹ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɱɚɫɬɨ ɢɫɩɨɥɶɡɭɸɬ ɜ ɤɚɱɟɫɬɜɟ 
ɤɨɞɨɜɨɝɨ ɫɥɨɜɚ ɨɫɦɵɫɥɟɧɧɵɟ ɮɪɚɡɵ (ɮɚɦɢɥɢɢ, ɢɦɟɧɚ, ɚɞɪɟɫɚ, ɩɚɦɹɬɧɵɟ ɞɚɬɵ ɢ ɬ.ɞ.). 

ɉɚɪɨɥɶɧɚɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɹɜɥɹɟɬɫɹ ɧɚɢɛɨɥɟɟ ɩɪɨɫɬɵɦ ɦɟɬɨɞɨɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫ ɬɨɱɤɢ 
ɡɪɟɧɢɹ ɫɥɨɠɧɨɫɬɢ ɪɟɚɥɢɡɚɰɢɢ (ɧɟ ɬɪɟɛɭɟɬɫɹ ɜɧɟɞɪɹɬɶ ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɭɞɨɫɬɨɜɟɪɹɸɳɢɯ ɰɟɧɬɪɨɜ) 
ɢ ɩɨ ɭɦɨɥɱɚɧɢɸ ɩɪɢɫɭɬɫɬɜɭɟɬ ɜ ɛɨɥɶɲɢɧɫɬɜɟ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ 

Ɍɢɩɨɜɵɟ ɚɬɚɤɢ ɧɚ ɩɚɪɨɥɶ 
Ⱦɚɜɚɣɬɟ ɪɚɫɫɦɨɬɪɢɦ ɧɟɤɨɬɨɪɵɟ ɬɢɩɨɜɵɟ ɜɢɞɵ ɜɡɥɨɦɚ ɩɚɪɨɥɹ, ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬɫɹ ɱɚɳɟ ɜɫɟɝɨ. 



Ɇɟɬɨɞɵ ɩɟɪɟɛɨɪɚ ɩɚɪɨɥɟɣ. Ⱥɬɚɤɚ ɫɨ ɫɥɨɜɚɪɟɦ 
Ɂɥɨɭɦɵɲɥɟɧɧɢɤ, ɩɟɪɟɛɢɪɚɹ ɩɚɪɨɥɢ, ɩɪɨɢɡɜɨɞɢɬ ɜ ɫɩɟɰɢɚɥɶɧɨɦ ɮɚɣɥɟ ɩɨɢɫɤ, ɢɫɩɨɥɶɡɭɹ ɫɥɨɜɚ ɢɡ 
ɛɨɥɶɲɨɝɨ ɡɚɪɚɧɟɟ ɩɨɞɝɨɬɨɜɥɟɧɧɨɝɨ ɢɦ ɫɥɨɜɚɪɹ, ɚ ɬɚɤɠɟ ɡɚɲɢɮɪɨɜɵɜɚɟɬ ɤɚɠɞɨɟ ɩɪɨɛɧɨɟ 
ɡɧɚɱɟɧɢɟ ɫ ɩɨɦɨɳɶɸ ɬɨɝɨ ɠɟ ɚɥɝɨɪɢɬɦɚ, ɱɬɨ ɢ ɩɪɨɝɪɚɦɦɚ ɪɟɝɢɫɬɪɚɰɢɢ. 
Ȼɨɪɶɛɚ ɫ ɷɬɢɦ ɜɢɞɨɦ ɜɡɥɨɦɚ ɧɟ ɹɜɥɹɟɬɫɹ ɫɥɢɲɤɨɦ ɫɥɨɠɧɨɣ, ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɫɥɟɞɭɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ 
ɫɥɨɠɧɵɟ ɞɥɢɧɧɵɟ ɩɚɪɨɥɢ, ɤɨɬɨɪɵɟ ɫɨɞɟɪɠɚɬ ɪɚɡɥɢɱɧɵɟ ɬɢɩɵ ɫɢɦɜɨɥɨɜ ɜɦɟɫɬɨ ɨɫɦɵɫɥɟɧɧɵɯ 
ɮɪɚɡ. Ʉɪɨɦɟ ɷɬɨɝɨ, ɦɨɠɧɨ ɡɚɛɥɨɤɢɪɨɜɚɬɶ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ ɩɪɢ ɧɟɨɞɧɨɤɪɚɬɧɨɦ ɧɟɩɪɚɜɢɥɶɧɨɦ 
ɜɜɨɞɟ ɩɚɪɨɥɹ. ɂ ɧɚɤɨɧɟɰ, ɢɫɩɨɥɶɡɭɹ ɚɭɞɢɬ, ɜɵɹɜɢɬɶ ɢɫɬɨɱɧɢɤ ɚɬɚɤɢ. 
ɋɨɰɢɨɬɟɯɧɢɤɚ, ɭɝɚɞɵɜɚɧɢɟ, ɩɨɞɝɥɹɞɵɜɚɧɢɟ 
Ɂɥɨɭɦɵɲɥɟɧɧɢɤ ɩɪɟɞɫɬɚɜɥɹɟɬɫɹ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɢ ɜɵɧɭɠɞɚɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɨɬɤɪɵɬɶ ɫɜɨɣ 
ɩɚɪɨɥɶ, ɢɥɢ ɫɦɟɧɢɬɶ ɟɝɨ ɧɚ ɭɤɚɡɚɧɧɵɣ ɜɡɥɨɦɳɢɤɨɦ.  
Ɂɞɟɫɶ ɦɟɬɨɞ ɛɨɪɶɛɵ ɬɚɤɠɟ ɩɨɧɹɬɟɧ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɞɨɥɠɧɵ ɛɵɬɶ ɩɪɨɢɧɮɨɪɦɢɪɨɜɚɧɵ ɨ 
ɧɟɞɨɩɭɳɟɧɢɢ ɪɚɡɝɥɚɲɟɧɢɹ ɫɜɨɢɯ ɭɱɟɬɧɵɯ ɞɚɧɧɵɯ ɤɨɦɭ ɛɵ ɬɨ ɧɢ ɛɵɥɨ. ȼ ɨɪɝɚɧɢɡɚɰɢɢ ɞɨɥɠɧɵ 
ɛɵɬɶ ɪɚɡɪɚɛɨɬɚɧɵ ɚɞɦɢɧɢɫɬɪɚɬɢɜɧɵɟ ɩɪɨɰɟɞɭɪɵ, ɡɚɩɪɟɳɚɸɳɢɟ ɪɚɡɝɥɚɲɟɧɢɟ ɩɚɪɨɥɟɣ ɞɪɭɝɢɦ 
ɥɢɰɚɦ ɩɪɢ ɥɸɛɵɯ ɨɛɫɬɨɹɬɟɥɶɫɬɜɚɯ. ɋɥɟɞɭɟɬ ɬɚɤɠɟ ɢɡɜɟɳɚɬɶ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɨ ɬɨɦ, ɱɬɨ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɧɢɤɨɝɞɚ ɧɟ ɨɛɪɚɬɢɬɫɹ ɤ ɧɢɦ ɫ ɬɚɤɢɦ ɬɪɟɛɨɜɚɧɢɟɦ. 
Ȼɨɥɟɟ ɢɡɨɳɪɟɧɧɵɣ ɜɚɪɢɚɧɬ ɬɚɤɨɣ ɚɬɚɤɢ ɧɚɰɟɥɟɧ ɧɚ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɜ, ɚ ɧɟ ɧɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
Ɂɥɨɭɦɵɲɥɟɧɧɢɤ ɩɪɟɞɫɬɚɜɥɹɟɬɫɹ ɡɚɤɨɧɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɢ ɩɪɨɫɢɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɡɚɦɟɧɢɬɶ 
ɩɚɪɨɥɶ. Ɍɚɤɠɟ ɨɧ ɦɨɠɟɬ ɩɪɟɞɫɬɚɜɢɬɶɫɹ ɨɞɧɢɦ ɢɡ ɪɭɤɨɜɨɞɢɬɟɥɟɣ ɢ ɩɨɩɪɨɫɢɬɶ ɡɚɦɟɧɢɬɶ ɩɚɪɨɥɶ, 
ɪɚɫɲɢɪɢɬɶ ɩɨɥɧɨɦɨɱɢɹ ɢ ɬ.ɩ. 
Ɋɟɲɟɧɢɟ ɷɬɨɣ ɩɪɨɛɥɟɦɵ ɬɨɠɟ ɥɟɠɢɬ ɜ ɨɪɝɚɧɢɡɚɰɢɨɧɧɨɣ ɩɥɨɫɤɨɫɬɢ. Ⱦɨɥɠɧɚ ɞɟɣɫɬɜɨɜɚɬɶ 
ɤɨɪɩɨɪɚɬɢɜɧɚɹ ɩɨɥɢɬɢɤɚ, ɫɨɝɥɚɫɧɨ ɤɨɬɨɪɨɣ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɦɟɧɹɟɬ ɩɚɪɨɥɶ ɩɨɥɶɡɨɜɚɬɟɥɹ ɬɨɥɶɤɨ 
ɩɪɢ ɭɫɥɨɜɢɢ, ɱɬɨ ɨɧ ɦɨɠɟɬ ɭɫɬɚɧɨɜɢɬɶ ɟɝɨ ɥɢɱɧɨɫɬɶ ɢ ɩɟɪɟɞɚɬɶ ɧɨɜɵɣ ɜɚɪɢɚɧɬ ɩɨɥɶɡɨɜɚɬɟɥɸ 
ɛɟɡɨɩɚɫɧɵɦ ɫɩɨɫɨɛɨɦ. ɋɪɟɞɫɬɜɚ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɩɚɪɨɥɹɦɢ ɦɨɝɭɬ ɭɞɨɜɥɟɬɜɨɪɹɬɶ 
ɨɛɨɢɦ ɤɪɢɬɟɪɢɹɦ. 
ȿɫɬɶ ɢ ɞɪɭɝɢɟ ɜɚɪɢɚɧɬɵ ɚɬɚɤ, ɧɚɩɪɢɦɟɪ, ɩɨɩɪɨɛɨɜɚɬɶ ɧɚɜɟɫɬɢ ɫɩɪɚɜɤɢ ɜ ɨɬɞɟɥɟ ɤɚɞɪɨɜ, 
ɩɨɫɦɨɬɪɟɬɶ ɧɚ ɫɬɨɥɟ, ɩɨɤɨɩɚɬɶɫɹ ɜ ɦɭɫɨɪɟ. ɂ ɫɨɛɪɚɜ ɢɧɮɨɪɦɚɰɢɸ ɨ ɥɢɱɧɨɫɬɢ ɠɟɪɬɜɵ, 
ɩɨɩɪɨɛɨɜɚɬɶ ɭɝɚɞɚɬɶ ɩɚɪɨɥɶ. ɂɧɨɝɞɚ ɞɟɜɢɱɶɟɣ ɮɚɦɢɥɢɢ ɠɟɧɵ ɜɩɨɥɧɟ ɞɨɫɬɚɬɨɱɧɨ ɞɥɹ ɞɨɫɬɭɩɚ ɤ 
ɩɨɱɬɟ, ɪɚɡɦɟɳɟɧɧɨɣ ɧɚ ɛɟɫɩɥɚɬɧɨɦ ɩɨɱɬɨɜɨɦ ɫɟɪɜɟɪɟ. Ⱥ ɞɚɥɶɲɟ, ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɜ ɩɟɪɟɩɢɫɤɭ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɜɡɥɨɦɳɢɤ ɦɨɠɟɬ ɩɨɥɭɱɢɬɶ ɞɨɫɬɚɬɨɱɧɨ ɢɧɮɨɪɦɚɰɢɢ ɢ ɞɥɹ ɩɨɥɭɱɟɧɢɹ ɞɨɫɬɭɩɚ ɤ 
ɜɧɭɬɪɢɤɨɪɩɨɪɚɬɢɜɧɵɦ ɞɚɧɧɵɦ. Ɍɨ ɟɫɬɶ ɡɥɨɭɦɵɲɥɟɧɧɢɤ, ɢɫɯɨɞɹ ɢɡ ɡɧɚɧɢɣ ɥɢɱɧɵɯ ɞɚɧɧɵɯ 
ɠɟɪɬɜɵ, ɩɵɬɚɟɬɫɹ ɜɨɣɬɢ ɜ ɫɢɫɬɟɦɭ ɫ ɩɨɦɨɳɶɸ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɨɞɧɨɝɨ ɢɥɢ ɧɟɫɤɨɥɶɤɢɯ 
ɩɚɪɨɥɟɣ, ɤɨɬɨɪɵɟ ɦɨɝɥɢ ɛɵ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɵ. ɗɬɨɬ ɫɩɨɫɨɛ ɚɬɚɤɢ, ɤɚɤ ɧɢ ɭɞɢɜɢɬɟɥɶɧɨ, ɱɚɫɬɨ 
ɨɤɚɡɵɜɚɟɬɫɹ ɷɮɮɟɤɬɢɜɧɵɦ ɢ ɩɪɨɬɢɜ ɚɞɦɢɧɢɫɬɪɚɬɢɜɧɵɯ ɭɱɟɬɧɵɯ ɡɚɩɢɫɟɣ. ɉɚɪɨɥɢ P@ssw0rd, 
QWERTY123 ɢ ɬ.ɞ. ɩɨ-ɩɪɟɠɧɟɦɭ ɟɳɟ ɦɨɠɧɨ ɜɫɬɪɟɬɢɬɶ ɭ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɱɶɟɣ ɡɚɞɚɱɟɣ ɤɚɤ ɪɚɡ ɢ 
ɹɜɥɹɟɬɫɹ ɧɟɞɨɩɭɳɟɧɢɟ ɩɨɞɨɛɧɨɝɨ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫ-ɬɟɦɚɯ. 
Ⱦɥɹ ɡɚɳɢɬɵ ɨɬ ɬɚɤɨɣ ɚɬɚɤɢ ɫɥɟɞɭɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɮɪɚɡɵ, ɧɟ ɫɨɞɟɪɠɚɳɢɟ 
ɨɱɟɜɢɞɧɵɯ ɚɫɫɨɰɢɚɰɢɣ, ɧɚɩɪɢɦɟɪ, RQ12#lm25 ɝɨɪɚɡɞɨ ɥɭɱɲɟ, ɱɟɦ Margo200576. ɇɭ ɢ ɨɩɹɬɶ ɧɚɦ 
ɧɚ ɩɨɦɨɳɶ ɩɪɢɯɨɞɢɬ ɛɥɨɤɢɪɨɜɤɚ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɩɪɢ ɧɟɨɞɧɨɤɪɚɬɧɨɦ ɧɟɜɟɪɧɨɦ ɜɜɨɞɟ ɩɚɪɨɥɹ. 
ɑɬɨ ɤɚɫɚɟɬɫɹ ɩɨɞɝɥɹɞɵɜɚɧɢɹ ɩɪɢ ɜɜɨɞɟ ɩɚɪɨɥɹ, ɬɨ ɡɞɟɫɶ ɧɚɦ ɨɬɱɚɫɬɢ ɦɨɝɭɬ ɩɨɦɨɱɶ 
ɚɞɦɢɧɢɫɬɪɚɬɢɜɧɵɟ ɩɪɨɰɟɞɭɪɵ, ɡɚɩɪɟɳɚɸɳɢɟ ɜɜɨɞɢɬɶ ɫɜɨɢ ɭɱɟɬɧɵɟ ɞɚɧɧɵɟ ɜ ɩɪɢɫɭɬɫɬɜɢɢ 
ɞɪɭɝɢɯ ɥɢɰ, ɢ ɪɟɝɭɥɹɪɧɚɹ ɫɦɟɧɚ ɩɚɪɨɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɦ, ɬɪɟɛɨɜɚɧɢɹ ɨɛɹɡɚɬɟɥɶɧɨɣ ɛɥɨɤɢɪɨɜɤɢ 
ɪɚɛɨɱɟɣ ɫɬɚɧɰɢɢ ɢ ɬ.ɩ. 
«Ɍɪɨɹɧɫɤɢɣ ɤɨɧɶ» 
Ɂɥɨɭɦɵɲɥɟɧɧɢɤ ɫɤɪɵɬɧɨ ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɉɈ, ɢɦɢɬɢɪɭɸɳɟɟ ɨɛɵɱɧɭɸ ɪɟɝɢɫɬɪɚɰɢɨɧɧɭɸ 
ɩɪɨɝɪɚɦɦɭ ɢ ɫɨɛɢɪɚɸɳɟɟ ɢɦɟɧɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɩɚɪɨɥɢ ɩɪɢ ɩɨɩɵɬɤɚɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜɨɣɬɢ ɜ 
ɫɢɫɬɟɦɭ. ȼɩɪɨɱɟɦ, ɬɚɤɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɦɨɠɟɬ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɨ ɧɟ ɬɨɥɶɤɨ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɦ. 
ɇɚ ɤɨɦɩɶɸɬɟɪɟ ɩɨɞɨɛɧɵɟ ɩɪɨɝɪɚɦɦɵ ɦɨɝɭɬ ɩɨɹɜɢɬɶɫɹ ɢ ɜ ɪɟɡɭɥɶɬɚɬɟ ɡɚɪɚɠɟɧɢɹ ɜɢɪɭɫɚɦɢ, ɢɥɢ 
ɦɨɝɭɬ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɵ ɫɚɦɢɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ, ɤɨɝɞɚ ɨɧ ɩɵɬɚɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɚɤɨɣ-ɥɢɛɨ 
ɩɪɨɞɭɤɬ ɧɟɥɟɝɚɥɶɧɨ, ɫɤɚɱɢɜɚɹ ɝɟɧɟɪɚɬɨɪ ɫɟɪɢɣɧɵɯ ɧɨɦɟɪɨɜ ɢ ɬ.ɞ., ɱɬɨ ɜ ɫɜɨɟɦ ɤɨɞɟ ɦɨɠɟɬ 
ɫɨɞɟɪɠɚɬɶ ɧɟɠɟɥɚɬɟɥɶɧɭɸ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ. 
Ⱦɥɹ ɡɚɳɢɬɵ ɨɬ ɷɬɨɝɨ ɜɢɞɚ ɚɬɚɤ ɫɥɟɞɭɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɚɧɬɢɜɢɪɭɫɧɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ, 
ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɩɨ ɨɰɟɧɤɟ ɰɟɥɨɫɬɧɨɫɬɢ ɮɚɣɥɨɜ, ɨɝɪɚɧɢɱɟɧɢɟ ɧɚ ɡɚɩɭɫɤ 
ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɯ ɩɪɢɥɨɠɟɧɢɣ. 
ɉɪɢɧɭɠɞɟɧɢɟ 



ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɱɬɨɛɵ ɡɚɫɬɚɜɢɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ ɨɬɤɪɵɬɶ ɫɜɨɣ ɩɚɪɨɥɶ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɢɫɩɨɥɶɡɭɟɬ 
ɭɝɪɨɡɵ ɢɥɢ ɮɢɡɢɱɟɫɤɨɟ ɜɨɡɞɟɣɫɬɜɢɟ. ȼ ɧɟɤɨɬɨɪɵɯ ɫɢɫɬɟɦɚɯ ɩɪɟɞɭɫɦɚɬɪɢɜɚɟɬɫɹ ɜɨɡɦɨɠɧɨɫɬɶ ɞɥɹ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɨɞɚɬɶ ɫɢɝɧɚɥ ɨ ɬɨɦ, ɱɬɨ ɜɯɨɞ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨɞ ɩɪɢɧɭɠɞɟɧɢɟɦ. Ɉɛɵɱɧɨ ɷɬɨ 
ɪɟɚɥɢɡɭɟɬɫɹ ɩɨɫɪɟɞɫɬɜɨɦ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɩɟɰɢɚɥɶɧɨɝɨ ɩɚɪɨɥɹ ɩɪɢ ɜɯɨɞɟ ɜ ɫɢɫɬɟɦɭ – ɩɚɪɨɥɶ 
«ɜɯɨɞ ɩɨɞ ɩɪɢɧɭɠɞɟɧɢɟɦ». 

Ⱦɥɹ ɡɚɳɢɬɵ ɨɬ «ɬɪɨɹɧɫɤɢɯ ɤɨɧɟɣ» ɫɥɟɞɭɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɚɧɬɢɜɢɪɭɫɧɵɟ ɫɪɟɞɫɬɜɚ ɢ 
ɛɥɨɤɢɪɨɜɤɭ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ. Ⱦɥɹ ɨɝɪɚɧɢɱɟɧɢɹ ɜɨɡɦɨɠɧɨɫɬɟɣ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɩɨ ɜɧɟɫɟɧɢɸ ɜɢɪɭɫɨɜ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɭɸ ɫɢɫɬɟɦɭ ɨɩɪɚɜɞɚɧɵ: ɧɚɫɬɪɨɣɤɚ ɡɚɩɪɟɬɚ 
ɧɚ ɪɚɛɨɬɭ ɫ ɜɧɟɲɧɢɦɢ ɭɫɬɪɨɣɫɬɜɚɦɢ (CD, DVD, Flash), ɫɬɪɨɝɢɣ ɪɟɠɢɦ ɪɚɛɨɬɵ UAC, 
ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɨɬɞɟɥɶɧɨ ɫɬɨɹɳɢɯ ɢɧɬɟɪɧɟɬ-ɤɢɨɫɤɨɜ ɧɚ ɛɚɡɟ ɤɨɦɩɶɸɬɟɪɨɜ, ɧɟ ɜɯɨɞɹɳɢɯ ɜ ɫɨɫɬɚɜ 
ɪɚɛɨɱɟɣ ɫɟɬɢ. ɂ ɧɚɤɨɧɟɰ, ɜɧɟɞɪɟɧɢɟ ɫɬɪɨɝɢɯ ɪɟɝɥɚɦɟɧɬɨɜ ɪɚɛɨɬɵ, ɨɩɪɟɞɟɥɹɸɳɢɯ ɩɪɚɜɢɥɚ ɪɚɛɨɬɵ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɢ (ɡɚɩɪɟɬ ɩɟɪɟɞɚɱɢ ɫɜɨɢɯ ɭɱɟɬɧɵɯ ɞɚɧɧɵɯ ɤɨɦɭ ɛɵ ɬɨ ɧɢ 
ɛɵɥɨ, ɡɚɩɪɟɬ ɨɫɬɚɜɥɹɬɶ ɫɜɨɢ ɭɱɟɬɧɵɟ ɞɚɧɧɵɟ ɜ ɞɨɫɬɭɩɧɵɯ ɦɟɫɬɚɯ, ɬɪɟɛɨɜɚɧɢɹ ɨɛɹɡɚɬɟɥɶɧɨɣ 
ɛɥɨɤɢɪɨɜɤɢ ɪɚɛɨɱɟɣ ɫɬɚɧɰɢɢ ɩɪɢ ɨɫɬɚɜɥɟɧɢɢ ɪɚɛɨɱɟɝɨ ɦɟɫɬɚ ɢ ɬ.ɩ.). ȼ ɪɟɡɭɥɶɬɚɬɟ ɦɵ ɫɦɨɠɟɦ 
ɞɨɛɢɬɶɫɹ ɭɦɟɧɶɲɟɧɢɟ ɪɢɫɤɨɜ, ɫɜɹɡɚɧɧɵɯ ɫ ɧɚɪɭɲɟɧɢɟɦ ɛɟɡɨɩɚɫɧɨɫɬɢ ɤɨɦɩɚɧɢɢ. 
ɉɪɟɞɩɨɥɨɠɢɦ, ɜɫɟ ɷɬɨ ɫɞɟɥɚɧɨ. Ɍɟɦ ɧɟ ɦɟɧɟɟ ɝɨɜɨɪɢɬɶ ɨ ɬɨɦ, ɱɬɨ ɧɚɦ ɭɞɚɥɨɫɶ ɨɛɟɫɩɟɱɢɬɶ 
ɛɟɡɨɩɚɫɧɭɸ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɜ ɫɜɨɟɣ ɫɢɫɬɟɦɟ, ɩɨɤɚ ɩɪɟɠɞɟɜɪɟɦɟɧɧɨ. 

ɑɟɥɨɜɟɱɟɫɤɢɣ ɮɚɤɬɨɪ – ɫɚɦɚɹ ɛɨɥɶɲɚɹ ɭɝɪɨɡɚ 
ɋɭɳɟɫɬɜɭɸɬ ɟɳɟ ɭɝɪɨɡɵ, ɫɩɪɚɜɢɬɶɫɹ ɫ ɤɨɬɨɪɵɦɢ ɧɚɦ ɧɟ ɭɞɚɥɨɫɶ. Ɉɞɧɚ ɢɡ ɧɚɢɛɨɥɟɟ 
ɫɭɳɟɫɬɜɟɧɧɵɯ – ɱɟɥɨɜɟɱɟɫɤɢɣ ɮɚɤɬɨɪ. ɉɨɥɶɡɨɜɚɬɟɥɢ ɧɚɲɢɯ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ ɧɟ ɜɫɟɝɞɚ 
ɞɨɫɬɚɬɨɱɧɨ ɫɨɡɧɚɬɟɥɶɧɵ ɢ, ɧɟɫɦɨɬɪɹ ɧɚ ɪɚɡɴɹɫɧɟɧɢɹ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɡɚɩɢɫɵɜɚɸɬ 
ɫɜɨɢ ɭɱɟɬɧɵɟ ɞɚɧɧɵɟ (ɢɦɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɚɪɨɥɶ) ɢ ɧɟ ɡɚɛɨɬɹɬɫɹ ɨ ɫɟɤɪɟɬɧɨɫɬɢ ɷɬɨɣ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ.  
Ʉɚɤ ɦɵ ɦɨɠɟɦ ɜɢɞɟɬɶ, ɜ ɫɢɫɬɟɦɟ ɜɧɟɞɪɟɧɵ ɞɥɢɧɧɵɟ ɢ ɫɥɨɠɧɵɟ ɩɚɪɨɥɢ, ɢ ɚɫɫɨɰɢɚɬɢɜɧɵɣ ɪɹɞ 
ɹɜɧɨ ɧɟ ɩɪɨɫɦɚɬɪɢɜɚɟɬɫɹ. Ɍɟɦ ɧɟ ɦɟɧɟɟ ɩɨɥɶɡɨɜɚɬɟɥɢ ɧɚɲɥɢ «ɷɮɮɟɤɬɢɜɧɵɣ» ɫɩɨɫɨɛ ɡɚɩɨɦɢɧɚɧɢɹ 
ɢ ɯɪɚɧɟɧɢɹ ɭɱɟɬɧɵɯ ɞɚɧɧɵɯ… ȼɵ ɜɢɞɢɬɟ, ɱɬɨ ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɤɚɤ ɪɚɡ ɢ ɫɪɚɛɨɬɚɥɚ ɨɫɨɛɟɧɧɨɫɬɶ, ɨ 
ɤɨɬɨɪɨɣ ɹ ɝɨɜɨɪɢɥ ɜɵɲɟ: ɞɥɢɧɧɵɟ ɢ ɫɥɨɠɧɵɟ ɩɚɪɨɥɢ ɡɚɩɢɫɵɜɚɸɬɫɹ ɢ ɦɨɝɭɬ ɯɪɚɧɢɬɶɫɹ 
ɧɟɧɚɞɥɟɠɚɳɢɦ ɨɛɪɚɡɨɦ. 

ɂɧɫɚɣɞɢɧɝ 
ȿɳɟ ɨɞɧɚ ɫɭɳɟɫɬɜɟɧɧɚɹ ɭɝɪɨɡɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɩɨɬɟɧɰɢɚɥɶɧɨɣ ɜɨɡɦɨɠɧɨɫɬɢ 
ɮɢɡɢɱɟɫɤɨɝɨ ɞɨɫɬɭɩɚ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɤ ɪɚɛɨɱɟɣ ɫɬɚɧɰɢɢ ɥɟɝɚɥɶɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɟɪɟɞɚɱɚ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɬɪɟɬɶɢɦ ɥɢɰɚɦ. Ɋɟɱɶ ɢɞɟɬ ɨ ɫɢɬɭɚɰɢɢ, ɤɨɝɞɚ ɜɧɭɬɪɢ ɤɨɦɩɚɧɢɢ 
ɫɭɳɟɫɬɜɭɟɬ ɫɨɬɪɭɞɧɢɤ, ɩɨɯɢɳɚɸɳɢɣ ɢɧɮɨɪɦɚɰɢɸ ɭ ɫɜɨɢɯ ɤɨɥɥɟɝ. 
Ɋɚɡɭɦɟɟɬɫɹ, ɤɬɨ ɩɨɩɚɥɨ ɧɟ ɩɪɨɣɞɟɬ ɜ ɨɮɢɫ ɤɨɦɩɚɧɢɢ, ɨɞɧɚɤɨ ɜɫɟɦ ɢɡɜɟɫɬɧɨ, ɱɬɨ ɫɚɦɵɦ ɨɩɚɫɧɵɦ 
ɹɜɥɹɟɬɫɹ ɜɧɭɬɪɟɧɧɢɣ ɲɩɢɨɧ. ɍ ɧɟɝɨ ɭɠɟ ɟɫɬɶ ɮɢɡɢɱɟɫɤɢɣ ɞɨɫɬɭɩ ɤ ɜɚɲɟɣ ɫɢɫɬɟɦɟ, ɢ ɪɚɡɦɟɫɬɢɬɶ 
ɤɥɚɜɢɚɬɭɪɧɵɣ ɲɩɢɨɧ ɧɟ ɫɨɫɬɚɜɢɬ ɬɪɭɞɚ, ɬɟɦ ɛɨɥɟɟ ɷɬɢ ɭɫɬɪɨɣɫɬɜɚ ɞɨɫɬɭɩɧɵ ɲɢɪɨɤɨɦɭ ɤɪɭɝɭ 
ɥɢɰ.  
ȼɫɟɝɞɚ ɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɛɥɨɤɢɪɭɟɬ ɫɜɨɸ ɪɚɛɨɱɭɸ ɫɬɚɧɰɢɸ, ɩɨɤɢɞɚɹ ɫɜɨɟ ɪɚɛɨɱɟɟ ɦɟɫɬɨ? ɍɞɚɟɬɫɹ 
ɥɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɞɨɛɢɬɶɫɹ, ɱɬɨɛɵ ɩɨɥɶɡɨɜɚɬɟɥɸ ɧɟ ɧɚɡɧɚɱɚɥɢɫɶ 
ɢɡɛɵɬɨɱɧɵɟ ɩɨɥɧɨɦɨɱɢɹ, ɨɫɨɛɟɧɧɨ ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɬɚɪɵɯ ɩɪɨɝɪɚɦɦɧɵɯ 
ɩɪɨɞɭɤɬɨɜ? ȼɫɟɝɞɚ ɥɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪ, ɚ ɨɫɨɛɟɧɧɨ ɜ ɧɟɛɨɥɶɲɨɣ ɤɨɦɩɚɧɢɢ, ɨɛɥɚɞɚɟɬ ɞɨɫɬɚɬɨɱɧɨɣ 
ɤɜɚɥɢɮɢɤɚɰɢɟɣ, ɱɬɨɛɵ ɜɧɟɞɪɢɬɶ ɪɟɤɨɦɟɧɞɚɰɢɢ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ ɩɪɨɝɪɚɦɦɧɨɝɨ ɢ ɚɩɩɚɪɚɬɧɨɝɨ 
ɨɛɟɫɩɟɱɟɧɢɹ ɩɨ ɩɨɫɬɪɨɟɧɢɸ ɛɟɡɨɩɚɫɧɵɯ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ? 
Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɜɵɜɨɞ ɨ ɧɟɧɚɞɟɠɧɨɫɬɢ ɩɚɪɨɥɶɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɜ ɩɪɢɧɰɢɩɟ. 
ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɬɪɟɛɭɟɬɫɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɦɧɨɝɨɮɚɤɬɨɪɧɚɹ, ɩɪɢ ɷɬɨɦ ɬɚɤɨɝɨ ɜɢɞɚ, ɱɬɨɛɵ ɩɚɪɨɥɶ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɟ ɧɚɛɢɪɚɥɫɹ ɧɚ ɤɥɚɜɢɚɬɭɪɟ. 
ɑɬɨ ɧɚɦ ɦɨɠɟɬ ɩɨɦɨɱɶ? 
ɂɦɟɟɬ ɫɦɵɫɥ ɪɚɫɫɦɨɬɪɟɬɶ ɞɜɭɯɮɚɤɬɨɪɧɭɸ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ: 1-ɣ ɮɚɤɬɨɪ – ɨɛɥɚɞɚɧɢɟ ɩɚɪɨɥɟɦ, 2-ɣ 
– ɡɧɚɧɢɟ PIN-ɤɨɞɚ. ɉɟɪɟɯɜɚɬ ɞɨɦɟɧɧɨɝɨ ɩɚɪɨɥɹ ɱɪɟɜɚɬ ɜɨɡɦɨɠɧɨɫɬɶɸ ɜɯɨɞɚ, ɩɟɪɟɯɜɚɬ PIN-ɤɨɞɚ 
ɧɟ ɬɚɤ ɨɩɚɫɟɧ, ɬɚɤ ɤɚɤ ɞɨɩɨɥɧɢɬɟɥɶɧɨ ɬɪɟɛɭɟɬɫɹ ɫɦɚɪɬ-ɤɚɪɬɚ. 
ɇɚ ɷɬɨ ɦɨɠɧɨ ɜɨɡɪɚɡɢɬɶ, ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɩɨɥɧɟ ɦɨɠɟɬ ɨɫɬɚɜɢɬɶ ɫɜɨɸ ɤɚɪɬɭ ɜ ɫɱɢɬɵɜɚɬɟɥɟ, ɚ 
PIN-ɤɨɞ ɧɚɩɢɫɚɬɶ ɧɚ ɫɬɢɤɟɪɟ, ɤɚɤ ɢ ɪɚɧɶɲɟ. Ɉɞɧɚɤɨ ɫɭɳɟɫɬɜɭɸɬ ɫɢɫɬɟɦɵ ɤɨɧɬɪɨɥɹ, ɤɨɬɨɪɵɟ 
ɦɨɝɭɬ ɡɚɛɥɨɤɢɪɨɜɚɬɶ ɨɫɬɚɜɥɟɧɧɭɸ ɤɚɪɬɭ ɬɚɤ, ɤɚɤ ɷɬɨ ɪɟɚɥɢɡɨɜɚɧɨ ɜ ɛɚɧɤɨɦɚɬɚɯ 
Ʉɪɨɦɟ ɬɨɝɨ, ɫɨɜɪɟɦɟɧɧɵɟ ɪɟɲɟɧɢɹ ɞɥɹ ɞɜɭɯɮɚɤɬɨɪɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɪɟɞɩɨɥɚɝɚɸɬ ɧɟ ɬɨɥɶɤɨ 
ɜɨɡɦɨɠɧɨɫɬɶ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɜ AD. ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɫɦɚɪɬ-ɤɚɪɬ ɢ USB-ɤɥɸɱɟɣ ɩɨɦɨɝɚɟɬ ɢ ɜɨ 
ɦɧɨɝɢɯ ɞɪɭɝɢɯ ɫɥɭɱɚɹɯ, ɧɚɩɪɢɦɟɪ, ɩɪɢ ɞɨɫɬɭɩɟ ɤ ɩɭɛɥɢɱɧɨɣ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɟ, ɜ ɢɧɬɟɪɧɟɬ-



ɦɚɝɚɡɢɧɵ, ɝɞɟ ɬɪɟɛɭɟɬɫɹ ɪɟɝɢɫɬɪɚɰɢɹ, ɤ ɩɪɢɥɨɠɟɧɢɹɦ, ɢɦɟɸɳɢɦ ɫɜɨɸ ɫɨɛɫɬɜɟɧɧɭɸ ɫɥɭɠɛɭ 
ɤɚɬɚɥɨɝɚ ɢ ɬ.ɞ. 
Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɦɨɠɧɨ ɩɨɥɭɱɢɬɶ ɩɪɚɤɬɢɱɟɫɤɢ ɭɧɢɜɟɪɫɚɥɶɧɨɟ ɫɪɟɞɫɬɜɨ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. 
ȼɧɟɞɪɟɧɢɟ ɞɜɭɯɮɚɤɬɨɪɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɧɚ ɨɫɧɨɜɟ ɚɫɢɦɦɟɬɪɢɱɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ ɜ AD. 
ɋɥɭɠɛɚ ɤɚɬɚɥɨɝɚ Active Directory ɩɨɞɞɟɪɠɢɜɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫ ɩɨɦɨɳɶɸ ɫɦɚɪɬ-
ɤɚɪɬ, ɧɚɱɢɧɚɹ ɫ Windows 2000. 
Ɋɚɡɭɦɟɟɬɫɹ, ɪɟɱɶ ɢɞɟɬ ɨ ɤɨɦɩɶɸɬɟɪɚɯ ɜ ɫɨɫɬɚɜɟ ɞɨɦɟɧɚ. ȿɫɥɢ ɠɟ ɟɫɬɶ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɩɪɢɛɟɝɧɭɬɶ 
ɤ ɞɜɭɯɮɚɤɬɨɪɧɨɣ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɪɢ ɪɚɛɨɬɟ ɜ ɪɚɛɨɱɟɣ ɝɪɭɩɩɟ ɢɥɢ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɛɨɥɟɟ 
ɪɚɧɧɢɯ ɜɟɪɫɢɣ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ, ɬɨ ɧɚɦ ɩɪɢɞɟɬɫɹ ɨɛɪɚɬɢɬɶɫɹ ɤ ɩɪɨɝɪɚɦɦɧɨɦɭ ɨɛɟɫɩɟɱɟɧɢɸ 
ɬɪɟɬɶɢɯ ɮɢɪɦ. ɇɚɩɪɢɦɟɪ, ɤ SafeNet (Aladdin) eToken Network Logon 5.1. 
ȼɯɨɞ ɜ ɫɢɫɬɟɦɭ ɦɨɠɟɬ ɛɵɬɶ ɨɛɟɫɩɟɱɟɧ ɤɚɤ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɫɥɭɠɛɵ ɤɚɬɚɥɨɝɚ ɞɨɦɟɧɚ, ɬɚɤ ɢ 
ɥɨɤɚɥɶɧɨɣ ɫɥɭɠɛɵ ɤɚɬɚɥɨɝɚ. ɉɪɢ ɷɬɨɦ ɩɚɪɨɥɶ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɟ ɧɚɛɢɪɚɟɬɫɹ ɧɚ ɤɥɚɜɢɚɬɭɪɟ, ɚ 
ɩɟɪɟɞɚɟɬɫɹ ɢɡ ɡɚɳɢɳɟɧɧɨɝɨ ɯɪɚɧɢɥɢɳɚ ɧɚ ɫɦɚɪɬ-ɤɚɪɬɟ. 

ɏɨɞ ɪɚɛɨɬɵ. 
1) Ɇɟɬɨɞɵ ɡɚɳɢɬɵ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨ ɩɚɪɨɥɸ 

Ⱦɥɹ ɡɚɳɢɬɵ ɩɚɪɨɥɟɣ ɨɬ ɜɡɥɨɦɚ ɫɥɟɞɭɟɬ ɧɚɫɬɪɨɢɬɶ ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ ɩɨɥɢɬɢɤɭ. ɇɚɫɬɪɨɢɦ 
ɩɨɥɢɬɢɤɭ ɩɚɪɨɥɟɣ ɜ Ɉɋ Windows 7(ɜ ActiveDirectory ɩɨɥɢɬɢɤɚ ɚɧɚɥɨɝɢɱɧɚɹ) : 

1. Ɉɬɤɪɨɟɦ ɨɫɧɚɫɬɤɭ Ʌɨɤɚɥɶɧɚɹ ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ. Ⱦɥɹ ɟɟ ɡɚɩɭɫɤɚ, ɨɬɤɪɨɣɬɟ ɦɟɧɸ 
ɉɭɫɤ, ɜ ɫɬɪɨɤɟ ɩɨɢɫɤɚ ɜɜɟɞɢɬɟ secpol.msc ɢ ɧɚɠɦɢɬɟ ȼɜɨɞ. 

2. ȼ ɨɬɤɪɵɜɲɟɦɫɹ ɨɤɧɟ Ʌɨɤɚɥɶɧɚɹ ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɟɪɟɣɞɢɬɟ ɜ ɪɚɡɞɟɥ ɉɚɪɚɦɟɬɪɵ 
ɛɟɡɨɩɚɫɧɨɫɬɢ \ ɉɚɪɚɦɟɬɪɵ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ \ ɉɚɪɚɦɟɬɪɵ ɩɚɪɨɥɟɣ. ȼ ɞɚɧɧɨɦ ɪɚɡɞɟɥɟ ɜɵ 
ɭɜɢɞɢɬɟ ɪɚɡɥɢɱɧɵɟ ɩɚɪɚɦɟɪɵ 

 
3. ɍɫɬɚɧɨɜɢɬɟ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ ɫɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ ɢ ɨɛɨɫɧɭɣɬɟ: 

- ɦɢɧɢɦɚɥɶɧɭɸ ɞɥɢɧɭ ɩɚɪɨɥɹ, ɱɬɨ ɩɨɡɜɨɥɢɬ ɧɚɦ ɢɡɛɟɠɚɬɶ ɤɨɪɨɬɤɢɯ ɩɚɪɨɥɟɣ  
- Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɩɨɥɶɡɨɜɚɬɟɥɶ ɡɚɞɚɜɚɥ ɫɥɨɠɧɵɟ ɩɚɪɨɥɢ, ɫɥɟɞɭɟɬ ɜɤɥɸɱɢɬɶ ɬɪɟɛɨɜɚɧɢɟ 
ɫɥɨɠɧɨɫɬɢ  
- Ⱦɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɪɟɝɭɥɹɪɧɨɣ ɫɦɟɧɵ ɩɚɪɨɥɹ ɧɭɠɧɨ ɡɚɞɚɬɶ ɟɝɨ ɦɚɤɫɢɦɚɥɶɧɵɣ ɫɪɨɤ ɠɢɡɧɢ  
- ɇɭ ɢ ɧɚɤɨɧɟɰ, ɞɥɹ ɬɨɝɨ ɱɬɨɛɵ ɩɨɥɶɡɨɜɚɬɟɥɶ ɧɟ ɦɟɧɹɥ ɫɜɨɣ ɩɚɪɨɥɶ ɧɚ ɫɬɚɪɵɣ ɩɭɬɟɦ 
ɦɧɨɝɨɤɪɚɬɧɨɣ ɫɦɟɧɵ ɩɚɪɨɥɟɣ, ɧɭɠɧɨ ɡɚɞɚɬɶ ɦɢɧɢɦɚɥɶɧɵɣ ɫɪɨɤ, ɜ ɬɟɱɟɧɢɟ ɤɨɬɨɪɨɝɨ ɩɚɪɨɥɶ 
ɧɟɥɶɡɹ ɩɨɦɟɧɹɬɶ (Minimum password age). 

2) Ⱦɥɹ ɚɤɬɢɜɢɡɚɰɢɢ ɚɭɞɢɬɚ ɧɚ ɢɡɨɥɢɪɨɜɚɧɧɨɦ ɤɨɦɩɶɸɬɟɪɟ (ɜ ActiveDirectory ɨɫɧɚɫɬɤɚ –
Ƚɪɭɩɩɨɜɚɹ ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ): 

1. Ɂɚɩɭɫɬɢɬɟ ɨɫɧɚɫɬɤɭ Ʌɨɤɚɥɶɧɚɹ ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ (Ɇɨɠɧɨ ɬɚɤ ɨɬɤɪɵɬɶ ɉɭɫɤ › 
ɉɪɨɝɪɚɦɦɵ › Ⱥɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ › Ʌɨɤɚɥɶɧɚɹ ɩɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ.) 

2. ɉɨɫɥɟɞɨɜɚɬɟɥɶɧɨ ɪɚɫɤɪɨɣɬɟ ɭɡɥɵ Ʌɨɤɚɥɶɧɵɟ ɩɨɥɢɬɢɤɢ (Local Policies), ɉɨɥɢɬɢɤɚ 
ɚɭɞɢɬɚ (Audit Policy). 

3. ɇɚ ɩɪɚɜɨɣ ɩɚɧɟɥɢ ɩɨɹɜɢɬɫɹ ɫɩɢɫɨɤ ɩɨɥɢɬɢɤ ɚɭɞɢɬɚ. ɉɨ ɭɦɨɥɱɚɧɢɸ ɜɫɟ ɨɧɢ ɢɦɟɸɬ ɡɧɚɱɟɧɢɟ 
ɇɟɬ ɚɭɞɢɬɚ (No Auditing). Ⱦɥɹ ɜɤɥɸɱɟɧɢɹ ɚɭɞɢɬɚ ɫɥɟɞɭɟɬ ɢɡɦɟɧɢɬɶ ɡɧɚɱɟɧɢɹ ɧɭɠɧɵɯ 
ɩɚɪɚɦɟɬɪɨɜ. 

4. ȼɵɩɨɥɧɢɬɟ ɞɜɨɣɧɨɣ ɳɟɥɱɨɤ ɧɚ ɭɫɬɚɧɚɜɥɢɜɚɟɦɨɣ ɩɨɥɢɬɢɤɟ ɚɭɞɢɬɚ. ɉɨɹɜɢɬɫɹ ɨɤɧɨ ɞɢɚɥɨɝɚ, ɫ 
ɩɨɦɨɳɶɸ ɤɨɬɨɪɨɝɨ ɦɨɠɧɨ ɪɚɡɪɟɲɢɬɶ ɚɭɞɢɬ. ȼ ɝɪɭɩɩɟ ȼɟɫɬɢ ɚɭɞɢɬ ɫɥɟɞɭɸɳɢɯ ɩɨɩɵɬɨɤ 
ɞɨɫɬɭɩɚ (Audit these attempts) ɭɫɬɚɧɨɜɢɬɟ ɮɥɚɠɤɢ ɍɫɩɟɯ (Success) ɢɥɢ Ɉɬɤɚɡ (Failure), ɢɥɢ 
ɨɛɚ. 

5. ɇɚɠɦɢɬɟ ɤɧɨɩɤɭ ɈɄ. 
 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №5. 

ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɡɚɳɢɬɵ ɨɬ ɫɛɨɟɜ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ. 

ɐɟɥɶ: ɧɚɭɱɢɬɶɫɹ ɡɚɳɢɳɚɬɶ ɨɪɝɚɧɢɡɚɰɢɸ ɨɬ ɫɛɨɟɜ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ 

 
Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ: 

 
ɇɚɢɛɨɥɟɟ ɧɚɞɟɠɧɵɦ ɫɪɟɞɫɬɜɨɦ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɩɨɬɟɪɶ ɢɧɮɨɪɦɚɰɢɢ ɩɪɢ ɤɪɚɬɤɨɜɪɟɦɟɧɧɨɦ 

ɨɬɤɥɸɱɟɧɢɢ ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɹɜɥɹɟɬɫɹ ɭɫɬɚɧɨɜɤɚ ɢɫɬɨɱɧɢɤɨɜ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ 
ɩɢɬɚɧɢɹ (UPS). Ɂɚɞɚɱɚ: ɨɛɟɫɩɟɱɢɬɶ ɩɢɬɚɧɢɟ ɜɫɟɣ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɢɥɢ ɨɬɞɟɥɶɧɨɣ ɤɨɦɩɶɸɬɟɪɚ ɜ 
ɬɟɱɟɧɢɟ ɤɚɤɨɝɨ-ɬɨ ɩɪɨɦɟɠɭɬɤɚ ɜɪɟɦɟɧɢ, ɞɨɫɬɚɬɨɱɧɨɝɨ ɞɥɹ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɩɨɞɚɱɢ ɧɚɩɪɹɠɟɧɢɹ, 
ɤɨɪɪɟɤɬɧɨɝɨ ɡɚɜɟɪɲɟɧɢɹ ɪɚɛɨɬɵ,  ɞɥɹ ɫɨɯɪɚɧɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ.  
ɍɦɧɵɟ UPS ɭɦɟɸɬ ɫɥɟɞɭɸɳɟɟ – ɤɨɦɩɶɸɬɟɪ ɩɨɥɭɱɚɟɬ ɫɢɝɧɚɥ, ɱɬɨ UPS ɩɟɪɟɲɟɥ ɧɚ ɪɚɛɨɬɭ ɨɬ 
ɫɨɛɫɬɜɟɧɧɵɯ ɚɤɤɭɦɭɥɹɬɨɪɨɜ ɢ ɜɪɟɦɹ ɬɚɤɨɣ ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ ɨɝɪɚɧɢɱɟɧɨ. Ɍɨɝɞɚ ɤɨɦɩɶɸɬɟɪ 
ɜɵɩɨɥɧɹɟɬ ɞɟɣɫɬɜɢɹ ɩɨ ɤɨɪɪɟɤɬɧɨɦɭ ɡɚɜɟɪɲɟɧɢɸ ɜɫɟɯ ɜɵɩɨɥɧɹɸɳɢɯɫɹ ɩɪɨɝɪɚɦɦ ɢ ɨɬɤɥɸɱɚɟɬɫɹ 
(ɤɨɦɚɧɞɚ SHUTDOWN). Ȼɨɥɶɲɢɧɫɬɜɨ ɢɫɬɨɱɧɢɤɨɜ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɨɞɧɨɜɪɟɦɟɧɧɨ 
ɜɵɩɨɥɧɹɟɬ ɮɭɧɤɰɢɢ ɢ ɫɬɚɛɢɥɢɡɚɬɨɪɚ ɧɚɩɪɹɠɟɧɢɹ, ɹɜɥɹɟɬɫɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɣ ɡɚɳɢɬɨɣ ɨɬ ɫɤɚɱɤɨɜ 
ɧɚɩɪɹɠɟɧɢɹ ɜ ɫɟɬɢ. ȿɫɬɶ ɫɨɜɪɟɦɟɧɧɵɟ ɫɟɬɟɜɵɟ ɭɫɬɪɨɣɫɬɜɚ, ɤɨɬɨɪɵɟ ɨɫɧɚɳɟɧɵ ɫɨɛɫɬɜɟɧɧɵɦɢ 
ɞɭɛɥɢɪɨɜɚɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ. 

Ʉɪɭɩɧɵɟ ɨɪɝɚɧɢɡɚɰɢɢ ɢɦɟɸɬ ɫɨɛɫɬɜɟɧɧɵɟ ɚɜɚɪɢɣɧɵɟ ɷɥɟɤɬɪɨɝɟɧɟɪɚɬɨɪɵ ɢɥɢ ɪɟɡɟɪɜɧɵɟ 
ɥɢɧɢɢ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ. ɗɬɢ ɥɢɧɢɢ ɩɨɞɤɥɸɱɟɧɵ ɤ ɪɚɡɧɵɦ ɩɨɞɫɬɚɧɰɢɹɦ, ɢ ɩɪɢ ɜɵɯɨɞɟ ɢɡ ɫɬɪɨɹ 
ɨɞɧɨɣ ɧɢɯ ɷɥɟɤɬɪɨɫɧɚɛɠɟɧɢɟ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɫ ɪɟɡɟɪɜɧɨɣ ɩɨɞɫɬɚɧɰɢɢ.  

Ȼɨɥɶɲɢɧɫɬɜɨ  ɫɛɨɟɜ ɫɟɬɟɜɨɝɨ ɧɚɩɪɹɠɟɧɢɹ ɦɨɠɧɨ ɤɥɚɫɫɢɮɢɰɢɪɨɜɚɬɶ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 
ȼɵɫɨɤɨɱɚɫɬɨɬɧɵɟ ɩɨɦɟɯɢ (ɪɚɞɢɨ ɩɨɦɟɯɚɦɢ), ɩɨɹɜɥɹɸɬɫɹ ɜ ɫɟɬɢ ɜ ɪɟɡɭɥɶɬɚɬɟ ɪɚɛɨɬɵ ɫɚɦɢɯ ɠɟ 
ɩɨɬɪɟɛɢɬɟɥɟɣ. ɗɬɨ ɦɨɝɭɬ ɛɵɬɶ ɦɨɳɧɵɟ ɛɵɬɨɜɵɟ ɢɧɫɬɪɭɦɟɧɬɵ, ɧɚɩɪɢɦɟɪ ɷɥɟɤɬɪɨɞɪɟɥɢ, ɚ ɬɚɤ ɠɟ 
ɪɚɡɥɢɱɧɵɟ ɢɦɩɭɥɶɫɧɵɟ ɭɫɬɪɨɣɫɬɜɚ. ɑɚɫɬɨɬɚ ɩɨɞɨɛɧɨɝɨ ɫɢɝɧɚɥɚ ɦɨɠɟɬ ɜɚɪɶɢɪɨɜɚɬɶɫɹ ɨɬ ɟɞɢɧɢɰ 
ɤɢɥɨɝɟɪɰ ɞɨ ɧɟɫɤɨɥɶɤɢɯ ɞɟɫɹɬɤɨɜ ɦɟɝɚɝɟɪɰ. ɗɬɨɬ ɬɢɩ ɩɨɦɟɯɢ - ɨɞɢɧ ɢɡ ɫɚɦɵɯ ɛɟɡɨɩɚɫɧɵɯ, 
ɩɨɫɤɨɥɶɤɭ ɥɢɲɶ ɜ ɪɟɞɤɢɯ ɫɥɭɱɚɹɯ ɩɪɢɱɢɧɹɟɬ ɡɧɚɱɢɬɟɥɶɧɵɣ ɜɪɟɞ.. ɉɪɢ ɞɨɫɬɚɬɨɱɧɨ ɫɢɥɶɧɨɣ 
ɚɦɩɥɢɬɭɞɟ ɩɨɦɟɯ ɧɟɤɨɬɨɪɚɹ ɩɥɨɯɨ ɡɚɳɢɳɟɧɧɚɹ ɬɟɯɧɢɤɚ ɦɨɠɟɬ ɧɚɱɚɬɶ ɪɚɛɨɬɚɬɶ ɫɨ ɫɛɨɹɦɢ, 
ɨɞɧɚɤɨ ɜɵɯɨɞ ɢɡ ɫɬɪɨɹ ɦɚɥɨɜɟɪɨɹɬɟɧ. Ɂɚɳɢɬɚ ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɫɨɫɬɨɢɬ ɜ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɩɪɨɫɬɨɝɨ 
ɫɟɬɟɜɨɝɨ ɮɢɥɶɬɪɚ.  

ɂɦɩɭɥɶɫɧɵɟ ɩɨɦɟɯɢ 
ɂɦɩɭɥɶɫɧɵɟ ɩɨɦɟɯɢ ɹɜɥɹɸɬɫɹ ɝɨɪɚɡɞɨ ɛɨɥɟɟ ɨɩɚɫɧɵɦɢ. Ɉɧɢ ɩɪɟɞɫɬɚɜɥɹɸɬ ɫɨɛɨɣ ɤɨɪɨɬɤɢɟ 

ɜɫɩɥɟɫɤɢ ɧɚɩɪɹɠɟɧɢɹ. ɉɪɨɞɨɥɠɢɬɟɥɶɧɨɫɬɶ ɢɯ ɞɟɣɫɬɜɢɹ ɧɟɛɨɥɶɲɚɹ ɢ ɫɨɫɬɚɜɥɹɟɬ ɧɟɫɤɨɥɶɤɨ 
ɦɢɥɥɢɫɟɤɭɧɞ, ɧɨ ɚɦɩɥɢɬɭɞɚ ɧɚɩɪɹɠɟɧɢɹ ɦɨɠɟɬ ɞɨɫɬɢɝɚɬɶ ɞɟɫɹɬɤɨɜ ɤɢɥɨɜɨɥɶɬ. ɉɪɢɱɢɧɨɣ ɦɨɝɭɬ 
ɹɜɢɬɶɫɹ ɩɪɢɪɨɞɧɵɟ ɤɚɬɚɤɥɢɡɦɵ (ɝɪɨɡɚ, ɧɚɩɪɢɦɟɪ) ɢɥɢ ɬɟɯɧɨɝɟɧɧɵɟ ɮɚɤɬɨɪɵ (ɧɚ ɩɨɞɫɬɚɧɰɢɹɯ). 
ɋɢɥɶɧɵɣ ɢɦɩɭɥɶɫ ɫ ɛɨɥɶɲɨɣ ɜɟɪɨɹɬɧɨɫɬɶɸ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ ɜɵɯɨɞɭ ɢɡ ɫɬɪɨɹ ɥɸɛɨɣ 
ɫɨɜɪɟɦɟɧɧɨɣ ɬɟɯɧɢɤɢ. Ɂɚɳɢɬɚ ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɫɨɫɬɨɢɬ ɜ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɩɪɨɫɬɨɝɨ ɫɟɬɟɜɨɝɨ ɮɢɥɶɬɪɚ 

Ʉɪɚɬɤɨɜɪɟɦɟɧɧɵɟ ɩɪɨɜɚɥɵ ɢ ɜɫɩɥɟɫɤɢ ɧɚɩɪɹɠɟɧɢɹ ɦɨɝɭɬ ɛɵɬɶ ɜɵɡɜɚɧɵ ɦɧɨɠɟɫɬɜɨɦ 
ɩɪɢɱɢɧ, ɢ ɫɱɢɬɚɸɬɫɹ ɧɨɪɦɚɥɶɧɵɦ ɹɜɥɟɧɢɟɦ ɞɥɹ ɥɸɛɨɣ ɫɟɬɢ, ɟɫɥɢ, ɤɨɧɟɱɧɨ, ɜɪɟɦɹ ɢɯ ɞɟɣɫɬɜɢɹ ɢ 
ɢɡɦɟɧɟɧɢɟ ɚɦɩɥɢɬɭɞɵ ɧɟ ɛɨɥɶɲɨɟ. ɉɪɨɜɚɥɵ ɜɫɬɪɟɱɚɸɬɫɹ ɛɨɥɟɟ ɱɚɫɬɨ, ɩɨɫɤɨɥɶɤɭ ɨɧɢ 
ɜɵɡɵɜɚɸɬɫɹ ɜɤɥɸɱɟɧɢɟɦ ɦɨɳɧɵɯ ɩɨɬɪɟɛɢɬɟɥɟɣ. ȿɫɥɢ ɬɚɤɢɟ ɩɪɨɛɥɟɦɵ ɞɨɥɝɨɜɪɟɦɟɧɧɵ ɢɥɢ 
ɩɪɢɫɭɬɫɬɜɭɸɬ ɩɨɫɬɨɹɧɧɨ, ɬɨ ɷɬɨ ɧɟ ɨɱɟɧɶ ɯɨɪɨɲɨ ɜɥɢɹɟɬ ɧɚ ɪɚɛɨɬɭ ɨɛɨɪɭɞɨɜɚɧɢɹ. Ɇɚɤɫɢɦɚɥɶɧɨɟ 
ɞɨɥɝɨɜɪɟɦɟɧɧɨɟ ɨɬɤɥɨɧɟɧɢɟ ɨɬ ɫɬɚɧɞɚɪɬɚ ɧɟ ɞɨɥɠɧɨ ɩɪɟɜɵɲɚɬɶ ±10%, ɬ.ɟ. ɧɚɩɪɹɠɟɧɢɟ ɦɨɠɟɬ 
ɤɨɥɟɛɚɬɶɫɹ ɨɬ 207 ɞɨ 253, ɢ ɩɪɢɛɨɪɵ ɪɚɫɫɱɢɬɚɧɵ ɧɚ ɷɬɨ. Ɉɞɧɚɤɨ ɢɧɨɝɞɚ ɞɨɩɭɫɬɢɦɵɟ 10% ɧɟ 
ɜɵɩɨɥɧɹɸɬɫɹ, ɢ ɟɫɥɢ ɩɪɢ ɨɬɤɥɨɧɟɧɢɢ ɜ ɦɢɧɭɫ ɛɥɨɤ ɩɢɬɚɧɢɹ ɩɪɨɫɬɨ ɜɵɤɥɸɱɢɬ ɚɩɩɚɪɚɬɭɪɭ, ɬɨ ɩɪɢ 
ɨɬɤɥɨɧɟɧɢɢ ɜ ɩɥɸɫ ɦɨɠɟɬ ɩɪɨɢɡɨɣɬɢ ɱɬɨ-ɬɨ ɦɟɧɟɟ ɩɪɢɹɬɧɨɟ. ɉɨɧɹɬɧɨ, ɱɬɨ ɜ ɬɚɤɢɯ ɫɢɬɭɚɰɢɹɯ 
ɧɟɨɛɯɨɞɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɚɤɢɟ-ɬɨ ɪɟɝɭɥɹɬɨɪɵ ɧɚɩɪɹɠɟɧɢɹ. ɍɫɬɪɨɣɫɬɜɚ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɞɥɹ ɷɬɢɯ 
ɰɟɥɟɣ, ɧɚɡɵɜɚɸɬɫɹ "ɚɜɬɨɦɚɬɢɱɟɫɤɢɣ ɪɟɝɭɥɹɬɨɪ ɧɚɩɪɹɠɟɧɢɹ", ɢɥɢ AVR. Ɉɬɫɭɬɫɬɜɢɟ ɧɚɩɪɹɠɟɧɢɹ 
ɦɨɠɟɬ ɛɵɬɶ ɜɵɡɜɚɧɨ ɚɜɚɪɢɟɣ ɢɥɢ ɨɬɤɥɸɱɟɧɢɟɦ ɩɨ ɤɚɤɢɦ-ɬɨ ɩɪɢɱɢɧɚɦ. ɗɬɚ ɫɢɬɭɚɰɢɹ ɧɟɩɪɢɹɬɧɚɹ, 
ɬ.ɤ. ɨɬɫɭɬɫɬɜɢɟ ɚɦɩɥɢɬɭɞɵ ɢɥɢ ɟɟ ɩɚɞɟɧɢɟ ɞɨ ɩɪɟɞɟɥɶɧɨ ɧɢɡɤɨɝɨ ɡɧɚɱɟɧɢɹ ɜɟɞɟɬ ɤ ɜɵɤɥɸɱɟɧɢɸ 
ɬɟɯɧɢɤɢ,. ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɫɩɚɫɟɬ ɬɨɥɶɤɨ ɚɜɬɨɧɨɦɧɨɟ ɷɥɟɤɬɪɨɫɧɚɛɠɟɧɢɟ, ɤɨɬɨɪɨɟ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ 
ɢɫɬɨɱɧɢɤɚɦɢ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ. ɂ ɫɚɦɵɣ ɪɟɞɤɢɣ ɫɥɭɱɚɣ – ɫɢɥɶɧɨɟ ɢɫɤɚɠɟɧɢɟ ɮɨɪɦɵ 
ɫɢɝɧɚɥɚ ɢɥɢ ɱɚɫɬɨɬɵ. ɗɬɨ ɜɨɡɦɨɠɧɨ ɬɨɥɶɤɨ ɢɡ-ɡɚ ɩɪɨɛɥɟɦ ɨɪɝɚɧɢɡɚɰɢɢ, ɨɫɭɳɟɫɬɜɥɹɸɳɟɣ 
ɷɧɟɪɝɨɫɧɚɛɠɟɧɢɟ. ɋɨɜɪɟɦɟɧɧɵɟ ɛɥɨɤɢ ɩɢɬɚɧɢɹ ɤ ɷɬɨɦɭ ɧɟ ɫɢɥɶɧɨ ɬɪɟɛɨɜɚɬɟɥɶɧɵ, ɨɞɧɚɤɨ, ɟɫɥɢ 



ɢɫɤɚɠɟɧɢɹ ɫɥɢɲɤɨɦ ɫɢɥɶɧɵ, ɬɨ ɨɩɹɬɶ ɠɟ ɩɪɢɯɨɞɢɬɫɹ ɩɪɢɛɟɝɚɬɶ ɤ ɩɨɦɨɳɢ ɢɫɬɨɱɧɢɤɨɜ 
ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ. 

ɂɫɬɨɱɧɢɤɢ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ, ɮɢɥɶɬɪɵ, ɤɨɧɫɬɪɭɤɰɢɢ ɢ ɬɢɩɵ. 
Ɉɫɧɨɜɧɚɹ ɯɚɪɚɤɬɟɪɢɫɬɢɤɚ ɢɫɬɨɱɧɢɤɚ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ — ɷɬɨ ɦɨɳɧɨɫɬɶ, 

ɭɤɚɡɵɜɚɟɦɚɹ ɨɛɵɱɧɨ ɜ ɜɨɥɶɬ-ɚɦɩɟɪɚɯ (VA). Ⱦɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɭɡɧɚɬɶ ɦɨɳɧɨɫɬɶ ɜ ɜɚɬɬɚɯ, ɦɨɠɧɨ 
ɭɦɧɨɠɢɬɶ ɡɧɚɱɟɧɢɟ ɦɨɳɧɨɫɬɢ ɜ ɜɨɥɶɬ-ɚɦɩɟɪɚɯ ɧɚ 0,6 (ɯɨɬɹ, ɬɨɱɧɨɟ ɡɧɚɱɟɧɢɟ ɷɬɨɝɨ ɤɨɷɮɮɢɰɢɟɧɬɚ 
ɡɚɜɢɫɢɬ ɨɬ ɤɨɧɤɪɟɬɧɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ). ɂɫɬɨɱɧɢɤɢ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɪɚɡɥɢɱɚɸɬɫɹ ɢ 
ɞɪɭɝɢɦɢ ɩɨɤɚɡɚɬɟɥɹɦɢ. ȼ ɢɬɨɝɟ, ɫɬɨɢɦɨɫɬɶ ɭɫɬɪɨɣɫɬɜ, ɢɦɟɸɳɢɯ ɨɞɢɧɚɤɨɜɭɸ ɦɨɳɧɨɫɬɶ 
(ɧɚɩɪɢɦɟɪ, 700 VA), ɧɨ ɢɫɩɨɥɶɡɭɸɳɢɯ ɪɚɡɥɢɱɧɵɟ ɬɟɯɧɨɥɨɝɢɢ, ɦɨɠɟɬ ɞɨɜɨɥɶɧɨ ɫɭɳɟɫɬɜɟɧɧɨ, ɜ 
ɧɟɫɤɨɥɶɤɨ ɪɚɡ, ɪɚɡɥɢɱɚɬɶɫɹ. 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɩɨɧɹɬɶ, ɤɚɤɨɣ ɢɦɟɧɧɨ ɂȻɉ ɜɚɦ ɧɭɠɟɧ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɡɚɳɢɬɢɬɶ ɜɚɲɟ 
ɨɛɨɪɭɞɨɜɚɧɢɟ (ɨɛɵɱɧɨ ɤ ɂȻɉ ɩɨɞɤɥɸɱɚɸɬ ɦɨɧɢɬɨɪ ɢ ɤɨɦɩɶɸɬɟɪ), ɧɭɠɧɨ ɭɡɧɚɬɶ ɦɨɳɧɨɫɬɶ, 
ɩɨɬɪɟɛɥɹɟɦɭɸ ɜɚɲɢɦ ɨɛɨɪɭɞɨɜɚɧɢɟɦ ɢ ɩɨɞɛɢɪɚɬɶ ɭɫɬɪɨɣɫɬɜɨ, ɦɨɳɧɨɫɬɶ ɤɨɬɨɪɨɝɨ ɧɟɦɧɨɝɨ 
ɛɨɥɶɲɟ. Ⱦɨɩɨɥɧɢɬɟɥɶɧɚɹ ɦɨɳɧɨɫɬɶ, ɜ ɥɸɛɨɦ ɫɥɭɱɚɟ, ɧɟ ɩɨɦɟɲɚɟɬ.  

Ɉɫɧɨɜɧɚɹ ɡɚɞɚɱɚ ɢɫɬɨɱɧɢɤɚ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ — ɫɬɚɛɢɥɢɡɚɰɢɹ ɩɚɪɚɦɟɬɪɨɜ 
ɷɥɟɤɬɪɢɱɟɫɤɨɝɨ ɬɨɤɚ, ɢ, ɜ ɫɥɭɱɚɟ ɫɟɪɶɟɡɧɵɯ ɨɬɤɥɨɧɟɧɢɣ ɩɚɪɚɦɟɬɪɨɜ ɫɟɬɟɜɨɝɨ ɩɢɬɚɧɢɹ ɨɬ ɧɨɪɦɵ, 
ɩɟɪɟɜɨɞ ɩɨɞɤɥɸɱɟɧɧɨɝɨ ɤ ɂȻɉ ɨɛɨɪɭɞɨɜɚɧɢɹ ɧɚ ɩɢɬɚɧɢɟ ɨɬ ɛɚɬɚɪɟɣ. Ɉɛɵɱɧɨ ɫɪɨɤ ɚɜɬɨɧɨɦɧɨɝɨ 
ɩɢɬɚɧɢɹ (ɟɫɥɢ, ɧɚɩɪɢɦɟɪ, ɪɟɱɶ ɢɞɟɬ ɨɛ ɂȻɉ ɦɨɳɧɨɫɬɶɸ 700 VA ɢ ɨ ɩɢɬɚɧɢɢ ɨɛɨɪɭɞɨɜɚɧɢɹ, 
ɦɨɳɧɨɫɬɶɸ, ɧɟ ɩɪɟɜɵɲɚɸɳɟɣ ɷɬɨ ɡɧɚɱɟɧɢɟ) ɭɫɬɪɨɣɫɬɜ ɨɬ ɛɚɬɚɪɟɣ ɂȻɉ ɧɟ ɩɪɟɜɵɲɚɟɬ 5-15 
ɦɢɧɭɬ. ɗɬɨɝɨ ɜɪɟɦɟɧɢ ɞɨɥɠɧɨ ɯɜɚɬɢɬɶ ɧɚ ɬɨ, ɱɬɨɛɵ ɤɨɪɪɟɤɬɧɨ ɡɚɜɟɪɲɢɬɶ ɪɚɛɨɬɭ ɢ ɜɵɤɥɸɱɢɬɶ 
ɤɨɦɩɶɸɬɟɪ. ɇɟɤɨɬɨɪɵɟ ɂȻɉ ɨɛɥɚɞɚɸɬ ɜɨɡɦɨɠɧɨɫɬɶɸ ɨɪɝɚɧɢɡɚɰɢɢ ɨɛɪɚɬɧɨɣ ɫɜɹɡɢ ɫ 
ɤɨɦɩɶɸɬɟɪɚɦɢ — ɟɫɥɢ ɩɢɬɚɧɢɟ ɨɬɤɥɸɱɢɬɫɹ ɜ ɨɬɫɭɬɫɬɜɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɂȻɉ ɦɨɠɟɬ ɞɚɬɶ 
ɤɨɦɩɶɸɬɟɪɭ ɤɨɦɚɧɞɭ ɧɚ ɨɬɤɥɸɱɟɧɢɟ. ɂ ɨɬɤɥɸɱɟɧɢɟ ɛɭɞɟɬ ɜɵɩɨɥɧɟɧɨ ɤɨɪɪɟɤɬɧɨ, ɚ ɧɟ ɚɜɚɪɢɣɧɨ. 

ȿɫɥɢ ɩɨ ɤɚɤɢɦ-ɬɨ ɩɪɢɱɢɧɚɦ ɜɵ ɧɟ ɢɫɩɨɥɶɡɭɟɬɟ ɂȻɉ, ɜɨɫɩɨɥɶɡɭɣɬɟɫɶ, ɯɨɬɹ ɛɵ, ɫɟɬɟɜɵɦ 
ɮɢɥɶɬɪɨɦ. ɋɟɬɟɜɨɣ ɮɢɥɶɬɪ ɜɧɟɲɧɟ ɩɨɯɨɠ ɧɚ ɨɛɵɱɧɵɣ ɭɞɥɢɧɢɬɟɥɶ, ɧɨ ɨɧ ɦɨɠɟɬ ɫɬɚɛɢɥɢɡɢɪɨɜɚɬɶ 
ɩɟɪɟɩɚɞɵ ɧɚɩɪɹɠɟɧɢɹ (ɜ ɨɩɪɟɞɟɥɟɧɧɵɯ ɩɪɟɞɟɥɚɯ, ɟɫɬɟɫɬɜɟɧɧɨ) ɢ ɮɢɥɶɬɪɨɜɚɬɶ ɩɨɦɟɯɢ. ɉɨɠɚɥɭɣ, 
ɫɟɬɟɜɵɦ ɮɢɥɶɬɪɨɦ ɦɨɠɧɨ ɨɛɨɣɬɢɫɶ ɜ ɬɨɦ ɫɥɭɱɚɟ, ɟɫɥɢ ɬɚɦ, ɝɞɟ ɜɵ ɠɢɜɟɬɟ, ɩɪɨɛɥɟɦɵ ɫ 
ɷɥɟɤɬɪɨɩɢɬɚɧɢɟɦ ɛɵɜɚɸɬ ɤɪɚɣɧɟ ɪɟɞɤɨ.  

ɋɬɚɛɢɥɢɡɚɬɨɪɵ. 
ɉɪɟɞɧɚɡɧɚɱɟɧɧɵɟ ɞɥɹ ɤɨɦɩɶɸɬɟɪɨɜ ɫɬɚɛɢɥɢɡɚɬɨɪɵ ɫɨɱɟɬɚɸɬ ɜ ɫɟɛɟ ɮɭɧɤɰɢɢ ɫɟɬɟɜɨɝɨ ɮɢɥɶɬɪɚ ɢ 
ɫɬɚɛɢɥɢɡɚɬɨɪɚ ɧɚɩɪɹɠɟɧɢɹ. Ɉɧɢ ɧɟ ɬɨɥɶɤɨ ɨɬɮɢɥɶɬɪɨɜɵɜɚɸɬ ɢɦɩɭɥɶɫɧɵɟ ɩɨɦɟɯɢ, ɧɨ ɢ 
ɜɵɞɟɪɠɢɜɚɸɬ ɫɬɚɛɢɥɶɧɨɟ ɧɚɩɪɹɠɟɧɢɟ ɧɚ ɜɵɯɨɞɟ (ɧɚɩɪɢɦɟɪ, 230 ȼ) ɩɪɢ ɤɨɥɟɛɚɧɢɹɯ (ɩɨɧɢɠɟɧɢɹɯ 
ɢ ɩɨɜɵɲɟɧɢɹɯ) ɜɯɨɞɧɨɝɨ ɧɚɩɪɹɠɟɧɢɹ ɧɚ 30-40% 

ɋɟɬɟɜɵɟ ɮɢɥɶɬɪɵ. 
Ⱥɧɚɥɢɡ ɡɚɳɢɬɧɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɧɚɢɛɨɥɟɟ ɰɟɥɟɫɨɨɛɪɚɡɧɨ ɧɚɱɚɬɶ ɫ ɪɚɫɫɦɨɬɪɟɧɢɹ ɮɢɥɶɬɪɨɜ-

ɭɞɥɢɧɢɬɟɥɟɣ. ɑɟɦ ɠɟ ɨɧɢ ɨɬɥɢɱɚɸɬɫɹ ɨɬ ɨɛɵɱɧɵɯ ɭɞɥɢɧɢɬɟɥɟɣ? ɉɨ ɫɜɨɟɣ ɩɪɢɪɨɞɟ ɷɬɢ 
ɭɫɬɪɨɣɫɬɜɚ ɦɨɝɭɬ ɡɚɳɢɬɢɬɶ ɨɛɨɪɭɞɨɜɚɧɢɟ ɨɬ ɢɦɩɭɥɶɫɧɵɯ ɢ ɜɵɫɨɤɨɱɚɫɬɨɬɧɵɯ ɩɨɦɟɯ ɢ 
ɩɟɪɟɧɚɩɪɹɠɟɧɢɹ. ȼ ɨɫɧɨɜɟ ɢɦɩɭɥɶɫɧɨɣ ɡɚɳɢɬɵ ɧɚɯɨɞɢɬɫɹ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɜɚɪɢɫɬɨɪɨɜ. 

 

 
ȼɚɪɢɫɬɨɪɵ 
ȼɚɪɢɫɬɨɪ ɯɚɪɚɤɬɟɪɢɡɭɟɬɫɹ ɧɟɥɢɧɟɣɧɨɣ ɡɚɜɢɫɢɦɨɫɬɶɸ ɬɨɤɚ ɨɬ ɩɪɢɥɨɠɟɧɧɨɝɨ ɧɚɩɪɹɠɟɧɢɹ. Ɍɨ ɟɫɬɶ, 
ɩɨɤɚ ɧɚɩɪɹɠɟɧɢɟ ɧɟ ɩɪɟɜɵɲɚɟɬ ɧɟɤɨɝɨ ɞɨɩɭɫɤɚ, ɱɟɪɟɡ ɜɚɪɢɫɬɨɪ ɩɪɨɯɨɞɢɬ ɧɢɡɤɢɣ ɬɨɤ. Ʉɚɤ ɬɨɥɶɤɨ 
ɚɦɩɥɢɬɭɞɚ ɩɪɟɜɵɲɚɟɬ ɷɬɨɬ ɭɫɬɚɧɨɜɥɟɧɧɵɣ ɩɨɪɨɝ, ɱɟɪɟɡ ɜɚɪɢɫɬɨɪ ɧɚɱɢɧɚɟɬ ɩɪɨɬɟɤɚɬɶ ɨɝɪɨɦɧɵɣ 
ɬɨɤ. ɉɟɪɟɞ ɜɚɪɢɫɬɨɪɨɦ ɧɚɯɨɞɢɬɫɹ ɩɪɟɞɨɯɪɚɧɢɬɟɥɶ, ɤɨɬɨɪɵɣ ɩɨɱɬɢ ɜɨ ɜɫɟɯ ɫɨɜɪɟɦɟɧɧɵɯ 
ɤɨɧɫɬɪɭɤɰɢɹɯ ɹɜɥɹɟɬɫɹ ɚɜɬɨɦɚɬɢɱɟɫɤɢɦ ɢ ɦɧɨɝɨɪɚɡɨɜɵɦ, ɢ, ɤɚɤ ɬɨɥɶɤɨ ɬɨɤ ɩɪɟɜɨɫɯɨɞɢɬ 
ɧɨɦɢɧɚɥɶɧɨɟ ɡɧɚɱɟɧɢɟ (ɨɛɵɱɧɨ ɷɬɨ 10Ⱥ), ɩɪɟɞɨɯɪɚɧɢɬɟɥɶ ɪɚɡɦɵɤɚɟɬ ɰɟɩɶ ɢ ɨɬɤɥɸɱɚɟɬ 
ɨɛɨɪɭɞɨɜɚɧɢɟ ɨɬ ɫɟɬɢ. Ɍɚɤɚɹ ɡɚɳɢɬɚ ɞɟɣɫɬɜɟɧɧɚ, ɧɨ ɢɦɟɟɬ ɧɟɫɤɨɥɶɤɨ ɦɢɧɭɫɨɜ. ȼɨ-ɩɟɪɜɵɯ, 
ɬɟɯɧɢɤɚ ɩɪɨɫɬɨ ɠɟɫɬɤɨ ɜɵɤɥɸɱɚɟɬɫɹ ɜɨ ɜɪɟɦɹ ɪɚɛɨɬɵ. ȼɨ-ɜɬɨɪɵɯ, ɩɪɢ ɫɢɥɶɧɨɦ ɢɦɩɭɥɶɫɟ 
ɜɚɪɢɫɬɨɪɵ ɦɨɝɭɬ ɫɝɨɪɟɬɶ, ɨɛɨɪɭɞɨɜɚɧɢɟ ɧɟ ɩɨɜɪɟɞɢɬɫɹ, ɧɨ  ɮɢɥɶɬɪ ɫɨ ɫɝɨɪɟɜɲɢɦɢ ɷɥɟɦɟɧɬɚɦɢ 
ɭɠɟ ɧɟ ɨɛɟɫɩɟɱɢɬ ɡɚɳɢɬɵ.ɋɚɦɵɣ ɩɪɨɫɬɨɣ ɮɢɥɶɬɪ-ɭɞɥɢɧɢɬɟɥɶ ɢɫɩɨɥɶɡɭɟɬ ɤɚɤ ɦɢɧɢɦɭɦ ɨɞɧɢ 
ɜɚɪɢɫɬɨɪ ɢ ɩɪɟɞɨɯɪɚɧɢɬɟɥɶ, ɦɨɞɟɥɢ ɩɨɥɭɱɲɟ ɨɛɨɪɭɞɨɜɚɧɵ ɤɚɤ ɦɢɧɢɦɭɦ ɬɪɟɦɹ ɜɚɪɢɫɬɨɪɚɦɢ, 
ɤɨɬɨɪɵɟ ɜɤɥɸɱɟɧɵ ɬɪɟɭɝɨɥɶɧɢɤɨɦ ɦɟɠɞɭ ɨɫɧɨɜɧɵɦɢ ɥɢɧɢɹɦɢ (ɮɚɡɚ, ɧɨɥɶ ɢ ɡɟɦɥɹ).  

ɂɫɬɨɱɧɢɤɢ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ 



ɂɫɬɨɱɧɢɤɢ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɫɩɨɫɨɛɧɵ ɡɚɳɢɬɢɬɶ ɨɬ ɛɨɥɶɲɢɧɫɬɜɚ ɜɵɲɟɭɩɨɦɹɧɭɬɵɯ 
ɩɪɨɛɥɟɦ. ɂɡɧɚɱɚɥɶɧɨ ɷɬɢ ɭɫɬɪɨɣɫɬɜɚ ɫɨɡɞɚɜɚɥɢɫɶ ɞɥɹ ɤɨɦɩɶɸɬɟɪɨɜ. ɇɨ ɜ ɩɨɫɥɟɞɧɟɟ ɜɪɟɦɹ 
ɩɪɨɢɡɜɨɞɢɬɟɥɢ ɫɬɚɥɢ ɜɵɩɭɫɤɚɬɶ ɦɨɞɟɥɢ ɫ ɟɜɪɨ-ɪɨɡɟɬɤɚɦɢ, ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɤ ɧɢɦ ɦɨɠɧɨ ɛɵɥɨ 
ɩɨɞɤɥɸɱɢɬɶ ɢ ɛɵɬɨɜɭɸ ɬɟɯɧɢɤɭ. 
ȿɫɬɶ ɬɪɢ ɬɢɩɚ ɂȻɉ: 

 Ɋɟɡɟɪɜɧɵɣ (Off-Line, Standby) 
 Ʌɢɧɟɣɧɨ-ɢɧɬɟɪɚɤɬɢɜɧɵɣ (Line-Interactive) 
 ɇɟɩɪɟɪɵɜɧɨɝɨ ɞɟɣɫɬɜɢɹ (online) 

Ɋɟɡɟɪɜɧɵɣ ɂȻɉ (Off-Line, Standby) / Back UPS 

 
ɇɚ ɮɨɬɨɝɪɚɮɢɢ ɪɟɡɟɪɜɧɵɣ ɢɫɬɨɱɧɢɤ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ APC Back-UPS ES 700VA 
(BE700G-RS) 
ɋɚɦɵɣ ɩɪɨɫɬɨɣ ɢ ɧɟɞɨɪɨɝɨɣ ɬɢɩ ɂȻɉ. ɉɨɬɪɟɛɥɹɟɬ ɦɢɧɢɦɚɥɶɧɨɟ ɤɨɥɢɱɟɫɬɜɨ ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ ɢ 
ɩɪɚɤɬɢɱɟɫɤɢ ɛɟɫɲɭɦɧɵɣ. 
ɋɨɫɬɨɢɬ ɢɡ ɚɤɤɭɦɭɥɹɬɨɪɚ (ɨɬ ɤɨɬɨɪɨɝɨ ɩɪɨɢɫɯɨɞɢɬ ɩɢɬɚɧɢɟ ɜɨ ɜɪɟɦɹ ɫɛɨɹ ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ), 
ɡɚɪɹɞɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ (ɩɢɬɚɸɳɟɝɨ ɛɚɬɚɪɟɸ ɚɤɤɭɦɭɥɹɬɨɪɚ) ɢ ɢɧɜɟɪɬɨɪɚ (ɩɪɟɨɛɪɚɡɨɜɚɬɟɥɹ 
ɧɚɩɪɹɠɟɧɢɹ ɫ ɩɨɫɬɨɹɧɧɨɝɨ ɜ ɩɟɪɟɦɟɧɧɵɣ ɬɨɤ — 12 — 220 ɜɨɥɶɬ). 

 
Ⱥɤɤɭɦɭɥɹɬɨɪ ɢɦɟɟɬ ɬɚɤɢɟ ɬɟɯɧɢɱɟɫɤɢɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ: 12ȼ ɢ ɨɬ 7 Ah ɞɨ 9 Ah (ɑɟɦ ɜɵɲɟ Ah, ɬɟɦ 
ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ ɦɨɳɧɟɟ ɚɤɤɭɦɭɥɹɬɨɪ). 
Ʌɢɧɟɣɧɨ-ɢɧɬɟɪɚɤɬɢɜɧɵɣ ɂȻɉ (Line-Interactive) / Smart UPS 
Ɉɬɥɢɱɚɟɬɫɹ ɨɬ ɪɟɡɟɪɜɧɨɝɨ ɂȻɉ ɬɨɥɶɤɨ ɬɟɦ, ɱɬɨ ɢɦɟɟɬ ɞɨɩɨɥɧɢɬɟɥɶɧɵɣ ɫɬɭɩɟɧɱɚɬɵɣ 
ɫɬɚɛɢɥɢɡɚɬɨɪ ɧɚɩɪɹɠɟɧɢɹ ɧɚ ɨɫɧɨɜɟ ɚɜɬɨɬɪɚɧɫɮɨɪɦɚɬɨɪɚ, ɛɥɚɝɨɞɚɪɹ ɤɨɬɨɪɨɦɭ ɩɪɨɢɫɯɨɞɢɬ 
ɜɵɪɚɜɧɢɜɚɧɢɟ ɜɯɨɞɹɳɟɝɨ ɧɚɩɪɹɠɟɧɢɹ ɞɨ 220V ɛɟɡ ɨɛɪɚɳɟɧɢɹ ɤ ɛɚɬɚɪɟɟ. 

 
ɂȻɉ ɷɬɨɝɨ ɬɢɩɚ ɨɛɥɚɞɚɸɬ ɛɨɥɶɲɨɣ ɦɨɳɧɨɫɬɶɸ, ɡɚ ɫɱɟɬ ɱɟɝɨ ɞɨɪɨɠɟ ɩɨ ɰɟɧɟ. ɉɨɞɯɨɞɹɬ ɜ ɬɟɯ 
ɫɥɭɱɚɹɯ, ɤɨɝɞɚ ɤɨɥɟɛɚɧɢɹ ɧɚɩɪɹɠɟɧɢɹ ɜ ɫɟɬɢ ɡɧɚɱɢɬɟɥɶɧɨ ɩɪɟɜɵɲɚɸɬ ɧɨɪɦɵ: ɨɬ 160 ɞɨ 290 
ȼɨɥɶɬ. 
ɂȻɉ ɇɟɩɪɟɪɵɜɧɨɝɨ ɞɟɣɫɬɜɢɹ (online) 

 
ɇɚ ɮɨɬɨɝɪɚɮɢɢ ɢɫɬɨɱɧɢɤ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɧɟɩɪɟɪɵɜɧɨɝɨ ɞɟɣɫɬɜɢɹ APC Smart-UPS RT 
1000VA 
ɋɚɦɵɣ ɞɨɪɨɝɨɣ ɬɢɩ ɂȻɉ. Ɉɛɟɫɩɟɱɢɜɚɟɬ ɧɚɢɥɭɱɲɟɟ ɪɟɡɟɪɜɧɨɟ ɩɢɬɚɧɢɟ ɡɚ ɫɱɺɬ ɩɨɫɬɨɹɧɧɨɣ ɢ 
ɜɵɫɨɤɨɣ ɬɨɱɧɨɫɬɢ ɩɨɞɞɟɪɠɢɜɚɟɦɨɝɨ ɜɵɯɨɞɧɨɝɨ ɧɚɩɪɹɠɟɧɢɹ, ɚ ɬɚɤɠɟ ɤɚɱɟɫɬɜɟɧɧɨɣ ɢ ɛɵɫɬɪɨɣ 
ɮɢɥɶɬɪɚɰɢɢ ɜɫɟɯ ɩɨɦɟɯ. ȼɯɨɞɧɨɟ ɩɟɪɟɦɟɧɧɨɟ ɧɚɩɪɹɠɟɧɢɟ ɜ ɞɚɧɧɨɦ ɬɢɩɟ ɭɫɬɪɨɣɫɬɜ ɫɧɚɱɚɥɚ 
ɩɪɟɨɛɪɚɡɭɟɬɫɹ ɜ ɩɨɫɬɨɹɧɧɨɟ, ɚ ɡɚɬɟɦ ɜ ɩɟɪɟɦɟɧɧɨɟ, ɩɨɫɥɟ ɱɟɝɨ ɩɨɞɚɟɬɫɹ ɧɚ ɜɵɯɨɞ. 

 
ɂɡ ɧɟɞɨɫɬɚɬɤɨɜ ɷɬɨɝɨ ɬɢɩɚ ɢɫɬɨɱɧɢɤɚ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɦɨɠɧɨ ɨɬɦɟɬɢɬɶ ɛɨɥɶɲɨɟ 
ɜɵɞɟɥɟɧɢɟ ɬɟɩɥɚ, ɬɪɟɛɭɸɳɟɟ ɨɬɜɨɞɚ, ɢ ɲɭɦɚ. 
Ɉɫɧɨɜɧɵɟ ɬɟɯɧɢɱɟɫɤɢɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ ɂȻɉ 



Ɇɨɳɧɨɫɬɶ. ɍɤɚɡɵɜɚɟɬɫɹ ɜ ȼɨɥɶɬ-Ⱥɦɩɟɪɚɯ (ȼȺ/VA) ɢ ȼɚɬɬɚɯ (ȼɬ). 
Ɉɛɪɚɳɚɹ ɜɧɢɦɚɧɢɟ ɧɚ ɷɬɨɬ ɩɚɪɚɦɟɬɪ, ɧɭɠɧɨ ɨɩɪɟɞɟɥɢɬɶɫɹ, ɤɚɤɭɸ ɬɟɯɧɢɤɭ ɛɭɞɟɬ ɡɚɳɢɳɚɬɶ ɂȻɉ 
ɢ ɪɚɫɫɱɢɬɚɬɶ ɟɟ ɷɥɟɤɬɪɨɩɨɬɪɟɛɥɟɧɢɟ. 
Ɋɚɫɱɟɬ ɧɟɨɛɯɨɞɢɦɨɣ ɦɨɳɧɨɫɬɢ ɂɉȻ. 
ȿɫɥɢ ɩɨ ɤɚɤɨɣ-ɥɢɛɨ ɩɪɢɱɢɧɟ ɜ ɞɨɤɭɦɟɧɬɚɰɢɢ ɤ ɂɉȻ ɦɨɳɧɨɫɬɶ ɭɤɚɡɚɧɚ ɬɨɥɶɤɨ ɜ ȼɨɥɶ-Ⱥɦɩɟɪɚɯ 
(ȼȺ), ɬɨ ɩɟɪɟɫɱɢɬɚɬɶ ɟɟ ɧɚ ȼɚɬɬɵ ɦɨɠɧɨ ɩɨ ɫɥɟɞɭɸɳɟɣ ɮɨɪɦɭɥɟ: 
ȼȺ x 0.7 = ȼɬ 
ȼɨɡɶɦɟɦ ɡɚ ɩɪɢɦɟɪ ɫɚɦɵɣ ɩɪɨɫɬɨɣ ɢ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɣ ɢɫɬɨɱɧɢɤ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ APC 
Back-UPS ES 700VA. ȿɝɨ ɦɨɳɧɨɫɬɶ ɫɨɫɬɚɜɥɹɟɬ 700 VA. ɉɟɪɟɜɨɞɢɦ ɜ ȼɚɬɬɵ: 
700 x 0.7 = 490 ȼɬ 
Ɍɟɩɟɪɶ ɦɵ ɡɧɚɟɦ, ɱɬɨ ɤ ɷɬɨɦɭ ɂɉȻ ɦɨɠɧɨ ɩɨɞɤɥɸɱɚɬɶ ɦɚɤɫɢɦɚɥɶɧɭɸ ɧɚɝɪɭɡɤɭ ɜ 490 ȼɬ (ɢɥɢ 700 
VA). 
ɋɚɦɨɟ ɜɪɟɦɹ ɭɡɧɚɬɶ ɦɨɳɧɨɫɬɶ ɧɚɝɪɭɡɤɢ ɤɨɦɩɶɸɬɟɪɚ. Ɋɚɫɫɱɢɬɚɬɶ ɟɟ ɦɨɠɧɨ, ɫɥɨɠɢɜ ɡɧɚɱɟɧɢɹ 
ɦɨɳɧɨɫɬɢ ɤɚɠɞɨɝɨ ɢɡ ɤɨɦɩɥɟɤɬɭɸɳɢɯ. ɉɨɥɭɱɢɬɶ ɷɬɢ ɡɧɚɱɟɧɢɹ ɦɨɠɧɨ ɢɡ ɬɟɯɧɢɱɟɫɤɢɯ 
ɯɚɪɚɤɬɟɪɢɫɬɢɤ ɭɫɬɪɨɣɫɬɜ, ɜɨɫɩɨɥɶɡɨɜɚɜɲɢɫɶ ɩɨɢɫɤɨɦ ɩɨ ɢɧɬɟɪɧɟɬɭ ɢɥɢ ɜ ɩɪɢɥɚɝɚɸɳɢɯɫɹ 
ɞɨɤɭɦɟɧɬɚɰɢɹɯ. ɋɭɳɟɫɬɜɭɟɬ ɬɚɤɠɟ ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɨɧɥɚɣɧ-ɫɟɪɜɢɫɨɜ ɞɥɹ ɚɜɬɨɦɚɬɢɱɟɫɤɨɝɨ 
ɩɨɞɫɱɟɬɚ ɫɭɦɦɚɪɧɨɣ ɦɨɳɧɨɫɬɢ ɫɢɫɬɟɦɧɨɝɨ ɛɥɨɤɚ. 
ɇɭɠɧɨ ɡɚɦɟɬɢɬɶ, ɱɬɨ ɧɟ ɜɫɟ ɨɧɥɚɣɧ-ɤɚɥɶɤɭɥɹɬɨɪɵ ɫɱɢɬɚɸɬ ɨɞɢɧɚɤɨɜɨ. ɂɧɨɝɞɚ ɪɚɡɧɢɰɚ ɦɟɠɞɭ 
ɡɧɚɱɟɧɢɹɦɢ ɦɨɳɧɨɫɬɢ ɜ ɞɜɭɯ ɪɚɡɧɵɯ ɬɚɤɢɯ ɫɟɪɜɢɫɚɯ ɦɨɠɟɬ ɜɚɪɶɢɪɨɜɚɬɶɫɹ ɜ ɩɪɟɞɟɥɚɯ 100 ȼɬ. 
ɉɨɷɬɨɦɭ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɩɪɢɩɥɸɫɨɜɵɜɚɬɶ ɡɚɩɚɫ, ɬ.ɟ. ɜɡɹɬɶ ɩɨ ɜɨɡɦɨɠɧɨɫɬɢ ɦɚɤɫɢɦɚɥɶɧɨɟ 
ɡɧɚɱɟɧɢɟ. ɇɟ ɡɚɛɭɞɶɬɟ, ɱɬɨ ɜ ɫɭɦɦɭ ɦɨɳɧɨɫɬɢ ɤɨɦɩɶɸɬɟɪɚ ɩɨɦɢɦɨ ɫɢɫɬɟɦɧɨɝɨ ɛɥɨɤɚ, ɬɚɤɠɟ 
ɞɨɥɠɧɵ ɜɯɨɞɢɬɶ ɦɨɳɧɨɫɬɶ ɦɨɧɢɬɨɪɚ ɢ ɜɧɟɲɧɟɣ ɩɟɪɢɮɟɪɢɢ (ɩɪɢɧɬɟɪ, ɫɤɚɧɟɪ, ɜɧɟɲɧɢɣ ɠɟɫɬɤɢɣ 
ɞɢɫɤ ɢ ɬ.ɞ.). 
ȿɫɥɢ ɜɵ ɡɧɚɟɬɟ ɤɨɥɢɱɟɫɬɜɨ ɩɨɬɪɟɛɥɹɟɦɨɣ ɷɧɟɪɝɢɢ ɤɨɦɩɶɸɬɟɪɚ ɜ ȼɚɬɚɯ ɢ ɠɟɥɚɟɬɟ ɩɟɪɟɫɱɢɬɚɬɶ ɷɬɭ 
ɫɭɦɦɭ ɜ ȼɨɥɶɬ-Ⱥɦɩɟɪɵ, ɬɨ ɬɚɤɨɣ ɩɟɪɟɪɚɫɱɟɬ ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɩɨ ɫɥɟɞɭɸɳɟɣ ɮɨɪɦɭɥɟ: 
ȼɬ / 0.7 = ȼȺ (VA) 
ȼɪɟɦɹ ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ. 
ȼɫɟ ɫɨɜɪɟɦɟɧɧɵɟ ɂȻɉ ɨɛɟɫɩɟɱɢɜɚɸɬ ɞɨ 30 ɢ ɛɨɥɟɟ ɦɢɧɭɬ ɪɚɛɨɬɵ. ȼɵɛɢɪɚɣɬɟ ɷɬɨɬ ɩɚɪɚɦɟɬɪ 
ɢɫɯɨɞɹ ɨɩɹɬɶ ɠɟ ɢɡ ɩɨɠɟɥɚɧɢɣ. ɏɨɬɢɬɟ ɜɵ ɩɪɨɞɨɥɠɚɬɶ ɪɚɛɨɬɭ, ɤɨɝɞɚ ɧɟɬ ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ ɜ 
ɬɟɱɟɧɢɢ ɞɨɥɝɨɝɨ ɜɪɟɦɟɧɢ, ɢɥɢ ɠɟ ɜɚɦ ɩɪɨɫɬɨ ɧɟɨɛɯɨɞɢɦɨ ɧɟɤɨɬɨɪɨɟ ɜɪɟɦɹ, ɱɬɨɛɵ ɛɟɡɨɩɚɫɧɨ 
ɡɚɜɟɪɲɢɬɶ ɪɚɛɨɬɭ ɤɨɦɩɶɸɬɟɪɚ ɢ ɫɨɯɪɚɧɢɬɶ ɞɚɧɧɵɟ. ȼ ɧɟɤɨɬɨɪɵɯ ɦɨɞɟɥɹɯ ɂȻɉ ɟɫɬɶ ɜɨɡɦɨɠɧɨɫɬɶ 
ɩɨɞɤɥɸɱɚɬɶ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɛɚɬɚɪɟɢ ɢ ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ ɪɚɫɲɢɪɢɬɶ ɷɬɢɦ ɫɚɦɵɦ ɜɪɟɦɹ 
ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ. 
Ɋɨɡɟɬɤɢ.  
Ɉɛɪɚɬɢɬɟ ɜɧɢɦɚɧɢɟ ɧɚ ɤɨɥɢɱɟɫɬɜɨ ɢ ɬɢɩ ɪɨɡɟɬɨɤ. ɂȻɉ ɢɦɟɸɳɢɣ ɜ ɧɚɥɢɱɢɢ «ɨɛɵɱɧɵɟ» — «ɟɜɪɨ» 
ɪɨɡɟɬɤɢ ɛɭɞɟɬ ɛɨɥɟɟ ɭɧɢɜɟɪɫɚɥɟɧ. ɇɨ ɬɭɬ ɢɫɯɨɞɢɬɟ ɢɡ ɧɭɠɞ. ȼ ɤɪɚɣɧɟɦ ɫɥɭɱɚɟ, ɜɵ ɜɫɟɝɞɚ ɫɦɨɠɟɬɟ 
ɞɨɤɭɩɢɬɶ ɤ «ɤɨɦɩɶɸɬɟɪɧɵɦ» ɪɨɡɟɬɤɚɦ ɫɩɟɰɢɚɥɶɧɵɣ ɩɟɪɟɯɨɞɧɢɤ -ɫɟɬɟɜɨɣ ɮɢɥɶɬɪ. 
Ɂɚɳɢɬɚ ɞɨɩɨɥɧɢɬɟɥɶɧɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ. 
ɋɤɚɱɤɢ ɧɚɩɪɹɠɟɧɢɹ ɦɨɝɭɬ ɩɪɨɢɫɯɨɞɢɬɶ ɧɟ ɬɨɥɶɤɨ ɜ ɷɥɟɤɬɪɨɫɟɬɢ, ɧɨ ɢ ɜ ɬɟɥɟɮɨɧɧɵɯ ɥɢɧɢɹɯ, 
ɫɟɬɟɜɵɯ ɢɥɢ ɬɟɥɟɜɢɡɢɨɧɧɵɯ ɤɚɛɟɥɹɯ. ɉɨɷɬɨɦɭ ɟɫɥɢ ɧɟɨɛɯɨɞɢɦɨ, ɭɛɟɞɢɬɟɫɶ, ɱɬɨɛɵ ɂȻɉ ɢɦɟɥ 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɭɸ ɡɚɳɢɬɭ. 
ȼɵɜɨɞ. 
ɉɟɪɟɞ ɜɵɛɨɪɨɦ ɬɢɩɚ ɂȻɉ ɫɬɨɢɬ ɩɨɧɚɛɥɸɞɚɬɶ ɡɚ ɫɨɫɬɨɹɧɢɟɦ ɷɥɟɤɬɪɨɫɟɬɢ. ɉɪɢ ɱɚɫɬɵɯ 
ɨɬɤɥɸɱɟɧɢɹɯ ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ ɥɭɱɲɟ ɜɡɹɬɶ ɪɟɡɟɪɜɧɵɣ ɂȻɉ. ɉɪɢ ɧɟɫɬɚɛɢɥɶɧɨɦ ɧɚɩɪɹɠɟɧɢɢ ɫɬɨɢɬ 
ɜɵɛɪɚɬɶ ɥɢɧɟɣɧɨ-ɢɧɬɟɪɚɤɬɢɜɧɵɣ ɂȻɉ. Ɉɩɪɟɞɟɥɢɬɟɫɶ ɫ ɤɨɥɢɱɟɫɬɜɨɦ ɢ ɬɢɩɨɦ ɪɨɡɟɬɨɤ. ɂ 
ɧɚɩɨɫɥɟɞɨɤ, ɫɚɦɨɟ ɝɥɚɜɧɨɟ, ɫɬɚɪɚɣɬɟɫɶ ɜɵɛɢɪɚɬɶ ɢɫɬɨɱɧɢɤ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ ɫ ɡɚɩɚɫɨɦ 
ɦɨɳɧɨɫɬɢ. 

Ɋɟɡɟɪɜɧɨɟ ɩɢɬɚɧɢɟ 
Ɋɟɡɟɪɜɧɨɟ ɷɥɟɤɬɪɨɩɢɬɚɧɢɟ ɩɪɢɦɟɧɹɸɬ ɜ ɨɫɧɨɜɧɨɦ ɞɥɹ ɫɟɪɜɟɪɧɨɣ. 

 
 

ɋɢɫɬɟɦɚ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ ɫɟɪɜɟɪɧɨɣ ɫɨɫɬɨɢɬ ɢɡ ɩɨɞɫɢɫɬɟɦɵ ɝɚɪɚɧɬɢɪɨɜɚɧɧɨɝɨ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ 
(ɉȽɗ), ɩɨɞɫɢɫɬɟɦɵ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ (ɉȻɗ), ɩɨɞɫɢɫɬɟɦɵ ɪɚɫɩɪɟɞɟɥɟɧɢɹ 
ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ (ɉɊɗ) 

ɉɨɞɫɢɫɬɟɦɚ ɝɚɪɚɧɬɢɪɨɜɚɧɧɨɝɨ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ (ɉȽɗ) ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɬɪɢ ɢɫɬɨɱɧɢɤɚ 
ɷɥɟɤɬɪɨɷɧɟɪɝɢɢ: ɞɜɚ ɜɜɨɞɚ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ ɨɬ ɪɚɡɧɵɯ ɩɨɞɫɬɚɧɰɢɣ ɢ ɚɜɬɨɧɨɦɧɭɸ ɞɢɡɟɥɶɧɭɸ 
ɷɥɟɤɬɪɨɩɨɞɫɬɚɧɰɢɸ (ȺȾɗ). Ʉɚɠɞɵɣ ɢɫɬɨɱɧɢɤ ɞɨɥɠɟɧ ɨɛɟɫɩɟɱɢɬɶ ɦɨɳɧɨɫɬɶ, ɪɚɜɧɭɸ ɫɭɦɦɚɪɧɨɣ 
ɩɨɬɪɟɛɥɹɟɦɨɣ ɦɨɳɧɨɫɬɢ ɨɛɨɪɭɞɨɜɚɧɢɹ ɫɟɪɜɟɪɧɨɣ. Ⱥɜɬɨɦɚɬ ɜɜɨɞɚ ɪɟɡɟɪɜɚ (ȺȼɊ) ɚɜɬɨɦɚɬɢɱɟɫɤɢ 
ɩɟɪɟɤɥɸɱɚɟɬ ɜ ɫɥɭɱɚɟ ɩɟɪɟɛɨɟɜ ɫ ɷɥɟɤɬɪɨɩɢɬɚɧɢɟɦ ɧɚ ɨɫɧɨɜɧɨɦ.  



ɉɨɞɫɢɫɬɟɦɚ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ (ɉȻɗ) – ɂȻɉ, ɤɨɬɨɪɵɯ ɫɥɟɞɭɟɬ ɢɦɟɬɶ ɞɜɚ — 
ɨɫɧɨɜɧɨɣ ɢ ɪɟɡɟɪɜɧɵɣ. Ʉɚɠɞɵɣ ɞɨɥɠɟɧ ɛɵɬɶ ɪɚɫɫɱɢɬɚɧ ɧɚ ɫɭɦɦɚɪɧɭɸ ɦɨɳɧɨɫɬɶ ɜɫɟɝɨ 
ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ ɢɦɟɬɶ ɯɨɬɹ ɛɵ 30% ɡɚɩɚɫ ɦɨɳɧɨɫɬɢ. Ɂɚɞɚɱɚ ɂȻɉ - ɨɛɟɫɩɟɱɢɬɶ ɪɚɛɨɬɭ 
ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ ɩɨɞɫɢɫɬɟɦ ɧɚ ɨɩɪɟɞɟɥɟɧɧɨɟ ɪɚɫɫɱɢɬɚɧɧɨɟ ɜɪɟɦɹ ɩɥɸɫ ɜɪɟɦɹ, ɧɟɨɛɯɨɞɢɦɨɟ ɞɥɹ 
ɩɟɪɟɯɨɞɚ ɧɚ ɪɟɡɟɪɜɧɵɟ ɥɢɧɢɢ, ȺȾɗ ɢ ɨɛɪɚɬɧɨ. 

ȼ ɩɨɞɫɢɫɬɟɦɭ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ (ɉɊɗ) ɜɯɨɞɹɬ ɪɚɫɩɪɟɞɟɥɢɬɟɥɶɧɵɟ ɳɢɬɵ ɢ ɤɚɛɟɥɢ 
ɩɢɬɚɧɢɹ, ɜɟɞɭɳɢɟ ɤɚɤ ɤ ɨɛɨɪɭɞɨɜɚɧɢɸ, ɬɚɤ ɢ ɤ ɪɚɛɨɱɢɦ ɦɟɫɬɚɦ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. Ⱦɥɹ ɬɨɝɨ, ɱɬɨɛɵ 
ɩɪɢ ɩɪɨɜɟɞɟɧɢɟ ɪɟɦɨɧɬɧɵɯ, ɩɪɨɮɢɥɚɤɬɢɱɟɫɤɢɯ ɢ ɞɪɭɝɢɯ ɪɚɛɨɬ ɧɟ ɩɪɢɲɥɨɫɶ ɨɬɤɥɸɱɚɬɶ ɨɛɳɭɸ 
ɫɢɫɬɟɦɭ ɷɥɟɤɬɪɨɩɢɬɚɧɢɹ, ɜɫɟɯ ɟɺ ɩɨɬɪɟɛɢɬɟɥɢ ɫɥɟɞɭɟɬ ɪɚɡɞɟɥɢɬɶ ɧɚ ɝɪɭɩɩɵ, ɩɪɢɱɺɦ, ɤɚɠɞɚɹ 
ɝɪɭɩɩɚ ɞɨɥɠɧɚ ɢɦɟɬɶ ɫɜɨɣ ɚɜɬɨɦɚɬ ɡɚɳɢɬɵ ɫɟɬɢ (ȺɁɋ). ɉɨɦɢɦɨ ɷɬɨɝɨ ɭ ɨɬɞɟɥɶɧɨɝɨ ȺɁɋ (ɟɫɥɢ 
ɭɫɬɚɧɨɜɥɟɧ ɭ ɨɬɞɟɥɶɧɨɝɨ ɩɨɬɪɟɛɢɬɟɥɹ) ɧɨɦɢɧɚɥ ɟɝɨ ɧɟ ɞɨɥɠɟɧ ɩɪɟɜɵɲɚɬɶ ɧɨɦɢɧɚɥ ɨɫɧɨɜɧɨɝɨ 
ȺɁɋ ɝɪɭɩɩɵ. 

Ʉ ɤɚɠɞɨɣ ɫɬɨɣɤɟ ɢɥɢ ɬɟɥɟɤɨɦɦɭɧɢɤɚɰɢɨɧɧɨɦɭ ɲɤɚɮɭ ɞɨɥɠɧɨ ɛɵɬɶ ɩɨɞɜɟɞɟɧɨ ɞɜɚ ɤɚɛɟɥɹ ɨɬ 
ɢɫɬɨɱɧɢɤɨɜ ɛɟɫɩɟɪɟɛɨɣɧɨɝɨ ɩɢɬɚɧɢɹ – ɨɫɧɨɜɧɨɝɨ ɢ ɪɟɡɟɪɜɧɨɝɨ. ȼɧɭɬɪɢ ɲɤɚɮɨɜ ɢɥɢ ɫɬɨɟɤ 
ɧɟɨɛɯɨɞɢɦɨ ɭɫɬɚɧɨɜɢɬɶ ɦɨɞɭɥɢ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɩɢɬɚɧɢɹ.  

ȼ ɫɟɪɜɟɪɧɨɣ ɞɨɥɠɧɚ ɛɵɬɶ ɩɪɟɞɭɫɦɨɬɪɟɧɚ ɩɨɞɫɢɫɬɟɦɚ ɬɟɯɧɨɥɨɝɢɱɟɫɤɨɝɨ ɡɚɡɟɦɥɟɧɢɹ (ɉɌɁ), 
ɨɬɞɟɥɶɧɚɹ ɨɬ ɡɚɳɢɬɧɨɝɨ ɡɚɡɟɦɥɟɧɢɹ ɡɞɚɧɢɹ. ȿɺ ɩɨɞɫɨɟɞɢɧɟɧɢɟ ɤ ɡɚɡɟɦɥɟɧɢɸ ɡɞɚɧɢɹ 
ɩɪɨɢɡɜɨɞɢɬɫɹ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɭ ɡɚɳɢɬɧɵɯ ɷɥɟɤɬɪɨɞɨɜ, ɪɚɫɩɨɥɨɠɟɧɧɵɯ ɜ ɝɪɭɧɬɟ. Ɂɚɡɟɦɥɟɧɢɸ 
ɞɨɥɠɧɵ ɩɨɞɜɟɪɝɚɬɶɫɹ ɜɫɟ ɦɟɬɚɥɥɢɱɟɫɤɢɟ ɷɥɟɦɟɧɬɵ ɢ ɤɨɧɫɬɪɭɤɰɢɢ ɫɟɪɜɟɪɧɨɣ, ɤɚɠɞɵɣ ɲɤɚɮ ɢɥɢ 
ɫɬɨɣɤɚ ɡɚɡɟɦɥɹɸɬɫɹ ɨɬɞɟɥɶɧɵɦ ɩɪɨɜɨɞɧɢɤɨɦ.  
 
Ɋɚɫɱɟɬ ɜɪɟɦɟɧɢ ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ 

ɍɫɪɟɞɧɟɧɧɵɣ (ɩɪɢɛɥɢɡɢɬɟɥɶɧɵɣ) ɪɚɫɱɟɬ ɜɪɟɦɟɧɢ ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ ɩɨ ɮɨɪɦɭɥɚɦ 
ɪɚɫɱɟɬ ɦɨɠɧɨ ɨɫɭɳɟɫɬɜɢɬɶ ɩɨ ɭɩɪɨɳɟɧɧɨɣ ɮɨɪɦɭɥɟ, ɞɥɹ ɷɬɨɝɨ:  ȿɦɤɨɫɬɶ ɚɤɤɭɦɭɥɹɬɨɪɚ ɜ Ⱥɦɩɟɪ-
ɱɚɫɚɯ, ɭɦɧɨɠɚɟɦ ɧɚ ɧɚɩɪɹɠɟɧɢɟ ɚɤɤɭɦɭɥɹɬɨɪɨɜ, ɜ ɜɨɥɶɬɚɯ, ɞɟɥɢɦ ɧɚ ɩɨɫɬɨɹɧɧɭɸ ɧɚɝɪɭɡɤɭ ɜ ȼɬ, 
ɢ ɩɨɥɭɱɚɟɦ = Ʉɨɥɢɱɟɫɬɜɨ ɱɚɫɨɜ ɧɟɩɪɟɪɵɜɧɨɣ ɪɚɛɨɬɵ.  

ɇɚɩɪɢɦɟɪ, ɬɟɥɟɜɢɡɨɪ, ɤɨɬɨɪɵɣ ɩɨɬɪɟɛɥɹɟɬ 80ȼ, ɫ ɚɤɤɭɦɭɥɹɬɨɪɨɦ ɧɚ 50 Ⱥɦɩɟɪ-ɱɚɫɨɜ ɛɭɞɟɬ 
ɧɟɩɪɟɪɵɜɧɨ ɪɚɛɨɬɚɬɶ ɜ ɬɟɱɟɧɢɢ 7,5 ɱɚɫɨɜ (50*12/80). 

ɏɨɞ ɪɚɛɨɬɵ. 

Ɋɚɫɫɱɢɬɚɬɶ ɜɪɟɦɹ ɚɜɬɨɧɨɦɧɨɣ ɪɚɛɨɬɵ ɉɄ, ɤɨɬɨɪɵɣ ɧɚɯɨɞɢɬɫɹ ɧɚ ɜɚɲɟɦ ɪɚɛɨɱɟɦ ɦɟɫɬɟ, ɟɫɥɢ 
ɩɪɟɞɩɨɥɨɠɢɬɶ, ɱɬɨ ɨɧ ɩɨɞɤɥɸɱɟɧ ɤ ɂȻɉ APC Back-UPS 500 ȼȺ. 
 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №6. 

ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ ɡɚɳɢɬɵ ɨɬ ɩɨɬɟɪɢ ɞɚɧɧɵɯ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ. 

ɐɟɥɶ: ɩɨɫɬɪɨɢɬɶ ɡɚɳɢɬɭ ɨɬ ɩɨɬɟɪɢ ɞɚɧɧɵɯ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ 

Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɟ 
Ʉɚɤɚɹ ɢɡ ɨɛɹɡɚɧɧɨɫɬɟɣ ɫɢɫɬɟɦɧɨɝɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɫɚɦɚɹ ɧɟɩɪɢɹɬɧɚɹ ɢ ɧɟɢɧɬɟɪɟɫɧɚɹ? ɉɨ 

ɦɧɟɧɢɸ ɦɧɨɝɢɯ, ɬɚɤɨɜɨɣ ɹɜɥɹɟɬɫɹ ɨɛɟɫɩɟɱɟɧɢɟ ɧɟɩɪɟɪɵɜɧɨɝɨ ɰɢɤɥɚ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɢ 
ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɞɚɧɧɵɯ.  
ɇɟɦɚɥɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɜ ɩɭɫɤɚɸɬ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɧɚ ɫɚɦɨɬɟɤ, ɩɪɨɢɡɜɨɞɹ ɟɝɨ ɨɬ ɫɥɭɱɚɹ ɤ 
ɫɥɭɱɚɸ ɜ ɧɚɞɟɠɞɟ ɧɚ ɚɜɨɫɶ. Ⱦɟɣɫɬɜɢɬɟɥɶɧɨ, ɡɚɱɟɦ ɧɚɩɪɹɝɚɬɶɫɹ ɤɚɠɞɵɣ ɞɟɧɶ, ɟɫɥɢ ɬɟɯɧɢɤɚ 
ɪɚɛɨɬɚɟɬ ɧɚɞɟɠɧɨ. Ⱥɜɚɪɢɢ ɩɪɨɢɫɯɨɞɹɬ ɧɟ ɱɚɳɟ ɨɞɧɨɝɨ-ɞɜɭɯ ɪɚɡ ɜ ɝɨɞ, ɚ ɬɨ ɢ ɪɟɠɟ. Ɍɟɦ ɧɟ ɦɟɧɟɟ, 
ɤɨɝɞɚ ɷɬɨ ɫɥɭɱɚɟɬɫɹ (ɚ ɧɚɞɨ ɫɤɚɡɚɬɶ, ɚɜɚɪɢɹ ɬɚɤ ɠɟ ɧɟɢɡɛɟɠɧɚ, ɤɚɤ ɫɦɟɧɚ ɝɨɞɚ, ɯɨɬɹ ɟɟ ɢ ɧɟɥɶɡɹ 
ɩɪɟɞɫɤɚɡɚɬɶ ɡɚɪɚɧɟɟ), ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɝɨɪɶɤɨ ɫɨɠɚɥɟɟɬ (ɯɨɬɹ ɛɵ ɩɪɨ ɫɟɛɹ), ɱɬɨ ɨɧ ɫɜɨɟɜɪɟɦɟɧɧɨ ɧɟ 
ɩɪɨɜɟɥ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ, ɢ ɨɛɵɱɧɨ ɞɚɟɬ ɫɟɛɟ ɡɚɪɨɤ ɫɨ ɫɥɟɞɭɸɳɟɝɨ ɩɨɧɟɞɟɥɶɧɢɤɚ 
ɨɫɭɳɟɫɬɜɥɹɬɶ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɪɟɝɭɥɹɪɧɨ. ɇɨ ɫɩɭɫɬɹ ɧɟɤɨɬɨɪɨɟ ɜɪɟɦɹ, ɤɨɝɞɚ ɫɢɬɭɚɰɢɹ 
ɧɨɪɦɚɥɢɡɭɟɬɫɹ, ɨɧ ɡɚɛɵɜɚɟɬ ɨ ɬɹɠɟɥɵɯ ɢɫɩɵɬɚɧɢɹɯ, ɢ ɜɫɟ ɨɩɹɬɶ ɜɨɡɜɪɚɳɚɟɬɫɹ ɧɚ ɤɪɭɝɢ ɫɜɨɹ. 
ɉɪɨɛɥɟɦɭ ɭɫɭɝɭɛɥɹɟɬ ɬɨ ɨɛɫɬɨɹɬɟɥɶɫɬɜɨ, ɱɬɨ ɛɨɥɶɲɢɧɫɬɜɨ ɪɭɤɨɜɨɞɢɬɟɥɟɣ ɩɪɟɞɩɪɢɹɬɢɣ ɧɟ 
ɨɬɞɚɸɬ ɫɟɛɟ ɨɬɱɟɬɚ ɜ ɜɚɠɧɨɫɬɢ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɞɚɧɧɵɯ. ȼɵɛɢɬɶ ɭ 
ɧɚɱɚɥɶɫɬɜɚ ɫɟɪɶɟɡɧɨɟ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɜ ɫɨɫɬɨɹɧɢɢ ɬɨɥɶɤɨ ɫɢɫɬɟɦɧɵɣ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɫ ɠɟɥɟɡɧɵɦɢ ɧɟɪɜɚɦɢ ɢ ɦɟɪɬɜɨɣ ɯɜɚɬɤɨɣ. ȼɫɟ ɨɫɬɚɥɶɧɵɟ ɜɵɧɭɠɞɟɧɵ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɚɦɨɟ ɩɪɨɫɬɨɟ (ɢ, ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɫɚɦɨɟ ɧɟɭɞɨɛɧɨɟ) ɨɛɟɫɩɟɱɟɧɢɟ, ɢɡ-ɡɚ ɱɟɝɨ ɭ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɜɨɡɧɢɤɚɟɬ ɦɧɨɠɟɫɬɜɨ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɡɚɛɨɬ, ɬɚɤɢɯ, ɧɚɩɪɢɦɟɪ, ɤɚɤ ɪɭɱɧɚɹ ɫɦɟɧɚ 
ɤɚɪɬɪɢɞɠɟɣ ɢɥɢ ɟɠɟɞɧɟɜɧɨɟ ɫɨɫɬɚɜɥɟɧɢɟ ɪɚɫɩɢɫɚɧɢɹ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ. Ɋɚɡɭɦɟɟɬɫɹ, ɷɬɨ ɧɟ 
ɞɨɛɚɜɥɹɟɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚɦ ɷɧɬɭɡɢɚɡɦɚ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ ɧɚɞɥɟɠɚɳɟɣ ɫɯɟɦɵ ɪɟɡɟɪɜɧɨɝɨ 
ɤɨɩɢɪɨɜɚɧɢɹ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɞɚɧɧɵɯ. 
ɉɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɹ. 
Ɍɟɪɦɢɧɨɥɨɝɢɹ, ɩɪɢɦɟɧɹɟɦɵɟ ɩɪɢ ɫɨɯɪɚɧɟɧɢɢ ɞɚɧɧɵɯ. 
1. Ɋɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ (backup, restore. recovery). Ʉɚɤ ɫɥɟɞɭɟɬ ɢɡ ɧɚɡɜɚɧɢɹ, ɪɟɡɟɪɜɧɨɟ 
ɤɨɩɢɪɨɜɚɧɢɟ ɩɪɟɞɧɚɡɧɚɱɟɧɨ ɞɥɹ ɯɪɚɧɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ (ɧɚ ɜɧɟɲɧɢɯ ɧɨɫɢɬɟɥɹɯ) ɫ ɬɟɦ, ɱɬɨɛɵ ɟɟ 
ɦɨɠɧɨ ɛɵɥɨ ɜɨɫɫɬɚɧɨɜɢɬɶ ɩɪɢ ɚɜɚɪɢɹɯ ɢɥɢ ɫɛɨɹɯ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ. 
2. Ⱥɪɯɢɜɢɪɨɜɚɧɢɟ (archive). Ⱥɪɯɢɜɢɪɨɜɚɧɢɟ - ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɞɨɥɝɨɫɪɨɱɧɨɝɨ ɫɨɯɪɚɧɟɧɢɟ 
ɧɚɪɚɛɨɬɚɧɧɨɣ ɢɧɮɨɪɦɚɰɢɢ. ɑɚɫɬɨ ɬɚɤɚɹ ɢɧɮɨɪɦɚɰɢɹ ɭɠɟ ɧɟ ɬɪɟɛɭɟɬɫɹ ɞɥɹ ɬɟɤɭɳɟɣ ɪɚɛɨɬɵ, ɧɨ 
ɬɟɦ ɧɟ ɦɟɧɟɟ ɦɨɠɟɬ ɩɨɧɚɞɨɛɢɬɶɫɹ ɱɟɪɟɡ ɤɚɤɨɟ ɬɨ ɜɪɟɦɹ.  
3. ɋɢɫɬɟɦɵ ɢɟɪɚɪɯɢɱɟɫɤɨɝɨ ɯɪɚɧɟɧɢɹ ɞɚɧɧɵɯ (Hierarchical Storage Management, HSM). ȼɧɟɲɧɢɟ 
ɧɚɤɨɩɢɬɟɥɢ ɦɨɝɭɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɵ ɞɥɹ ɨɩɟɪɚɬɢɜɧɨɝɨ ɢ ɢɧɬɟɪɚɤɬɢɜɧɨɝɨ ɯɪɚɧɟɧɢɹ 
ɢɧɮɨɪɦɚɰɢɢ, ɚɧɚɥɨɝɢɱɧɨ ɬɨɦɭ, ɤɚɤ ɢɫɩɨɥɶɡɭɸɬɫɹ ɜɢɧɱɟɫɬɟɪɵ. ȼ ɫɢɫɬɟɦɚɯ HSM ɦɟɞɥɟɧɧɵɟ, ɧɨ 
ɟɦɤɢɟ ɜɧɟɲɧɢɟ ɧɚɤɨɩɢɬɟɥɢ ɦɨɝɭɬ ɜɵɫɬɭɩɚɬɶ ɜ ɤɚɱɟɫɬɜɟ ɜɬɨɪɨɝɨ (ɦɚɝɧɢɬɨɨɩɬɢɤɚ) ɢɥɢ ɬɪɟɬɶɟɝɨ 
(ɦɚɝɧɢɬɧɵɟ ɥɟɧɬɵ) ɭɪɨɜɧɹ ɯɪɚɧɟɧɢɹ. Ɏɚɣɥɵ, ɤ ɤɨɬɨɪɵɦ ɩɨɥɶɡɨɜɚɬɟɥɢ ɞɚɜɧɨ ɧɟ ɨɛɪɚɳɚɥɢɫɶ, 
ɩɟɪɟɧɨɫɹɬɫɹ (ɦɢɝɪɢɪɭɸɬ) ɫ ɜɢɧɱɟɫɬɟɪɨɜ ɧɚ ɧɚɤɨɩɢɬɟɥɢ ɜɬɨɪɨɝɨ ɢɥɢ ɬɪɟɬɶɟɝɨ ɭɪɨɜɧɹ. ɉɪɢ 
ɨɛɪɚɳɟɧɢɢ ɮɚɣɥ ɫɧɨɜɚ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɩɟɪɟɦɟɳɚɟɬɫɹ ɧɚ ɜɢɧɱɟɫɬɟɪ. 
Ɉɫɨɛɟɧɧɨɫɬɢ: 
ɉɪɢ ɪɟɡɟɪɜɧɨɦ ɤɨɩɢɪɨɜɚɧɢɢ ɰɟɥɶɸ ɹɜɥɹɟɬɫɹ ɫɨɯɪɚɧɟɧɢɟ ɬɟɤɭɳɟɝɨ ɫɨɫɬɨɹɧɢɹ ɫɢɫɬɟɦɵ, ɩɪɢɱɟɦ 
ɩɪɟɞɵɞɭɳɟɟ ɫɨɫɬɨɹɧɢɟ ɯɪɚɧɢɬɶ ɫɨɜɟɪɲɟɧɧɨ ɧɟɨɛɹɡɚɬɟɥɶɧɨ. ɉɪɢ ɚɪɯɢɜɢɪɨɜɚɧɢɢ ɡɚɞɚɱɚ ɫɨɫɬɨɢɬ ɜ 
ɞɨɥɝɨɫɪɨɱɧɨɦ ɯɪɚɧɟɧɢɢ ɢɧɮɨɪɦɚɰɢɢ, ɱɬɨɛɵ ɞɚɧɧɵɟ ɦɨɠɧɨ ɛɵɥɨ ɢɡɜɥɟɱɶ, ɞɚɠɟ ɟɫɥɢ ɨɧɢ ɫɨɡɞɚɧɵ 
ɢ ɦɟɫɹɰ, ɢ ɝɨɞ ɧɚɡɚɞ.  
ȼ ɞɚɥɶɧɟɣɲɟɦ ɩɨɞ ɬɟɪɦɢɧɚɦɢ «ɯɪɚɧɟɧɢɟ» ɢ «ɤɨɩɢɪɨɜɚɧɢɟ» ɦɵ ɛɭɞɟɦ ɩɨɧɢɦɚɬɶ ɤɚɤ ɪɟɡɟɪɜɧɨɟ 
ɤɨɩɢɪɨɜɚɧɢɟ, ɬɚɤ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɟ ɧɚ ɜɧɟɲɧɢɟ ɧɨɫɢɬɟɥɢ. 
Ɋɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɟ ɨɫɭɳɟɫɬɜɥɹɸɬɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɦɹ ɨɫɧɨɜɧɵɦɢ 
ɩɪɨɝɪɚɦɦɧɵɦɢ ɦɟɬɨɞɚɦɢ ɡɚɩɢɫɢ ɧɚ ɜɧɟɲɧɢɟ ɧɨɫɢɬɟɥɢ: ɩɨɥɧɵɦ, ɢɧɤɪɟɦɟɧɬɚɥɶɧɵɦ ɢ 
ɞɢɮɮɟɪɟɧɰɢɚɥɶɧɵɦ. 
1) ɉɪɢ ɩɨɥɧɨɦ ɦɟɬɨɞɟ ɤɚɠɞɵɣ ɪɚɡ ɩɪɨɢɡɜɨɞɢɬɫɹ ɤɨɩɢɪɨɜɚɧɢɟ ɜɫɟɝɨ ɧɚɛɨɪɚ ɜɵɛɪɚɧɧɨɣ 
ɢɧɮɨɪɦɚɰɢɢ, ɧɚɩɪɢɦɟɪ ɤɨɩɢɪɭɟɬɫɹ ɰɟɥɢɤɨɦ ɮɚɣɥɨɜɚɹ ɫɢɫɬɟɦɚ, ɛɚɡɚ ɞɚɧɧɵɯ ɢɥɢ ɨɬɞɟɥɶɧɵɣ 
ɤɚɬɚɥɨɝ ɧɚ ɞɢɫɤɟ. Ⱦɚɧɧɵɣ ɦɟɬɨɞ ɡɚɧɢɦɚɟɬ ɦɧɨɝɨ ɜɪɟɦɟɧɢ ɩɪɢ ɡɚɩɢɫɢ ɢ ɜɟɞɟɬ ɤ ɛɨɥɶɲɨɦɭ ɪɚɫɯɨɞɭ 
ɧɨɫɢɬɟɥɟɣ. ɋ ɞɪɭɝɨɣ ɫɬɨɪɨɧɵ, ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢɧɮɨɪɦɚɰɢɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ 
ɛɵɫɬɪɟɟ, ɱɟɦ ɩɪɢ ɥɸɛɨɦ ɞɪɭɝɨɦ ɦɟɬɨɞɟ, ɞɥɹ ɷɬɨɝɨ ɬɪɟɛɭɟɬɫɹ ɬɨɥɶɤɨ ɨɞɢɧ ɨɛɪɚɡ (ɨɞɢɧ ɧɚɛɨɪ 



ɧɨɫɢɬɟɥɟɣ). ɉɨɥɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɹɜɥɹɟɬɫɹ ɧɚɢɛɨɥɟɟ ɩɪɢɜɥɟɤɚɬɟɥɶɧɵɦ ɪɟɲɟɧɢɟɦ ɩɪɢ ɪɟɡɟɪɜɧɨɦ 
ɤɨɩɢɪɨɜɚɧɢɢ ɫɢɫɬɟɦɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɢ ɫɥɭɠɢɬ ɨɬɩɪɚɜɧɨɣ ɬɨɱɤɨɣ ɞɥɹ ɞɪɭɝɢɯ ɦɟɬɨɞɨɜ. 
2) ɂɧɤɪɟɦɟɧɬɚɥɶɧɵɣ ɦɟɬɨɞ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɩɨɷɬɚɩɧɵɣ ɫɩɨɫɨɛ ɡɚɩɢɫɢ ɢɧɮɨɪɦɚɰɢɢ. ɉɪɢ 
ɬɚɤɨɦ ɦɟɬɨɞɟ ɩɟɪɜɚɹ ɡɚɩɢɫɶ ɧɚ ɧɨɫɢɬɟɥɶ ɹɜɥɹɟɬɫɹ ɩɨɥɧɨɣ ɤɨɩɢɟɣ. ɉɪɢ ɤɚɠɞɨɣ ɩɨɫɥɟɞɭɸɳɟɣ 
ɡɚɩɢɫɢ ɧɚ ɧɨɫɢɬɟɥɶ ɩɨɦɟɳɚɸɬɫɹ ɬɨɥɶɤɨ ɦɨɞɢɮɢɰɢɪɨɜɚɧɧɵɟ ɮɚɣɥɵ (ɬ. ɟ. ɬɟ, ɭ ɤɨɬɨɪɵɯ 
ɢɡɦɟɧɢɥɢɫɶ ɫɨɞɟɪɠɚɧɢɟ, ɚɬɪɢɛɭɬɵ ɢɥɢ ɩɪɚɜɚ ɞɨɫɬɭɩɚ). ɉɨ ɢɫɬɟɱɟɧɢɢ ɡɚɞɚɧɧɨɝɨ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɜɪɟɦɟɧɢ ɰɢɤɥ ɩɨɜɬɨɪɹɟɬɫɹ, ɬ. ɟ. ɨɩɹɬɶ ɫɧɚɱɚɥɚ ɞɟɥɚɟɬɫɹ ɩɨɥɧɚɹ ɤɨɩɢɹ, ɚ ɡɚɬɟɦ 
ɢɧɤɪɟɦɟɧɬɚɥɶɧɵɟ ɤɨɩɢɢ. ɋ ɬɨɱɤɢ ɡɪɟɧɢɹ ɤɨɩɢɪɨɜɚɧɢɹ ɧɚ ɧɨɫɢɬɟɥɶ ɞɚɧɧɵɣ ɦɟɬɨɞ ɹɜɥɹɟɬɫɹ ɫɚɦɵɦ 
ɛɵɫɬɪɵɦ ɢ ɜɟɞɟɬ ɤ ɦɢɧɢɦɚɥɶɧɨɦɭ ɪɚɫɯɨɞɭ ɧɨɫɢɬɟɥɹ. Ɉɞɧɚɤɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢɧɮɨɪɦɚɰɢɢ 
ɡɚɧɢɦɚɟɬ ɦɧɨɝɨ ɜɪɟɦɟɧɢ: ɢɧɮɨɪɦɚɰɢɸ ɫɧɚɱɚɥɚ ɬɪɟɛɭɟɬɫɹ ɜɨɫɫɬɚɧɨɜɢɬɶ ɫ ɩɨɥɧɨɣ ɤɨɩɢɢ, ɚ ɡɚɬɟɦ 
ɩɨ ɩɨɪɹɞɤɭ ɫɨ ɜɫɟɯ ɩɨɫɥɟɞɭɸɳɢɯ. Ɍɟɦ ɧɟ ɦɟɧɟɟ ɷɬɨ ɫɚɦɵɣ ɩɨɩɭɥɹɪɧɵɣ ɦɟɬɨɞ ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɢ 
ɞɚɠɟ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ, ɩɨɫɤɨɥɶɤɭ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ/ɪɚɡɚɪɯɢɜɢɪɨɜɚɧɢɟ — ɞɨɫɬɚɬɨɱɧɨ 
ɪɟɞɤɚɹ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɫɪɟɞɟ ɩɪɨɰɟɞɭɪɚ. 
3) ɉɪɢ ɞɢɮɮɟɪɟɧɰɢɚɥɶɧɨɦ ɦɟɬɨɞɟ ɩɟɪɜɚɹ ɡɚɩɢɫɶ ɧɚ ɧɨɫɢɬɟɥɶ ɬɚɤɠɟ ɹɜɥɹɟɬɫɹ ɩɨɥɧɨɣ ɤɨɩɢɟɣ. ɇɚ 
ɩɨɫɥɟɞɭɸɳɢɯ ɷɬɚɩɚɯ ɤɨɩɢɪɭɸɬɫɹ ɬɨɥɶɤɨ ɢɡɦɟɧɟɧɢɹ ɢɫɬɨɱɧɢɤɚ ɤɨɩɢɪɨɜɚɧɢɹ ɫ ɩɨɫɥɟɞɧɟɝɨ 
ɩɨɥɧɨɝɨ ɛɷɤɚɩɚ (ɩɟɪɜɨɟ ɤɨɩɢɪɨɜɚɧɢɟ). Ɉɩɹɬɶ ɠɟ, ɩɨɫɥɟ ɨɤɨɧɱɚɧɢɹ ɰɢɤɥɚ ɜɫɹ ɩɪɨɰɟɞɭɪɚ ɜɧɨɜɶ 
ɧɚɱɢɧɚɟɬɫɹ ɫ ɩɨɥɧɨɣ ɤɨɩɢɢ.  
Ⱦɢɮɮɟɪɟɧɰɢɚɥɶɧɚɹ ɤɨɩɢɹ ɫɨɞɟɪɠɢɬ ɢɡɦɟɧɟɧɢɹ, ɩɪɨɢɡɨɲɟɞɲɢɟ ɫ ɩɨɫɥɟɞɧɟɝɨ ɩɨɥɧɨɝɨ ɛɷɤɚɩɚ, ɚ 
ɢɧɤɪɟɦɟɧɬɚɥɶɧɚɹ – ɫ ɩɪɟɞɵɞɭɳɟɝɨ (ɩɨɥɧɨɝɨ ɢɥɢ ɢɧɤɪɟɦɟɧɬɚɥɶɧɨɝɨ) ɛɷɤɚɩɚ. Ⱦɢɮɮɟɪɟɧɰɢɚɥɶɧɵɟ 
ɤɨɩɢɢ ɢɦɟɸɬ ɛɨɥɶɲɢɣ ɨɛɴɟɦ, ɱɟɦ ɢɧɤɪɟɦɟɧɬɚɥɶɧɵɟ. Ɉɞɧɚɤɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɞɚɧɧɵɯ ɩɪɨɢɫɯɨɞɢɬ 
ɛɵɫɬɪɟɟ, ɩɨɫɤɨɥɶɤɭ ɤɚɠɞɚɹ ɢɡ ɞɢɮɮɟɪɟɧɰɢɚɥɶɧɵɯ ɤɨɩɢɣ ɦɨɠɟɬ ɩɨɥɧɨɫɬɶɸ ɡɚɦɟɧɢɬɶ 
ɩɪɟɞɵɞɭɳɭɸ. Ɍɨɝɞɚ ɤɚɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢɡ ɢɧɤɪɟɦɟɧɬɚɥɶɧɨɣ ɤɨɩɢɢ ɬɪɟɛɭɟɬ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɝɨ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜɫɟɯ ɫɞɟɥɚɧɧɵɯ ɤɨɩɢɣ. 
 
-Ƚɥɚɜɧɨɣ ɩɪɨɛɥɟɦɨɣ ɢɧɤɪɟɦɟɧɬɚɥɶɧɨɝɨ ɢ ɞɢɮɮɟɪɟɧɰɢɚɥɶɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɹɜɥɹɟɬɫɹ ɩɪɨɛɥɟɦɚ 
ɜɵɛɨɪɚ ɧɚɞɟɠɧɨɝɨ ɤɪɢɬɟɪɢɹ ɞɥɹ ɭɫɬɚɧɨɜɥɟɧɢɹ ɮɚɤɬɚ ɦɨɞɢɮɢɤɚɰɢɢ ɮɚɣɥɚ - ɜɪɟɦɹ 
ɫɨɡɞɚɧɢɹ/ɦɨɞɢɮɢɤɚɰɢɢ ɮɚɣɥɨɜ, ɪɚɡɦɟɪ ɮɚɣɥɚ ɢɥɢ ɤɨɧɬɪɨɥɶɧɚɹ ɫɭɦɦɚ ɫɨɞɟɪɠɢɦɨɝɨ ɮɚɣɥɚ. Ʉ 
ɫɨɠɚɥɟɧɢɸ, ɜɫɟ ɨɧɢ ɢɦɟɸɬ ɬɟ ɢɥɢ ɢɧɵɟ ɧɟɞɨɫɬɚɬɤɢ, ɫɜɹɡɚɧɧɵɟ ɫ ɨɫɨɛɟɧɧɨɫɬɹɦɢ ɨɛɪɚɛɨɬɤɢ 
ɚɬɪɢɛɭɬɨɜ  
-ȼɫɟ ɩɪɨɝɪɚɦɦɵ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ/ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɦɨɠɧɨ ɭɫɥɨɜɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɬɪɢ 
ɤɚɬɟɝɨɪɢɢ. 
1. ɋɢɫɬɟɦɵ ɧɚɱɚɥɶɧɨɝɨ ɭɪɨɜɧɹ, ɜɤɥɸɱɚɟɦɵɟ ɜ ɫɨɫɬɚɜ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. Ʉ ɧɢɦ ɦɨɠɧɨ ɬɚɤɠɟ 
ɨɬɧɟɫɬɢ ɛɨɥɶɲɢɧɫɬɜɨ ɛɟɫɩɥɚɬɧɵɯ ɢ ɭɫɥɨɜɧɨ-ɛɟɫɩɥɚɬɧɵɯ ɩɪɨɝɪɚɦɦ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ. ɗɬɢ 
ɩɪɨɝɪɚɦɦɵ ɧɟ ɦɨɝɭɬ ɩɨɯɜɚɫɬɚɬɶɫɹ ɛɨɝɚɬɫɬɜɨɦ ɮɭɧɤɰɢɨɧɚɥɶɧɵɯ ɜɨɡɦɨɠɧɨɫɬɟɣ ɢ ɩɪɟɞɧɚɡɧɚɱɟɧɵ 
ɞɥɹ ɫɚɦɵɯ ɬɪɢɜɢɚɥɶɧɵɯ ɫɢɬɭɚɰɢɣ. 
2. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɧɚ ɪɵɧɤɟ ɞɨɦɢɧɢɪɭɸɬ ɫɢɫɬɟɦɵ ɫɪɟɞɧɟɝɨ ɭɪɨɜɧɹ, ɩɨɫɤɨɥɶɤɭ ɩɪɢ 
ɨɬɧɨɫɢɬɟɥɶɧɨ ɧɟɜɵɫɨɤɨɣ ɰɟɧɟ ɨɧɢ ɨɛɥɚɞɚɸɬ ɲɢɪɨɤɢɦɢ ɜɨɡɦɨɠɧɨɫɬɹɦɢ ɩɨ ɪɟɡɟɪɜɧɨɦɭ 
ɤɨɩɢɪɨɜɚɧɢɸ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɸ.  
3. ɋɢɫɬɟɦɵ ɫɬɚɪɲɟɝɨ ɭɪɨɜɧɹ ɩɪɟɞɧɚɡɧɚɱɟɧɵ ɞɥɹ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɜ 
ɫɥɨɠɧɵɯ ɝɟɬɟɪɨɝɟɧɧɵɯ ɫɪɟɞɚɯ. ɉɪɢ ɷɬɨɦ ɨɧɢ ɩɨɞɞɟɪɠɢɜɚɸɬ ɫɚɦɵɟ ɪɚɡɧɨɨɛɪɚɡɧɵɟ ɚɩɩɚɪɚɬɧɵɟ 
ɩɥɚɬɮɨɪɦɵ, ɨɩɟɪɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ,.  
Ɂɚ ɢɫɤɥɸɱɟɧɢɟɦ ɩɪɨɝɪɚɦɦ ɧɚɱɚɥɶɧɨɝɨ ɭɪɨɜɧɹ, ɜɫɟ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɧɨɝɨ 
ɤɨɩɢɪɨɜɚɧɢɹ/ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɪɟɚɥɢɡɨɜɚɧɵ ɜ ɚɪɯɢɬɟɤɬɭɪɟ ɤɥɢɟɧɬ-ɫɟɪɜɟɪ (ɫɦ. Ɋɢɫɭɧɨɤ 1). 
ɋɟɪɜɟɪɧɵɣ ɤɨɦɩɨɧɟɧɬ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ/ɚɪɯɢɜɢɪɨɜɚɧɢɹ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɧɚ ɨɞɢɧ 
ɢɡ ɫɟɪɜɟɪɨɜ (ɷɬɨ ɦɨɠɟɬ ɛɵɬɶ NetWare, Windows NT, UNIX, MVS ɢ ɬ. ɞ.). Ʉ ɷɬɨɦɭ ɠɟ ɫɟɪɜɟɪɭ 
ɩɨɞɤɥɸɱɚɸɬɫɹ ɜɧɟɲɧɢɟ ɧɚɤɨɩɢɬɟɥɢ, ɧɚɩɪɢɦɟɪ ɫɬɪɢɦɟɪɵ ɢɥɢ ɛɢɛɥɢɨɬɟɤɢ ɦɚɝɧɢɬɧɵɯ ɥɟɧɬ. 
ɂɦɟɧɧɨ ɫɟɪɜɟɪ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɜɵɩɨɥɧɹɟɬ ɪɟɚɥɶɧɭɸ ɪɚɛɨɬɭ ɩɨ ɪɟɡɟɪɜɧɨɦɭ 
ɤɨɩɢɪɨɜɚɧɢɸ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɸ ɧɚ ɥɟɧɬɵ. 

 



Ɋɢɫɭɧɨɤ 1. Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɧɨɝɨ 
ɤɨɩɢɪɨɜɚɧɢɹ/ɚɪɯɢɜɢɪɨɜɚɧɢɹ. 
ɍɩɪɚɜɥɟɧɢɟ ɫɢɫɬɟɦɨɣ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɫ ɤɨɧɫɨɥɢ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ (ɨɧɚ ɦɨɠɟɬ 
ɪɚɫɩɨɥɚɝɚɬɶɫɹ ɤɚɤ ɧɚ ɨɬɞɟɥɶɧɨɣ ɦɚɲɢɧɟ, ɬɚɤ ɢ ɧɚ ɫɟɪɜɟɪɟ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ — ɜɫɟ ɡɚɜɢɫɢɬ 
ɨɬ ɤɨɧɤɪɟɬɧɨɣ ɫɢɬɭɚɰɢɢ). ɇɚ ɤɨɦɩɶɸɬɟɪɚɯ, ɞɚɧɧɵɟ ɫ ɤɨɬɨɪɵɯ ɩɨɞɥɟɠɚɬ ɪɟɡɟɪɜɧɨɦɭ 
ɤɨɩɢɪɨɜɚɧɢɸ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɸ, ɪɚɡɦɟɳɚɸɬɫɹ ɩɪɨɝɪɚɦɦɧɵɟ ɚɝɟɧɬɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ.  
Ɉɞɢɧ ɢɡ ɜɚɠɧɵɯ ɜɨɩɪɨɫɨɜ, ɤɨɬɨɪɵɣ ɩɪɟɞɫɬɨɢɬ ɪɟɲɢɬɶ, — ɤɚɤɨɣ ɜɚɪɢɚɧɬ ɩɨɫɬɪɨɟɧɢɹ ɫɢɫɬɟɦɵ 
ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɥɭɱɲɟ ɢɫɩɨɥɶɡɨɜɚɬɶ: ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ ɢɥɢ ɞɟɰɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ. ɉɪɢ 
ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɦ ɩɨɞɯɨɞɟ ɜɫɟ ɫɪɟɞɫɬɜɚ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɹ 
ɫɨɫɪɟɞɨɬɨɱɟɧɵ ɜ ɨɞɧɨɦ ɦɟɫɬɟ ɢ ɭɩɪɚɜɥɹɸɬɫɹ ɢɡ ɟɞɢɧɨɝɨ ɰɟɧɬɪɚ. ɋɨɨɬɜɟɬɫɬɜɟɧɧɨ, 
ɞɟɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɟ ɪɚɡɦɟɳɟɧɢɟ ɩɪɟɞɩɨɥɚɝɚɟɬ, ɱɬɨ ɨɬɞɟɥɶɧɵɟ ɩɨɞɪɚɡɞɟɥɟɧɢɹ ɩɪɟɞɩɪɢɹɬɢɹ 
ɢɦɟɸɬ ɫɨɛɫɬɜɟɧɧɵɟ ɢ ɧɟɡɚɜɢɫɢɦɵɟ ɫɪɟɞɫɬɜɚ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɞɚɧɧɵɯ. 
ɑɬɨ ɥɭɱɲɟ? Ʉ ɫɨɠɚɥɟɧɢɸ, ɨɞɧɨɡɧɚɱɧɨɝɨ ɨɬɜɟɬɚ ɧɚ ɷɬɨɬ ɜɨɩɪɨɫ ɧɟɬ, ɜɫɟ ɡɚɜɢɫɢɬ ɨɬ ɤɨɧɤɪɟɬɧɨɣ 
ɫɢɬɭɚɰɢɢ. ɉɥɸɫɨɦ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɪɚɡɦɟɳɟɧɢɹ ɹɜɥɹɟɬɫɹ ɬɨ, ɱɬɨ ɨɧɨ ɩɨɡɜɨɥɹɟɬ ɡɧɚɱɢɬɟɥɶɧɨ 
ɫɧɢɡɢɬɶ ɡɚɬɪɚɬɵ ɧɚ ɭɫɬɚɧɨɜɤɭ ɢ ɷɤɫɩɥɭɚɬɚɰɢɸ ɫɢɫɬɟɦɵ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɢ 
ɚɪɯɢɜɢɪɨɜɚɧɢɹ. Ɉɞɧɚɤɨ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ ɜɚɪɢɚɧɬ ɝɨɞɢɬɫɹ ɬɨɥɶɤɨ ɞɥɹ ɫɥɭɱɚɟɜ, ɤɨɝɞɚ ɜɫɟ 
ɨɛɴɟɤɬɵ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɫɨɟɞɢɧɟɧɵ ɜɵɫɨɤɨɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɣ ɫɟɬɶɸ. ȿɫɥɢ ɫɱɟɬ 
ɩɨɞɥɟɠɚɳɢɯ ɪɟɡɟɪɜɢɪɨɜɚɧɢɸ ɫɟɪɜɟɪɨɜ ɢ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ ɢɞɟɬ ɧɚ ɞɟɫɹɬɤɢ ɢ ɫɨɬɧɢ, ɬɨ ɷɬɨ 
ɧɟɛɥɚɝɨɩɪɢɹɬɧɨ ɫɤɚɡɵɜɚɟɬɫɹ ɧɚ ɜɪɟɦɟɧɢ, ɧɟɨɛɯɨɞɢɦɨɦ ɞɥɹ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ.  
Ⱦɟɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɟ ɪɚɡɦɟɳɟɧɢɟ — ɟɞɢɧɫɬɜɟɧɧɨ ɜɨɡɦɨɠɧɵɣ ɜɚɪɢɚɧɬ ɩɪɢ ɧɚɥɢɱɢɢ ɮɢɥɢɚɥɨɜ, 
ɩɨɞɤɥɸɱɟɧɧɵɯ ɩɨ ɦɟɞɥɟɧɧɵɦ ɤɚɧɚɥɚɦ ɫɜɹɡɢ. 
ɉɪɢɱɢɧɵ, ɩɪɢɜɨɞɹɳɢɯ ɤ ɩɨɬɟɪɟ ɢɥɢ ɩɨɪɱɟ ɞɚɧɧɵɯ. 
1. Ⱥɩɩɚɪɚɬɧɵɟ ɩɨɥɨɦɤɢ, ɨɫɨɛɟɧɧɨ ɩɨɥɨɦɤɚ ɞɢɫɤɨɜɨɞɨɜ. ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ ɱɬɨ ɡɚ ɩɨɫɥɟɞɧɟɟ ɜɪɟɦɹ 
ɧɚɞɟɠɧɨɫɬɶ ɚɩɩɚɪɚɬɧɵɯ ɫɪɟɞɫɬɜ ɡɧɚɱɢɬɟɥɶɧɨ ɭɜɟɥɢɱɢɥɚɫɶ, ɚɜɚɪɢɢ ɢ ɫɛɨɢ ɬɟɦ ɧɟ ɦɟɧɟɟ ɩɨ-
ɩɪɟɠɧɟɦɭ ɩɪɨɢɫɯɨɞɹɬ. 
2. Ɉɲɢɛɤɢ ɢ ɫɛɨɢ ɜ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ ɢ ɩɪɢɤɥɚɞɧɨɦ ɩɪɨɝɪɚɦɦɧɨɦ ɨɛɟɫɩɟɱɟɧɢɢ. ȼ ɥɸɛɨɦ 
ɉɈ ɜɫɟɝɞɚ ɢɦɟɸɬɫɹ ɨɲɢɛɤɢ, ɩɪɢ ɨɩɪɟɞɟɥɟɧɧɵɯ ɭɫɥɨɜɢɹɯ ɨɧɢ ɦɨɝɭɬ ɩɪɢɜɟɫɬɢ ɤ ɩɨɪɱɟ ɞɚɧɧɵɯ. 
3. ȼɢɪɭɫɵ ɢ «ɬɪɨɹɧɫɤɢɟ ɤɨɧɢ». Ɉɱɟɧɶ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɚɹ ɩɪɢɱɢɧɚ ɩɨɬɟɪɢ ɢɧɮɨɪɦɚɰɢɢ, ɨɫɨɛɟɧɧɨ 
ɜ ɫɢɫɬɟɦɚɯ Windows.  
4. ɇɟɩɪɟɞɧɚɦɟɪɟɧɧɨɟ ɭɧɢɱɬɨɠɟɧɢɟ ɞɚɧɧɵɯ. ɉɨ ɫɬɚɬɢɫɬɢɤɟ — ɫɚɦɚɹ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɚɹ ɩɪɢɱɢɧɚ 
ɩɨɬɟɪɢ ɢɧɮɨɪɦɚɰɢɢ (ɩɨ ɧɟɤɨɬɨɪɵɦ ɢɫɬɨɱɧɢɤɚɦ, ɞɨ 75% ɢɧɮɨɪɦɚɰɢɢ ɬɟɪɹɟɬɫɹ ɜ ɪɟɡɭɥɶɬɚɬɟ 
ɨɲɢɛɨɤ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢɥɢ ɨɛɫɥɭɠɢɜɚɸɳɟɝɨ ɩɟɪɫɨɧɚɥɚ). 
5. ɉɪɟɞɧɚɦɟɪɟɧɧɨɟ ɭɧɢɱɬɨɠɟɧɢɟ ɢɧɮɨɪɦɚɰɢɢ ɜ ɪɟɡɭɥɶɬɚɬɟ ɚɬɚɤ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ.  
Ɍɟɯɧɢɱɟɫɤɢɟ ɩɪɨɛɥɟɦɵ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɫɜɹɡɚɧɵ ɧɟ ɫɬɨɥɶɤɨ ɫ ɫɚɦɢɦ ɪɟɡɟɪɜɧɵɦ 
ɤɨɩɢɪɨɜɚɧɢɟɦ, ɫɤɨɥɶɤɨ ɫ ɩɪɨɰɟɫɫɨɦ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɚɧɧɵɯ ɩɨɫɥɟ ɚɜɚɪɢɢ. Ʉɚɤ ɫɩɪɚɜɟɞɥɢɜɨ 
ɨɬɦɟɱɚɟɬ Ʉɭɪɬɢɫ ɉɪɟɫɬɨɧ, ɧɚɩɢɫɚɜɲɢɣ ɨɞɧɭ ɢɡ ɫɚɦɵɯ ɬɨɥɤɨɜɵɯ ɤɧɢɝ ɩɨ ɪɟɡɟɪɜɧɨɦɭ 
ɤɨɩɢɪɨɜɚɧɢɸ UNIX, ɨɫɧɨɜɧɨɣ ɧɟɞɨɫɬɚɬɨɤ ɥɢɬɟɪɚɬɭɪɵ ɩɨ ɪɟɡɟɪɜɧɨɦɭ ɤɨɩɢɪɨɜɚɧɢɸ ɫɜɹɡɚɧ ɫ ɬɟɦ, 
ɱɬɨ ɬɨɥɶɤɨ 10% ɨɛɴɟɦɚ ɤɧɢɝ ɨɬɜɨɞɢɬɫɹ ɩɪɨɰɟɞɭɪɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɚɧɧɵɯ, ɚ ɨɫɬɚɥɶɧɚɹ ɱɚɫɬɶ 
ɩɨɫɜɹɳɟɧɚ ɫɚɦɨɦɭ ɩɪɨɰɟɫɫɭ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɞɚɠɟ ɩɪɢ ɧɚɥɢɱɢɢ 
ɪɟɡɟɪɜɧɵɯ ɤɨɩɢɣ ɜ ɩɪɨɰɟɫɫɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɫɬɚɥɤɢɜɚɟɬɫɹ ɫ ɦɚɫɫɨɣ 
ɩɪɨɛɥɟɦ. 
ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ Ɉɋ 
Ɉɫɨɛɨ ɬɹɠɟɥɵɣ ɫɥɭɱɚɣ ɩɪɟɞɫɬɚɜɥɹɟɬ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɰɟɥɢɤɨɦ 
Ɇɟɪɨɩɪɢɹɬɢɹ ɩɨ ɩɨɞɝɨɬɨɜɤɟ ɢ ɩɪɨɜɟɞɟɧɢɸ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ 
ɉɨɫɤɨɥɶɤɭ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɪɚɛɨɬɵ ɤɨɦɩɶɸɬɟɪɨɜ ɩɨɫɥɟ ɚɜɚɪɢɢ ɢɥɢ ɫɛɨɟɜ ɜ ɛɨɥɶɲɢɧɫɬɜɟ ɫɥɭɱɚɟɜ 
ɹɜɥɹɟɬɫɹ ɞɚɥɟɤɨ ɧɟ ɩɪɨɫɬɨɣ ɩɪɨɰɟɞɭɪɨɣ, ɬɨ ɨɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɜ ɬɪɟɛɭɟɬɫɹ ɡɚɪɚɧɟɟ ɪɚɫɩɢɫɚɬɶ 
ɦɟɪɨɩɪɢɹɬɢɹ ɩɨ ɩɨɞɝɨɬɨɜɤɟ ɢ ɩɪɨɜɟɞɟɧɢɸ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ, ɚ ɬɚɤɠɟ ɩɨ ɞɟɣɫɬɜɢɹɦ 
ɩɟɪɫɨɧɚɥɚ ɜ ɦɨɦɟɧɬ ɧɟɲɬɚɬɧɨɣ ɫɢɬɭɚɰɢɢ. ɇɟɨɛɯɨɞɢɦɨ ɫɨɛɥɸɞɚɬɶ ɫɥɟɞɭɸɳɢɟ ɩɪɚɜɢɥɚ. 
1. Ɋɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɩɪɨɜɨɞɢɬɶ ɧɚ ɩɟɪɢɨɞɢɱɟɫɤɨɣ ɨɫɧɨɜɟ. ȼ ɫɥɭɱɚɟ ɨɛɧɨɜɥɟɧɢɹ ɢɥɢ 
ɦɨɞɟɪɧɢɡɚɰɢɢ ɉɈ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɜɵɩɨɥɧɢɬɶ ɜɧɟɨɱɟɪɟɞɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ. 
2. Ɋɟɡɟɪɜɧɵɟ ɤɨɩɢɢ ɞɨɥɠɧɵ ɫɧɚɛɠɚɬɶɫɹ ɫɨɩɪɨɜɨɞɢɬɟɥɶɧɨɣ ɞɨɤɭɦɟɧɬɚɰɢɟɣ, ɝɞɟ ɧɟɨɛɯɨɞɢɦɨ 
ɭɤɚɡɚɬɶ, ɤɨɝɞɚ ɢ ɝɞɟ ɩɪɨɜɟɞɟɧɨ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ, ɤɚɤɚɹ ɦɚɲɢɧɚ ɩɨɞɜɟɪɝɥɚɫɶ 
ɪɟɡɟɪɜɢɪɨɜɚɧɢɸ, ɤɚɤɢɟ ɞɢɫɤɢ, ɢ ɬ. ɞ.. 
3. Ɋɟɡɟɪɜɧɵɟ ɤɨɩɢɢ ɢ ɫɨɩɪɨɜɨɞɢɬɟɥɶɧɚɹ ɞɨɤɭɦɟɧɬɚɰɢɹ ɞɨɥɠɧɵ ɯɪɚɧɢɬɶɫɹ ɜ ɡɚɳɢɳɟɧɧɨɦ ɦɟɫɬɟ, 
ɜɞɚɥɢ ɨɬ ɫɟɪɜɟɪɚ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ. ȼ ɫɥɭɱɚɟ ɩɨɠɚɪɚ ɢɥɢ ɧɚɜɨɞɧɟɧɢɹ ɷɬɨ ɩɨɡɜɨɥɢɬ ɭɦɟɧɶɲɢɬɶ 
ɤɨɥɢɱɟɫɬɜɨ ɩɪɨɛɥɟɦ. 



4. Ɉɫɨɛɨ ɰɟɧɧɵɟ ɪɟɡɟɪɜɧɵɟ ɤɨɩɢɢ (ɧɚɩɪɢɦɟɪ, ɞɥɹ ɫɟɪɜɟɪɚ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ) ɫɥɟɞɭɟɬ ɞɭɛɥɢɪɨɜɚɬɶ. 
5 Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɭ ɧɟɨɛɯɨɞɢɦɨ ɩɪɨɞɭɦɚɬɶ ɢ ɨɮɨɪɦɢɬɶ ɧɚ ɛɭɦɚɝɟ ɞɟɣɫɬɜɢɹ ɨɛɫɥɭɠɢɜɚɸɳɟɝɨ 
ɩɟɪɫɨɧɚɥɚ (ɩɥɚɧ ɦɟɪɨɩɪɢɹɬɢɣ) ɧɚ ɫɥɭɱɚɣ ɚɜɚɪɢɢ ɢɥɢ ɫɛɨɹ. ɗɬɨɬ ɞɨɤɭɦɟɧɬ ɧɚɞɨ ɯɪɚɧɢɬɶ ɜɦɟɫɬɟ ɫ 
ɪɟɡɟɪɜɧɵɦɢ ɤɨɩɢɹɦɢ., ɑɬɨɛɵ ɧɟ ɬɨɥɶɤɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪ, ɧɨ ɢ ɞɪɭɝɢɟ ɫɩɟɰɢɚɥɢɫɬɵ ɩɨ ɂɌ ɦɨɝɥɢ 
ɨɫɭɳɟɫɬɜɢɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ. Ɍɟɦ ɛɨɥɟɟ ɱɬɨ ɫɩɭɫɬɹ ɧɟɤɨɬɨɪɨɟ ɜɪɟɦɹ ɫɚɦ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɜɪɹɞ ɥɢ 
ɜɫɩɨɦɧɢɬ, ɤɚɤ ɜɨɫɫɬɚɧɚɜɥɢɜɚɬɶ ɫɢɫɬɟɦɭ, ɟɫɥɢ ɭ ɧɟɝɨ ɧɟ ɛɭɞɟɬ ɩɨɞ ɪɭɤɨɣ ɩɥɚɧɚ. 
6. ɉɟɪɟɞ ɫɨɫɬɚɜɥɟɧɢɟɦ ɩɥɚɧɚ ɦɟɪɨɩɪɢɹɬɢɣ ɩɪɨɰɟɞɭɪɭ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɥɟɞɭɟɬ ɜ ɨɛɹɡɚɬɟɥɶɧɨɦ 
ɩɨɪɹɞɤɟ ɬɟɫɬɢɪɨɜɚɬɶ ɧɚ ɫɩɟɰɢɚɥɶɧɨ ɜɵɞɟɥɟɧɧɨɦ ɤɨɦɩɶɸɬɟɪɟ, ɢɧɚɱɟ ɬɨɥɤɭ ɨɬ ɩɥɚɧɚ ɦɨɠɟɬ ɛɵɬɶ 
ɦɚɥɨ: ɜ ɠɢɡɧɢ ɦɧɨɝɨɟ ɨɤɚɡɵɜɚɟɬɫɹ ɧɟ ɬɚɤɢɦ ɩɪɨɫɬɵɦ, ɤɚɤ ɷɬɨ ɧɚɩɢɫɚɧɨ ɜ ɞɨɤɭɦɟɧɬɚɰɢɢ ɧɚ 
ɫɢɫɬɟɦɭ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ. 
Ʉɨɩɢɪɨɜɚɧɢɟ ɋɍȻȾ ɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɮɚɣɥɨɜ. 
ɉɪɨɛɥɟɦɵ ɦɨɝɭɬ ɜɨɡɧɢɤɧɭɬɶ ɢ ɩɪɢ ɪɟɡɟɪɜɢɪɨɜɚɧɢɢ ɢ ɚɪɯɢɜɢɪɨɜɚɧɢɢ ɛɚɡ ɞɚɧɧɵɯ. Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ 
ɛɚɡɵ ɞɚɧɧɵɯ ɥɭɱɲɟ ɜɫɟɝɨ ɩɪɨɜɨɞɢɬɶ, ɤɨɝɞɚ ɩɟɪɟɞ ɪɟɡɟɪɜɢɪɨɜɚɧɢɟɦ ȻȾ ɡɚɤɪɵɜɚɟɬɫɹ. Ɍɚɤɨɟ 
ɪɟɡɟɪɜɢɪɨɜɚɧɢɟ ɥɭɱɲɟ ɜɫɟɝɨ ɜɵɩɨɥɧɹɬɶ ɜ ɧɨɱɧɨɟ ɜɪɟɦɹ, ɤɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɦɨɠɧɨ ɨɬɤɥɸɱɚɬɶ 
ɨɬ ɛɚɡɵ. Ɉɞɧɚɤɨ ɜɨ ɦɧɨɝɢɯ ɫɥɭɱɚɹɯ ɷɬɨɬ ɜɚɪɢɚɧɬ ɧɟɩɪɢɟɦɥɟɦ. ȼɨ-ɩɟɪɜɵɯ, ɛɚɡɵ ɞɚɧɧɵɯ ɫɟɣɱɚɫ 
ɧɟɪɟɞɤɨ ɞɨɫɬɢɝɚɸɬ ɜ ɨɛɴɟɦɟ ɫɨɬɟɧ ɢ ɬɵɫɹɱ ɝɢɝɚɛɚɣɬ, ɩɨɷɬɨɦɭ ɢɯ ɤɨɩɢɪɨɜɚɧɢɟ ɬɪɟɛɭɟɬ ɫɥɢɲɤɨɦ 
ɦɧɨɝɨ ɜɪɟɦɟɧɢ, ɢ ɞɚɠɟ ɧɨɱɢ ɞɥɹ ɷɬɨɝɨ ɧɟ ɯɜɚɬɢɬ. 
ɇɚɢɛɨɥɟɟ ɩɨɩɭɥɹɪɧɵɣ ɩɨɞɯɨɞ ɤ ɪɟɡɟɪɜɢɪɨɜɚɧɢɸ ɚɤɬɢɜɧɵɯ ȻȾ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɜ 
ɨɩɪɟɞɟɥɟɧɧɵɣ ɦɨɦɟɧɬ ɫɨɡɞɚɟɬɫɹ ɩɨɥɧɚɹ ɤɨɩɢɹ ɛɚɡɵ. ȼɫɟ ɩɨɫɥɟɞɭɸɳɢɟ ɨɛɪɚɳɟɧɢɹ ɤ ɛɚɡɟ (ɜ 
ɦɨɦɟɧɬ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ) ɥɢɛɨ ɤɷɲɢɪɭɸɬɫɹ, ɥɢɛɨ ɡɚɧɨɫɹɬɫɹ ɧɚ ɞɢɫɤ ɫ ɩɨɦɨɳɶɸ ɩɟɪɟɚɞɪɟɫɚɰɢɢ. 
ɉɨɫɥɟ ɡɚɜɟɪɲɟɧɢɹ ɤɨɩɢɪɨɜɚɧɢɹ ɷɬɢ ɨɛɧɨɜɥɟɧɢɹ ɜɧɨɫɹɬɫɹ ɜ ȻȾ. ɂɧɨɝɞɚ ɤɷɲɢɪɭɸɬɫɹ ɧɟ 
ɨɛɧɨɜɥɟɧɢɹ, ɚ ɫɬɚɪɵɟ ɞɚɧɧɵɟ. Ɉɱɟɜɢɞɧɨ, ɱɬɨɛɵ ɫɨɯɪɚɧɢɬɶ ɰɟɥɨɫɬɧɨɫɬɶ ɞɚɧɧɵɯ, ȻȾ ɞɨɥɠɧɚ 
ɭɫɬɨɣɱɢɜɨ ɮɭɧɤɰɢɨɧɢɪɨɜɚɬɶ ɜ ɦɨɦɟɧɬ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ. 
Ɉɩɪɟɞɟɥɟɧɧɵɟ ɩɪɨɛɥɟɦɵ ɦɨɠɟɬ ɞɨɫɬɚɜɢɬɶ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ ɨɛɵɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ 
ɮɚɣɥɨɜ, ɟɫɥɢ ɜ ɦɨɦɟɧɬ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɨɧɢ ɛɥɨɤɢɪɨɜɚɧɵ (ɨɬɤɪɵɬɵ ɞɥɹ ɡɚɩɢɫɢ). Ȼɨɥɶɲɢɧɫɬɜɨ 
ɫɢɫɬɟɦ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɧɢɠɧɟɝɨ ɭɪɨɜɧɹ ɧɟ ɦɨɝɭɬ ɨɛɪɚɛɚɬɵɜɚɬɶ ɢɯ ɢ ɩɪɨɩɭɫɤɚɸɬ ɷɬɢ ɮɚɣɥɵ. 
Ɉɞɧɚɤɨ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɦɧɨɝɢɟ ɫɢɫɬɟɦɵ ɫɪɟɞɧɟɝɨ ɢ ɫɬɚɪɲɟɝɨ ɭɪɨɜɧɹ ɢɦɟɸɬ ɦɨɞɭɥɢ, ɫ 
ɩɨɦɨɳɶɸ ɤɨɬɨɪɵɯ ɨɧɢ ɦɨɝɭɬ ɤɨɩɢɪɨɜɚɬɶ ɨɬɤɪɵɬɵɟ ɮɚɣɥɵ. Ɍɟɯɧɨɥɨɝɢɹ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ 
ɨɬɤɪɵɬɵɯ ɮɚɣɥɨɜ ɚɧɚɥɨɝɢɱɧɚ ɬɨɦɭ, ɤɚɤ ɷɬɨ ɪɟɚɥɢɡɨɜɚɧɨ ɞɥɹ ɋɍȻȾ, ɬ. ɟ. ɡɚ ɫɱɟɬ ɤɷɲɢɪɨɜɚɧɢɹ 
ɫɬɚɪɵɯ ɞɚɧɧɵɯ ɢɥɢ ɨɛɧɨɜɥɟɧɢɣ. 
Ɍɪɟɛɨɜɚɧɢɹ ɩɨ ɪɟɡɟɪɜɢɪɨɜɚɧɢɸ. 
ɋɢɫɬɟɦɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɞɨɥɠɧɵ ɤɨɦɩɥɟɤɬɨɜɚɬɶɫɹ ɫɪɟɞɫɬɜɚɦɢ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ, ɥɢɛɨ 
ɬɚɤɢɟ ɫɪɟɞɫɬɜɚ ɞɨɥɠɧɵ ɩɪɢɫɭɬɫɬɜɨɜɚɬɶ ɧɚ ɜɫɟɯ ɭɡɥɚɯ ɫɟɬɢ, ɩɨɞɜɟɪɝɚɟɦɵɯ ɪɟɡɟɪɜɢɪɨɜɚɧɢɸ. ɇɚ 
ɥɟɧɬɵ ɦɨɝɭɬ ɤɨɩɢɪɨɜɚɬɶɫɹ ɥɢɲɶ ɞɚɧɧɵɟ, ɫɜɨɛɨɞɧɵɟ ɨɬ ɜɢɪɭɫɨɜ. ɂɧɚɱɟ ɜɫɟ ɦɟɪɵ ɛɨɪɶɛɵ ɫ 
ɧɟɩɨɥɚɞɤɚɦɢ ɦɨɝɭɬ ɨɤɚɡɚɬɶɫɹ ɛɟɫɩɨɥɟɡɧɵ. ɇɚɩɪɢɦɟɪ, ɫɟɪɜɟɪ ɦɨɝ ɜɵɣɬɢ ɢɡ ɫɬɪɨɹ ɜ ɪɟɡɭɥɶɬɚɬɟ 
ɚɬɚɤɢ ɜɢɪɭɫɚ, ɚ ɧɚ ɥɟɧɬɟ ɷɬɨɬ ɜɢɪɭɫ ɭɠɟ ɫɨɯɪɚɧɟɧ. ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɞɚɧɧɵɯ ɫɧɨɜɚ ɩɪɢɜɟɞɟɬ ɤ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɜɢɪɭɫɚ. 
ɋɪɟɞɢ ɞɪɭɝɢɯ ɨɱɟɜɢɞɧɵɯ ɬɪɟɛɨɜɚɧɢɣ ɦɨɠɧɨ ɧɚɡɜɚɬɶ ɧɚɥɢɱɢɟ ɮɢɥɶɬɪɨɜ ɞɥɹ ɤɨɩɢɪɨɜɚɧɢɹ ɢ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ ɩɨɞɞɟɪɠɤɭ ɨɫɧɨɜɧɵɯ ɫɯɟɦ ɪɨɬɚɰɢɢ ɥɟɧɬ. 

 

Ɂɚɳɢɬɚ ɨɬ ɩɨɬɟɪɢ ɞɚɧɧɵɯ. RAID ɫɢɫɬɟɦɵ. 

Raid 0 

 

RAID 0 (striping — «чɟрɟɞɨваɧиɟ») — ɞɢɫɤɨɜɵɣ ɦɚɫɫɢɜ ɢɡ ɞɜɭɯ ɢɥɢ ɛɨɥɟɟ ɠёɫɬɤɢɯ ɞɢɫɤɨɜ ɛɟɡ 
ɪɟɡɟɪɜɢɪɨɜɚɧɢя. Иɧɮɨɪɦɚɰɢя ɪɚɡɛɢɜɚɟɬɫя ɧɚ ɛɥɨɤɢ ɞɚɧɧɵɯ ( ) ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɵ ɢ 
ɡɚɩɢɫɵɜɚɟɬɫя ɧɚ ɨɛɚ/ɧɟɫɤɨɥɶɤɨ ɞɢɫɤɨɜ ɨɞɧɨɜɪɟɦɟɧɧɨ.  
Эɬɨɬ ɭɪɨɜɟɧɶ ɧɟ ɩɪɟɞɨɫɬɚɜɥяɟɬ ɤɚɤɨɣ-ɛɵ ɬɨ ɧɢ ɛɵɥɨ ɡɚɳɢɬɵ ɞɚɧɧɵɯ, ɬ.ɟ. ɧɟ яɜɥяɟɬɫя 
ɨɬɤɚɡɨɭɫɬɨɣɱɢɜɵɦ, ɟɫɥɢ ɭɦɢɪɚɟɬ ɤɚɤɨɣ-ɥɢɛɨ ɞɢɫɤ ɜ ɷɬɨɦ ɪɷɣɞɟ ɭɦɢɪɚɟɬ ɢ ɜɫя ɢɧɮɨɪɦɚɰɢя ɤɨɬɨɪɚя 

https://ru.wikipedia.org/wiki/%D0%96%D1%91%D1%81%D1%82%D0%BA%D0%B8%D0%B9_%D0%B4%D0%B8%D1%81%D0%BA
https://commons.wikimedia.org/wiki/File:RAID_0.svg?uselang=ru


ɧɚ ɧёɦ ɯɪɚɧɢɥɚɫɶ, ɚ ɬɚɤ ɠɟ ɜɨɡɦɨɠɧɨ ɢ ɱɚɫɬɶ ɢɧɮɨɪɦɚɰɢɢ ɧɚ ɡɞɨɪɨɜɨɦ ɞɢɫɤɟ. 
Оɫɧɨɜɧɨɟ ɧɚɡɧɚɱɟɧɢɟ ɷɬɨɝɨ ɭɪɨɜɧя - ɩɨɜɵɲɟɧɢɟ ɫɤɨɪɨɫɬɢ, ɞɥя ɨɪɝɚɧɢɡɚɰɢɢ ɬɚɤɨɝɨ ɪɷɣɞɚ ɧɭɠɧɨ 
ɦɢɧɢɦɭɦ 2 ɞɢɫɤɚ. Сɢɫɬɟɦɚ ɜɢɞɢɬ ɷɬɢ ɞɜɚ ɞɢɫɤɚ ɤɚɤ ɨɞɢɧ, ɡɚ ɫɱёɬ ɷɬɨɝɨ ɩɪɨɢɫɯɨɞɢɬ ɢ ɩɪɢɪɨɫɬ 
ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ, ɤɨɧɬɪɨɥɥɟɪ ɦɨɠɟɬ ɡɚɩɢɫɵɜɚɬɶ ɤ ɩɪɢɦɟɪɭ ɤɪɭɩɧɵɣ ɮɚɣɥ ɫɪɚɡɭ ɧɚ ɞɜɚ ɞɢɫɤɚ, ɜ 
ɪɟɡɭɥɶɬɚɬɟ ɱɢɫɬɨ ɬɟɨɪɢɬɢɱɟɫɤɢ ɫɤɨɪɨɫɬɶ ɱɬɟɧɢя ɢ ɡɚɩɢɫɢ ɦɨɠɟɬ ɭɜɟɥɢɱɢɜɚɬɶɫя ɜɞɜɨɟ, ɧɨ ɢ 
ɧɚɞёɠɧɨɫɬɶ ɬɚɤɠɟ ɧɢɠɟ ɱɟɦ ɭ ɨɛɵɱɧɨɝɨ ɞɢɫɤɚ. Оɛɴёɦ ɠɟɫɬɤɢɯ ɞɢɫɤɨɜ ɫɤɥɚɞɵɜɚɟɬɫя ɬ.ɟ. ɟɫɥɢ ɭ ɜɚɫ 
ɟɫɬɶ ɱɟɬɵɪɟ ɞɢɫɤɚ ɩɨ 1Tb ɬɨ ɨɛɴɟɞɢɧɢɜ ɢɯ ɜ ɦɚɫɫɢɜ ɜɵ ɩɨɥɭɱɢɬɟ 4Tb 

Raid 1 

 

RAID 1 (mirroring — «ɡɟɪɤɚɥɢɪɨɜɚɧɢɟ») — ɦɚɫɫɢɜ ɢɡ ɞɜɭɯ ɞɢɫɤɨɜ, ɹɜɥɹɸɳɢɯɫɹ ɩɨɥɧɵɦɢ 
ɤɨɩɢɹɦɢ ɞɪɭɝ ɞɪɭɝɚ.  
(+):ȼɫɹ ɢɧɮɨɪɦɚɰɢɹ ɫ ɨɞɧɨɝɨ ɠɺɫɬɤɨɝɨ ɩɨɥɧɨɫɬɶɸ ɞɭɛɥɢɪɭɟɬɫɹ ɧɚ ɜɬɨɪɨɦ ɞɢɫɤɟ, ɡɚ ɫɱɺɬ ɷɬɨɝɨ 
ɞɨɫɬɢɝɚɟɬɫɹ ɨɬɤɚɡɨɭɫɬɨɣɱɢɜɨɫɬɶ ɬ.ɟ. ɟɫɥɢ ɜɵɯɨɞɢɬ ɢɡ ɫɬɪɨɹ ɨɞɢɧ ɠɺɫɬɤɢɣ ɞɢɫɤ, ɢɧɮɨɪɦɚɰɢɹ ɭ ɜɚɫ 
ɧɟ ɩɨɬɟɪɹɟɬɫɹ. ɋɤɨɪɨɫɬɶ ɡɚɩɢɫɢ ɨɛɵɱɧɨ ɧɢɠɟ ɱɟɦ ɭ ɨɞɧɨɝɨ ɠɟɫɬɤɨɝɨ ɞɢɫɤɚ, ɧɨ ɫɤɨɪɨɫɬɶ ɱɬɟɧɢɹ 
ɜɵɲɟ. 
ɋ ɥɸɛɵɦ ɭɪɨɜɧɟɦ RAID (ɤɪɨɦɟ ɧɭɥɟɜɨɝɨ) ɪɟɤɨɦɟɧɞɭɸɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɢɫɤɢ ɝɨɪɹɱɟɝɨ ɪɟɡɟɪɜɚ. 
(-): ɇɟɞɨɫɬɚɬɨɤ RAID 1 ɜ ɬɨɦ, ɱɬɨ ɩɨ ɰɟɧɟ ɞɜɭɯ ɠɟɫɬɤɢɯ ɞɢɫɤɨɜ ɩɨɥɶɡɨɜɚɬɟɥɶ ɮɚɤɬɢɱɟɫɤɢ 
ɩɨɥɭɱɚɟɬ ɨɛɴɟɦ ɥɢɲɶ ɨɞɧɨɝɨ. 

Raid 3 

 

ȼ ɦɚɫɫɢɜɟ RAID 3 ɢɡ  ɞɢɫɤɨɜ ɞɚɧɧɵɟ ɪɚɡɛɢɜɚɸɬɫɹ ɧɚ ɤɭɫɤɢ ɪɚɡɦɟɪɨɦ ɦɟɧɶɲɟ ɫɟɤɬɨɪɚ 
(ɪɚɡɛɢɜɚɸɬɫɹ ɧɚ ɛɚɣɬɵ ɢɥɢ ɛɥɨɤɢ) ɢ ɪɚɫɩɪɟɞɟɥɹɸɬɫɹ ɩɨ  ɞɢɫɤɚɦ. ȿɳɺ ɨɞɢɧ ɞɢɫɤ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɯɪɚɧɟɧɢɹ ɛɥɨɤɨɜ ɱɺɬɧɨɫɬɢ. ȼ RAID 2 ɞɥɹ ɷɬɨɣ ɰɟɥɢ ɩɪɢɦɟɧɹɥɫɹ  ɞɢɫɤ, ɧɨ 
ɛɨɥɶɲɚɹ ɱɚɫɬɶ ɢɧɮɨɪɦɚɰɢɢ ɧɚ ɤɨɧɬɪɨɥɶɧɵɯ ɞɢɫɤɚɯ ɢɫɩɨɥɶɡɨɜɚɥɚɫɶ ɞɥɹ ɤɨɪɪɟɤɰɢɢ ɨɲɢɛɨɤ ɧɚ 
ɥɟɬɭ, ɜ ɬɨ ɜɪɟɦɹ ɤɚɤ ɛɨɥɶɲɢɧɫɬɜɨ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɭɞɨɜɥɟɬɜɨɪɹɟɬ ɩɪɨɫɬɨɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ 
ɢɧɮɨɪɦɚɰɢɢ ɜ ɫɥɭɱɚɟ ɩɨɥɨɦɤɢ ɞɢɫɤɚ, ɞɥɹ ɱɟɝɨ ɯɜɚɬɚɟɬ ɢɧɮɨɪɦɚɰɢɢ, ɭɦɟɳɚɸɳɟɣɫɹ ɧɚ ɨɞɧɨɦ 
ɜɵɞɟɥɟɧɧɨɦ ɠɺɫɬɤɨɦ ɞɢɫɤɟ. 
Ɉɬɥɢɱɢɹ RAID 3 ɨɬ RAID 2: ɧɟɜɨɡɦɨɠɧɨɫɬɶ ɤɨɪɪɟɤɰɢɢ ɨɲɢɛɨɤ ɧɚ ɥɟɬɭ ɢ ɦɟɧɶɲɚɹ ɢɡɛɵɬɨɱɧɨɫɬɶ. 
Ⱦɨɫɬɨɢɧɫɬɜɚ: 
 ɜɵɫɨɤɚɹ ɫɤɨɪɨɫɬɶ ɱɬɟɧɢɹ ɢ ɡɚɩɢɫɢ ɞɚɧɧɵɯ; 
 ɦɢɧɢɦɚɥɶɧɨɟ ɤɨɥɢɱɟɫɬɜɨ ɞɢɫɤɨɜ ɞɥɹ ɫɨɡɞɚɧɢɹ ɦɚɫɫɢɜɚ ɪɚɜɧɨ ɬɪɺɦ. 
ɇɟɞɨɫɬɚɬɤɢ: 
 ɦɚɫɫɢɜ ɷɬɨɝɨ ɬɢɩɚ ɯɨɪɨɲ ɬɨɥɶɤɨ ɞɥɹ ɨɞɧɨɡɚɞɚɱɧɨɣ ɪɚɛɨɬɵ ɫ ɛɨɥɶɲɢɦɢ ɮɚɣɥɚɦɢ, ɬɚɤ ɤɚɤ 

ɜɪɟɦɹ ɞɨɫɬɭɩɚ ɤ ɨɬɞɟɥɶɧɨɦɭ ɫɟɤɬɨɪɭ, ɪɚɡɛɢɬɨɦɭ ɩɨ ɞɢɫɤɚɦ, ɪɚɜɧɨ ɦɚɤɫɢɦɚɥɶɧɨɦɭ ɢɡ 
ɢɧɬɟɪɜɚɥɨɜ ɞɨɫɬɭɩɚ ɤ ɫɟɤɬɨɪɚɦ ɤɚɠɞɨɝɨ ɢɡ ɞɢɫɤɨɜ. Ⱦɥɹ ɛɥɨɤɨɜ ɦɚɥɨɝɨ ɪɚɡɦɟɪɚ ɜɪɟɦɹ ɞɨɫɬɭɩɚ 
ɧɚɦɧɨɝɨ ɛɨɥɶɲɟ ɜɪɟɦɟɧɢ ɱɬɟɧɢɹ. 

 ɛɨɥɶɲɚɹ ɧɚɝɪɭɡɤɚ ɧɚ ɤɨɧɬɪɨɥɶɧɵɣ ɞɢɫɤ, ɢ, ɤɚɤ ɫɥɟɞɫɬɜɢɟ, ɟɝɨ ɧɚɞɺɠɧɨɫɬɶ ɫɢɥɶɧɨ ɩɚɞɚɟɬ ɩɨ 
ɫɪɚɜɧɟɧɢɸ ɫ ɞɢɫɤɚɦɢ, ɯɪɚɧɹɳɢɦɢ ɞɚɧɧɵɟ. 

Raid 4. 

https://ru.wikipedia.org/wiki/Hot_Spare
https://commons.wikimedia.org/wiki/File:RAID_1.svg?uselang=ru
https://commons.wikimedia.org/wiki/File:RAID_3.svg?uselang=ru


 

RAID 4 ɩɨɯɨɠ ɧɚ RAID 3, ɧɨ ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɧɟɝɨ ɬɟɦ, ɱɬɨ ɞɚɧɧɵɟ ɪɚɡɛɢɜɚɸɬɫɹ ɧɚ ɛɥɨɤɢ, ɚ ɧɟ ɧɚ 
ɛɚɣɬɵ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɭɞɚɥɨɫɶ ɨɬɱɚɫɬɢ «ɩɨɛɟɞɢɬɶ» ɩɪɨɛɥɟɦɭ ɧɢɡɤɨɣ ɫɤɨɪɨɫɬɢ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ 
ɧɟɛɨɥɶɲɨɝɨ ɨɛɴɺɦɚ. Ɂɚɩɢɫɶ ɠɟ ɩɪɨɢɡɜɨɞɢɬɫɹ ɦɟɞɥɟɧɧɨ ɢɡ-ɡɚ ɬɨɝɨ, ɱɬɨ ɱɺɬɧɨɫɬɶ ɞɥɹ ɛɥɨɤɚ 
ɝɟɧɟɪɢɪɭɟɬɫɹ ɩɪɢ ɡɚɩɢɫɢ ɢ ɡɚɩɢɫɵɜɚɟɬɫɹ ɧɚ ɟɞɢɧɫɬɜɟɧɧɵɣ ɞɢɫɤ. 

Raid 5. 

 

Ɉɫɧɨɜɧɵɦ ɧɟɞɨɫɬɚɬɤɨɦ ɭɪɨɜɧɟɣ RAID ɨɬ 2-ɝɨ ɞɨ 4-ɝɨ ɹɜɥɹɟɬɫɹ ɧɟɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɢɡɜɨɞɢɬɶ 
ɩɚɪɚɥɥɟɥɶɧɵɟ ɨɩɟɪɚɰɢɢ ɡɚɩɢɫɢ, ɬɚɤ ɤɚɤ ɞɥɹ ɯɪɚɧɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɨ ɱɺɬɧɨɫɬɢ ɢɫɩɨɥɶɡɭɟɬɫɹ 
ɨɬɞɟɥɶɧɵɣ ɤɨɧɬɪɨɥɶɧɵɣ ɞɢɫɤ. RAID 5 ɧɟ ɢɦɟɟɬ ɷɬɨɝɨ ɧɟɞɨɫɬɚɬɤɚ. Ȼɥɨɤɢ ɞɚɧɧɵɯ ɢ ɤɨɧɬɪɨɥɶɧɵɟ 
ɫɭɦɦɵ ɰɢɤɥɢɱɟɫɤɢ ɡɚɩɢɫɵɜɚɸɬɫɹ ɧɚ ɜɫɟ ɞɢɫɤɢ ɦɚɫɫɢɜɚ. ɉɨɞ ɤɨɧɬɪɨɥɶɧɵɦɢ ɫɭɦɦɚɦɢ 
ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ ɪɟɡɭɥɶɬɚɬ ɨɩɟɪɚɰɢɢ XOR (ɢɫɤɥɸɱɚɸɳɟɟ ɢɥɢ). Xor ɨɛɥɚɞɚɟɬ ɨɫɨɛɟɧɧɨɫɬɶɸ, 
ɤɨɬɨɪɚɹ ɞɚɺɬ ɜɨɡɦɨɠɧɨɫɬɶ ɡɚɦɟɧɢɬɶ ɥɸɛɨɣ ɨɩɟɪɚɧɞ ɪɟɡɭɥɶɬɚɬɨɦ, ɢ, ɩɪɢɦɟɧɢɜ ɚɥɝɨɪɢɬɦ xor, 
ɩɨɥɭɱɢɬɶ ɜ ɪɟɡɭɥɶɬɚɬɟ ɧɟɞɨɫɬɚɸɳɢɣ ɨɩɟɪɚɧɞ. ɇɚɩɪɢɦɟɪ: a xor b = c (ɝɞɟ a, b, c — ɬɪɢ ɞɢɫɤɚ 
ɪɟɣɞ-ɦɚɫɫɢɜɚ), ɜ ɫɥɭɱɚɟ ɟɫɥɢ a ɨɬɤɚɠɟɬ, ɦɵ ɦɨɠɟɦ ɩɨɥɭɱɢɬɶ ɟɝɨ, ɩɨɫɬɚɜɢɜ ɧɚ ɟɝɨ ɦɟɫɬɨ c ɢ 
ɩɪɨɜɟɞɹ xor ɦɟɠɞɭ c ɢ b: c xor b = a. ɗɬɨ ɩɪɢɦɟɧɢɦɨ ɜɧɟ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɤɨɥɢɱɟɫɬɜɚ ɨɩɟɪɚɧɞɨɜ: a 

xor b xor c xor d = e. ȿɫɥɢ ɨɬɤɚɡɵɜɚɟɬ c ɬɨɝɞɚ e ɜɫɬɚɺɬ ɧɚ ɟɝɨ ɦɟɫɬɨ ɢ ɩɪɨɜɟɞɹ xor ɜ ɪɟɡɭɥɶɬɚɬɟ 
ɩɨɥɭɱɚɟɦ c: a xor b xor e xor d = c. ɗɬɨɬ ɦɟɬɨɞ ɩɨ ɫɭɬɢ ɨɛɟɫɩɟɱɢɜɚɟɬ ɨɬɤɚɡɨɭɫɬɨɣɱɢɜɨɫɬɶ 5 
ɜɟɪɫɢɢ. Ⱦɥɹ ɯɪɚɧɟɧɢɹ ɪɟɡɭɥɶɬɚɬɚ xor ɬɪɟɛɭɟɬɫɹ ɜɫɟɝɨ 1 ɞɢɫɤ, ɪɚɡɦɟɪ ɤɨɬɨɪɨɝɨ ɪɚɜɟɧ ɪɚɡɦɟɪɭ 
ɥɸɛɨɝɨ ɞɪɭɝɨɝɨ ɞɢɫɤɚ ɜ raid. 
Ⱦɨɫɬɨɢɧɫɬɜɚ 
RAID5 ɩɨɥɭɱɢɥ ɲɢɪɨɤɨɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟ, ɜ ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ, ɛɥɚɝɨɞɚɪɹ ɫɜɨɟɣ ɷɤɨɧɨɦɢɱɧɨɫɬɢ. 
Ɉɛɴɺɦ ɞɢɫɤɨɜɨɝɨ ɦɚɫɫɢɜɚ RAID5 ɪɚɫɫɱɢɬɵɜɚɟɬɫɹ ɩɨ ɮɨɪɦɭɥɟ (n-1)*hddsize, ɝɞɟ n — ɱɢɫɥɨ 
ɞɢɫɤɨɜ ɜ ɦɚɫɫɢɜɟ, ɚ hddsize — ɪɚɡɦɟɪ ɧɚɢɦɟɧɶɲɟɝɨ ɞɢɫɤɚ. ɇɚɩɪɢɦɟɪ, ɞɥɹ ɦɚɫɫɢɜɚ ɢɡ ɱɟɬɵɪɟɯ 
ɞɢɫɤɨɜ ɩɨ 80 ɝɢɝɚɛɚɣɬ ɨɛɳɢɣ ɨɛɴɺɦ ɛɭɞɟɬ (4 − 1) * 80 = 240 ɝɢɝɚɛɚɣɬ. ɇɚ ɡɚɩɢɫɶ ɢɧɮɨɪɦɚɰɢɢ ɧɚ 
ɬɨɦ RAID 5 ɬɪɚɬɹɬɫɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɪɟɫɭɪɫɵ ɢ ɩɚɞɚɟɬ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ, ɬɚɤ ɤɚɤ ɬɪɟɛɭɸɬɫɹ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɜɵɱɢɫɥɟɧɢɹ ɢ ɨɩɟɪɚɰɢɢ ɡɚɩɢɫɢ, ɡɚɬɨ ɩɪɢ ɱɬɟɧɢɢ (ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɨɬɞɟɥɶɧɵɦ 
ɜɢɧɱɟɫɬɟɪɨɦ) ɢɦɟɟɬɫɹ ɜɵɢɝɪɵɲ, ɩɨɬɨɦɭ ɱɬɨ ɩɨɬɨɤɢ ɞɚɧɧɵɯ ɫ ɧɟɫɤɨɥɶɤɢɯ ɞɢɫɤɨɜ ɦɚɫɫɢɜɚ ɦɨɝɭɬ 
ɨɛɪɚɛɚɬɵɜɚɬɶɫɹ ɩɚɪɚɥɥɟɥɶɧɨ. 
ɇɟɞɨɫɬɚɬɤɢ 
ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ RAID 5 ɡɚɦɟɬɧɨ ɧɢɠɟ, ɜ ɨɫɨɛɟɧɧɨɫɬɢ ɧɚ ɨɩɟɪɚɰɢɹɯ ɬɢɩɚ Random Write 
(ɡɚɩɢɫɢ ɜ ɩɪɨɢɡɜɨɥɶɧɨɦ ɩɨɪɹɞɤɟ), ɩɪɢ ɤɨɬɨɪɵɯ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ ɩɚɞɚɟɬ ɧɚ 10-25 % ɨɬ 
ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ RAID 0 (ɢɥɢ RAID 10), ɬɚɤ ɤɚɤ ɬɪɟɛɭɟɬ ɛɨɥɶɲɟɝɨ ɤɨɥɢɱɟɫɬɜɚ ɨɩɟɪɚɰɢɣ ɫ 
ɞɢɫɤɚɦɢ ɇɟɞɨɫɬɚɬɤɢ RAID 5 ɩɪɨɹɜɥɹɸɬɫɹ ɩɪɢ ɜɵɯɨɞɟ ɢɡ ɫɬɪɨɹ ɨɞɧɨɝɨ ɢɡ ɞɢɫɤɨɜ — ɜɟɫɶ ɬɨɦ 
ɩɟɪɟɯɨɞɢɬ ɜ ɤɪɢɬɢɱɟɫɤɢɣ ɪɟɠɢɦ (degrade), ɜɫɟ ɨɩɟɪɚɰɢɢ ɡɚɩɢɫɢ ɢ ɱɬɟɧɢɹ ɫɨɩɪɨɜɨɠɞɚɸɬɫɹ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɦɢ ɦɚɧɢɩɭɥɹɰɢɹɦɢ, ɪɟɡɤɨ ɩɚɞɚɟɬ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ. ɉɪɢ ɷɬɨɦ ɭɪɨɜɟɧɶ 
ɧɚɞɟɠɧɨɫɬɢ ɫɧɢɠɚɟɬɫɹ ɞɨ ɧɚɞɟɠɧɨɫɬɢ RAID-0 ɫ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɦ ɤɨɥɢɱɟɫɬɜɨɦ ɞɢɫɤɨɜ (ɬɨ ɟɫɬɶ ɜ 
n ɪɚɡ ɧɢɠɟ ɧɚɞɟɠɧɨɫɬɢ ɨɞɢɧɨɱɧɨɝɨ ɞɢɫɤɚ). ȿɫɥɢ ɞɨ ɩɨɥɧɨɝɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɦɚɫɫɢɜɚ ɩɪɨɢɡɨɣɞɟɬ 
ɜɵɯɨɞ ɢɡ ɫɬɪɨɹ, ɢɥɢ ɜɨɡɧɢɤɧɟɬ ɧɟɜɨɫɫɬɚɧɨɜɢɦɚɹ ɨɲɢɛɤɚ ɱɬɟɧɢɹ ɯɨɬɹ ɛɵ ɧɚ ɟɳɟ ɨɞɧɨɦ ɞɢɫɤɟ, ɬɨ 
ɦɚɫɫɢɜ ɪɚɡɪɭɲɚɟɬɫɹ, ɢ ɞɚɧɧɵɟ ɧɚ ɧɟɦ ɜɨɫɫɬɚɧɨɜɥɟɧɢɸ ɨɛɵɱɧɵɦɢ ɦɟɬɨɞɚɦɢ ɧɟ ɩɨɞɥɟɠɚɬ. 
ɋɥɟɞɭɟɬ ɬɚɤɠɟ ɩɪɢɧɹɬɶ ɜɨ ɜɧɢɦɚɧɢɟ, ɱɬɨ ɩɪɨɰɟɫɫ RAID Reconstruction (ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɚɧɧɵɯ 

https://ru.wikipedia.org/wiki/XOR
https://commons.wikimedia.org/wiki/File:RAID_4.svg?uselang=ru
https://commons.wikimedia.org/wiki/File:RAID_5.svg?uselang=ru


RAID ɡɚ ɫɱɟɬ ɢɡɛɵɬɨɱɧɨɫɬɢ) ɩɨɫɥɟ ɜɵɯɨɞɚ ɢɡ ɫɬɪɨɹ ɞɢɫɤɚ ɜɵɡɵɜɚɟɬ ɢɧɬɟɧɫɢɜɧɭɸ ɧɚɝɪɭɡɤɭ 
ɱɬɟɧɢɹ ɫ ɞɢɫɤɨɜ ɧɚ ɩɪɨɬɹɠɟɧɢɢ ɦɧɨɝɢɯ ɱɚɫɨɜ ɧɟɩɪɟɪɵɜɧɨ, ɱɬɨ ɦɨɠɟɬ ɫɩɪɨɜɨɰɢɪɨɜɚɬɶ ɜɵɯɨɞ 
ɤɚɤɨɝɨ-ɥɢɛɨ ɢɡ ɨɫɬɚɜɲɢɯɫɹ ɞɢɫɤɨɜ ɢɡ ɫɬɪɨɹ ɜ ɷɬɨɬ ɧɚɢɦɟɧɟɟ ɡɚɳɢɳɟɧɧɵɣ ɩɟɪɢɨɞ ɪɚɛɨɬɵ RAID, ɚ 
ɬɚɤɠɟ ɜɵɹɜɢɬɶ ɪɚɧɟɟ ɧɟɨɛɧɚɪɭɠɟɧɧɵɟ ɫɛɨɢ ɱɬɟɧɢɹ ɜ ɦɚɫɫɢɜɚɯ cold data (ɞɚɧɧɵɯ, ɤ ɤɨɬɨɪɵɦ ɧɟ 
ɨɛɪɚɳɚɸɬɫɹ ɩɪɢ ɨɛɵɱɧɨɣ ɪɚɛɨɬɟ ɦɚɫɫɢɜɚ, ɚɪɯɢɜɧɵɟ ɢ ɦɚɥɨɚɤɬɢɜɧɵɟ ɞɚɧɧɵɟ), ɱɬɨ ɩɨɜɵɲɚɟɬ 
ɪɢɫɤ ɫɛɨɹ ɩɪɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɢ ɞɚɧɧɵɯ. 
Ɇɢɧɢɦɚɥɶɧɨɟ ɤɨɥɢɱɟɫɬɜɨ ɢɫɩɨɥɶɡɭɟɦɵɯ ɞɢɫɤɨɜ ɪɚɜɧɨ ɬɪɺɦ. 

Ʉɨɦɛɢɧɢɪɨɜɚɧɧɵɟ ɭɪɨɜɧɢ 
ɉɨɦɢɦɨ ɛɚɡɨɜɵɯ, ɫɭɳɟɫɬɜɭɸɬ ɤɨɦɛɢɧɢɪɨɜɚɧɧɵɟ ɭɪɨɜɧɢ ɫ ɧɚɡɜɚɧɢɹɦɢ ɜɢɞɚ «RAID α+β» ɢɥɢ 
«RAID αβ», ɱɬɨ ɨɛɵɱɧɨ ɨɡɧɚɱɚɟɬ «RAID β, ɫɨɫɬɚɜɥɟɧɧɵɣ ɢɡ ɧɟɫɤɨɥɶɤɢɯ RAID α» (ɢɧɨɝɞɚ 
ɩɪɨɢɡɜɨɞɢɬɟɥɢ ɢɧɬɟɪɩɪɟɬɢɪɭɸɬ ɷɬɨ ɩɨ-ɫɜɨɟɦɭ). 
ɇɚɩɪɢɦɟɪ: 
 RAID 10 (ɢɥɢ 1+0) — ɷɬɨ RAID 0, ɫɨɫɬɚɜɥɟɧɧɵɣ ɢɡ ɧɟɫɤɨɥɶɤɢɯ (ɢɥɢ ɯɨɬɹ ɛɵ ɞɜɭɯ) RAID 1 

(ɡɟɪɤɚɥɢɪɨɜɚɧɧɵɯ ɩɚɪ). 
 RAID 51 — RAID 1, ɡɟɪɤɚɥɢɪɭɸɳɢɣ ɞɜɚ RAID 5 . 

ɏɨɞ ɪɚɛɨɬɵ. 

1) Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ ɫɪɟɞɫɬɜɚɦɢ Windows 7 

1. Ⱦɥɹ ɜɵɡɨɜɚ ɝɥɚɜɧɨɝɨ ɨɤɧɚ ɧɚɫɬɪɨɟɤ ɩɪɨɰɟɫɫɚ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɞɚɧɧɵɯ ɤɥɢɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ 
―ɉɭɫɤ‖ ɜ ɥɟɜɨɦ ɧɢɠɧɟɦ ɭɝɥɭ –> ―ȼɫɟ ɩɪɨɝɪɚɦɦɵ‖ –> ɜɵɛɟɪɢɬɟ ɩɭɧɤɬ ―Ɉɛɫɥɭɠɢɜɚɧɢɟ‖ –> 
―Ⱥɪɯɢɜɚɰɢɹ ɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ‖. 

 
2. ȼ ɨɬɤɪɵɜɲɟɦɫɹ ɨɤɨɲɤɟ ɤɥɢɤɧɢɬɟ ɩɨ ɫɫɵɥɤɟ ―ɇɚɫɬɪɨɢɬɶ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ‖ ɞɥɹ 
ɧɚɫɬɪɨɣɤɢ ɪɚɫɩɢɫɚɧɢɹ ɚɪɯɢɜɚɰɢɢ ɥɢɛɨ ɫɨɡɞɚɧɢɹ ɚɪɯɢɜɚ ɫɢɫɬɟɦɵ/ɮɚɣɥɨɜ ɜ ɪɭɱɧɨɦ ɪɟɠɢɦɟ 
ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ. 

 
3. Ɂɚɩɭɫɬɢɬɶɫɹ ɩɪɨɰɟɫɫ ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɩɨɞɤɥɸɱɟɧɧɵɯ ɧɨɫɢɬɟɥɟɣ ɢɧɮɨɪɦɚɰɢɢ 

 
ɩɨɫɥɟ ɱɟɝɨ ɨɬɤɪɨɟɬɫɹ ɨɤɨɲɤɨ, ɝɞɟ ɧɟɨɛɯɨɞɢɦɨ ɛɭɞɟɬ ɜɵɛɪɚɬɶ ɦɟɫɬɨ ɯɪɚɧɟɧɢɹ ɫɨɡɞɚɜɚɟɦɨɝɨ 
ɚɪɯɢɜɚ. 



 
ȿɫɥɢ ɜɵ ɭɤɚɠɢɬɟ ɪɚɡɞɟɥ ɠɟɫɬɤɨɝɨ ɞɢɫɤɚ, ɪɚɫɩɨɥɨɠɟɧɧɵɣ ɧɚ ɨɞɧɨɦ ɮɢɡɢɱɟɫɤɨɦ ɧɨɫɢɬɟɥɟ ɫ 
ɫɢɫɬɟɦɧɵɦ ɪɚɡɞɟɥɨɦ, ɬɨ Ɇɚɫɬɟɪ ɚɪɯɢɜɚɰɢɢ ɜɚɫ ɨɛ ɷɬɨɦ ɩɪɟɞɭɩɪɟɞɢɬ. ɗɬɨɬ ɜɚɪɢɚɧɬ ɧɟ 
ɪɟɤɨɦɟɧɞɭɟɦɵɣ, ɬ.ɤ. ɩɪɢ ɜɵɯɨɞɟ ɢɡ ɫɬɪɨɹ ɠɟɫɬɤɨɝɨ ɞɢɫɤɚ ɜɵ ɩɨɬɟɪɹɟɬɟ ɢ ɨɪɢɝɢɧɚɥ, ɢ ɚɪɯɢɜɧɭɸ 
ɤɨɩɢɸ (ɪɟɡɟɪɜɧɭɸ ɤɨɩɢɸ). 
4. ɋɥɟɞɭɸɳɢɦ ɲɚɝɨɦ ɧɟɨɛɯɨɞɢɦɨ ɜɵɛɪɚɬɶ ɜɚɪɢɚɧɬ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ―ɜ ɪɭɱɧɨɦ ɪɟɠɢɦɟ‖ 
(ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ), ɥɢɛɨ ɩɪɟɞɨɫɬɚɜɢɬɶ ɜɵɛɨɪ ɤɚɬɚɥɨɝɨɜ ɢ ɮɚɣɥɨɜ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ Ɇɚɫɬɟɪɭ 
ɚɪɯɢɜɚɰɢɢ. ȼ ɩɨɫɥɟɞɧɟɦ ɫɥɭɱɚɟ ɜ ɚɪɯɢɜ ɩɨɩɚɞɭɬ ɫɢɫɬɟɦɧɵɟ ɮɚɣɥɵ ɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɞɚɧɧɵɟ, 
ɪɚɫɩɨɥɨɠɟɧɧɵɟ ɜ ɫɬɚɧɞɚɪɬɧɵɯ ɤɚɬɚɥɨɝɚɯ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ (ɜɪɨɞɟ ―Ɇɨɢ ɞɨɤɭɦɟɧɬɵ‖ ɢ ɬ.ɞ.). 

 
ȿɫɥɢ ɠɟ ɜɵ ɜɵɛɪɚɥɢ ɜɚɪɢɚɧɬ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ ɜɵɛɨɪɚ ɤɚɬɚɥɨɝɨɜ, ɬɨ ɜ ɫɥɟɞɭɸɳɟɦ ɨɤɧɟ Ɇɚɫɬɟɪ 
ɩɪɟɞɨɫɬɚɜɢɬ ɜɚɦ ɜɨɡɦɨɠɧɨɫɬɶ ɜɵɛɪɚɬɶ ɨɛɴɟɤɬɵ ɞɥɹ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ. 
ɉɨɦɧɢɬɟ, ɩɪɢ ɜɵɛɨɪɟ ɮɚɣɥɨɜ ɢ ɤɚɬɚɥɨɝɨɜ ɞɥɹ ɚɪɯɢɜɚɰɢɢ, ɭɱɢɬɵɜɚɣɬɟ ɪɚɡɦɟɪ ɪɟɡɟɪɜɧɨɝɨ 
ɯɪɚɧɢɥɢɳɚ. 
5. ȼ ɫɥɟɞɭɸɳɟɦ ɨɤɧɟ Ɇɚɫɬɟɪ ɚɪɯɢɜɚɰɢɢ ɩɨɤɚɠɟɬ ɨɛɳɭɸ ɫɜɨɞɤɭ ɜɵɫɬɚɜɥɟɧɧɵɯ ɧɚɫɬɪɨɟɤ 
ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɢ ɩɪɟɞɨɫɬɚɜɢɬ ɜɨɡɦɨɠɧɨɫɬɶ ɢɡɦɟɧɢɬɶ ɪɚɫɩɢɫɚɧɢɟ ɚɜɬɨɦɚɬɢɱɟɫɤɨɣ ɚɪɯɢɜɚɰɢɢ. 
Ⱦɚɥɟɟ ɤɥɢɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ ―ɋɨɯɪɚɧɢɬɶ ɩɚɪɚɦɟɬɪɵ ɢ ɡɚɩɭɫɬɢɬɶ ɚɪɯɢɜɚɰɢɸ‖. ɏɨɞ ɩɪɨɰɟɫɫɚ ɛɭɞɟɬ 
ɨɬɨɛɪɚɠɚɬɶɫɹ ɜ ɨɬɞɟɥɶɧɨɦ ɨɤɧɟ. 
6. Ɂɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɢɫɬɟɦɵ, ɤɚɤ ɧɟɬɪɭɞɧɨ ɞɨɝɚɞɚɬɶɫɹ, ɨɬɜɟɱɚɟɬ ɨɞɧɨɢɦɟɧɧɚɹ ɫɫɵɥɤɚ 
―ȼɨɫɫɬɚɧɨɜɢɬɶ ɫɢɫɬɟɦɧɵɟ ɩɚɪɚɦɟɬɪɵ ɢɥɢ ɤɨɦɩɶɸɬɟɪ‖. 

 
2.)Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ ɫɪɟɞɫɬɜɚɦɢ Cobian backup 
1.ɍɫɬɚɧɨɜɢɬɶ ɩɪɨɝɪɚɦɦɭ Cobian backup. 
2.Ɉɡɧɚɤɨɦɢɬɶɫɹ ɫ ɮɭɧɤɰɢɨɧɚɥɨɦ ɞɚɧɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɩɪɨɞɭɤɬɚ. 
3.ȼɵɩɨɥɧɢɬɶ ɢɧɤɪɟɦɟɧɬɚɥɶɧɨɟ, ɞɢɮɮɟɪɟɧɰɢɚɥɶɧɨɟ ɪɟɡɟɪɜɧɨɟ ɤɨɩɢɪɨɜɚɧɢɟ. 
4.ɋɪɚɜɧɢɬɶ ɫ ɮɭɧɤɰɢɨɧɚɥɨɦ ɫɪɟɞɫɬɜɚ ɪɟɡɟɪɜɧɨɝɨ ɤɨɩɢɪɨɜɚɧɢɹ ɜ Windows 7. 

 

3) ɋɪɚɜɧɢɬɶ ɭɪɨɜɧɢ RAID -0,1,5 ɩɨ ɫɥɟɞɭɸɳɢɦ ɩɨɤɚɡɚɬɟɥɹɦ – ɤɨɥɢɱɟɫɬɜɨ ɞɢɫɤɨɜ, ɷɮɮɟɤɬɢɜɧɚɹ 
ɟɦɤɨɫɬɶ, ɞɨɩɭɫɬɢɦɨɟ ɤɨɥɢɱɟɫɬɜɨ ɞɢɫɤɨɜ ɜɵɲɟɞɲɢɯ ɢɡ ɫɬɪɨɹ, ɧɚɞɟɠɧɨɫɬɶ, ɫɤɨɪɨɫɬɶ ɱɬɟɧɢɹ, 
ɫɤɨɪɨɫɬɶ ɡɚɩɢɫɢ. Ɉɮɨɪɦɢɬɶ ɜ ɜɢɞɟ ɬɚɛɥɢɰɵ. 

ɍɪɨɜɟɧɶ Ʉɨɥɢɱɟɫɬɜɨ 
ɗɮɮɟɤɬɢɜɧ

ɚɹ 

Ⱦɨɩɭɫɬɢɦɨɟ 
ɤɨɥɢɱɟɫɬɜɨ 

ɇɚɞɺɠɧɨɫɬɶ ɋɤɨɪɨɫɬ
ɶ 

ɋɤɨɪɨɫɬɶ 



ɞɢɫɤɨɜ ɺɦɤɨɫɬɶ* ɜɵɲɟɞɲɢɯ ɢɡ 
ɫɬɪɨɹ ɞɢɫɤɨɜ 

ɱɬɟɧɢɹ ɡɚɩɢɫɢ 

0 ɨɬ 2 S * N ɧɟɬ 
ɨɱɟɧɶ 
ɧɢɡɤɚɹ 

ɜɵɫɨɤɚɹ ɜɵɫɨɤɚɹ 

1 2 S 1 ɞɢɫɤ ɜɵɫɨɤɚɹ ɜɵɫɨɤɚɹ ɧɢɡɤɚɹ 

5 ɨɬ 3 S * (N − 1) 1 ɞɢɫɤ ɫɪɟɞɧɹɹ ɜɵɫɨɤɚɹ ɫɪɟɞɧɹɹ 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №7. 

ɋɨɡɞɚɧɢɟ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜ ɚɜɬɨɦɚɬɢɱɟɫɤɨɦ ɢ ɪɭɱɧɨɦ ɪɟɠɢɦɚɯ. ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ Ɉɋ 
ɢɡ ɫɨɡɞɚɧɧɵɯ ɬɨɱɟɤ. 

ɐɟɥɶ: ɇɚɭɱɢɬɶɫɹ ɫɨɡɞɚɜɚɬɶ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜ ɚɜɬɨɦɚɬɢɱɟɫɤɨɦ, ɪɭɱɧɨɦ ɢ ɫ ɩɨɦɨɳɶɸ 
ɩɥɚɧɢɪɨɜɳɢɤɚ ɡɚɞɚɱ. ȼɵɩɨɥɧɹɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢɡ ɫɨɡɞɚɧɧɵɯ ɬɨɱɟɤ. 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɫɢɫɬɟɦɵ ɩɨɡɜɨɥɹɟɬ ɜɵɩɨɥɧɢɬɶ ɨɬɤɚɬ ɫɨɫɬɨɹɧɢɹ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɤ 
ɨɞɧɨɣ ɢɡ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ, ɮɢɤɫɢɪɭɸɳɢɯ ɫɨɫɬɨɹɧɢɟ ɧɚ ɦɨɦɟɧɬ, ɤɨɝɞɚ ɫɢɫɬɟɦɚ ɫɬɚɛɢɥɶɧɨ 
ɪɚɛɨɬɚɥɚ. ɉɪɟɢɦɭɳɟɫɬɜɨɦ ɞɚɧɧɨɣ ɮɭɧɤɰɢɢ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɨɧɚ ɩɪɟɞɨɫɬɚɜɥɹɟɬ 
ɜɨɡɦɨɠɧɨɫɬɶ ɛɵɫɬɪɨɝɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ("ɨɬɤɚɬɚ" ɫɨɫɬɨɹɧɢɹ ɫɢɫɬɟɦɵ ɤ ɫɨɫɬɨɹɧɢɸ, ɜ ɤɨɬɨɪɨɦ ɨɧɚ 
ɧɚɯɨɞɢɥɚɫɶ ɜ ɨɞɢɧ ɢɡ ɩɪɟɞɵɞɭɳɢɯ ɦɨɦɟɧɬɨɜ ɜɨ ɜɪɟɦɟɧɢ) ɛɟɡ ɩɟɪɟɭɫɬɚɧɨɜɤɢ ɫɢɫɬɟɦɵ, ɚ ɬɚɤɠɟ ɧɟ 
ɩɨɞɜɟɪɝɚɟɬ ɪɢɫɤɭ ɫɥɭɱɚɣɧɨɝɨ ɩɟɪɟɡɚɩɢɫɵɜɚɧɢɹ ɪɚɛɨɱɢɯ ɮɚɣɥɨɜ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ȼɨɡɦɨɠɧɨ 
ɜɵɩɨɥɧɟɧɢɟ ɨɬɤɚɬɚ ɤ ɥɸɛɨɦɭ ɢɡ ɫɥɟɞɭɸɳɢɯ ɬɢɩɨɜ ɤɨɧɬɪɨɥɶɧɵɯ ɬɨɱɟɤ ɢ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ. 

 ɇɚɱɚɥɶɧɚɹ ɤɨɧɬɪɨɥɶɧɚɹ ɬɨɱɤɚ (initial system checkpoint) ɫɢɫɬɟɦɵ ɫɨɡɞɚɟɬɫɹ ɩɪɢ ɩɟɪɜɨɦ 
ɡɚɩɭɫɤɟ ɤɨɦɩɶɸɬɟɪɚ ɫ ɜɧɨɜɶ ɭɫɬɚɧɨɜɥɟɧɧɨɣ Ɉɋ. 

 Ɍɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɥɹ ɚɜɬɨɦɚɬɢɱɟɫɤɢɯ ɨɛɧɨɜɥɟɧɢɣ (Automatic update restore points) 
ɫɨɡɞɚɸɬɫɹ, ɤɨɝɞɚ ɢɧɫɬɚɥɥɢɪɭɸɬɫɹ ɨɛɧɨɜɥɟɧɢɹ, ɤɨɬɨɪɵɟ ɡɚɝɪɭɠɚɸɬɫɹ ɫ ɩɨɦɨɳɶɸ Windows 
Update. 

 Ɍɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɩɪɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɢ ɫ ɪɟɡɟɪɜɧɨɣ ɤɨɩɢɢ (Backup recovery restore 
points) ɫɨɡɞɚɸɬɫɹ, ɤɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɢɫɩɨɥɶɡɭɟɬ ɦɚɫɬɟɪ ɚɪɯɢɜɚɰɢɢ ɢɥɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 
(Backup or Restore Wizard). 

 Ɍɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɩɪɢ ɢɧɫɬɚɥɥɹɰɢɢ ɩɪɨɝɪɚɦɦ (Program name installation restore points) 
ɫɨɡɞɚɸɬɫɹ, ɩɪɢ ɭɫɬɚɧɨɜɤɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ. 

 Ɍɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɥɹ ɨɩɟɪɚɰɢɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ (Restore operation restore points) 
ɫɨɡɞɚɸɬɫɹ ɤɚɠɞɵɣ ɪɚɡ, ɤɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɨɫɭɳɟɫɬɜɥɹɟɬɟ ɤɚɤɨɟ-ɥɢɛɨ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ. 

 ɋɢɫɬɟɦɧɵɟ ɤɨɧɬɪɨɥɶɧɵɟ ɬɨɱɤɢ (System checkpoints)- ɷɬɨ ɡɚɩɥɚɧɢɪɨɜɚɧɧɵɟ ɬɨɱɤɢ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ, ɤɨɬɨɪɵɟ ɫɨɡɞɚɸɬɫɹ ɤɨɦɩɶɸɬɟɪɨɦ ɪɟɝɭɥɹɪɧɨ, ɞɚɠɟ ɟɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɧɟ 
ɜɧɨɫɢɥ ɧɢɤɚɤɢɯ ɢɡɦɟɧɟɧɢɣ ɜ ɫɢɫɬɟɦɭ. 

 Ɍɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɥɹ ɧɟɨɩɨɡɧɚɧɧɨɝɨ ɭɫɬɪɨɣɫɬɜɚ (Unsigned device driver restore points) 
ɫɨɡɞɚɸɬɫɹ, ɤɨɝɞɚ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɞɪɚɣɜɟɪ ɭɫɬɪɨɣɫɬɜɚ, ɤɨɬɨɪɵɣ ɧɟ ɛɵɥ ɨɩɨɡɧɚɧ ɢɥɢ 
ɫɟɪɬɢɮɢɰɢɪɨɜɚɧ. 

 ɉɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɫɨɡɞɚɜɚɬɶ ɫɜɨɢ ɫɨɛɫɬɜɟɧɧɵɟ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜɪɭɱɧɭɸ 
("ɪɭɱɧɵɟ" ɤɨɧɬɪɨɥɶɧɵɟ ɬɨɱɤɢ - manual checkpoints) ɜ ɥɸɛɨɣ ɦɨɦɟɧɬ ɫ ɩɨɦɨɳɶɸ ɦɚɫɬɟɪɚ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɢɫɬɟɦɵ (System Restore Wizard). 

 ɉɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɫɨɡɞɚɜɚɬɶ ɫɜɨɢ ɫɨɛɫɬɜɟɧɧɵɟ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɩɨ ɪɚɫɩɢɫɚɧɢɸ. 

Ʉɨɥɢɱɟɫɬɜɨ ɤɨɧɬɪɨɥɶɧɵɯ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ, ɞɨɫɬɭɩɧɵɯ ɜ ɥɸɛɨɣ ɡɚɞɚɧɧɵɣ ɦɨɦɟɧɬ 
ɜɪɟɦɟɧɢ, ɨɝɪɚɧɢɱɟɧɨ ɨɛɴɟɦɨɦ ɩɪɨɫɬɪɚɧɫɬɜɚ, ɤɨɬɨɪɨɟ ɜɵɞɟɥɟɧɨ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɞɥɹ ɪɚɛɨɬɵ 
ɫɢɫɬɟɦɵ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ. Ɇɚɤɫɢɦɚɥɶɧɵɣ ɪɚɡɦɟɪ ɩɪɨɫɬɪɚɧɫɬɜɚ, ɤɨɬɨɪɨɟ ɦɨɠɧɨ ɜɵɞɟɥɢɬɶ, 
ɫɨɫɬɚɜɥɹɟɬ ɩɪɢɛɥɢɡɢɬɟɥɶɧɨ 12 ɩɪɨɰɟɧɬɨɜ. 

ȼ ɯɨɞɟ ɩɪɨɰɟɞɭɪɵ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɩɪɨɢɫɯɨɞɢɬ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ Ɉɋ ɢ ɩɪɨɝɪɚɦɦ, 
ɢɧɫɬɚɥɥɢɪɨɜɚɧɧɵɯ ɧɚ ɤɨɦɩɶɸɬɟɪɟ, ɤ ɫɨɫɬɨɹɧɢɸ, ɜ ɤɨɬɨɪɨɦ ɨɧɢ ɧɚɯɨɞɢɥɢɫɶ ɧɚ ɦɨɦɟɧɬ 
ɜɵɛɪɚɧɧɨɣ ɤɨɧɬɪɨɥɶɧɨɣ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ. ɗɬɨɬ ɩɪɨɰɟɫɫ ɧɟ ɡɚɬɪɚɝɢɜɚɟɬ ɥɢɱɧɵɟ ɮɚɣɥɵ 
ɩɨɥɶɡɨɜɚɬɟɥɹ (ɜɤɥɸɱɚɹ ɫɨɯɪɚɧɟɧɧɵɟ ɞɨɤɭɦɟɧɬɵ, ɫɨɨɛɳɟɧɢɹ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɵ, ɚɞɪɟɫɧɭɸ 
ɤɧɢɝɭ, ɫɩɢɫɨɤ ɂɡɛɪɚɧɧɵɟ (Favorites) ɢ ɫɩɢɫɨɤ ɀɭɪɧɚɥ (History) ɂɧɬɟɪɧɟɬ Explorer). 

ȼɫɟ ɢɡɦɟɧɟɧɢɹ, ɜɧɟɫɟɧɧɵɟ ɭɬɢɥɢɬɨɣ ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɫɢɫɬɟɦɵ (System Restore), ɩɨɥɧɨɫɬɶɸ 
ɨɛɪɚɬɢɦɵ, ɢ ɟɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɟ ɭɞɨɜɥɟɬɜɨɪɹɸɬ ɪɟɡɭɥɶɬɚɬɵ, ɬɨ ɦɨɠɧɨ ɜɨɫɫɬɚɧɨɜɢɬɶ 
ɩɪɟɞɵɞɭɳɢɟ ɧɚɫɬɪɨɣɤɢ ɢ ɜɵɩɨɥɧɢɬɶ ɜɫɟ ɫɧɨɜɚ. 

ɏɨɞ ɪɚɛɨɬɵ. 



Ɂɚɞɚɧɢɟ 1. ɋɨɡɞɚɧɢɟ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɚɜɬɨɦɚɬɢɱɟɫɤɢ 

ɉɟɪɜɵɦ ɞɟɥɨɦ ɩɪɨɜɟɪɶɬɟ, ɡɚɩɭɳɟɧɚ ɥɢ ɜ ɫɢɫɬɟɦɟ ɮɭɧɤɰɢɹ ɨɬɤɚɬɚ. ȿɫɥɢ ɧɟɬ, ɬɨ ɟɺ ɧɭɠɧɨ 
ɜɤɥɸɱɢɬɶ ɞɥɹ ɞɢɫɤɚ, ɧɚ ɤɨɬɨɪɨɦ ɯɪɚɧɹɬɫɹ ɮɚɣɥɵ Windows. Ɇɨɠɧɨ ɜɤɥɸɱɢɬɶ ɡɚɳɢɬɭ ɢ ɧɚ ɞɪɭɝɢɯ 
ɪɚɡɞɟɥɚɯ ɜɢɧɱɟɫɬɟɪɚ, ɱɬɨɛɵ ɡɚɩɭɫɬɢɬɶ ɩɪɨɰɟɞɭɪɭ ɫɨɡɞɚɧɢɹ ɬɟɧɟɜɵɯ ɤɨɩɢɣ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ. 

1. Ʉɥɢɤɨɦ ɩɪɚɜɨɣ ɤɧɨɩɤɢ ɩɨ ɡɧɚɱɤɭ «Ʉɨɦɩɶɸɬɟɪ» ɜɵɡɨɜɢɬɟ ɤɨɧɬɟɤɫɬɧɨɟ ɦɟɧɸ ɢ ɡɚɩɭɫɬɢɬɟ 
ɫɜɨɣɫɬɜɚ. 

 
2. ɉɟɪɟɣɞɢɬɟ ɜ ɪɚɡɞɟɥ «Ɂɚɳɢɬɚ ɫɢɫɬɟɦɵ».

 

 
3. ȼɵɛɟɪɢɬɟ ɞɢɫɤ ɢ ɧɚɠɦɢɬɟ «ɇɚɫɬɪɨɢɬɶ». 

ɇɚɫɬɪɨɣɤɚ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɜɵɛɨɪɟ ɩɚɪɚɦɟɬɪɨɜ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɢ ɭɤɚɡɚɧɢɢ ɨɛɴɟɦɚ ɜɵɞɟɥɹɟɦɨɝɨ 
ɩɪɨɫɬɪɚɧɫɬɜɚ ɧɚ ɠɟɫɬɤɨɦ ɞɢɫɤɟ. Ɋɟɤɨɦɟɧɞɭɟɬɫɹ ɜɵɛɪɚɬɶ ɩɟɪɜɵɣ ɪɟɠɢɦ ɪɚɛɨɬɵ, ɩɪɢ ɤɨɬɨɪɨɦ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɸ ɩɨɞɥɟɠɚɬ ɩɚɪɚɦɟɬɪɵ ɫɢɫɬɟɦɵ ɢ ɩɪɟɞɵɞɭɳɢɟ ɜɟɪɫɢɢ ɮɚɣɥɨɜ

. 
ɋ ɩɨɦɨɳɶɸ ɩɨɥɡɭɧɤɚ «Ɇɚɤɫɢɦɚɥɶɧɨɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ» ɦɨɠɧɨ ɜɵɛɪɚɬɶ, ɫɤɨɥɶɤɨ ɦɟɫɬɚ ɜɵ ɝɨɬɨɜɵ 
ɜɵɞɟɥɢɬɶ ɞɥɹ ɯɪɚɧɟɧɢɹ ɤɨɧɬɪɨɥɶɧɵɯ ɬɨɱɟɤ. Ɉɩɬɢɦɚɥɶɧɨɟ ɡɧɚɱɟɧɢɟ ɞɥɹ ɧɚɫɬɪɨɣɤɢ – 15%. Ɇɨɠɧɨ 
ɭɤɚɡɚɬɶ ɦɟɧɶɲɟ ɢɥɢ ɛɨɥɶɲɟ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɨɛɴɟɦɚ ɜɢɧɱɟɫɬɟɪɚ. Ɉɞɧɚɤɨ ɩɨɦɧɢɬɟ, ɱɬɨ ɫ 
ɬɟɱɟɧɢɟɦ ɜɪɟɦɟɧɢ ɫɬɚɪɵɟ ɦɟɬɤɢ ɭɞɚɥɹɸɬɫɹ, ɡɚɦɟɧɹɹɫɶ ɧɨɜɵɦɢ ɤɨɧɬɪɨɥɶɧɵɦɢ ɞɚɬɚɦɢ. 
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Ɂɚɞɚɧɢɟ 2. ɋɨɡɞɚɧɢɟ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɜɪɭɱɧɭɸ 

1. Ʉɥɢɤɧɢɬɟ ɉɄɆ ɩɨ ɹɪɥɵɤɭ «Ɇɨɣ ɤɨɦɩɶɸɬɟɪ». ȿɝɨ ɦɨɠɧɨ ɧɚɣɬɢ ɜ ɦɟɧɸ «ɉɭɫɤ», ɧɚ 
ɪɚɛɨɱɟɦ ɫɬɨɥɟ, ɚ ɬɚɤɠɟ ɧɚ ɩɚɧɟɥɢ ɛɵɫɬɪɨɝɨ ɞɨɫɬɭɩɚ.  

2. ȼ ɨɬɤɪɵɜɲɟɦɫɹ ɧɢɫɩɚɞɚɸɳɟɦ ɦɟɧɸ ɜɵɛɟɪɢɬɟ ɩɭɧɤɬ ɫ ɧɚɡɜɚɧɢɟɦ «ɋɜɨɣɫɬɜɚ». 
3. Ɉɬɤɪɨɟɬɫɹ ɨɤɧɨ ɧɚɫɬɪɨɟɤ ɧɚɲɟɝɨ ɩɟɪɫɨɧɚɥɶɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ. ȼ ɥɟɜɨɣ ɟɝɨ ɱɚɫɬɢ ɧɚɯɨɞɢɬɫɹ 

ɧɚɜɢɝɚɰɢɨɧɧɨɟ ɦɟɧɸ. ȼɵɛɟɪɢɬɟ ɪɚɡɞɟɥ «Ɂɚɳɢɬɚ ɫɢɫɬɟɦɵ». 
4. ȼ ɤɚɬɟɝɨɪɢɢ «ɉɚɪɚɦɟɬɪɵ ɡɚɳɢɬɵ» ɜɚɦ ɧɟɨɛɯɨɞɢɦɨ ɜɵɛɪɚɬɶ ɠɟɫɬɤɢɣ ɞɢɫɤ, ɫ ɤɨɬɨɪɵɦ ɜɵ 

ɯɨɬɢɬɟ ɪɚɛɨɬɚɬɶ. 

 
5. Ʉɥɢɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ «ɋɨɡɞɚɬɶ» ɜ ɫɚɦɨɦ ɧɢɡɭ ɨɤɧɚ. 
6. ɉɟɪɟɞ ɜɚɦɢ ɛɭɞɟɬ ɨɬɤɪɵɬɨ ɜɫɩɥɵɜɚɸɳɟɟ ɨɤɧɨ, ɜ ɤɨɬɨɪɨɦ ɜɵ ɦɨɠɟɬɟ ɭɤɚɡɚɬɶ ɤɨɦɦɟɧɬɚɪɢɣ 

ɞɥɹ ɫɨɡɞɚɧɧɨɝɨ ɫɨɯɪɚɧɟɧɢɹ. ȼɪɟɦɹ ɢ ɞɚɬɭ ɭɤɚɡɵɜɚɬɶ ɧɟɬ ɧɟɨɛɯɨɞɢɦɨɫɬɢ, ɨɧɢ 
ɜɵɫɬɚɜɥɹɸɬɫɹ ɫɢɫɬɟɦɨɣ ɚɜɬɨɦɚɬɢɱɟɫɤɢ. 

 
7. ȿɳɟ ɪɚɡ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ «ɋɨɡɞɚɬɶ». 

ɉɨɞɨɠɞɢɬɟ ɧɟɤɨɬɨɪɨɟ ɜɪɟɦɹ, ɩɨɤɚ ɧɨɜɚɹ ɬɨɱɤɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɛɭɞɟɬ ɫɨɡɞɚɧɚ. 
Ɂɚɞɚɧɢɟ 3.ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ Ɉɋ. 

Ɂɚɳɢɬɚ ɫɢɫɬɟɦɵ ɛɵɥɚ ɜɤɥɸɱɟɧɚ, ɤɨɧɬɪɨɥɶɧɵɟ ɬɨɱɤɢ ɫɨɡɞɚɧɵ, ɜɨɡɧɢɤɥɚ ɧɟɨɛɯɨɞɢɦɨɫɬɶ 
ɨɬɤɚɬɢɬɶɫɹ ɞɨ ɩɪɟɞɵɞɭɳɟɝɨ ɫɨɫɬɨɹɧɢɹ. Ʉɚɤ ɷɬɨ ɫɞɟɥɚɬɶ: 

1. ɋ ɩɨɦɨɳɶɸ ɩɨɢɫɤɚ ɜ ɦɟɧɸ «ɉɭɫɤ» ɧɚɣɞɢɬɟ ɢ ɡɚɩɭɫɬɢɬɟ «ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɫɢɫɬɟɦɵ».

 
2. Ɉɬɦɟɬɶɬɟ «ɉɨɤɚɡɚɬɶ ɞɪɭɝɢɟ», ɱɬɨɛɵ ɜɵɜɟɫɬɢ ɫɩɢɫɨɤ ɜɫɟɯ ɫɨɯɪɚɧɟɧɧɵɯ ɬɨɱɟɤ. Ɇɨɠɟɬɟ 

ɡɚɩɭɫɬɢɬɶ «ɉɨɢɫɤ ɡɚɬɪɚɝɢɜɚɟɦɵɯ ɩɪɨɝɪɚɦɦ» – ɜɚɦ ɛɭɞɭɬ ɩɨɤɚɡɚɧɵ ɩɪɢɥɨɠɟɧɢɹ, ɤɨɬɨɪɵɟ 
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ɛɭɞɭɬ ɭɞɚɥɟɧɵ ɢ ɜɨɫɫɬɚɧɨɜɥɟɧɵ ɜ ɪɟɡɭɥɶɬɚɬɟ ɨɬɤɚɬɚ.

 
3. ȼɵɛɟɪɢɬɟ ɤɨɧɬɪɨɥɶɧɭɸ ɞɚɬɭ ɢ ɧɚɠɦɢɬɟ «Ⱦɚɥɟɟ». 
4. ɉɪɨɜɟɪɶɬɟ ɩɪɚɜɢɥɶɧɨɫɬɶ ɭɫɬɚɧɨɜɥɟɧɧɵɯ ɩɚɪɚɦɟɬɪɨɜ ɢ ɳɟɥɤɧɢɬɟ «Ƚɨɬɨɜɨ», ɱɬɨɛɵ 

ɜɤɥɸɱɢɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ. 

 
ȼɨ ɜɪɟɦɹ ɨɬɤɚɬɚ ɤɨɦɩɶɸɬɟɪ ɩɟɪɟɡɚɝɪɭɡɢɬɫɹ. ɉɪɟɪɵɜɚɬɶ ɩɪɨɰɟɞɭɪɭ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɧɟɥɶɡɹ, ɬɚɤ 
ɤɚɤ ɷɬɨ ɱɪɟɜɚɬɨ ɩɨɜɪɟɠɞɟɧɢɟɦ ɫɢɫɬɟɦɧɵɯ ɮɚɣɥɨɜ. ȼɚɲɢ ɥɢɱɧɵɟ ɞɚɧɧɵɟ (ɞɨɤɭɦɟɧɬɵ, ɦɭɡɵɤɚ ɢ 
ɬ.ɞ.) ɧɟ ɭɞɚɥɹɬɫɹ, ɧɨ ɩɪɨɝɪɚɦɦɵ, ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɩɨɫɥɟ ɤɨɧɬɪɨɥɶɧɨɣ ɞɚɬɵ, ɛɭɞɭɬ 
ɞɟɢɧɫɬɚɥɥɢɪɨɜɚɧɵ. 
ȿɫɥɢ Windows ɧɟ ɡɚɝɪɭɠɚɟɬɫɹ, ɬɨ ɡɚɩɭɫɬɢɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɦɨɠɧɨ ɫ ɭɫɬɚɧɨɜɨɱɧɨɝɨ ɞɢɫɤɚ. ɉɨɫɥɟ 
ɟɝɨ ɡɚɝɪɭɡɤɢ ɧɭɠɧɨ ɜɵɛɪɚɬɶ ɪɚɡɞɟɥ «ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɫɢɫɬɟɦɵ» – ɫɪɟɞɢ ɢɧɫɬɪɭɦɟɧɬɨɜ ɞɥɹ 
ɜɨɡɜɪɚɬɚ Windows ɜ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɟ ɫɨɫɬɨɹɧɢɟ ɛɭɞɟɬ ɨɞɧɨɢɦɟɧɧɵɣ ɪɚɡɞɟɥ, ɡɚɩɭɫɤ ɤɨɬɨɪɨɝɨ 
ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɞɨɫɬɭɩ ɤ ɫɨɡɞɚɧɧɵɦ ɤɨɧɬɪɨɥɶɧɵɦ ɬɨɱɤɚɦ. ȼɚɦ ɧɭɠɧɨ ɫɞɟɥɚɬɶ ɬɨ ɠɟ, ɱɬɨ ɢ ɜ ɫɪɟɞɟ 
Windows — ɜɵɛɪɚɬɶ ɞɚɬɭ ɢ ɨɬɤɚɬɢɬɶɫɹ ɞɨ ɧɟɺ. 

Ɂɚɞɚɧɢɟ 4. ɉɪɟɞɵɞɭɳɢɟ ɜɟɪɫɢɢ ɮɚɣɥɨɜ 

Ɉɬɤɚɬ Windows ɧɟ ɜɨɫɫɬɚɧɚɜɥɢɜɚɟɬ ɭɞɚɥɟɧɧɵɟ ɮɚɣɥɵ. ɇɨ ɟɫɥɢ ɜɵ ɜɤɥɸɱɢɥɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ 
Windows, ɬɨ ɫɢɫɬɟɦɚ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɛɭɞɟɬ ɫɨɡɞɚɜɚɬɶ ɬɟɧɟɜɵɟ ɤɨɩɢɢ ɞɚɧɧɵɯ, ɤɨɬɨɪɵɟ ɦɨɠɧɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɜɨɡɜɪɚɬɚ ɭɞɚɥɟɧɧɨɣ ɢɧɮɨɪɦɚɰɢɢ. Ʉɚɤ ɷɬɨ ɫɞɟɥɚɬɶ: 

1. Ʉɥɢɤɧɢɬɟ ɩɪɚɜɨɣ ɤɧɨɩɤɨɣ ɩɨ ɩɚɩɤɟ, ɜ ɤɨɬɨɪɨɣ ɛɵɥɢ ɭɞɚɥɟɧɧɵɟ ɮɚɣɥɵ. ȼɵɛɟɪɢɬɟ 
«ȼɨɫɫɬɚɧɨɜɢɬɶ ɩɪɟɠɧɸɸ ɜɟɪɫɢɸ». 

2. ɋ ɩɨɦɨɳɶɸ ɞɚɬɵ ɢɡɦɟɧɟɧɢɹ ɧɚɣɞɢɬɟ ɜɟɪɫɢɸ ɩɚɩɤɢ, ɤɨɝɞɚ ɜ ɧɟɣ ɛɵɥɢ ɧɭɠɧɵɟ ɮɚɣɥɵ. 
ɇɚɠɦɢɬɟ «Ɉɬɤɪɵɬɶ», ɱɬɨɛɵ ɩɪɨɜɟɪɢɬɶ ɫɨɞɟɪɠɢɦɨɟ ɤɚɬɚɥɨɝɚ. ȿɫɥɢ ɜɵ ɧɚɲɥɢ ɧɭɠɧɭɸ 
ɜɟɪɫɢɸ, ɳɟɥɤɧɢɬɟ «ȼɨɫɫɬɚɧɨɜɢɬɶ» ɢɥɢ «Ʉɨɩɢɪɨɜɚɬɶ». Ɍɚɤ ɜɵ ɦɨɠɟɬɟ ɡɚɧɨɜɨ ɫɨɯɪɚɧɢɬɶ ɧɚ 
ɞɢɫɤɟ ɬɟ ɮɚɣɥɵ, ɱɬɨ ɛɵɥɢ ɫ ɧɟɝɨ ɫɬɟɪɬɵ. 
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ȿɫɥɢ ɜɨɜɪɟɦɹ ɫɞɟɥɚɬɶ ɤɨɧɬɪɨɥɶɧɭɸ ɬɨɱɤɭ ɢ ɡɚɩɭɫɬɢɬɶ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɩɪɟɞɵɞɭɳɟɣ ɜɟɪɫɢɢ, ɬɨ 
ɦɨɠɧɨ ɨɛɨɣɬɢɫɶ ɛɟɡ ɫɩɟɰɢɚɥɶɧɵɯ ɩɪɨɝɪɚɦɦ ɞɥɹ ɜɨɡɜɪɚɬɚ ɭɞɚɥɟɧɧɵɯ ɞɚɧɧɵɯ. ɇɨ ɬɟɧɟɜɵɟ ɤɨɩɢɢ 
ɧɟ ɯɪɚɧɹɬɫɹ ɜɟɱɧɨ – ɨɧɢ ɬɟɦ ɨɛɴɟɦɨɦ ɞɢɫɤɚ, ɱɬɨ ɛɵɥ ɜɵɞɟɥɟɧ ɩɪɢ ɧɚɫɬɪɨɣɤɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 
ɫɢɫɬɟɦɵ. ȿɫɥɢ ɩɨɫɬɚɜɢɬɶ ɛɨɥɶɲɢɣ ɨɛɴɟɦ, ɬɨ ɢ ɬɟɧɟɜɵɟ ɤɨɩɢɢ ɛɭɞɭɬ ɯɪɚɧɢɬɶɫɹ ɞɨɥɶɲɟ, ɩɨɷɬɨɦɭ 
ɥɭɱɲɟ ɧɟ ɠɚɥɟɬɶ ɦɟɫɬɚ ɞɥɹ ɮɭɧɤɰɢɢ ɡɚɳɢɬɵ ɫɢɫɬɟɦɵ. 
Ɂɚɞɚɧɢɟ 5. ɇɚɫɬɪɨɣɤɚ ɩɟɪɢɨɞɢɱɧɨɫɬɢ ɫɨɡɞɚɧɢɹ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 
 - ɋɨɡɞɚɣɬɟ ɡɚɞɚɱɭ, ɤɨɬɨɪɚɹ ɛɭɞɟɬ ɫɨɡɞɚɜɚɬɶ ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɨ ɫɥɟɞɭɸɳɢɦɢ ɭɫɥɨɜɢɹɦɢ: 
1)ɬɨɱɤɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɨɡɞɚɸɬɫɹ ɤɚɠɞɭɸ ɩɹɬɧɢɰɭ ɜ 19.00 ɜ ɬɟɱɟɧɢɟ ɦɟɫɹɰɚ 

Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɢɡɦɟɧɢɬɶ ɩɟɪɢɨɞɢɱɧɨɫɬɶ ɫɨɡɞɚɧɢɹ ɬɨɱɟɤ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɢɫɬɟɦɵ ɩɪɨɞɟɥɚɣɬɟ 
ɫɥɟɞɭɸɳɢɟ ɞɟɣɫɬɜɢɹ: 

1. Ɂɚɩɭɫɬɢɬɟ ɉɥɚɧɢɪɨɜɳɢɤ ɡɚɞɚɧɢɣ. Ⱦɥɹ ɷɬɨɝɨ ɨɬɤɪɨɣɬɟ ɉɭɫɤ —> ɉɚɧɟɥɶ ɭɩɪɚɜɥɟɧɢɹ —
> Ⱥɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ —> ɉɥɚɧɢɪɨɜɳɢɤ ɡɚɞɚɧɢɣ 

2. ȼ ɞɟɪɟɜɟ ɫɥɟɜɚ ɨɬɤɪɨɣɬɟ Ȼɢɛɥɢɨɬɟɤɚ ɩɥɚɧɢɪɨɜɳɢɤɚ ɡɚɞɚɱ -> Microsoft -> Windows -> 

SystemRestore 
3. ɓɟɥɤɧɢɬɟ ɩɪɚɜɨɣ ɤɧɨɩɤɨɣ ɦɵɲɢ ɜ ɜɟɪɯɧɟɦ ɫɪɟɞɧɟɦ ɨɤɧɟ ɧɚ ɮɚɣɥ SR ɢ ɜɵɛɟɪɢɬɟ 

ɋɜɨɣɫɬɜɚ. 
4. ȼ ɨɬɤɪɵɜɲɟɦɫɹ ɨɤɧɟ ɩɟɪɟɣɞɢɬɟ ɧɚ ɜɤɥɚɞɤɭ Ɍɪɢɝɝɟɪɵ. 
5. ɇɚɠɦɢɬɟ ɋɨɡɞɚɬɶ 
6. ɂ ɡɚɞɚɣɬɟ ɧɟɨɛɯɨɞɢɦɵɟ ȼɚɦ ɜɪɟɦɟɧɧɵɟ ɩɚɪɚɦɟɬɪɵ. 
7.  ɧɚɠɦɢɬɟ ɂɡɦɟɧɢɬɶ. Ⱦɥɹ ɭɞɚɥɟɧɢɹ ɫɨɡɞɚɧɵɯ ɬɪɢɝɝɟɪɨɜ ɜɵɛɟɪɢɬɟ ɟɝɨ ɢ ɧɚɠɦɢɬɟ ɍɞɚɥɢɬɶ. 
8. ɇɚɠɦɢɬɟ ɧɚ ɈɄ ɞɥɹ ɩɪɢɧɹɬɢɹ ɢɡɦɟɧɟɧɢɣ. 
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Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №8. 

Ⱥɧɬɢɜɢɪɭɫɧɚɹ ɡɚɳɢɬɚ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ. ɐɟɧɬɪɚɥɢɡɨɜɚɧɧɨɟ ɭɩɪɚɜɥɟɧɢɟ ɚɧɬɢɜɢɪɭɫɧɨɣ 
ɡɚɳɢɬɨɣ 

 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

Ɉɫɧɨɜɵ ɩɨɫɬɪɨɟɧɢɹ ɥɨɤɚɥɶɧɨɣ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ 

Ȼɨɥɶɲɢɧɫɬɜɨ ɫɭɳɟɫɬɜɭɸɳɢɯ ɫɟɝɨɞɧɹ ɜ ɦɢɪɟ ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɟɬɟɣ - ɷɬɨ ɫɟɬɢ ɫɪɟɞɧɟɝɨ ɦɚɫɲɬɚɛɚ, 
ɢɦɟɸɳɢɟ ɜ ɫɜɨɟɦ ɫɨɫɬɚɜɟ ɨɞɢɧ ɲɥɸɡ, ɤɨɬɨɪɵɣ ɨɬɜɟɱɚɟɬ ɡɚ ɫɜɹɡɶ ɫ Иɧɬɟɪɧɟɬ, ɨɞɢɧ ɩɨɱɬɨɜɵɣ 
ɫɟɪɜɟɪ, ɩɪɢɧɢɦɚɸɳɢɣ ɢ ɩɟɪɟɫɵɥɚɸɳɢɣ ɷɥɟɤɬɪɨɧɧɵɟ ɩɢɫɶɦɚ, ɧɟɫɤɨɥɶɤɨ ɫɟɬɟɜɵɯ ɫɟɪɜɟɪɨɜ ɢ 
ɞɟɫɹɬɤɢ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ.  

 

Ʉɚɠɞɵɣ ɷɥɟɦɟɧɬ ɥɨɤɚɥɶɧɨɣ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɟɬɢ ɦɨɠɧɨ ɨɯɚɪɚɤɬɟɪɢɡɨɜɚɬɶ ɫɩɢɫɤɨɦ ɞɨɫɬɭɩɧɵɯ ɞɥɹ 
ɧɟɝɨ ɫɩɨɫɨɛɨɜ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɢ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɷɬɢɦɢ ɞɚɧɧɵɦɢ ɪɚɡɞɟɥɢɬɶ ɜɫɟ 
ɤɨɦɩɶɸɬɟɪɵ ɧɚ ɬɚɤɢɟ ɫɟɝɦɟɧɬɵ: 

 Ɋɚɛɨɱɢɟ ɫɬɚɧɰɢɢ ɢ ɫɟɬɟɜɵɟ ɫɟɪɜɟɪɚ - ɨɛɦɟɧ ɮɚɣɥɚɦɢ ɩɨ ɫɟɬɢ ɢ ɫ ɩɨɦɨɳɶɸ ɦɨɛɢɥɶɧɵɯ 
ɧɨɫɢɬɟɥɟɣ 

 ɉɨɱɬɨɜɵɟ ɫɟɪɜɟɪɚ - ɩɪɢɟɦ ɢ ɨɬɩɪɚɜɤɚ ɷɥɟɤɬɪɨɧɧɵɯ ɩɢɫɟɦ, ɢɧɨɝɞɚ ɨɛɦɟɧ ɮɚɣɥɚɦɢ ɩɨ ɫɟɬɢ ɢ ɫ 
ɩɨɦɨɳɶɸ ɦɨɛɢɥɶɧɵɯ ɧɨɫɢɬɟɥɟɣ 

 Шɥɸɡ - ɨɪɝɚɧɢɡɚɰɢɹ ɨɛɦɟɧɚ ɮɚɣɥɨɜ ɦɟɠɞɭ ɤɨɦɩɶɸɬɟɪɚɦɢ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɢ ɛɨɥɟɟ ɝɥɨɛɚɥɶɧɨɣ 
ɫɟɬɶɸ, ɧɚɩɪɢɦɟɪ ɂɧɬɟɪɧɟɬ. Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ ɜɨɡɦɨɠɟɧ ɨɛɦɟɧ ɮɚɣɥɚɦɢ ɩɨ ɫɟɬɢ ɢ ɫ ɩɨɦɨɳɶɸ 
ɦɨɛɢɥɶɧɵɯ ɧɨɫɢɬɟɥɟɣ 

ȿɫɬɟɫɬɜɟɧɧɨ, ɪɚɛɨɱɢɟ ɫɬɚɧɰɢɢ ɬɚɤɠɟ ɦɨɝɭɬ ɩɪɢɧɢɦɚɬɶ ɷɥɟɤɬɪɨɧɧɭɸ ɩɨɱɬɭ, ɨɞɧɚɤɨ ɮɚɤɬɢɱɟɫɤɢ 
ɨɧɢ ɟɟ ɤɨɩɢɪɭɸɬ ɥɢɛɨ ɫ ɩɨɱɬɨɜɨɝɨ ɫɟɪɜɟɪɚ, ɥɢɛɨ ɫɨ ɲɥɸɡɚ, ɱɬɨ ɦɨɠɧɨ ɩɪɢɪɚɜɧɹɬɶ ɤ 
ɜɧɭɬɪɢɫɟɬɟɜɨɦɭ ɨɛɦɟɧɭ ɞɚɧɧɵɦɢ. 
ɍɪɨɜɟɧɶ ɡɚɳɢɬɵ ɲɥɸɡɨɜ 

ȼ ɛɨɥɶɲɢɧɫɬɜɟ ɫɥɭɱɚɟɜ ɚɧɬɢɜɢɪɭɫɧɚɹ ɡɚɳɢɬɚ ɧɚ ɭɪɨɜɧɟ ɲɥɸɡɚ ɢɝɪɚɟɬ ɜɫɩɨɦɨɝɚɬɟɥɶɧɭɸ ɪɨɥɶ ɜ 
ɨɛɳɟɣ ɫɢɫɬɟɦɟ ɚɧɬɢɜɢɪɭɫɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɟɬɢ. ɗɬɨ ɩɪɨɢɫɯɨɞɢɬ ɩɨɬɨɦɭ, ɱɬɨ ɡɚɞɚɱɚ ɬɚɤɨɝɨ 
ɚɧɬɢɜɢɪɭɫɧɨɝɨ ɤɨɦɩɥɟɤɫɚ - ɬɨɥɶɤɨ ɩɪɨɜɟɪɤɚ ɩɨɫɬɭɩɚɸɳɟɣ ɢɡɜɧɟ ɢɧɮɨɪɦɚɰɢɢ ɧɚ ɧɚɥɢɱɢɟ ɜ ɧɟɣ 
ɜɪɟɞɨɧɨɫɧɵɯ ɩɪɨɝɪɚɦɦ. Ɉɞɧɚɤɨ ɞɚɠɟ ɟɫɥɢ ɜɢɪɭɫ ɩɪɨɧɢɤɧɟɬ ɫɤɜɨɡɶ ɲɥɸɡ, ɡɚɪɚɡɢɬɶ ɧɢ ɨɞɢɧ 
ɤɨɦɩɶɸɬɟɪ ɟɦɭ ɧɟ ɭɞɚɫɬɫɹ: ɟɝɨ ɩɟɪɟɯɜɚɬɢɬ ɚɧɬɢɜɢɪɭɫ ɧɚ ɥɨɤɚɥɶɧɨɣ ɦɚɲɢɧɟ, ɚ ɜ ɫɥɭɱɚɟ 
ɢɧɮɢɰɢɪɨɜɚɧɧɨɝɨ ɩɨɱɬɨɜɨɝɨ ɫɨɨɛɳɟɧɢɹ - ɨɧ ɛɭɞɟɬ ɨɫɬɚɧɨɜɥɟɧ ɟɳɟ ɧɚ ɩɨɱɬɨɜɨɦ ɫɟɪɜɟɪɟ. 
Ɉɞɧɚɤɨ ɬɚɤɨɣ ɫɰɟɧɚɪɢɣ ɪɟɚɥɢɡɭɟɬɫɹ ɬɨɥɶɤɨ ɩɪɢ ɢɫɩɪɚɜɧɨ ɢ ɛɟɫɩɟɪɟɛɨɣɧɨ ɪɚɛɨɬɚɸɳɟɣ ɫɢɫɬɟɦɟ 
ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ ɫɟɬɢ, ɜ ɱɚɫɬɧɨɫɬɢ ɧɚ ɭɪɨɜɧɟ ɡɚɳɢɬɵ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ ɢ ɫɟɬɟɜɵɯ ɫɟɪɜɟɪɨɜ. 
ɇɚ ɩɪɚɤɬɢɤɟ ɠɟ ɱɚɫɬɨ ɜɫɬɪɟɱɚɸɬɫɹ ɫɛɨɢ. ɉɪɢɱɟɦ ɱɟɦ ɛɨɥɶɲɟ ɥɨɤɚɥɶɧɚɹ ɫɟɬɶ, ɬɟɦ ɛɨɥɶɲɟ 
ɜɟɪɨɹɬɧɨɫɬɶ, ɱɬɨ ɬɚɤɨɣ ɢɧɰɢɞɟɧɬ ɦɨɠɟɬ ɫɥɭɱɢɬɶɫɹ. ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ ɪɚɫɩɪɟɞɟɥɟɧɧɚɹ ɫɢɫɬɟɦɚ 
ɡɚɳɢɬɵ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ ɢ ɫɟɬɟɜɵɯ ɫɟɪɜɟɪɨɜ ɧɟ ɞɚɫɬ ɜ ɥɸɛɨɦ ɫɥɭɱɚɟ ɬɚɤɨɦɭ ɜɢɪɭɫɭ 
ɪɚɫɩɪɨɫɬɪɚɧɢɬɶɫɹ ɞɚɥɟɟ ɩɨ ɫɟɬɢ ɢ ɨɧ ɛɭɞɟɬ ɥɨɤɚɥɢɡɨɜɚɧ ɧɚ ɨɞɧɨɣ ɢɧɮɢɰɢɪɨɜɚɧɧɨɣ ɦɚɲɢɧɟ, ɷɬɨ 
ɜɫɟ ɪɚɜɧɨ ɧɟ ɨɱɟɧɶ ɯɨɪɨɲɨ, ɩɨɬɨɦɭ ɱɬɨ ɧɚ ɧɟɣ ɬɨɠɟ ɦɨɝɭɬ ɯɪɚɧɢɬɶɫɹ ɨɱɟɧɶ ɜɚɠɧɵɟ ɞɨɤɭɦɟɧɬɵ ɢ 
ɩɪɢ ɨɬɫɭɬɫɬɜɢɢ ɡɚɳɢɬɵ ɲɥɸɡɚ ɜɢɪɭɫ ɫɦɨɠɟɬ, ɧɚɩɪɢɦɟɪ, ɩɪɨɢɡɜɟɫɬɢ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɭɸ 
ɪɚɫɫɵɥɤɭ ɢɥɢ ɩɨɡɜɨɥɢɬɶ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɩɨɯɢɬɢɬɶ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɭɸ ɢɧɮɨɪɦɚɰɢɸ. 



ɉɨɷɬɨɦɭ ɚɧɬɢɜɢɪɭɫɧɚɹ ɡɚɳɢɬɚ ɲɥɸɡɚ ɩɨɡɜɨɥɹɟɬ ɫɭɳɟɫɬɜɟɧɧɨ ɭɜɟɥɢɱɢɬɶ ɧɚɞɟɠɧɨɫɬɶ 
ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ ɜ ɰɟɥɨɦ. 
Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ, ɜ ɫɥɭɱɚɟ ɜɢɪɭɫɧɨɣ ɷɩɢɞɟɦɢɢ ɜ ɂɧɬɟɪɧɟɬ, ɢɦɟɧɧɨ ɫɢɫɬɟɦɚ ɡɚɳɢɬɵ ɲɥɸɡɚ 
ɩɪɨɪɟɚɝɢɪɭɟɬ ɢ ɭɜɟɞɨɦɢɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɩɟɪɜɨɣ, ɱɬɨ ɩɨɡɜɨɥɢɬ ɟɦɭ ɨɩɟɪɚɬɢɜɧɨ ɩɪɢɧɹɬɶ ɦɟɪɵ ɩɨ 
ɩɨɜɵɲɟɧɢɸ ɭɪɨɜɧɹ ɡɚɳɢɬɵ, ɧɚɩɪɢɦɟɪ, ɩɪɨɜɟɫɬɢ ɫɪɨɱɧɨɟ ɜɧɟɨɱɟɪɟɞɧɨɟ ɨɛɧɨɜɥɟɧɢɟ 
ɚɧɬɢɜɢɪɭɫɧɵɯ ɛɚɡ ɢɥɢ ɞɚɠɟ ɨɬɤɥɸɱɢɬɶ ɨɬɞɟɥɶɧɵɟ ɨɫɨɛɨ ɜɚɠɧɵɟ ɢɥɢ ɫɟɤɪɟɬɧɵɟ ɤɨɦɩɶɸɬɟɪɵ ɨɬ 
ɫɟɬɢ. 
ɉɨ ɨɩɪɟɞɟɥɟɧɢɸ ɲɥɸɡ - ɷɬɨ ɤɨɦɩɶɸɬɟɪ ɫ ɭɫɬɚɧɨɜɥɟɧɧɨɣ ɩɪɨɝɪɚɦɦɨɣ, ɪɟɚɥɢɡɭɸɳɢɣ ɦɟɯɚɧɢɡɦ 
ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɨɬ ɨɞɧɨɣ ɫɟɬɢ ɤ ɞɪɭɝɨɣ. Ɉɛɵɱɧɨ ɩɨɞ ɷɬɢɦ ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ ɩɟɪɟɯɨɞ ɥɨɤɚɥɶɧɚɹ 
ɫɟɬɶ - ɫɟɬɶ ɂɧɬɟɪɧɟɬ ɢ ɜɫɟ ɡɚ ɪɟɞɤɢɦ ɨɛɨɫɧɨɜɚɧɧɵɦ ɢɫɤɥɸɱɟɧɢɟɦ ɤɨɦɩɶɸɬɟɪɵ ɫɟɬɢ ɫɜɹɡɵɜɚɸɬɫɹ 
ɫ ɂɧɬɟɪɧɟɬ ɬɨɥɶɤɨ ɱɟɪɟɡ ɲɥɸɡ. 
Ɉɫɧɨɜɧɨɣ ɮɭɧɤɰɢɨɧɚɥ ɲɥɸɡɚ ɫɨɫɬɨɢɬ ɜ ɩɟɪɟɞɚɱɟ ɡɚɩɪɨɫɨɜ ɨɬ ɨɞɧɨɝɨ ɫɟɝɦɟɧɬɚ, ɜ ɞɪɭɝɨɣ. 
ɇɚɩɪɢɦɟɪ, ɟɫɥɢ ɜɧɭɬɪɟɧɧɟɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɧɭɠɧɨ ɡɚɝɪɭɡɢɬɶ ɢɧɮɨɪɦɚɰɢɸ ɫ ɜɧɟɲɧɟɝɨ ɜɟɛ-ɫɚɣɬɚ, 
ɨɧ ɧɚɩɪɚɜɥɹɟɬ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɡɚɩɪɨɫ ɧɚ ɲɥɸɡ, ɤɨɬɨɪɵɣ ɧɚ ɨɫɧɨɜɟ ɷɬɢɯ ɞɚɧɧɵɯ ɡɚɩɪɚɲɢɜɚɟɬ 
ɭɞɚɥɟɧɧɵɣ ɜɟɛ-ɫɟɪɜɟɪ, ɩɨɥɭɱɚɟɬ ɫ ɧɟɝɨ ɬɪɟɛɭɟɦɭɸ ɢɧɮɨɪɦɚɰɢɸ ɢ ɩɟɪɟɞɚɟɬ ɟɟ ɩɨɥɶɡɨɜɚɬɟɥɸ. 
ɒɥɸɡ ɬɚɤɠɟ ɦɨɠɟɬ ɪɚɛɨɬɚɬɶ ɢ ɜ ɨɛɪɚɬɧɨɦ ɧɚɩɪɚɜɥɟɧɢɢ - ɤɨɝɞɚ ɜɟɛ-ɫɚɣɬ ɧɚɯɨɞɢɬɫɹ ɜɧɭɬɪɢ 
ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ, ɚ ɡɚɩɪɨɫ ɢɞɟɬ ɨɬ ɜɧɟɲɧɟɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. ȼ ɫɥɭɱɚɟ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɷɥɟɤɬɪɨɧɧɨɣ 
ɩɨɱɬɵ ɜ ɪɨɥɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜɵɫɬɭɩɚɟɬ ɩɨɱɬɨɜɵɣ ɫɟɪɜɟɪ. 
Ⱥɧɚɥɨɝɢɱɧɨ ɡɚɳɢɬɟ ɩɨɱɬɵ, ɧɚ ɭɪɨɜɧɟ ɡɚɳɢɬɵ ɲɥɸɡɚ ɢɫɩɨɥɶɡɭɟɬɫɹ ɚɧɬɢɜɢɪɭɫɧɵɣ ɤɨɦɩɥɟɤɫ ɞɥɹ 
ɡɚɳɢɬɵ ɲɥɸɡɨɜ. Ɉɧ ɨɬɜɟɱɚɟɬ ɬɨɥɶɤɨ ɡɚ ɩɪɨɜɟɪɤɭ ɩɪɨɯɨɞɹɳɢɯ ɱɟɪɟɡ ɧɟɝɨ ɞɚɧɧɵɯ, ɚ ɡɚ ɱɢɫɬɨɬɭ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ ɨɬɜɟɬɫɬɜɟɧɟɧ ɤɨɦɩɥɟɤɫ ɩɨ ɡɚɳɢɬɟ ɫɟɬɟɜɵɯ ɫɟɪɜɟɪɨɜ. ɉɨɷɬɨɦɭ ɩɪɨɝɪɚɦɦɧɵɣ 
ɤɨɦɩɥɟɤɫ ɞɥɹ ɡɚɳɢɬɵ ɲɥɸɡɨɜ ɞɨɥɠɟɧ ɫɨɞɟɪɠɚɬɶ ɬɨɥɶɤɨ ɮɢɥɶɬɪɵ ɞɥɹ ɩɪɨɯɨɞɹɳɢɯ ɱɟɪɟɡ ɧɟɝɨ 
ɩɨɬɨɤɨɜ. Ɉɛɵɱɧɨ ɷɬɨ HTTP,FTP ɢ SMTP 

 
ɐɟɧɬɪɚɥɢɡɨɜɚɧɧɨɟ ɭɩɪɚɜɥɟɧɢɟ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɨɣ 

Ⱦɥɹ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ, ɧɚɫɱɢɬɵɜɚɸɳɟɣ ɞɟɫɹɬɤɢ ɢɥɢ ɛɨɥɶɲɟ ɤɨɦɩɶɸɬɟɪɨɜ, ɢɫɩɨɥɶɡɨɜɚɧɢɟ 
ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɨɣ ɨɤɚɡɵɜɚɟɬɫɹ ɨɱɟɧɶ 
ɩɨɥɟɡɧɵɦ. Ɉɧɚ ɩɨɡɜɨɥɹɟɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɧɟ ɜɫɬɚɜɚɹ ɢɡ-ɡɚ ɫɜɨɟɝɨ ɪɚɛɨɱɟɝɨ ɦɟɫɬɚ ɨɛɫɥɭɠɢɜɚɬɶ 
ɜɫɟ ɜɯɨɞɹɳɢɟ ɜ ɟɝɨ ɜɟɞɟɧɢɟ ɪɚɛɨɱɢɟ ɫɬɚɧɰɢɢ ɢ ɫɟɬɟɜɵɟ ɫɟɪɜɟɪɚ:  

 
1. ɭɫɬɚɧɨɜɤɚ ɢ ɨɛɧɨɜɥɟɧɢɟ ɚɧɬɢɜɢɪɭɫɧɵɯ ɩɪɨɝɪɚɦɦ, ɚ ɬɚɤɠɟ ɚɧɬɢɜɢɪɭɫɧɵɯ ɛɚɡ ɞɚɧɧɵɯ; 
2. ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɚɹ ɞɢɫɬɚɧɰɢɨɧɧɚɹ ɭɫɬɚɧɨɜɤɚ ɢ ɧɚɫɬɪɨɣɤɚ ɚɧɬɢɜɢɪɭɫɨɜ; 
3. ɭɞɚɥɟɧɧɨ ɧɚɫɬɪɚɢɜɚɬɶ ɩɨɥɢɬɢɤɢ ɚɧɬɢɜɢɪɭɫɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɪɚɡɪɟɲɚɬɶ ɢɥɢ ɡɚɩɪɟɳɚɬɶ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɫɚɦɢɦ ɦɟɧɹɬɶ ɤɚɤɢɟ-ɥɢɛɨ ɧɚɫɬɪɨɣɤɢ; 
4. ɚɜɬɨɦɚɬɢɱɟɫɤɨɟ ɨɛɧɚɪɭɠɟɧɢɟ ɧɨɜɵɯ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ, ɩɨɞɤɥɸɱɟɧɧɵɯ ɤ ɤɨɪɩɨɪɚɬɢɜɧɨɣ 

ɫɟɬɢ, ɫ ɩɨɫɥɟɞɭɸɳɟɣ ɚɜɬɨɦɚɬɢɱɟɫɤɨɣ ɭɫɬɚɧɨɜɤɨɣ ɧɚ ɷɬɢ ɫɬɚɧɰɢɢ ɚɧɬɢɜɢɪɭɫɧɵɯ ɩɪɨɝɪɚɦɦ; 
5. ɩɥɚɧɢɪɨɜɚɧɢɟ ɡɚɞɚɧɢɣ ɞɥɹ ɧɟɦɟɞɥɟɧɧɨɝɨ ɢɥɢ ɨɬɥɨɠɟɧɧɨɝɨ ɡɚɩɭɫɤɚ (ɬɚɤɢɯ ɤɚɤ ɨɛɧɨɜɥɟɧɢɟ 

ɩɪɨɝɪɚɦɦ, ɚɧɬɢɜɢɪɭɫɧɨɣ ɛɚɡɵ ɞɚɧɧɵɯ, ɫɤɚɧɢɪɨɜɚɧɢɟ ɮɚɣɥɨɜ ɢ ɬ.ɩ.) ɧɚ ɥɸɛɵɯ ɤɨɦɩɶɸɬɟɪɚɯ 
ɫɟɬɢ; 

6. ɨɬɨɛɪɚɠɟɧɢɟ ɜ ɪɟɚɥɶɧɨɦ ɜɪɟɦɟɧɢ ɩɪɨɰɟɫɫɚ ɪɚɛɨɬɵ ɚɧɬɢɜɢɪɭɫɨɜ ɧɚ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɹɯ ɢ 
ɫɟɪɜɟɪɚɯ ɫɟɬɢ. 

ȼɫɟ ɩɟɪɟɱɢɫɥɟɧɧɵɟ ɜɵɲɟ ɮɭɧɤɰɢɢ ɢɥɢ ɦɧɨɝɢɟ ɢɡ ɧɢɯ ɪɟɚɥɢɡɨɜɚɧɵ ɜ ɫɟɬɟɜɵɯ ɰɟɧɬɪɚɯ 
ɭɩɪɚɜɥɟɧɢɹ ɜɟɞɭɳɢɯ ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɚɧɬɢɜɢɪɭɫɧɵɯ ɩɪɨɞɭɤɬɨɜ, ɫɨɡɞɚɧɧɵɯ ɤɨɦɩɚɧɢɹɦɢ Symantec 
(http://www.symanteɫ.ru), NOD32 ɢ Ʌɚɛɨɪɚɬɨɪɢɹ Ʉɚɫɩɟɪɫɤɨɝɨ . 
Ʌɨɝɢɱɟɫɤɚɹ ɫɟɬɶ 

ȼ ɨɬɧɨɲɟɧɢɢ ɫɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ ɭɩɨɬɪɟɛɥɹɟɬɫɹ ɬɟɪɦɢɧ ɥɨɝɢɱɟɫɤɨɣ ɫɟɬɢ, 
ɩɨɞ ɤɨɬɨɪɵɦ ɩɨɧɢɦɚɟɬɫɹ ɝɪɭɩɩɚ ɤɨɦɩɶɸɬɟɪɨɜ, ɭɩɪɚɜɥɟɧɢɟ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɨɣ ɤɨɬɨɪɵɯ 
ɦɨɠɟɬ ɜɟɫɬɢɫɶ ɢɡ ɨɞɧɨɝɨ ɢɫɬɨɱɧɢɤɚ. 



 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɟɫɥɢ ɜ ɨɪɝɚɧɢɡɚɰɢɢ, ɤɨɬɨɪɨɣ ɩɪɢɧɚɞɥɟɠɢɬ ɥɨɤɚɥɶɧɚɹ ɫɟɬɶ, ɟɫɬɶ ɧɟɫɤɨɥɶɤɨ 
ɫɜɹɡɚɧɧɵɯ ɬɨɥɶɤɨ ɱɟɪɟɡ ɂɧɬɟɪɧɟɬ ɮɢɥɢɚɥɨɜ, ɬɨ ɭɩɪɚɜɥɟɧɢɟ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɨɣ ɦɨɠɟɬ 
ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ ɩɨɥɧɨɫɬɶɸ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨ ɨɞɧɢɦ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ ɢɥɢ ɠɟ ɦɨɠɟɬ ɛɵɬɶ 
ɪɚɡɛɢɬɨ ɧɚ ɨɬɞɟɥɶɧɵɟ ɫɟɝɦɟɧɬɵ. ɑɚɫɬɨ ɜ ɛɨɥɶɲɢɯ ɤɨɦɩɚɧɢɹɯ ɦɨɠɧɨ ɜɫɬɪɟɬɢɬɶ ɫɦɟɲɚɧɧɵɣ 
ɜɚɪɢɚɧɬ - ɜɫɹ ɥɨɤɚɥɶɧɚɹ ɫɟɬɶ ɪɚɡɛɢɬɚ ɧɚ ɫɜɹɡɚɧɧɵɟ ɦɟɠɞɭ ɫɨɛɨɣ ɩɨɞɫɟɬɢ ɪɚɡɧɵɯ ɦɚɫɲɬɚɛɨɜ ɢ ɡɚ 
ɤɚɠɞɨɣ ɢɡ ɧɢɯ ɫɥɟɞɢɬ ɨɬɞɟɥɶɧɵɣ ɱɟɥɨɜɟɤ, ɧɨ ɫɭɳɟɫɬɜɭɟɬ ɝɥɚɜɧɵɣ ɚɞɦɢɧɢɫɬɪɚɬɨɪ, ɤɨɬɨɪɵɣ 
ɦɨɠɟɬ ɫɨ ɫɜɨɟɝɨ ɪɚɛɨɱɟɝɨ ɦɟɫɬɚ ɜ ɥɸɛɨɣ ɦɨɦɟɧɬ ɜɦɟɲɚɬɶɫɹ ɜ ɪɚɛɨɬɭ ɫɜɨɢɯ ɩɨɞɱɢɧɟɧɧɵɯ ɢ ɜɡɹɬɶ 
ɭɩɪɚɜɥɟɧɢɟ ɧɚ ɫɟɛɹ. 

Ʉɨɦɩɨɧɟɧɬɵ 

ɋɢɫɬɟɦɚ ɭɞɚɥɟɧɧɨɝɨ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɨɛɵɱɧɨ ɫɨɫɬɨɢɬ ɢɡ ɬɚɤɢɯ ɨɬɞɟɥɶɧɵɯ 
ɩɪɨɝɪɚɦɦɧɵɯ ɤɨɦɩɨɧɟɧɬɨɜ: 

 Ʉɥɢɟɧɬɫɤɨɣ ɚɧɬɢɜɢɪɭɫɧɨɣ ɩɪɨɝɪɚɦɦɵ, ɬɨ ɟɫɬɶ ɚɧɬɢɜɢɪɭɫɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɞɥɹ ɪɚɛɨɱɢɯ 
ɫɬɚɧɰɢɣ ɢɥɢ ɫɟɬɟɜɵɯ ɫɟɪɜɟɪɨɜ. 

 ɋɟɪɜɟɪɚ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ - ɬɚɤ ɧɚɡɵɜɚɟɬɫɹ ɩɪɨɝɪɚɦɦɚ, ɤɨɬɨɪɚɹ ɫɨɛɢɪɚɟɬ, ɨɛɪɚɛɚɬɵɜɚɟɬ ɢ 
ɯɪɚɧɢɬ ɜɫɟ ɧɚɫɬɪɨɣɤɢ, ɢɧɮɨɪɦɚɰɢɸ ɨɛɨ ɜɫɟɯ ɫɨɛɵɬɢɹɯ ɢ ɢɧɰɢɞɟɧɬɚɯ, ɢɦɟɜɲɢɯ ɦɟɫɬɨ ɜ ɫɟɬɢ, 
ɪɚɫɫɵɥɚɟɬ ɭɜɟɞɨɦɥɟɧɢɹ ɢ ɨɬɱɟɬɵ. Ⱦɥɹ ɩɨɥɧɨɰɟɧɧɨɝɨ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɧɟɨɛɯɨɞɢɦɚ ɛɚɡɚ 
ɞɚɧɧɵɯ ɞɥɹ ɯɪɚɧɟɧɢɹ ɜɫɟɣ ɫɨɛɪɚɧɧɨɣ ɢɧɮɨɪɦɚɰɢɢ. ɋɟɪɜɟɪ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ ɢ ɛɚɡɚ ɞɚɧɧɵɯ 
ɦɨɝɭɬ ɭɫɬɚɧɚɜɥɢɜɚɬɶɫɹ ɤɚɤ ɧɚ ɨɬɞɟɥɶɧɨɦ ɜɵɞɟɥɟɧɧɨɦ ɞɥɹ ɷɬɨɝɨ ɤɨɦɩɶɸɬɟɪɟ, ɬɚɤ ɢ ɧɚ ɪɚɛɨɱɟɦ 
ɦɟɫɬɟ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ, ɧɚ ɨɞɧɨɣ ɦɚɲɢɧɟ ɢɥɢ ɧɚ ɪɚɡɧɵɯ. 

 Ⱥɝɟɧɬɚ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɣ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɧɚ ɜɫɟ ɤɨɦɩɶɸɬɟɪɵ, ɜɯɨɞɹɳɢɟ ɜ 
ɥɨɝɢɱɟɫɤɭɸ ɫɟɬɶ ɫɢɫɬɟɦɵ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ. ȿɝɨ ɡɚɞɚɱɚ - ɨɛɟɫɩɟɱɢɬɶ ɫɜɹɡɶ ɤɥɢɟɧɬɫɤɨɣ 
ɩɪɨɝɪɚɦɦɵ ɫ ɫɟɪɜɟɪɨɦ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ ɢ ɨɩɟɪɚɬɢɜɧɨ ɩɟɪɟɞɚɬɶ ɟɦɭ ɢɧɮɨɪɦɚɰɢɸ ɨ 
ɫɨɫɬɨɹɧɢɢ ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɵ ɧɚ ɷɬɨɣ ɦɚɲɢɧɟ, ɩɨɥɭɱɢɬɶ ɧɨɜɵɟ ɚɧɬɢɜɢɪɭɫɧɵɟ ɛɚɡɵ ɢɥɢ 
ɞɪɭɝɢɟ ɭɤɚɡɚɧɢɹ ɢ ɤɨɦɚɧɞɵ. 

 Ʉɨɧɫɨɥɢ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ, ɭɫɬɚɧɚɜɥɢɜɚɟɦɨɣ ɧɚ ɪɚɛɨɱɟɦ ɦɟɫɬɟ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ. ɗɬɨ 
ɧɟɛɨɥɶɲɚɹ ɩɪɨɝɪɚɦɦɚ, ɤɨɬɨɪɚɹ ɩɨɡɜɨɥɹɟɬ ɜ ɩɪɢɹɬɧɨɦ ɢ ɭɞɨɛɧɨɦ ɜɢɞɟ ɜɵɜɟɫɬɢ ɞɚɧɧɵɟ ɫ ɫɟɪɜɟɪɚ 
ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ, ɧɚ ɢɯ ɨɫɧɨɜɟ ɩɨɫɬɪɨɢɬɶ ɝɪɚɮɢɤɢ ɢ ɞɢɚɝɪɚɦɦɵ, ɫɨɡɞɚɬɶ ɨɬɱɟɬɵ, ɩɪɨɢɡɜɟɫɬɢ 
ɧɚɫɬɪɨɣɤɭ ɤɥɢɟɧɬɫɤɢɯ ɤɨɦɩɶɸɬɟɪɨɜ, ɭɞɚɥɟɧɧɨ ɡɚɩɭɫɬɢɬɶ ɩɪɨɜɟɪɤɭ ɢɥɢ ɨɛɧɨɜɢɬɶ ɚɧɬɢɜɢɪɭɫɧɵɟ 
ɛɚɡɵ ɨɞɧɨɜɪɟɦɟɧɧɨ ɧɚ ɧɟɫɤɨɥɶɤɢɯ ɦɚɲɢɧɚɯ. ȼɨɡɦɨɠɧɨɫɬɢ ɬɨɣ ɢɥɢ ɢɧɨɣ ɤɨɧɫɨɥɢ ɩɨɥɧɨɫɬɶɸ 
ɡɚɜɢɫɹɬ ɨɬ ɡɚɥɨɠɟɧɧɵɯ ɜ ɧɟɟ ɮɢɪɦɨɣ-ɩɪɨɢɡɜɨɞɢɬɟɥɟɦ ɮɭɧɤɰɢɣ. 

 

ɏɨɞ ɪɚɛɨɬɵ 

1) ɇɚɪɢɫɭɣɬɟ ɫɯɟɦɭ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ 2 ɪɚɛɨɱɢɦɢ ɫɬɚɧɰɢɹɦɢ (ɧɚ ɨɞɧɨɣ ɢɡ ɤɨɬɨɪɵɯ ɛɭɞɟɬ 
ɫɢɞɟɬɶ ɚɞɦɢɧɢɫɬɪɚɬɨɪ), 2 ɮɚɣɥɨɜɵɦɢ ɫɟɪɜɟɪɚɦɢ (ɨɞɢɧ ɢɡ ɤɨɬɨɪɵɯ, ɛɭɞɟɬ ɨɛɪɚɛɚɬɵɜɚɬɶ 
ɢɧɮɨɪɦɚɰɢɸ ɨɛɨ ɜɫɟɯ ɫɨɛɵɬɢɹɯ (ɚɧɬɢɜɢɪɭɫɧɨɣ ɡɚɳɢɬɟ)), ɚ ɞɪɭɝɨɣ ɛɭɞɟɬ ɯɪɚɧɢɬɶ ɜɫɸ 
ɫɨɛɪɚɧɧɭɸ ɢɧɮɨɪɦɚɰɢɸ). ɍɤɚɠɢɬɟ ɜɫɟ ɤɨɦɩɨɧɟɧɬɵ ɋɢɫɬɟɦɵ ɭɞɚɥɟɧɧɨɝɨ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ 
ɭɩɪɚɜɥɟɧɢɹ, ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɯɪɚɧɢɬɶɫɹ ɧɚ ɤɚɠɞɨɦ ɢɡ ɧɢɯ. ɍɤɚɠɢɬɟ ɫɬɪɟɥɤɚɦɢ ɜɡɚɢɦɨɫɜɹɡɶ 
ɦɟɠɞɭ ɧɢɦɢ. 

http://www.intuit.ru/EDI/28_02_16_4/1456611727-1896/tutorial/257/objects/9/files/08_02.jpg


 
 

 
2) Ɉɡɧɚɤɨɦɢɬɶɫɹ ɫ ɨɫɧɨɜɧɵɦɢ ɩɚɪɚɦɟɬɪɚɦɢ ɧɚɫɬɪɨɣɤɢ ɩɪɨɝɪɚɦɦɵ Ⱥɧɬɢɜɢɪɭɫɚ Ʉɚɫɩɟɪɫɤɨɝɨ 

6.0  ɢ ɧɚɫɬɪɨɢɬɶ ɟɟ ɬɚɤ, ɱɬɨɛɵ ɨɧɚ ɨɛɧɚɪɭɠɢɜɚɥɚ ɬɟɫɬɨɜɵɣ ɜɢɪɭɫ. 
ȼɨ ɜɪɟɦɹ ɪɚɛɨɬɵ ɜ ɫɢɫɬɟɦɧɨɣ ɩɚɧɟɥɢ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɩɨɹɜɥɹɟɬɫɹ ɢɤɨɧɤɚ 

ɚɧɬɢɜɢɪɭɫɚ.  
Ⱦɥɹ ɨɡɧɚɤɨɦɥɟɧɢɹ ɫ ɢɧɬɟɪɮɟɣɫɨɦ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɭɠɧɨ ɛɭɞɟɬ ɩɨɨɱɟɪɟɞɧɨ ɜɵɡɜɚɬɶ  ɱɟɬɵɪɟ ɨɤɧɚ 
ɢɧɬɟɪɮɟɣɫɚ Ⱥɧɬɢɜɢɪɭɫɚ Ʉɚɫɩɟɪɫɤɨɝɨ 6.0. 

 

Ɋɢɫ. 1. Ƚɥɚɜɧɨɟ ɨɤɧɨ ɩɪɨɝɪɚɦɦɵ «Ⱥɧɬɢɜɢɪɭɫ Ʉɚɫɩɟɪɫɤɨɝɨ 6.0» 

ȼ ɜɟɪɯɧɟɣ ɩɪɚɜɨɣ ɱɚɫɬɢ ɨɤɧɚ ɪɚɡɦɟɳɟɧɨ ɞɜɟ ɫɫɵɥɤɢ: ɇɚɫɬɪɨɣɤɚ ɢ ɋɩɪɚɜɤɚ. ɉɟɪɜɚɹ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɚɧɬɢɜɢɪɭɫɚ, ɜɬɨɪɚɹ - ɞɥɹ ɜɵɜɨɞɚ ɫɩɪɚɜɨɱɧɨɣ ɫɢɫɬɟɦɵ. 

 

Ɋɢɫ. 2. Ɉɤɧɨ ɧɚɫɬɪɨɟɤ ɩɪɨɝɪɚɦɦɵ 

http://www.intuit.ru/EDI/28_02_16_4/1456611727-1896/tutorial/257/objects/9/files/08_03.jpg
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Ⱥɧɬɢɜɢɪɭɫɧɵɣ ɦɨɧɢɬɨɪ ɨɛɟɫɩɟɱɢɜɚɟɬ ɡɚɳɢɬɭ ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ ɜɪɟɦɟɧɢ, ɬ. ɟ. ɩɨɫɬɨɹɧɧɨ 
ɩɪɨɜɟɪɹɟɬ ɮɚɣɥɵ, ɤɨɬɨɪɵɦ ɩɪɨɢɫɯɨɞɢɬ ɨɛɪɚɳɟɧɢɟ. ȼ ɬɟɪɦɢɧɚɯ «Ⱥɧɬɢɜɢɪɭɫɚ Ʉɚɫɩɟɪɫɤɨɝɨ 6.0» 
ɬɚɤɚɹ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ ɧɨɫɢɬ ɧɚɡɜɚɧɢɟ «ɡɚɳɢɬɚ» ɢ ɞɟɥɢɬɫɹ ɧɚ ɡɚɳɢɬɭ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ, 
ɩɪɨɜɟɪɤɭ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɵ (ɩɪɨɬɨɤɨɥɵ SMTP, POP3, IMAP), ɜɟɛ-ɚɧɬɢɜɢɪɭɫ (ɩɪɨɜɟɪɤɚ HTTP 

ɬɪɚɮɢɤɚ), ɩɪɨɚɤɬɢɜɧɭɸ ɡɚɳɢɬɭ (ɩɪɨɬɢɜɨɫɬɨɹɧɢɟ ɧɟɢɡɜɟɫɬɧɵɦ ɜɢɪɭɫɚɦ, ɤɨɧɬɪɨɥɶ ɡɚɩɭɫɤɚ 
ɩɪɨɝɪɚɦɦ, ɨɛɪɚɳɟɧɢɣ ɤ ɪɟɟɫɬɪɭ Windows). 

 

Ɋɢɫɭɧɨɤ 3. Ɉɤɧɨ ɧɚɫɬɪɨɟɤ ɮɚɣɥɨɜɨɝɨ ɚɧɬɢɜɢɪɭɫɚ 

Ⱥɧɬɢɜɢɪɭɫɧɵɣ ɫɤɚɧɟɪ (ɜ ɬɟɪɦɢɧɚɯ «Ⱥɧɬɢɜɢɪɭɫɚ Ʉɚɫɩɟɪɫɤɨɝɨ 6.0» - ɩɨɢɫɤ ɜɢɪɭɫɨɜ) 
ɜɵɩɨɥɧɹɟɬ ɫɤɚɧɢɪɨɜɚɧɢɟ ɪɟɫɭɪɫɨɜ ɤɨɦɩɶɸɬɟɪɚ ɜ ɰɟɥɹɯ ɩɨɢɫɤɚ ɜɢɪɭɫɨɜ. ɋɤɚɧɢɪɨɜɚɧɢɟ ɦɨɠɟɬ 
ɛɵɬɶ ɡɚɩɭɳɟɧɨ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɜɪɭɱɧɭɸ ɢɥɢ ɩɨ ɡɚɪɚɧɟɟ ɭɫɬɚɧɨɜɥɟɧɧɨɦɭ ɪɚɫɩɢɫɚɧɢɸ. 

 

Ɋɢɫ. 4. Ɉɤɧɨ ɧɚɫɬɪɨɟɤ ɩɨɢɫɤɚ ɜɢɪɭɫɨɜ 

 

ȼ ɭɡɥɟ «ɋɟɪɜɢɫ» ɪɚɫɩɨɥɚɝɚɸɬɫɹ ɫɪɟɞɫɬɜɚ ɧɚɫɬɪɨɣɤɢ ɨɛɧɨɜɥɟɧɢɹ ɚɧɬɢɜɢɪɭɫɧɵɯ ɛɚɡ, ɜɟɞɟɧɢɹ 
ɮɚɣɥɨɜ ɨɬɱɟɬɨɜ, ɩɚɪɚɦɟɬɪɨɜ ɭɜɟɞɨɦɥɟɧɢɣ, ɧɚɫɬɪɨɣɤɢ ɫɟɬɢ ɢ ɜɧɟɲɧɟɝɨ ɜɢɞɚ ɩɪɨɝɪɚɦɦɵ. 



 

Ɋɢɫ. 5. Ɉɤɧɨ ɧɚɫɬɪɨɟɤ ɫɟɪɜɢɫɧɵɯ ɮɭɧɤɰɢɣ 

ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɬɟɫɬɨɜɨɝɨ ɜɢɪɭɫɚ EICAR 

Ɍɟɫɬɨɜɵɣ ɜɢɪɭɫ EICAR (European Institute for Computer Antivirus Research) ɪɚɡɪɚɛɨɬɚɧ 
ȿɜɪɨɩɟɣɫɤɢɦ ɢɧɫɬɢɬɭɬɨɦ ɤɨɦɩɶɸɬɟɪɧɵɯ ɚɧɬɢɜɢɪɭɫɧɵɯ ɢɫɫɥɟɞɨɜɚɧɢɣ. 

EICAR – ɷɬɨ ɧɟɛɨɥɶɲɨɣ 68 ɛɚɣɬɧɵɣ ɮɚɣɥ, ɤɨɬɨɪɵɣ ɩɪɢ ɡɚɩɭɫɤɟ ɧɚ ɧɟɡɚɳɢɳɟɧɧɨɦ 
ɤɨɦɩɶɸɬɟɪɟ ɜɵɡɵɜɚɟɬ ɩɨɤɚɡ ɭɜɟɞɨɦɥɟɧɢɹ "EICAR-STANDARD-ANTIVIRUS-TEST-FILE!". 
ɂɧɵɯ, ɫɜɨɣɫɬɜɟɧɧɵɯ ɜɢɪɭɫɚɦ ɩɪɨɹɜɥɟɧɢɣ ɨɧ ɧɟ ɧɟɫɟɬ. Ɉɞɧɚɤɨ ɟɫɥɢ ɧɚ ɤɨɦɩɶɸɬɟɪɟ ɫɬɨɢɬ ɢ 
ɢɫɩɪɚɜɧɨ ɪɚɛɨɬɚɟɬ ɚɧɬɢɜɢɪɭɫ, EICAR ɛɭɞɟɬ ɡɚɛɥɨɤɢɪɨɜɚɧ. ɗɬɨ ɩɪɨɢɫɯɨɞɢɬ ɩɨɬɨɦɭ, ɱɬɨ ɜɫɟ 
ɜɟɞɭɳɢɟ ɩɪɨɢɡɜɨɞɢɬɟɥɢ ɚɧɬɢɜɢɪɭɫɧɵɯ ɩɪɨɝɪɚɦɦ ɞɨɝɨɜɨɪɢɥɢɫɶ ɦɟɠɞɭ ɫɨɛɨɣ - ɫɱɢɬɚɬɶ EICAR 
ɜɢɪɭɫɨɦ ɢ ɩɪɢɦɟɧɹɬɶ ɤ ɧɟɦɭ ɜɫɟ ɩɪɚɜɢɥɚ ɢ ɞɟɣɫɬɜɢɹ, ɩɪɢɦɟɧɹɟɦɵɟ ɤ ɧɚɫɬɨɹɳɢɦ ɜɪɟɞɨɧɨɫɧɵɦ 
ɩɪɨɝɪɚɦɦɚɦ. 

Ⱦɥɹ ɫɨɡɞɚɧɢɹ ɚɧɬɢɜɢɪɭɫɚ ɧɟɨɛɯɨɞɢɦɨ ɨɬɤɪɵɬɶ ɬɟɤɫɬɨɜɵɣ ɪɟɞɚɤɬɨɪ ɢ ɜɜɟɫɬɢ ɫɥɟɞɭɸɳɭɸ 
ɫɬɪɨɤɭ ɫɢɦɜɨɥɨɜ: 
 
X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H* 
 

ɉɨɫɥɟ ɷɬɨɝɨ ɫɥɟɞɭɟɬ ɫɨɯɪɚɧɢɬɶ ɮɚɣɥ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. 
Ⱦɥɹ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ ɦɨɠɧɨ ɩɪɢɦɟɧɹɬɶ ɞɪɭɝɢɟ ɪɚɫɲɢɪɟɧɢɹ. ɇɚɩɪɢɦɟɪ, ɟɫɥɢ 

ɭɤɚɡɚɬɶ .txt, ɦɨɠɧɨ ɩɪɨɜɟɪɢɬɶ ɩɪɨɜɟɪɹɸɬɫɹ ɥɢ ɬɟɤɫɬɨɜɵɟ ɮɚɣɥɵ. Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɛɭɞɭɬ ɥɢ 
ɨɛɧɚɪɭɠɢɜɚɬɶɫɹ ɜɢɪɭɫɵ ɜ ɚɪɯɢɜɚɯ, EICAR ɦɨɠɧɨ ɡɚɚɪɯɢɜɢɪɨɜɚɬɶ. 

 
1. Ɇɨɞɢɮɢɤɚɰɢɹ ɬɟɫɬɨɜɨɝɨ ɜɢɪɭɫɚ EICAR 
ɋɭɬɶ EICAR ɬɚɤɨɜɚ, ɱɬɨ ɨɧ ɨɤɚɡɵɜɚɟɬɫɹ ɧɟɢɡɥɟɱɢɦɵɦ. ɗɬɨ ɩɪɨɢɫɯɨɞɢɬ ɩɨɬɨɦɭ, ɱɬɨ 

ɚɧɬɢɜɢɪɭɫ ɢɞɟɧɬɢɮɢɰɢɪɭɟɬ EICAR ɤɚɤ ɜɢɪɭɫ ɩɨ ɧɚɥɢɱɢɸ ɜ ɧɟɦ ɭɩɨɦɹɧɭɬɵɯ 68 ɫɢɦɜɨɥɨɜ. ȿɫɥɢ 
ɢɯ ɭɞɚɥɢɬɶ - ɬɨ ɨɬ ɮɚɣɥɚ ɧɢɱɟɝɨ ɧɟ ɨɫɬɚɧɟɬɫɹ. ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɫ ɩɨɦɨɳɶɸ EICAR ɦɨɠɧɨ 
ɬɟɫɬɢɪɨɜɚɬɶ ɬɨɥɶɤɨ ɨɫɧɨɜɧɭɸ ɮɭɧɤɰɢɸ ɚɧɬɢɜɢɪɭɫɚ - ɨɛɧɚɪɭɠɟɧɢɟ. 

2 ɋɨɡɞɚɬɶ ɮɚɣɥ CURE-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ ɜ 
ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―CURE-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. Ɉɛɧɚɪɭɠɢɜ ɬɚɤɨɣ 
ɮɚɣɥ ɚɧɬɢɜɢɪɭɫ «ɜɵɥɟɱɢɬ» ɟɝɨ, ɫɨɤɪɚɬɢɜ ɪɚɡɦɟɪ ɮɚɣɥɚ ɞɨ 4 ɛɚɣɬ (ɫɢɦɜɨɥɵ «CURE»). 

 

 
 
Ɋɢɫ. 6. Ɇɨɞɢɮɢɤɚɰɢɹ ɜɢɪɭɫɚ CURE-EICAR 

 
3 ɋɨɡɞɚɬɶ ɮɚɣɥ DELE-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ ɜ 

ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―DELE-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. Ɉɛɧɚɪɭɠɢɜ ɬɚɤɨɣ 



ɮɚɣɥ, ɚɧɬɢɜɢɪɭɫ ɨɩɪɟɞɟɥɹɟɬ ɟɝɨ ɤɚɤ ɧɟɢɡɥɟɱɢɦɵɣ ɢɥɢ ɬɪɨɹɧɫɤɭɸ ɩɪɨɝɪɚɦɦɭ ɢ ɭɞɚɥɹɟɬ. ɉɨ 
ɪɟɡɭɥɶɬɚɬɚɦ ɩɪɨɜɟɪɤɢ ɮɚɣɥ ɞɨɥɠɟɧ ɨɫɬɚɬɶɫɹ ɬɨɥɶɤɨ ɜ ɪɟɡɟɪɜɧɨɦ ɯɪɚɧɢɥɢɳɟ. 

 

 
 
Ɋɢɫ. 7. Ɇɨɞɢɮɢɤɚɰɢɹ ɜɢɪɭɫɚ DELE-EICAR 
 

4 ɋɨɡɞɚɬɶ ɮɚɣɥ CORR-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ ɜ 
ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―CORR-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. Ɉɛɧɚɪɭɠɢɜ ɬɚɤɨɣ 
ɮɚɣɥ, ɚɧɬɢɜɢɪɭɫ ɨɩɪɟɞɟɥɹɟɬ ɟɝɨ ɤɚɤ ɮɚɣɥ ɫ ɩɨɜɪɟɠɞɟɧɧɨɣ ɫɬɪɭɤɬɭɪɨɣ, ɜɫɥɟɞɫɬɜɢɟ ɱɟɝɨ ɩɪɨɜɟɪɢɬɶ 
ɟɝɨ ɧɚ ɧɚɥɢɱɢɟ ɜɢɪɭɫɨɜ ɧɟɜɨɡɦɨɠɧɨ. Ɍɚɤɨɣ ɮɚɣɥ ɩɪɢɡɧɚɟɬɫɹ ɭɫɥɨɜɧɨ ɱɢɫɬɵɦ. 

 

 
 
Ɋɢɫ. 8. Ɇɨɞɢɮɢɤɚɰɢɹ ɜɢɪɭɫɚ CORR-EICAR 
 

5 ɋɨɡɞɚɬɶ ɮɚɣɥ ERRO-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ ɜ 
ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―ERRO-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. ɉɪɢ ɫɤɚɧɢɪɨɜɚɧɢɢ 
ɬɚɤɨɝɨ ɮɚɣɥɚ, ɚɧɬɢɜɢɪɭɫ ɨɛɧɚɪɭɠɢɬ ɨɲɢɛɤɭ ɩɪɢ ɚɧɚɥɢɡɟ ɟɝɨ ɫɨɞɟɪɠɢɦɨɝɨ (ɧɚɩɪɢɦɟɪ, ɩɪɢ 
ɧɚɪɭɲɟɧɢɢ ɰɟɥɨɫɬɧɨɫɬɢ ɩɪɢ ɩɪɨɜɟɪɤɟ ɦɧɨɝɨɬɨɦɧɨɝɨ ɚɪɯɢɜɚ). Ɍɚɤɨɣ ɮɚɣɥ ɩɪɢɡɧɚɟɬɫɹ ɭɫɥɨɜɧɨ 
ɱɢɫɬɵɦ. 

 

 
 
Ɋɢɫ. 9. Ɇɨɞɢɮɢɤɚɰɢɹ ɜɢɪɭɫɚ ERRO-EICAR 
 

6 ɋɨɡɞɚɬɶ ɮɚɣɥ SUSP-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ ɜ 
ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―SUSP-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. ɉɪɢ ɫɤɚɧɢɪɨɜɚɧɢɢ 
ɬɚɤɨɝɨ ɮɚɣɥɚ ɚɧɬɢɜɢɪɭɫ ɫɱɢɬɚɟɬ ɟɝɨ ɩɨɞɨɡɪɢɬɟɥɶɧɵɦ, ɚ ɢɦɟɧɧɨ ɡɚɪɚɠɟɧɧɵɦ ɧɟɢɡɜɟɫɬɧɵɦ 
ɜɢɪɭɫɨɦ. Ɍɚɤɨɣ ɮɚɣɥ ɞɨɥɠɟɧ ɛɵɬɶ ɩɨɦɟɳɟɧ ɧɚ ɤɚɪɚɧɬɢɧ ɢɥɢ ɭɞɚɥɟɧ. 

 

 
 
Ɋɢɫ. 10. Ɇɨɞɢɮɢɤɚɰɢɹ ɜɢɪɭɫɚ SUSP-EICAR 
 

1.2.8 ɋɨɡɞɚɬɶ ɮɚɣɥ WARN-EICAR. Ɏɚɣɥ ɫɨɡɞɚɟɬɫɹ ɜ ɬɟɤɫɬɨɜɨɦ ɪɟɞɚɤɬɨɪɟ ɩɭɬɟɦ ɞɨɛɚɜɥɟɧɢɹ 
ɜ ɧɚɱɚɥɨ ɜɢɪɭɫɚ ɫɢɦɜɨɥɨɜ ―WARN-‖ ɢ ɫɨɯɪɚɧɟɧɢɹ ɮɚɣɥɚ ɫ ɪɚɫɲɢɪɟɧɢɟɦ .com. Ɍɚɤɨɣ ɮɚɣɥ ɬɚɤɠɟ 
ɩɪɢɡɧɚɟɬɫɹ ɩɨɞɨɡɪɢɬɟɥɶɧɵɦ, ɧɨ ɧɟ ɧɟɢɡɜɟɫɬɧɵɦ ɜɢɪɭɫɨɦ, ɚ ɦɨɞɢɮɢɤɚɰɢɟɣ ɢɡɜɟɫɬɧɨɝɨ. 

 
ɋɨɯɪɚɧɢɬɶ ɨɬɱɟɬ ɫ ɪɟɡɭɥɶɬɚɬɚɦɢ ɪɚɛɨɬɵ ɚɧɬɢɜɢɪɭɫɚ ɜ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ. Ⱦɥɹ ɷɬɨɝɨ ɜ ɝɥɚɜɧɨɦ 
ɨɤɧɟ ɩɪɨɝɪɚɦɦɵ ɜɵɛɪɚɬɶ ɪɚɡɞɟɥ «Ɂɚɳɢɬɚ» ɢ ɜ ɧɟɦ ɤɨɧɬɟɣɧɟɪ «ɋɬɚɬɢɫɬɢɤɚ» 



 

Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №9. 
ɋɨɫɬɚɜɥɟɧɢɟ ɬɚɛɥɢɰɵ ɪɚɡɝɪɚɧɢɱɟɧɢɹ ɞɨɫɬɭɩɚ ɨɪɝɚɧɢɡɚɰɢɢ. 

 

ɐɟɥɶ: ɋɨɫɬɚɜɥɟɧɢɟ ɬɚɛɥɢɰɵ ɪɚɡɝɪɚɧɢɱɟɧɢɹ ɞɨɫɬɭɩɚ ɨɪɝɚɧɢɡɚɰɢɢ 

 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 
Ɇɧɨɝɢɟ ɫɢɫɬɟɦɧɵɟ ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ ɢ ɫɩɟɰɢɚɥɢɫɬɵ ɩɨ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɬɚɥɤɢɜɚɸɬɫɹ ɫ ɬɪɭɞɧɨɫɬɹɦɢ 
ɩɪɢ ɧɚɫɬɪɨɣɤɟ ɫɢɫɬɟɦ ɨɝɪɚɧɢɱɟɧɢɹ ɞɨɫɬɭɩɚ ɜ ɫɜɨɢɯ «ɜɨɬɱɢɧɚɯ». ɗɬɨ ɦɨɠɟɬ ɛɵɬɶ ɫɜɹɡɚɧɨ ɫɨ 
ɦɧɨɝɢɦɢ ɩɪɢɱɢɧɚɦɢ, ɧɚɩɪɢɦɟɪ: ɧɟɞɨɫɬɚɬɨɤ ɨɩɵɬɚ ɭ ɫɢɫɬɟɦɧɨɝɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ, ɧɟɞɨɫɬɚɬɨɤ 
ɞɨɤɭɦɟɧɬɚɰɢɢ, ɧɟɱɺɬɤɚɹ ɩɨɫɬɚɧɨɜɤɚ ɡɚɞɚɱɢ ɡɚɤɚɡɱɢɤɨɦ . ɉɨɩɵɬɚɟɦɫɹ ɪɚɡɪɚɛɨɬɚɬɶ, ɭɬɨɱɧɢɬɶ ɢ 
ɛɵɫɬɪɨ ɜɧɟɞɪɢɬɶ ɫɢɫɬɟɦɭ ɪɚɡɝɪɚɧɢɱɟɧɢɹ ɞɨɫɬɭɩɚ ɧɚ ɩɪɟɞɩɪɢɹɬɢɢ. ȿɟ ɧɚɡɵɜɚɸɬ «ɦɚɬɪɢɰɟɣ 
ɞɨɫɬɭɩɚ», ɬɚɤ ɤɚɤ ɨɫɧɨɜɧɨɣ ɟɝɨ ɢɧɫɬɪɭɦɟɧɬ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɞɜɭɯɦɟɪɧɭɸ ɬɚɛɥɢɰɭ. 
 
Ɋɟɫɭɪɫɵ ɢ ɦɚɧɞɚɬɵ 
Ɍɨ, ɤ ɱɟɦɭ ɬɨɬ ɢɥɢ ɢɧɨɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ, ɦɵ ɧɚɡɨɜɺɦ ɪɟɫɭɪɫɨɦ. Ɋɟɫɭɪɫɨɦ 
ɦɨɠɟɬ ɹɜɥɹɬɶɫɹ ɤɚɤ ɨɛɥɚɫɬɶ ɯɪɚɧɢɥɢɳɚ (ɧɚɩɪɢɦɟɪ, ɤɚɬɚɥɨɝ ɢɥɢ ɮɚɣɥ ɧɚ ɫɟɪɜɟɪɟ), ɬɚɤ ɢ ɧɟɤɚɹ 
ɫɨɜɨɤɭɩɧɨɫɬɶ ɪɟɫɭɪɫɨɜ ɜ ɫɟɬɢ ɂɧɬɟɪɧɟɬ (ɧɚɩɪɢɦɟɪ, «ɫɨɰɢɚɥɶɧɵɟ ɫɟɬɢ», «ɜɢɞɟɨɯɨɫɬɢɧɝɢ»). 
Ɉɬɞɟɥɶɧɵɦ ɜɢɞɨɦ ɪɟɫɭɪɫɨɜ ɹɜɥɹɟɬɫɹ ɬɚɤɠɟ ɩɪɚɜɨ ɩɨɥɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɨɛɥɚɫɬɹɦ ɯɪɚɧɢɥɢɳɚ ɢɥɢ 
ɪɟɫɭɪɫɚɦ ɫɟɬɢ. ȼ ɦɚɬɪɢɰɟ ɞɨɫɬɭɩɚ ɜ ɪɚɦɤɚɯ ɷɬɨɣ ɫɬɚɬɶɢ ɪɟɫɭɪɫɵ ɛɭɞɭɬ ɩɪɟɞɫɬɚɜɥɹɬɶ ɫɨɛɨɣ 
ɫɬɨɥɛɰɵ ɬɚɛɥɢɰɵ. 
Мɚɧɞɚɬɨɦ ɭɫɥɨɜɢɦɫɹ ɧɚɡɵɜɚɬɶ ɧɟɤɢɣ ɩɪɢɡɧɚɤ, ɢɦɟɸɳɢɣɫɹ ɭ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɝɪɭɩɩɵ, ɧɚ 
ɨɫɧɨɜɚɧɢɢ ɤɨɬɨɪɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɨɥɭɱɚɟɬ ɞɨɫɬɭɩ ɤ ɪɟɫɭɪɫɚɦ. ɇɟɤɨɬɨɪɵɦ ɨɛɪɚɡɨɦ ɩɨɧɹɬɢɟ 
ɦɚɧɞɚɬɚ ɩɟɪɟɫɟɤɚɟɬɫɹ ɫ ɩɨɧɹɬɢɟɦ ɩɪɚɜ ɞɨɫɬɭɩɚ ɞɥɹ ɝɪɭɩɩɵ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɱɬɨ ɢ ɦɨɠɧɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɩɪɢ ɜɧɟɞɪɟɧɢɢ ɫɩɥɚɧɢɪɨɜɚɧɧɨɣ ɩɨɥɢɬɢɤɢ. ȼ ɪɚɦɤɚɯ ɷɬɨɣ ɫɬɚɬɶɢ ɦɚɧɞɚɬɵ ɛɭɞɭɬ 
ɩɪɟɞɫɬɚɜɥɹɬɶ ɫɨɛɨɣ ɫɬɪɨɤɢ ɬɚɛɥɢɰɵ. 
Ɇɚɧɞɚɬ — ɩɨɧɹɬɢɟ ɪɚɡɪɟɲɢɬɟɥɶɧɨɝɨ ɬɢɩɚ, ɬɨ ɟɫɬɶ ɨɧ ɧɟ ɦɨɠɟɬ ɹɜɥɹɬɶɫɹ ɡɚɩɪɟɬɨɦ ɧɚ ɞɨɫɬɭɩ, ɚ 
ɬɨɥɶɤɨ ɥɢɲɶ ɜ ɧɟɤɨɬɨɪɵɯ ɫɥɭɱɚɹɯ ɱɚɫɬɢɱɧɵɦ ɪɚɡɪɟɲɟɧɢɟɦ (ɧɚɩɪɢɦɟɪ, ɪɚɡɪɟɲɟɧɢɟ ɧɚ ɱɬɟɧɢɟ 
ɮɚɣɥɚ).  
 
Ɇɚɬɪɢɰɚ ɞɨɫɬɭɩɚ 

Ʉɚɤ ɩɨɧɹɬɧɨ ɢɡ ɜɵɲɟɢɡɥɨɠɟɧɧɨɝɨ, ɨɧɚ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɬɚɛɥɢɰɭ, ɜ ɡɚɝɨɥɨɜɤɚɯ ɫɬɨɥɛɰɨɜ 
ɤɨɬɨɪɨɣ ɩɟɪɟɱɢɫɥɟɧɵ ɪɟɫɭɪɫɵ, ɚ ɜ ɡɚɝɨɥɨɜɤɚɯ ɫɬɪɨɤ — ɦɚɧɞɚɬɵ. ɇɚ ɩɟɪɟɫɟɱɟɧɢɢ ɫɬɨɥɛɰɚ ɢ 
ɫɬɪɨɤɢ ɦɵ ɫɬɚɜɢɦ ɭɫɥɨɜɧɵɣ ɡɧɚɤ, ɨɩɪɟɞɟɥɹɸɳɢɣ ɬɢɩ ɞɨɫɬɭɩɚ (ɟɫɥɢ ɬɚɤɨɜɨɟ ɩɨɧɹɬɢɟ 
ɩɪɢɦɟɧɢɦɨ). ɉɭɫɬɚɹ ɤɥɟɬɤɚ ɨɡɧɚɱɚɟɬ ɨɬɫɭɬɫɬɜɢɟ ɞɨɫɬɭɩɚ. ȼ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɫɬɚɬɶɢ ɭɫɥɨɜɢɦɫɹ ɨ 
ɫɥɟɞɭɸɳɢɯ ɡɧɚɤɚɯ:• 
+ — ɧɚɥɢɱɢɟ ɞɨɫɬɭɩɚ, ɟɫɥɢ ɛɟɫɫɦɵɫɥɟɧɧɨ ɝɨɜɨɪɢɬɶ ɨ ɟɝɨ ɬɢɩɟ (ɧɚɩɪɢɦɟɪ, ɜ ɫɥɭɱɚɟ ɞɨɫɬɭɩɚ ɜ 
ɂɧɬɟɪɧɟɬ), ɚ ɬɚɤɠɟ ɩɨɥɧɵɣ ɞɨɫɬɭɩ (ɱɬɟɧɢɟ, ɡɚɩɢɫɶ, ɫɨɡɞɚɧɢɟ ɮɚɣɥɚ) 
•R — ɞɨɫɬɭɩ ɬɨɥɶɤɨ ɧɚ ɱɬɟɧɢɟ 
•M — ɞɨɫɬɭɩ ɧɚ ɱɬɟɧɢɟ ɢ ɡɚɩɢɫɶ, ɛɟɡ ɜɨɡɦɨɠɧɨɫɬɢ ɫɨɡɞɚɧɢɹ ɧɨɜɨɝɨ ɮɚɣɥɚ 
ȼɵɫɬɪɨɢɜ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɬɚɛɥɢɰɭ, ɦɵ ɫɨɩɨɫɬɚɜɥɹɟɦ ɦɚɧɞɚɬɵ ɫ ɪɟɫɭɪɫɚɦɢ ɢ ɩɨɥɭɱɚɟɦ ɷɫɤɢɡ 
ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ.  
ɋɥɟɞɭɸɳɢɣ ɷɬɚɩ — ɜɧɟɞɪɟɧɢɟ. Ⱦɥɹ ɷɬɨɝɨ ɫɥɟɞɭɟɬ ɦɚɧɞɚɬɵ ɢɧɬɟɪɩɪɟɬɢɪɨɜɚɬɶ ɜ ɫɭɳɧɨɫɬɢ 
ɢɫɩɨɥɶɡɭɟɦɨɣ ɜɚɦɢ ɩɥɚɬɮɨɪɦɵ — ɬɨ ɟɫɬɶ ɪɚɫɫɬɚɜɢɬɶ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɩɪɚɜɚ ɝɪɭɩɩɚɦ, ɧɚɫɬɪɨɢɬɶ 
ɨɛɴɟɤɬɵ ɝɪɭɩɩɨɜɵɯ ɩɨɥɢɬɢɤ (ɟɫɥɢ ɪɟɱɶ ɢɞɟɬ ɨɛ Active Directory), ɫɨɡɞɚɬɶ ɫɩɢɫɤɢ ɞɨɫɬɭɩɚ ɧɚ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɯ, ɪɚɡɧɟɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɩɨ ɝɪɭɩɩɚɦ, ɩɪɢɫɜɨɢɬɶ ɢɦ IP-ɚɞɪɟɫɚ ɢɡ 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɯ ɞɢɚɩɚɡɨɧɨɜ ɢ ɬɚɤ ɞɚɥɟɟ. Ʉɨɧɤɪɟɬɧɵɟ ɲɚɝɢ ɡɚɜɢɫɹɬ ɨɬ ɢɫɩɨɥɶɡɭɟɦɵɯ ɩɥɚɬɮɨɪɦ, 
ɨɛɨɪɭɞɨɜɚɧɢɹ, ɨɩɵɬɚ ɫɢɫɬɟɦɧɨɝɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɢ ɬ.ɩ.  
 

ɏɨɞ ɪɚɛɨɬɵ: 

 
Ɂɚɞɚɱɚ1: ɋɨɫɬɚɜɢɬɶ ɦɚɬɪɢɰɭ ɞɨɫɬɭɩɚ. 
ɍɫɥɨɜɢɹ: ȼ ɤɨɦɩɚɧɢɢ ɢɦɟɸɬɫɹ ɨɬɞɟɥɵ: ɩɪɨɞɚɠ, ɫɦɟɬɧɵɣ, ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɵɣ. ɍ ɨɬɞɟɥɚ ɩɪɨɞɚɠ 
ɫɜɨɢ ɞɨɤɭɦɟɧɬɵ ɧɚ ɫɟɪɜɟɪɟ. ɂɯ ɞɨɥɠɧɵ ɢɦɟɬɶ ɩɪɚɜɨ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɢ ɪɟɞɚɤɬɢɪɨɜɚɬɶ ɛɭɯɝɚɥɬɟɪɢɹ 
(ɧɨ ɧɟ ɫɨɡɞɚɜɚɬɶ ɧɨɜɵɟ ɮɚɣɥɵ) ɢ ɬɨɥɶɤɨ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɫɦɟɬɧɵɣ ɨɬɞɟɥ. ɍ ɫɦɟɬɱɢɤɨɜ ɬɨɠɟ, ɢɯ 
ɞɨɥɠɧɚ ɢɦɟɬɶ ɩɪɚɜɨ ɫɦɨɬɪɟɬɶ ɛɭɯɝɚɥɬɟɪɢɹ. ɉɪɨɢɡɜɨɞɫɬɜɟɧɧɢɤɢ — ɚɧɚɥɨɝɢɱɧɨ. Ɋɭɤɨɜɨɞɫɬɜɭ ɧɚɞɨ 



ɜɢɞɟɬɶ ɜɫɺ. ɂ ɨɩɹɬɶ ɠɟ — ɫɜɨɹ ɩɚɩɤɚ ɧɚ ɫɟɪɜɟɪɟ, ɱɬɨɛ ɧɢɤɬɨ ɧɟ ɜɢɞɟɥ. ɑɬɨ ɤɚɫɚɟɬɫɹ ɢɧɬɟɪɧɟɬɚ — 
ɩɪɨɞɚɠɧɢɤɚɦ ɩɪɢɞɺɬɫɹ ɪɚɡɪɟɲɢɬɶ ɜɫɺ, ɤɪɨɦɟ ɜɢɞɟɨ. Ɋɭɤɨɜɨɞɫɬɜɭ ɬɨɠɟ. ɋɦɟɬɱɢɤɚɦ ɢ ɢɧɠɟɧɟɪɚɦ 
ɧɚ ɩɪɨɢɡɜɨɞɫɬɜɟ ɧɚɞɨ ɡɚɩɪɟɬɢɬɶ «ɨɞɧɨɤɥɚɫɫɧɢɤɢ», «ɜɤɨɧɬɚɤɬɵ» ɢ ɩɪɨɱɭɸ ɞɪɟɛɟɞɟɧɶ, ɜɢɞɟɨ. ɏɨɬɹ 
ɜɨɬ ɷɬɨɦɭ ɢɧɠɟɧɟɪɭ ɜɢɞɟɨ ɧɚɞɨ ɪɚɡɪɟɲɢɬɶ — ɨɧ ɬɚɦ ɤɚɤɢɟ-ɬɨ ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɟ ɩɪɨɰɟɫɫɵ 
ɫɦɨɬɪɢɬ. ɇɚ ɤɚɫɫɟ ɢɧɬɟɪɧɟɬɚ ɜɨɨɛɳɟ ɛɵɬɶ ɧɟ ɞɨɥɠɧɨ. Ȼɭɯɝɚɥɬɟɪɢɢ ɱɬɨ-ɬɨ ɡɚɩɪɟɳɚɬɶ — ɫɟɛɟ 
ɞɨɪɨɠɟ ɜɵɣɞɟɬ, ɧɨ ɫɬɚɠɺɪɭ ɬɨɠɟ ɡɚɪɟɡɚɬɶ ɜɫɺ ɛɚɥɨɜɫɬɜɨ. 
 
Ⱥɧɚɥɢɡ ɢ ɪɚɫɫɭɠɞɟɧɢɹ 
Ɉ ɦɚɧɞɚɬɚɯ. Ɇɵ ɦɨɠɟɦ ɹɜɧɨ ɜɵɞɟɥɢɬɶ ɦɚɧɞɚɬɵ ɨɬɞɟɥɨɜ, ɚ ɬɚɤɠɟ ɹɜɧɨ ɞɨɛɚɜɥɹɟɬɫɹ ɪɭɤɨɜɨɞɫɬɜɨ. 
ɋ ɛɭɯɝɚɥɬɟɪɢɟɣ ɫɥɨɠɧɟɟ — ɬɚɦ ɟɫɬɶ ɫɬɚɠɺɪ ɢ ɧɟ ɫɬɚɠɺɪɵ. ȼɩɪɨɱɟɦ, ɞɥɹ ɢɧɠɟɧɟɪɚ ɜ 
ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɨɦ ɨɬɞɟɥɟ ɬɨɠɟ ɧɚɞɨ ɩɪɟɞɭɫɦɨɬɪɟɬɶ ɦɚɧɞɚɬ. ȿɳɺ ɧɟɹɜɧɨ ɨɛɴɹɜɥɹɟɬɫɹ ɫɚɦ 
ɫɢɫɬɟɦɧɵɣ ɚɞɦɢɧɢɫɬɪɚɬɨɪ. Ⱦɥɹ ɨɝɪɚɧɢɱɟɧɧɨɝɨ ɞɨɫɬɭɩɚ ɥɭɱɲɟ ɜɵɛɢɪɚɬɶ ɧɢɡɲɢɣ ɨɛɳɢɣ ɭɪɨɜɟɧɶ, 
ɚ ɩɨɬɨɦ ɢɡɛɢɪɚɬɟɥɶɧɨ ɩɨɜɵɲɚɬɶ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ ɞɥɹ ɛɭɯɝɚɥɬɟɪɢɢ ɭ ɧɚɫ ɨɛɪɚɡɭɟɬɫɹ ɬɪɢ ɦɚɧɞɚɬɚ: 
«ɛɭɯɝɚɥɬɟɪɢɹ», «ɞɨɫɬɭɩ ɤ ɫɨɰɫɟɬɹɦ» ɢ «ɞɨɫɬɭɩ ɤ ɜɢɞɟɨ». Ⱦɥɹ ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɢɤɨɜ — 
«ɩɪɨɢɡɜɨɞɫɬɜɨ» ɢ ɨɩɹɬɶ ɠɟ «ɞɨɫɬɭɩ ɤ ɜɢɞɟɨ». Ⱦɥɹ ɤɚɫɫɵ (ɨɬɧɨɫɹɳɟɣɫɹ ɤ ɛɭɯɝɚɥɬɟɪɢɢ) ɩɪɢɞɺɬɫɹ 
ɫɧɨɜɚ ɫɞɟɥɚɬɶ ɩɨɧɢɠɟɧɢɟ ɭɪɨɜɧɹ ɦɚɧɞɚɬɨɜ: ɛɭɯɝɚɥɬɟɪɢɢ ɜɨɨɛɳɟ ɨɬɤɥɸɱɚɟɦ ɢɧɬɟɪɧɟɬ ɢ ɜɜɨɞɢɦ 
ɨɬɞɟɥɶɧɵɣ ɦɚɧɞɚɬ «ɢɧɬɟɪɧɟɬ». Ɋɭɤɨɜɨɞɫɬɜɭ ɢ ɫɢɫɬɟɦɧɨɦɭ ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɪɚɡɞɟɥɟɧɢɟ ɞɨɫɬɭɩɚ 
ɧɟ ɧɭɠɧɨ, ɞɥɹ ɨɩɬɢɦɢɡɚɰɢɢ ɦɵ ɦɨɠɟɦ ɜɜɟɫɬɢ ɜ ɦɚɬɪɢɰɭ ɨɬɞɟɥɶɧɵɣ ɪɟɫɭɪɫ. 
Ɉ ɪɟɫɭɪɫɚɯ. ɏɪɚɧɢɥɢɳɚ ɨɬɞɟɥɨɜ — ɨɱɟɜɢɞɧɵ. Ɉ ɞɨɫɬɭɩɟ ɤ ɢɧɬɟɪɧɟɬɭ — ɭ ɧɚɫ ɟɫɬɶ ɩɪɚɤɬɢɱɟɫɤɢ 5 
ɜɚɪɢɚɧɬɨɜ: ɛɟɡ ɢɧɬɟɪɧɟɬɚ, ɢɧɬɟɪɧɟɬ ɛɟɡ ɫɨɰɫɟɬɟɣ ɢ ɜɢɞɟɨ, ɢɧɬɟɪɧɟɬ ɛɟɡ ɫɨɰɫɟɬɟɣ, ɢɧɬɟɪɧɟɬ ɛɟɡ 
ɜɢɞɟɨ, ɢ ɩɨɥɧɵɣ ɢɧɬɟɪɧɟɬ. Ʌɨɝɢɱɧɨ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɫɞɟɥɚɬɶ ɢɧɬɟɪɧɟɬ ɫ ɨɝɪɚɧɢɱɟɧɢɹɦɢ ɩɥɸɫ ɞɜɚ 
ɨɬɞɟɥɶɧɵɯ ɪɟɫɭɪɫɚ: ɫɨɰɫɟɬɢ ɢ ɜɢɞɟɨ. ȼ ɨɛɳɟɦ-ɬɨ, ɧɟɤɨɬɨɪɵɟ ɪɟɫɭɪɫɵ ɜ ɞɚɧɧɨɦ ɩɪɢɦɟɪɟ 
ɜɵɪɨɞɢɥɢɫɶ ɜ ɨɬɞɟɥɶɧɵɟ ɦɚɧɞɚɬɵ, ɧɨ ɡɚɬɨ ɦɵ ɢɯ ɜɢɞɢɦ ɜ ɨɛɳɟɣ ɤɚɪɬɢɧɟ. 
 

Маɬɪица дɨɫɬɭɩа 
 

 
 

 

Ɂɚɞɚɱɚ 2. 
1. ɉɪɢɞɭɦɚɬɶ ɨɪɝɚɧɢɡɚɰɢɸ. 
2. ɋɨɫɬɚɜɢɬɶ ɫɩɢɫɨɤ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɪɚɫɩɪɟɞɟɥɢɬɶ ɢɯ ɩɨ ɝɪɭɩɩɚɦ 

ɎɂɈ Ⱦɨɥɠɧɨɫɬɶ Ƚɪɭɩɩɵ, ɱɟɪɟɡ 
ɡɚɩɹɬɭɸ 

   
3. ɋɨɫɬɚɜɢɬɶ ɫɩɢɫɨɤ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɪɟɫɭɪɫɨɜ – ɂɧɬɟɪɧɟɬ, Shares, ɉɪɢɤɚɡɵ, 1ɋ ɢɬɞ. 

ȼɫɟɝɨ 10 ɪɟɫɭɪɫɨɜ. 
4. ɋɨɫɬɚɜɢɬɶ ɦɚɬɪɢɰɭ ɞɨɫɬɭɩɚ 

 Ƚɪɭɩɩɚ1 Ƚɪɭɩɩɚ2 ….. 
Ɋɟɫɭɪɫ 1    



Ɋɟɫɭɪɫ 2    
 

5. ɋɨɫɬɚɜɢɬɶ ɝɪɚɮɢɤ ɪɚɛɨɬɵ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɪɟɫɭɪɫɨɜ – ɩɨ ɜɪɟɦɟɧɢ ɨɛɟɞɚ, ɧɨɱɧɨɟ 
ɜɪɟɦɹ, ɨɬɩɭɫɤɚ… 

6. ȼɵɜɨɞ. 
 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №10. 
Ɂɚɳɢɬɚ ɮɚɣɥɨɜɵɯ ɨɛɴɟɤɬɨɜ. 

ɐɟɥɶ: ɢɡɭɱɢɬɶ ɦɨɞɟɥɶ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ Windows, ɩɨɥɭɱɢɬɶ ɧɚɜɵɤɢ 
ɩɪɚɤɬɢɱɟɫɤɨɝɨ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɟɟ ɫɪɟɞɫɬɜ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ. 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

1. Ɉɫɧɨɜɧɵɟ ɫɜɟɞɟɧɢɹ 
 

1. Ʉɥɚɫɫɢɮɢɤɚɰɢɹ ɡɚɳɢɬɵ ɫɟɦɟɣɫɬɜɚ Ɉɋ Windows 
Ɂɚɳɢɬɚ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɵɯ ɞɚɧɧɵɯ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɹɜɥɹɟɬɫɹ ɜɚɠɧɟɣɲɢɦ 
ɮɚɤɬɨɪɨɦ ɭɫɩɟɲɧɨɝɨ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɥɸɛɨɣ ɦɧɨɝɨɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɣ ɫɢɫɬɟɦɵ.  
1.2. Иɞɟɧɬɢɮɢɤɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 
Ⱦɥɹ ɡɚɳɢɬɵ ɞɚɧɧɵɯ Windows ɢɫɩɨɥɶɡɭɟɬ ɫɥɟɞɭɸɳɢɟ ɨɫɧɨɜɧɵɟ ɦɟɯɚɧɢɡɦɵ: ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɢ 
ɚɜɬɨɪɢɡɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɚɭɞɢɬ ɫɨɛɵɬɢɣ ɜ ɫɢɫɬɟɦɟ, ɲɢɮɪɨɜɚɧɢɟ ɞɚɧɧɵɯ, ɩɨɞɞɟɪɠɤɚ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ, ɜɫɬɪɨɟɧɧɵɟ ɫɪɟɞɫɬɜɚ ɫɟɬɟɜɨɣ ɡɚɳɢɬɵ.  
Ɂɚɳɢɬɚ ɨɛɴɟɤɬɨɜ ɢ ɚɭɞɢɬ ɞɟɣɫɬɜɢɣ ɫ ɧɢɦɢ ɜ Ɉɋ Windows ɨɪɝɚɧɢɡɨɜɚɧɵ ɧɚ ɨɫɧɨɜɟ 
ɢɡɛɢɪɚɬɟɥɶɧɨɝɨ (ɞɢɫɤɪɟɰɢɨɧɧɨɝɨ) ɞɨɫɬɭɩɚ, ɤɨɝɞɚ ɩɪɚɜɚ ɞɨɫɬɭɩɚ (ɱɬɟɧɢɟ, ɡɚɩɢɫɶ, ɭɞɚɥɟɧɢɟ, 
ɢɡɦɟɧɟɧɢɟ ɚɬɪɢɛɭɬɨɜ) ɫɭɛɴɟɤɬɚ ɤ ɨɛɴɟɤɬɭ ɡɚɞɚɟɬɫɹ ɹɜɧɨ ɜ ɫɩɟɰɢɚɥɶɧɨɣ ɦɚɬɪɢɰɟ ɞɨɫɬɭɩɚ. Ⱦɥɹ 
ɭɤɪɭɩɧɟɧɢɹ ɦɚɬɪɢɰɵ ɩɨɥɶɡɨɜɚɬɟɥɢ ɦɨɝɭɬ ɨɛɴɟɞɢɧɹɬɶɫɹ ɜ ɝɪɭɩɩɵ. ɉɪɢ ɩɨɩɵɬɤɟ ɫɭɛɴɟɤɬɚ (ɨɞɧɨɝɨ 
ɢɡ ɩɨɬɨɤɨɜ ɩɪɨɰɟɫɫɚ, ɡɚɩɭɳɟɧɧɨɝɨ ɨɬ ɟɝɨ ɢɦɟɧɢ) ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ ɭɤɚɡɵɜɚɸɬɫɹ, ɤɚɤɢɟ 
ɨɩɟɪɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɫɨɛɢɪɚɟɬɫɹ ɜɵɩɨɥɧɹɬɶ ɫ ɨɛɴɟɤɬɨɦ. ȿɫɥɢ ɩɨɞɨɛɧɵɣ ɬɢɩ ɞɨɫɬɭɩɚ ɪɚɡɪɟɲɟɧ, 
ɩɨɬɨɤ ɩɨɥɭɱɚɟɬ ɨɩɢɫɚɬɟɥɶ (ɞɟɫɤɪɢɩɬɨɪ) ɨɛɴɟɤɬɚ ɢ ɜɫɟ ɩɨɬɨɤɢ ɩɪɨɰɟɫɫɚ ɦɨɝɭɬ ɜɵɩɨɥɧɹɬɶ 
ɨɩɟɪɚɰɢɢ ɫ ɧɢɦ. ɉɨɞɨɛɧɚɹ ɫɯɟɦɚ ɞɨɫɬɭɩɚ, ɨɱɟɜɢɞɧɨ, ɬɪɟɛɭɟɬ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɤɚɠɞɨɝɨ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɩɨɥɭɱɚɸɳɟɝɨ ɞɨɫɬɭɩ ɤ ɪɟɫɭɪɫɚɦ ɢ ɟɝɨ ɧɚɞɟɠɧɭɸ ɢɞɟɧɬɢɮɢɤɚɰɢɸ ɜ ɫɢɫɬɟɦɟ, ɚ 
ɬɚɤɠɟ ɦɟɯɚɧɢɡɦɨɜ ɨɩɢɫɚɧɢɹ ɩɪɚɜ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɝɪɭɩɩ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɫɢɫɬɟɦɟ, ɨɩɢɫɚɧɢɹ ɢ 
ɩɪɨɜɟɪɤɢ ɞɢɫɤɪɟɰɢɨɧɧɵɯ ɩɪɚɜ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɤ ɨɛɴɟɤɬɚɦ. Ɋɚɫɫɦɨɬɪɢɦ, ɤɚɤ ɜ Ɉɋ 
Windows ɨɪɝɚɧɢɡɨɜɚɧɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ ɢ ɚɜɬɨɪɢɡɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
S – R – I – S0 - S1 - … - Sn – RID 
ȼɫɟ ɞɟɣɫɬɜɭɸɳɢɟ ɜ ɫɢɫɬɟɦɟ ɨɛɴɟɤɬɵ (ɩɨɥɶɡɨɜɚɬɟɥɢ, ɝɪɭɩɩɵ, ɥɨɤɚɥɶɧɵɟ ɤɨɦɩɶɸɬɟɪɵ, ɞɨɦɟɧɵ) 
ɢɞɟɧɬɢɮɢɰɢɪɭɸɬɫɹ ɜ Windows ɧɟ ɩɨ ɢɦɟɧɚɦ, ɭɧɢɤɚɥɶɧɨɫɬɶ ɤɨɬɨɪɵɯ ɧɟ ɜɫɟɝɞɚ ɭɞɚɟɬɫɹ ɞɨɫɬɢɱɶ, ɚ 
ɩɨ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚɦ ɡɚɳɢɬɵ (Security Identifiers, SID). SID ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɱɢɫɥɨɜɨɟ 
ɡɧɚɱɟɧɢɟ ɩɟɪɟɦɟɧɧɨɣ ɞɥɢɧɵ: 
S - ɧɟɢɡɦɟɧɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɫɬɪɨɤɨɜɨɝɨ ɩɪɟɞɫɬɚɜɥɟɧɢɹ SID;  
R – ɭɪɨɜɟɧɶ ɪɟɜɢɡɢɢ (ɜɟɪɫɢɹ). ɇɚ ɫɟɝɨɞɧɹ 1.  
I - (identifier-authority) ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɩɨɥɧɨɦɨɱɢɣ . ɉɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ 48-ɛɢɬɧɭɸ ɫɬɪɨɤɭ, 
ɢɞɟɧɬɢɮɢɰɢɪɭɸɳɭɸ ɤɨɦɩɶɸɬɟɪ ɢɥɢ ɫɟɬɶ, ɤɨɬɨɪɵɣ(ɚɹ) ɜɵɞɚɥ SID ɨɛɴɟɤɬɭ. ȼɨɡɦɨɠɧɵɟ ɡɧɚɱɟɧɢɹ: 

 0 (SECURITY_NULL_SID_AUTHORITY) — ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɫɪɚɜɧɟɧɢɣ, ɤɨɝɞɚ 
ɧɟɢɡɜɟɫɬɧɵ ɩɨɥɧɨɦɨɱɢɹ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ; 

 1 (SECURITY_WORLD_SID_AUTHORITY) — ɩɪɢɦɟɧɹɸɬɫɹ ɞɥɹ ɤɨɧɫɬɪɭɢɪɨɜɚɧɢɹ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ SID, ɤɨɬɨɪɵɟ ɩɪɟɞɫɬɚɜɥɹɸɬ ɜɫɟɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ɇɚɩɪɢɦɟɪ, 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID ɞɥɹ ɝɪɭɩɩɵ Everyone (ȼɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ) — ɷɬɨ S-1-1-0; 

 2 (SECURITY_LOCAL_SID_AUTHORITY) — ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɩɨɫɬɪɨɟɧɢɹ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ SID, ɩɪɟɞɫɬɚɜɥɹɸɳɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɤɨɬɨɪɵɟ ɜɯɨɞɹɬ ɧɚ ɥɨɤɚɥɶɧɵɣ 
ɬɟɪɦɢɧɚɥ; 

 5 (SECURITY_NT_AUTHORITY) — ɫɚɦɚ ɨɩɟɪɚɰɢɨɧɧɚɹ ɫɢɫɬɟɦɚ. Ɍɨ ɟɫɬɶ, ɞɚɧɧɵɣ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɜɵɩɭɳɟɧ ɤɨɦɩɶɸɬɟɪɨɦ ɢɥɢ ɞɨɦɟɧɨɦ. 

Sn – 32-ɛɢɬɧɵɟ ɤɨɞɵ (ɤɨɥɱɟɫɬɜɨɦ 0 ɢ ɛɨɥɟɟ) ɫɭɛɚɝɟɧɬɨɜ, ɤɨɬɨɪɵɦ ɛɵɥɨ ɩɟɪɟɞɚɧɨ ɩɪɚɜɨ ɜɵɞɚɬɶ 
SID. Ɂɧɚɱɟɧɢɟ ɩɟɪɜɵɯ ɩɨɞɱɢɧɟɧɧɵɯ ɩɨɥɧɨɦɨɱɢɣ ɨɛɳɟɢɡɜɟɫɬɧɨ. Ɉɧɢ ɦɨɝɭɬ ɢɦɟɬɶ ɡɧɚɱɟɧɢɟ: 

 5 — ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ SID ɩɪɢɫɜɚɢɜɚɸɬɫɹ ɫɟɚɧɫɚɦ ɪɟɝɢɫɬɪɚɰɢɢ ɞɥɹ ɜɵɞɚɱɢ ɩɪɚɜ ɥɸɛɨɦɭ 
ɩɪɢɥɨɠɟɧɢɸ, ɡɚɩɭɫɤɚɟɦɨɦɭ ɜɨ ɜɪɟɦɹ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɫɟɚɧɫɚ ɪɟɝɢɫɬɪɚɰɢɢ. ɍ ɬɚɤɢɯ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɜ SID ɩɟɪɜɵɟ ɩɨɞɱɢɧɟɧɧɵɟ ɩɨɥɧɨɦɨɱɢɹ ɭɫɬɚɧɨɜɥɟɧɵ ɤɚɤ 5 ɢ ɩɪɢɧɢɦɚɸɬ 
ɮɨɪɦɭ S-1-5-5-x-y; 

 6 —ɤɨɝɞɚ ɩɪɨɰɟɫɫ ɪɟɝɢɫɬɪɢɪɭɟɬɫɹ ɤɚɤ ɫɥɭɠɛɚ, ɨɧ ɩɨɥɭɱɚɟɬ ɫɩɟɰɢɚɥɶɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
SID ɜ ɫɜɨɣ ɦɚɪɤɟɪ ɞɥɹ ɨɛɨɡɧɚɱɟɧɢɹ ɞɚɧɧɨɝɨ ɞɟɣɫɬɜɢɹ. ɗɬɨɬ ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID ɢɦɟɟɬ 
ɩɨɞɱɢɧɟɧɧɵɟ ɩɨɥɧɨɦɨɱɢɹ 6 ɢ ɜɫɟɝɞɚ ɛɭɞɟɬ S-1-5-6; 



 21 (SECURITY_NT_NON_UNIQUE) — ɨɛɨɡɧɚɱɚɸɬ ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ 
ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID ɤɨɦɩɶɸɬɟɪɚ, ɤɨɬɨɪɵɟ ɧɟ ɹɜɥɹɸɬɫɹ ɭɧɢɤɚɥɶɧɵɦɢ ɜ ɝɥɨɛɚɥɶɧɨɦ 
ɦɚɫɲɬɚɛɟ; 

 32 (SECURITY_BUILTIN_DOMAIN_RID) — ɨɛɨɡɧɚɱɚɸɬ ɜɫɬɪɨɟɧɧɵɟ ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ 
SID. ɇɚɩɪɢɦɟɪ, ɢɡɜɟɫɬɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID ɞɥɹ ɜɫɬɪɨɟɧɧɨɣ ɝɪɭɩɩɵ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɜ 
S-1-5-32-544; 

 80 (SECURITY_SERVICE_ID_BASE_RID) — ɨɛɨɡɧɚɱɚɸɬ ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID, ɤɨɬɨɪɵɣ 
ɩɪɢɧɚɞɥɟɠɢɬ ɫɥɭɠɛɟ. 

Ɉɫɬɚɥɶɧɵɟ ɩɨɞɱɢɧɟɧɧɵɟ ɩɨɥɧɨɦɨɱɢɹ ɢɞɟɧɬɢɮɢɤɚɬɨɪɚ ɫɨɜɦɟɫɬɧɨ ɨɛɨɡɧɚɱɚɸɬ ɞɨɦɟɧ ɢɥɢ 
ɤɨɦɩɶɸɬɟɪ, ɤɨɬɨɪɵɣ ɢɡɞɚɥ ɢɞɟɧɬɢɮɢɤɚɬɨɪ SID. 
RID – 32-ɛɢɬɧɵɣ ɨɬɧɨɫɢɬɟɥɶɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ. Ɉɧ ɹɜɥɹɟɬɫɹ ɹɜɥɹɟɬɫɹ ɢɞɟɧɬɢɮɢɤɚɬɨɪɨɦ 
ɭɧɢɤɚɥɶɧɨɝɨ ɨɛɴɟɤɬɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɨɛɥɚɫɬɢ, ɞɥɹ ɤɨɬɨɪɨɣ ɛɵɥ ɨɩɪɟɞɟɥɟɧ SID. ɇɚɩɪɢɦɟɪ, 500 — 
ɨɛɨɡɧɚɱɚɟɬ ɜɫɬɪɨɟɧɧɭɸ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ Administrator, 501 — ɨɛɨɡɧɚɱɚɟɬ ɜɫɬɪɨɟɧɧɭɸ ɭɱɟɬɧɭɸ 
ɡɚɩɢɫɶ Guest, ɚ 502 — RID ɞɥɹ ɛɢɥɟɬɚ ɧɚ ɩɨɥɭɱɟɧɢɟ ɛɢɥɟɬɨɜ ɩɪɨɬɨɤɨɥɚ Kerberos . 
ɉɪɢ ɝɟɧɟɪɚɰɢɢ SID Windows ɢɫɩɨɥɶɡɭɟɬ ɝɟɧɟɪɚɬɨɪ ɫɥɭɱɚɣɧɵɯ ɱɢɫɟɥ, ɱɬɨɛɵ ɨɛɟɫɩɟɱɢɬɶ 
ɭɧɢɤɚɥɶɧɨɫɬɶ SID ɞɥɹ ɤɚɠɞɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱦɥɹ ɧɟɤɨɬɨɪɨɝɨ ɩɪɨɢɡɜɨɥɶɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ SID 
ɦɨɠɟɬ ɜɵɝɥɹɞɟɬɶ ɬɚɤ: 
S-1-5-21-789336058-484763869-725345543-1003  
ɉɪɟɞɨɩɪɟɞɟɥɟɧɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɢ ɝɪɭɩɩɚɦ Windows ɜɵɞɚɟɬ ɯɚɪɚɤɬɟɪɧɵɟ SID, ɫɨɫɬɨɹɳɢɟ ɢɡ 
SID ɤɨɦɩɶɸɬɟɪɚ ɢɥɢ ɞɨɦɟɧɚ ɢ ɩɪɟɞɨɩɪɟɞɟɥɟɧɧɨɝɨ RID. ȼ ɬɚɛɥɢɰɟ 1 ɩɪɢɜɟɞɟɧ ɩɟɪɟɱɟɧɶ 
ɧɟɤɨɬɨɪɵɯ ɨɛɳɟɢɡɜɟɫɬɧɵɯ SID. 
Ɍɚɛɥɢɰɚ 1. Ɉɛɳɟɢɡɜɟɫɬɧɵɟ SID Windows 

SID ɇɚɡɜɚɧɢɟ Ɉɩɢɫɚɧɢɟ 

S-1-1-0 ȼɫɟ Ƚɪɭɩɩɚ, ɜ ɤɨɬɨɪɭɸ ɜɯɨɞɹɬ ɜɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ 

S-1-5-2 ɋɟɬɶ Ƚɪɭɩɩɚ, ɜ ɤɨɬɨɪɭɸ ɜɯɨɞɹɬ ɜɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ, 
ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɜɲɢɟɫɹ ɜ ɫɢɫɬɟɦɟ ɢɡ ɫɟɬɢ 

S-1-5-7 Ⱥɧɨɧɢɦɧɵɣ ɜɯɨɞ Ƚɪɭɩɩɚ, ɜ ɤɨɬɨɪɭɸ ɜɯɨɞɹɬ ɜɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ, 
ɜɨɲɟɞɲɢɟ ɜ ɫɢɫɬɟɦɭ ɚɧɨɧɢɦɧɨ  

S-1-5-ɞɨɦɟɧ-500 Ⱥɞɦɢɧɢɫɬɪɚɬɨɪ ɍɱɟɬɧɚɹ ɡɚɩɢɫɶ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɫɢɫɬɟɦɵ. ɉɨ 
ɭɦɨɥɱɚɧɢɸ ɬɨɥɶɤɨ ɷɬɚ ɡɚɩɢɫɶ ɨɛɟɫɩɟɱɢɜɚɟɬ ɩɨɥɧɵɣ 
ɤɨɧɬɪɨɥɶ ɫɢɫɬɟɦɵ 

S-1-5-ɞɨɦɟɧ-501 Ƚɨɫɬɶ ɍɱɟɬɧɚɹ ɡɚɩɢɫɶ ɩɨɥɶɡɨɜɚɬɟɥɹ-ɝɨɫɬɹ 

ɉɨɥɧɵɣ ɫɩɢɫɨɤ ɨɛɳɟɢɡɜɟɫɬɧɵɯ SID ɦɨɠɧɨ ɩɨɫɦɨɬɪɟɬɶ ɜ ɞɨɤɭɦɟɧɬɚɰɢɢ Platform SDK. ɍɡɧɚɬɶ 
SID ɤɨɧɤɪɟɬɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɟ, ɚ ɬɚɤɠɟ SID ɝɪɭɩɩ, ɜ ɤɨɬɨɪɵɟ ɨɧ ɜɤɥɸɱɟɧ, ɦɨɠɧɨ, 
ɢɫɩɨɥɶɡɭɹ ɤɨɧɫɨɥɶɧɭɸ ɤɨɦɚɧɞɭ whoami: 
whoami /user   
ɋɨɨɬɜɟɬɫɬɜɢɟ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɟɝɨ SID ɦɨɠɧɨ ɨɬɫɥɟɞɢɬɶ ɬɚɤɠɟ ɜ ɤɥɸɱɟ ɪɟɟɫɬɪɚ 
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ɉɨɫɥɟ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɪɨɰɟɫɫɨɦ Winlogon, ɜɫɟ ɩɪɨɰɟɫɫɵ, ɡɚɩɭɳɟɧɧɵɟ ɨɬ ɢɦɟɧɢ 
ɷɬɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɛɭɞɭɬ ɢɞɟɧɬɢɮɢɰɢɪɨɜɚɬɶɫɹ ɫɩɟɰɢɚɥɶɧɵɦ ɨɛɴɟɤɬɨɦ, ɧɚɡɵɜɚɟɦɵɦ ɦɚɪɤɟɪɨɦ 
ɞɨɫɬɭɩɚ (access token). ȿɫɥɢ ɩɪɨɰɟɫɫ ɩɨɥɶɡɨɜɚɬɟɥɹ ɡɚɩɭɫɤɚɟɬ ɞɨɱɟɪɧɢɣ ɩɪɨɰɟɫɫ, ɬɨ ɟɝɨ ɦɚɪɤɟɪ 
ɧɚɫɥɟɞɭɸɬɫɹ, ɩɨɷɬɨɦɭ ɦɚɪɤɟɪ ɞɨɫɬɭɩɚ ɨɥɢɰɟɬɜɨɪɹɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ ɞɥɹ ɫɢɫɬɟɦɵ ɜ ɤɚɠɞɨɦ 
ɡɚɩɭɳɟɧɧɨɦ ɨɬ ɟɝɨ ɢɦɟɧɢ ɩɪɨɰɟɫɫɟ. Ɉɫɧɨɜɧɵɟ ɷɥɟɦɟɧɬɵ ɦɚɪɤɟɪɚ ɩɪɟɞɫɬɚɜɥɟɧɵ ɧɚ ɪɢɫ. 1. 
SID 

ɩɨɥɶɡɨɜɚɬɟɥɹ 
SID1 … SIDn 
ɂɞɟɧɬɢɮɢɤɚɬɨɪɵ ɝɪɭɩɩ 
ɩɨɥɶɡɨɜɚɬɟɥɹ 

DACL ɩɨ 
ɭɦɨɥɱɚɧɢɸ 

ɉɪɢɜɢɥɟɝɢɢ ɉɪɨɱɢɟ 
ɩɚɪɚɦɟɬɪɵ 

Ɋɢɫɭɧɨɤ 1. Ɉɛɨɛɳɟɧɧɚɹ ɫɬɪɭɤɬɭɪɚ ɦɚɪɤɟɪɚ ɞɨɫɬɭɩɚ. 
Ɇɚɪɤɟɪ ɞɨɫɬɭɩɚ ɫɨɞɟɪɠɢɬ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɞɨɫɬɭɩɚ ɫɚɦɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɜɫɟɯ ɝɪɭɩɩ, ɜ ɤɨɬɨɪɵɟ 
ɨɧ ɜɤɥɸɱɟɧ. ȼ ɦɚɪɤɟɪ ɜɤɥɸɱɟɧ ɬɚɤɠɟ DACL ɩɨ ɭɦɨɥɱɚɧɢɸ - ɩɟɪɜɨɧɚɱɚɥɶɧɵɣ ɫɩɢɫɨɤ ɩɪɚɜ 
ɞɨɫɬɭɩɚ, ɤɨɬɨɪɵɣ ɩɪɢɫɨɟɞɢɧɹɟɬɫɹ ɤ ɫɨɡɞɚɜɚɟɦɵɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɨɛɴɟɤɬɚɦ. ȿɳɟ ɨɞɧɚ ɜɚɠɧɚɹ ɞɥɹ 
ɨɩɪɟɞɟɥɟɧɢɹ ɩɪɚɜ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɟ ɱɚɫɬɶ ɦɚɪɤɟɪɚ – ɫɩɢɫɨɤ ɟɝɨ ɩɪɢɜɢɥɟɝɢɣ. ɉɪɢɜɢɥɟɝɢɢ - 
ɷɬɨ ɩɪɚɜɚ ɞɨɜɟɪɟɧɧɨɝɨ ɨɛɴɟɤɬɚ ɧɚ ɫɨɜɟɪɲɟɧɢɟ ɤɚɤɢɯ-ɥɢɛɨ ɞɟɣɫɬɜɢɣ ɩɨ ɨɬɧɨɲɟɧɢɸ ɤɨ ɜɫɟɣ 



ɫɢɫɬɟɦɟ. ȼ ɬɚɛɥɢɰɟ 2 ɩɟɪɟɱɢɫɥɟɧɵ ɧɟɤɨɬɨɪɵɟ ɩɪɢɜɢɥɟɝɢɢ, ɤɨɬɨɪɵɟ ɦɨɝɭɬ ɛɵɬɶ ɩɪɟɞɨɫɬɚɜɥɟɧɵ 
ɩɨɥɶɡɨɜɚɬɟɥɸ. 
Ɍɚɛɥɢɰɚ 2. ɉɪɢɜɢɥɟɝɢɢ, ɤɨɬɨɪɵɦɢ ɦɨɝɭɬ ɛɵɬɶ ɧɚɞɟɥɟɧɵ ɩɨɥɶɡɨɜɚɬɟɥɢ 

ɂɦɹ ɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ 
ɩɪɢɜɢɥɟɝɢɢ 

Ɉɩɢɫɚɧɢɟ ɩɪɢɜɢɥɟɝɢɢ 

ɍɜɟɥɢɱɟɧɢɟ ɩɪɢɨɪɢɬɟɬɚ 
ɞɢɫɩɟɬɱɢɪɨɜɚɧɢɹ 
SeIncreaseBasePriorityPrivilege 

ɉɨɥɶɡɨɜɚɬɟɥɶ, ɨɛɥɚɞɚɸɳɢɣ ɞɚɧɧɨɣ ɩɪɢɜɢɥɟɝɢɟɣ ɦɨɠɟɬ 
ɢɡɦɟɧɹɬɶ ɩɪɢɨɪɢɬɟɬ ɞɢɫɩɟɬɱɢɪɨɜɚɧɢɹ ɩɪɨɰɟɫɫɚ ɫ ɩɨɦɨɳɶɸ 
ɢɧɬɟɪɮɟɣɫɚ Ⱦɢɫɩɟɬɱɟɪɚ ɡɚɞɚɱ 

Ɂɚɤɪɟɩɥɟɧɢɟ ɫɬɪɚɧɢɰ ɜ 
ɩɚɦɹɬɢ 
SeLockMemoryPrivilege 

ɉɪɨɰɟɫɫ ɩɨɥɭɱɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɯɪɚɧɢɬɶ ɞɚɧɧɵɟ ɜ ɮɢɡɢɱɟɫɤɨɣ 
ɩɚɦɹɬɢ, ɧɟ ɩɪɢɛɟɝɚɹ ɤ ɤɷɲɢɪɨɜɚɧɢɸ ɞɚɧɧɵɯ ɜ ɜɢɪɬɭɚɥɶɧɨɣ 
ɩɚɦɹɬɢ ɧɚ ɞɢɫɤɟ. 

ɍɩɪɚɜɥɟɧɢɟ ɚɭɞɢɬɨɦ ɢ 
ɠɭɪɧɚɥɨɦ ɛɟɡɨɩɚɫɧɨɫɬɢ 
SeAuditPrivilege 

ɉɨɥɶɡɨɜɚɬɟɥɶ ɩɨɥɭɱɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɭɤɚɡɵɜɚɬɶ ɩɚɪɚɦɟɬɪɵ 
ɚɭɞɢɬɚ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɭ ɞɥɹ ɨɬɞɟɥɶɧɵɯ ɪɟɫɭɪɫɨɜ, ɬɚɤɢɯ ɤɚɤ 
ɮɚɣɥɵ, ɨɛɴɟɤɬɵ Active Directory ɢ ɪɚɡɞɟɥɵ ɪɟɟɫɬɪɚ. 

Ɉɜɥɚɞɟɧɢɟ ɮɚɣɥɚɦɢ ɢɥɢ 
ɢɧɵɦɢ ɨɛɴɟɤɬɚɦɢ 
SeTakeOwnershipPrivilege 

ɉɨɥɶɡɨɜɚɬɟɥɶ ɩɨɥɭɱɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɫɬɚɧɨɜɢɬɶɫɹ ɜɥɚɞɟɥɶɰɟɦ 
ɥɸɛɵɯ ɨɛɴɟɤɬɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɢɫɬɟɦɵ, ɜɤɥɸɱɚɹ ɨɛɴɟɤɬɵ 
Active Directory, ɮɚɣɥɵ ɢ ɩɚɩɤɢ NTFS, ɩɪɢɧɬɟɪɵ, ɪɚɡɞɟɥɵ 
ɪɟɟɫɬɪɚ, ɫɥɭɠɛɵ, ɩɪɨɰɟɫɫɵ ɢ ɩɨɬɨɤɢ 

Ɂɚɜɟɪɲɟɧɢɟ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ  
SeShutdownPrivilege 

ɉɨɥɶɡɨɜɚɬɟɥɶ ɩɨɥɭɱɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɡɚɜɟɪɲɚɬɶ ɪɚɛɨɬɭ 
ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ ɧɚ ɥɨɤɚɥɶɧɨɦ ɤɨɦɩɶɸɬɟɪɟ 

Ɉɛɯɨɞ ɩɟɪɟɤɪɟɫɬɧɨɣ 
ɩɪɨɜɟɪɤɢ 
SeChangeNotifyPrivilege 

ɂɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɨɛɯɨɞɚ ɩɪɨɜɟɪɤɢ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ 
ɩɪɨɦɟɠɭɬɨɱɧɵɯ ɤɚɬɚɥɨɝɨɜ ɩɪɢ ɩɪɨɯɨɞɟ ɦɧɨɝɨɭɪɨɜɧɟɜɵɯ 
ɤɚɬɚɥɨɝɨɜ 

ɍɩɪɚɜɥɟɧɢɟ ɩɪɢɜɢɥɟɝɢɹɦɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜ ɨɫɧɚɫɬɤɟ «Ƚɪɭɩɩɨɜɚɹ ɩɨɥɢɬɢɤɚ», 
ɪɚɡɞɟɥ Ʉɨɧɮɢɝɭɪɚɰɢɹ Windows/Ʌɨɤɚɥɶɧɵɟ ɩɨɥɢɬɢɤɢ/ɇɚɡɧɚɱɟɧɢɟ ɩɪɚɜ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
ɑɬɨɛɵ ɩɨɫɦɨɬɪɟɬɶ ɩɪɢɜɢɥɟɝɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɦɨɠɧɨ ɬɚɤɠɟ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɨɦɚɧɞɭ  
whoami /all 
Ɉɫɬɚɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɦɚɪɤɟɪɚ ɧɨɫɹɬ ɢɧɮɨɪɦɚɰɢɨɧɧɵɣ ɯɚɪɚɤɬɟɪ ɢ ɨɩɪɟɞɟɥɹɸɬ, ɧɚɩɪɢɦɟɪ, ɤɚɤɚɹ 
ɩɨɞɫɢɫɬɟɦɚ ɫɨɡɞɚɥɚ ɦɚɪɤɟɪ, ɭɧɢɤɚɥɶɧɵɣ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɦɚɪɤɟɪɚ, ɜɪɟɦɹ ɟɝɨ ɞɟɣɫɬɜɢɹ. 
ɇɟɨɛɯɨɞɢɦɨ ɬɚɤɠɟ ɨɬɦɟɬɢɬɶ ɜɨɡɦɨɠɧɨɫɬɶ ɫɨɡɞɚɧɢɹ ɨɝɪɚɧɢɱɟɧɧɵɯ ɦɚɪɤɟɪɨɜ (restricted token), 
ɤɨɬɨɪɵɟ ɨɬɥɢɱɚɸɬɫɹ ɨɬ ɨɛɵɱɧɵɯ ɬɟɦ, ɱɬɨ ɢɡ ɧɢɯ ɭɞɚɥɹɸɬɫɹ ɧɟɤɨɬɨɪɵɟ ɩɪɢɜɢɥɟɝɢɢ ɢ ɟɝɨ SID-
ɢɞɟɬɢɮɢɤɚɬɨɪɵ ɩɪɨɜɟɪɹɸɬɫɹ ɬɨɥɶɤɨ ɧɚ ɡɚɩɪɟɳɚɸɳɢɟ ɩɪɚɜɢɥɚ. ɋɨɡɞɚɬɶ ɨɝɪɚɧɢɱɟɧɧɵɣ ɦɚɪɤɟɪ 
ɦɨɠɧɨ ɩɪɨɝɪɚɦɦɧɨ, ɢɫɩɨɥɶɡɭɹ API-ɮɭɧɤɰɢɸ CreateRestrictedToken, ɚ ɦɨɠɧɨ ɡɚɩɭɫɬɢɬɶ ɩɪɨɰɟɫɫ 
ɫ ɨɝɪɚɧɢɱɟɧɧɵɦ ɦɚɪɤɟɪɨɦ, ɢɫɩɨɥɶɡɭɹ ɩɭɧɤɬ ɤɨɧɬɟɤɫɬɧɨɝɨ ɦɟɧɸ Windows ―Ɂɚɩɭɫɤ ɨɬ ɢɦɟɧɢ…‖ 
ɢ ɨɬɦɟɬɢɜ ɩɭɧɤɬ ―Ɂɚɳɢɬɢɬɶ ɤɨɦɩɶɸɬɟɪ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɯ ɞɟɣɫɬɜɢɣ ɷɬɨɣ 
ɩɪɨɝɪɚɦɦɵ‖ (ɪɢɫ.2). 

 
Ɋɢɫɭɧɨɤ 2. Ɂɚɩɭɫɤ ɩɪɨɰɟɫɫɚ ɫ ɨɝɪɚɧɢɱɟɧɧɵɦ ɦɚɪɤɟɪɨɦ 
Ɉɝɪɚɧɢɱɟɧɧɵɟ ɦɚɪɤɟɪɵ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɩɪɨɰɟɫɫɨɜ, ɩɨɞɦɟɧɹɸɳɢɯ ɤɥɢɟɧɬɚ ɢ ɜɵɩɨɥɧɹɸɳɢɯ 
ɧɟɛɟɡɨɩɚɫɧɵɣ ɤɨɞ.  



Ɇɚɪɤɟɪ ɞɨɫɬɭɩɚ ɦɨɠɟɬ ɛɵɬɶ ɫɨɡɞɚɧ ɧɟ ɬɨɥɶɤɨ ɩɪɢ ɩɟɪɜɨɧɚɱɚɥɶɧɨɦ ɜɯɨɞɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɢɫɬɟɦɭ. 
Windows ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɡɚɩɭɫɤɚ ɩɪɨɰɟɫɫɨɜ ɨɬ ɢɦɟɧɢ ɞɪɭɝɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, 
ɫɨɡɞɚɜɚɹ ɞɥɹ ɷɬɢɯ ɩɪɨɰɟɫɫɨɜ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɦɚɪɤɟɪ. Ⱦɥɹ ɷɬɢɯ ɰɟɥɟɣ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ: 
- API-ɮɭɧɤɰɢɢ CreateProcessAsUser, CreateProcessWithLogon; 
- ɨɤɨɧɧɵɣ ɢɧɬɟɪɮɟɣɫ (ɪɢɫ.2), ɢɧɢɰɢɚɥɢɡɢɪɭɸɳɢɣɫɹ ɩɪɢ ɜɵɛɨɪɟ ɩɭɧɤɬɚ ɤɨɧɬɟɤɫɬɧɨɝɨ ɦɟɧɸ 
―Ɂɚɩɭɫɤ ɨɬ ɢɦɟɧɢ…‖; 
- ɤɨɧɫɨɥɶɧɭɸ ɤɨɦɚɧɞɭ runas: 
runas /user:ɢɦɹ_ɩɨɥɶɡɨɜɚɬɟɥɹ program , 
ɝɞɟ ɢɦɹ_ɩɨɥɶɡɨɜɚɬɟɥɹ - ɢɦɹ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɚɹ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɧɚ ɞɥɹ 
ɡɚɩɭɫɤɚ ɩɪɨɝɪɚɦɦɵ ɜ ɮɨɪɦɚɬɟ ɩɨɥɶɡɨɜɚɬɟɥɶ@ɞɨɦɟɧ ɢɥɢ ɞɨɦɟɧ\ɩɨɥɶɡɨɜɚ-ɬɟɥɶ; 
program – ɤɨɦɚɧɞɚ ɢɥɢ ɩɪɨɝɪɚɦɦɚ, ɤɨɬɨɪɚɹ ɛɭɞɟɬ ɡɚɩɭɳɟɧɚ ɫ ɩɨɦɨɳɶɸ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ, 
ɭɤɚɡɚɧɧɨɣ ɜ ɩɚɪɚɦɟɬɪɟ /user. 
ȼ ɥɸɛɨɦ ɜɚɪɢɚɧɬɟ ɡɚɩɭɫɤɚ ɩɪɨɰɟɫɫɚ ɨɬ ɢɦɟɧɢ ɞɪɭɝɨɣ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɧɟɨɛɯɨɞɢɦɨ ɡɚɞɚɬɶ ɟɟ 
ɩɚɪɨɥɶ. 
1.3. Ɂɚɳɢɬɚ ɨɛɴɟɤɬɨɜ ɫɢɫɬɟɦɵ. 
Ɇɚɪɤɟɪ ɞɨɫɬɭɩɚ ɢɞɟɧɬɢɮɢɰɢɪɭɟɬ ɫɭɛɴɟɤɬɨɜ-ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɫɢɫɬɟɦɵ. ɋ ɞɪɭɝɨɣ ɫɬɨɪɨɧɵ, ɤɚɠɞɵɣ 
ɨɛɴɟɤɬ ɫɢɫɬɟɦɵ, ɬɪɟɛɭɸɳɢɣ ɡɚɳɢɬɵ, ɫɨɞɟɪɠɢɬ ɨɩɢɫɚɧɢɟ ɩɪɚɜ ɞɨɫɬɭɩɚ ɤ ɧɟɦɭ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
Ⱦɥɹ ɷɬɢɯ ɰɟɥɟɣ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɟɫɤɪɢɩɬɨɪ ɛɟɡɨɩɚɫɧɨɫɬɢ (Security Descriptor, SD). Ʉɚɠɞɨɦɭ 
ɨɛɴɟɤɬɭ ɫɢɫɬɟɦɵ,ɜɤɥɸɱɚɹ ɮɚɣɥɵ, ɩɪɢɧɬɟɪɵ, ɫɟɬɟɜɵɟ ɫɥɭɠɛɵ, ɤɨɧɬɟɣɧɟɪɵ Active Directory ɢ 
ɞɪɭɝɢɟ, ɩɪɢɫɜɚɢɜɚɟɬɫɹ ɞɟɫɤɪɢɩɬɨɪ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɤɨɬɨɪɵɣ ɨɩɪɟɞɟɥɹɟɬ ɩɪɚɜɚ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɭ ɢ 
ɫɨɞɟɪɠɢɬ ɫɥɟɞɭɸɳɢɟ ɨɫɧɨɜɧɵɟ ɚɬɪɢɛɭɬɵ (ɪɢɫ.3): 
- SID ɜɥɚɞɟɥɶɰɚ, ɢɞɟɧɬɢɮɢɰɢɪɭɸɳɢɣ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ ɩɨɥɶɡɨɜɚɬɟɥɹ-ɜɥɚɞɟɥɶɰɚ ɨɛɴɟɤɬɚ; 
- ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɣ ɫɩɢɫɨɤ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ (Discretionary Access Control List, DACL), 
ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɹɟɬ ɨɬɫɥɟɠɢɜɚɬɶ ɩɪɚɜɚ ɢ ɨɝɪɚɧɢɱɟɧɢɹ, ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɜɥɚɞɟɥɶɰɟɦ ɞɚɧɧɨɝɨ 
ɨɛɴɟɤɬɚ. DACL ɦɨɠɟɬ ɛɵɬɶ ɢɡɦɟɧɟɧ ɩɨɥɶɡɨɜɚɬɟɥɟɦ, ɤɨɬɨɪɵɣ ɭɤɚɡɚɧ ɤɚɤ ɬɟɤɭɳɢɣ ɜɥɚɞɟɥɟɰ 
ɨɛɴɟɤɬɚ. 
- ɫɢɫɬɟɦɧɵɣ ɫɩɢɫɨɤ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ (System Access Control List, SACL), ɨɩɪɟɞɟɥɹɸɳɢɣ 
ɩɟɪɟɱɟɧɶ ɞɟɣɫɬɜɢɣ ɧɚɞ ɨɛɴɟɤɬɨɦ, ɩɨɞɥɟɠɚɳɢɯ ɚɭɞɢɬɭ; 
- ɮɥɚɝɢ, ɡɚɞɚɸɳɢɟ ɚɬɪɢɛɭɬɵ ɨɛɴɟɤɬɚ.  
Ⱥɜɬɨɪɢɡɚɰɢɹ Windows ɨɫɧɨɜɚɧɚ ɧɚ ɫɨɩɨɫɬɚɜɥɟɧɢɢ ɦɚɪɤɟɪɚ ɞɨɫɬɭɩɚ ɫɭɛɴɟɤɬɚ ɫ ɞɟɫɤɪɢɩɬɨɪɨɦ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɛɴɟɤɬɚ. ɍɩɪɚɜɥɹɹ ɫɜɨɣɫɬɜɚɦɢ ɨɛɴɟɤɬɚ, ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ ɦɨɝɭɬ ɭɫɬɚɧɚɜɥɢɜɚɬɶ 
ɪɚɡɪɟɲɟɧɢɹ, ɧɚɡɧɚɱɚɬɶ ɩɪɚɜɨ ɜɥɚɞɟɧɢɹ ɢ ɨɬɫɥɟɠɢɜɚɬɶ ɞɨɫɬɭɩ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 

 
ɋɩɢɫɨɤ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ ɫɨɞɟɪɠɢɬ ɧɚɛɨɪ ɷɥɟɦɟɧɬɨɜ (Access Control Entries, ACE). ȼ DACL 
ɤɚɠɞɵɣ ACE ɫɨɫɬɨɢɬ ɢɡ ɱɟɬɵɪɟɯ ɱɚɫɬɟɣ: ɜ ɩɟɪɜɨɣ ɭɤɚɡɵɜɚɸɬɫɹ ɩɨɥɶɡɨɜɚɬɟɥɢ ɢɥɢ ɝɪɭɩɩɵ, ɤ 
ɤɨɬɨɪɵɦ ɨɬɧɨɫɢɬɫɹ ɞɚɧɧɚɹ ɡɚɩɢɫɶ, ɜɨ ɜɬɨɪɨɣ – ɩɪɚɜɚ ɞɨɫɬɭɩɚ, ɚ ɬɪɟɬɶɹ ɢɧɮɨɪɦɢɪɭɟɬ ɨ ɬɨɦ, 
ɩɪɟɞɨɫɬɚɜɥɹɸɬɫɹ ɷɬɢ ɩɪɚɜɚ ɢɥɢ ɨɬɛɢɪɚɸɬɫɹ. ɑɟɬɜɟɪɬɚɹ ɱɚɫɬɶ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɧɚɛɨɪ ɮɥɚɝɨɜ, 
ɨɩɪɟɞɟɥɹɸɳɢɯ, ɤɚɤ ɞɚɧɧɚɹ ɡɚɩɢɫɶ ɛɭɞɟɬ ɧɚɫɥɟɞɨɜɚɬɶɫɹ ɜɥɨɠɟɧɧɵɦɢ ɨɛɴɟɤɬɚɦɢ (ɚɤɬɭɚɥɶɧɨ, 
ɧɚɩɪɢɦɟɪ, ɞɥɹ ɩɚɩɨɤ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ, ɪɚɡɞɟɥɨɜ ɪɟɟɫɬɪɚ).  
ȿɫɥɢ ɫɩɢɫɨɤ ACE ɜ DACL ɩɭɫɬ, ɤ ɧɟɦɭ ɧɟɬ ɞɨɫɬɭɩɚ ɧɢ ɭ ɨɞɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ (ɬɨɥɶɤɨ ɭ 
ɜɥɚɞɟɥɶɰɚ ɧɚ ɢɡɦɟɧɟɧɢɟ DACL). ȿɫɥɢ ɨɬɫɭɬɫɬɜɭɟɬ ɫɚɦ DACL ɜ SD ɨɛɴɟɤɬɚ – ɩɨɥɧɵɣ ɞɨɫɬɭɩ ɤ 
ɧɟɦɭ ɢɦɟɸɬ ɜɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ.  
ȿɫɥɢ ɤɚɤɨɣ-ɥɢɛɨ ɩɨɬɨɤ ɡɚɩɪɨɫɢɥ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ, ɩɨɞɫɢɫɬɟɦɚ SRM ɨɫɭɳɟɫɬɜɥɹɟɬ ɩɪɨɜɟɪɤɭ ɩɪɚɜ 
ɩɨɥɶɡɨɜɚɬɟɥɹ, ɡɚɩɭɫɬɢɜɲɟɝɨ ɩɨɬɨɤ, ɧɚ ɞɚɧɧɵɣ ɨɛɴɟɤɬ, ɩɪɨɫɦɚɬɪɢɜɚɹ ɟɝɨ ɫɩɢɫɨɤ DACL. ɉɪɨɜɟɪɤɚ 
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɞɨ ɩɨɹɜɥɟɧɢɹ ɪɚɡɪɟɲɚɸɳɢɯ ɩɪɚɜ ɧɚ ɜɫɟ ɡɚɩɪɨɲɟɧɧɵɟ ɨɩɟɪɚɰɢɢ. ȿɫɥɢ 
ɜɫɬɪɟɬɢɬɫɹ ɡɚɩɪɟɳɚɸɳɟɟ ɩɪɚɜɢɥɨ ɯɨɬɹ ɛɵ ɧɚ ɨɞɧɭ ɡɚɩɪɨɲɟɧɧɭɸ ɨɩɟɪɚɰɢɸ, ɞɨɫɬɭɩ ɧɟ ɛɭɞɟɬ 
ɩɪɟɞɨɫɬɚɜɥɟɧ. 



Ɋɚɫɫɦɨɬɪɢɦ ɩɪɢɦɟɪ ɧɚ ɪɢɫ.4. ɉɪɨɰɟɫɫ ɩɵɬɚɟɬɫɹ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ ɫ ɡɚɞɚɧɧɵɦ DACL. ȼ 
ɦɚɪɤɟɪɟ ɩɪɨɰɟɫɫɚ ɭɤɚɡɚɧɵ SID ɡɚɩɭɫɬɢɜɲɟɝɨ ɟɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɚ ɬɚɤɠɟ SID ɝɪɭɩɩ, ɜ ɤɨɬɨɪɵɟ ɨɧ 
ɜɯɨɞɢɬ. ȼ ɫɩɢɫɤɟ DACL ɨɛɴɟɤɬɚ ɩɪɢɫɭɬɫɬɜɭɸɬ ɪɚɡɪɟɲɚɸɳɢɟ ɩɪɚɜɢɥɚ ɧɚ ɱɬɟɧɢɟ ɞɥɹ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɫ SID=100, ɢ ɧɚ ɡɚɩɢɫɶ ɞɥɹ ɝɪɭɩɩɵ ɫ SID=205. Ɉɞɧɚɤɨ, ɜ ɞɨɫɬɭɩɟ ɩɨɥɶɡɨɜɚɬɟɥɸ 
ɛɭɞɟɬ ɨɬɤɚɡɚɧɨ, ɩɨɫɤɨɥɶɤɭ ɪɚɧɶɲɟ ɜɫɬɪɟɱɚɟɬɫɹ ɡɚɩɪɟɳɚɸɳɟɟ ɡɚɩɢɫɶ ɩɪɚɜɢɥɨ ɞɥɹ ɝɪɭɩɩɵ ɫ 
SID=201. 

 
ɇɟɨɛɯɨɞɢɦɨ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɡɚɩɪɟɳɚɸɳɟɟ ɩɪɚɜɢɥɨ ɩɨɦɟɳɟɧɨ ɜ ɫɩɢɫɤɟ DACL ɧɚ ɪɢɫɭɧɤɟ ɧɟ 
ɫɥɭɱɚɣɧɨ. Ɂɚɩɪɟɳɚɸɳɢɟ ɩɪɚɜɢɥɚ ɜɫɟɝɞɚ ɪɚɡɦɟɳɚɸɬɫɹ ɩɟɪɟɞ ɪɚɡɪɟɲɚɸɳɢɦɢ, ɬɨ ɟɫɬɶ ɹɜɥɹɸɬɫɹ 
ɞɨɦɢɧɢɪɭɸɳɢɦɢ ɩɪɢ ɩɪɨɜɟɪɤɟ ɩɪɚɜ ɞɨɫɬɭɩɚ. 
Ⱦɥɹ ɨɩɪɟɞɟɥɟɧɢɹ ɢ ɩɪɨɫɦɨɬɪɚ ɩɪɚɜ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɤ ɪɟɫɭɪɫɚɦ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɚɤ 
ɝɪɚɮɢɱɟɫɤɢɟ ɫɪɟɞɫɬɜɚ ɤɨɧɬɪɨɥɹ, ɬɚɤ ɢ ɤɨɧɫɨɥɶɧɵɟ ɤɨɦɚɧɞɵ. ɋɬɚɧɞɚɪɬɧɨɟ ɨɤɧɨ ɫɜɨɣɫɬɜ ɨɛɴɟɤɬɚ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ (ɞɢɫɤɚ, ɩɚɩɤɢ, ɮɚɣɥɚ) ɧɚ ɜɤɥɚɞɤɟ Ȼɟɡɨɩɚɫɧɨɫɬɶ (ɪɢɫ. 5) ɩɨɡɜɨɥɹɟɬ 
ɩɪɨɫɦɨɬɪɟɬɶ ɬɟɤɭɳɢɟ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɝɪɭɩɩ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɪɟɞɚɤɬɢɪɨɜɚɬɶ ɢɯ, 
ɫɨɡɞɚɜɚɬɶ ɧɨɜɵɟ ɢɥɢ ɭɞɚɥɹɬɶ ɫɭɳɟɫɬɜɭɸɳɢɟ. 

ɉɪɢ ɨɩɪɟɞɟɥɟɧɢɢ ɩɪɚɜ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɚɦ 
ɦɨɠɧɨ ɡɚɞɚɬɶ ɩɪɚɜɢɥɚ ɢɯ ɧɚɫɥɟɞɨɜɚɧɢɹ ɜ 

ɞɨɱɟɪɧɢɯ ɤɨɧɬɟɣɧɟɪɚɯ. ȼ ɨɤɧɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɩɚɪɚɦɟɬɪɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ ɧɚ ɜɤɥɚɞɤɟ 
Ɋɚɡɪɟɲɟɧɢɹ ɩɪɢ ɜɵɛɨɪɟ ɨɩɰɢɢ «ɇɚɫɥɟɞɨɜɚɬɶ ɨɬ ɪɨɞɢɬɟɥɶɫɤɨɝɨ ɨɛɴɟɤɬɚ ɩɪɢɦɟɧɢɦɵɯ ɤ 
ɞɨɱɟɪɧɢɦ ɨɛɴɟɤɬɚɦ ɪɚɡɪɟɲɟɧɢɹ, ɞɨɛɚɜɥɹɹ ɢɯ ɤ ɹɜɧɨ ɡɚɞɚɧɧɵɦ ɜ ɷɬɨɦ ɨɤɧɟ» (ɪɢɫ. 6) ɦɨɠɧɨ 
ɭɧɚɫɥɟɞɨɜɚɬɶ ɪɚɡɪɟɲɟɧɢɹ ɢ ɨɝɪɚɧɢɱɟɧɢɹ, ɡɚɞɚɧɧɵɟ ɞɥɹ ɪɨɞɢɬɟɥɶɫɤɨɝɨ ɤɨɧɬɟɣɧɟɪɚ, ɬɟɤɭɳɟɦɭ 
ɨɛɴɟɤɬɭ.  
ɉɪɢ ɜɵɛɨɪɟ ɨɩɰɢɢ «Ɂɚɦɟɧɢɬɶ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɜɫɟɯ ɞɨɱɟɪɧɢɯ ɨɛɴɟɤɬɨɜ ɡɚɞɚɧɧɵɦɢ ɡɞɟɫɶ 
ɪɚɡɪɟɲɟɧɢɹɦɢ, ɩɪɢɦɟɧɢɦɵɦɢ ɤ ɞɨɱɟɪɧɢɦ ɨɛɴɟɤɬɚɦ» ɪɚɡɪɟɲɚɟɬɫɹ ɩɟɪɟɞɚɱɚ ɨɩɪɟɞɟɥɟɧɧɵɯ 
ɞɥɹ ɨɛɴɟɤɬɚ-ɤɨɧɬɟɣɧɟɪɚ ɩɪɚɜɢɥ ɞɨɫɬɭɩɚ ɟɝɨ ɞɨɱɟɪɧɢɦ ɨɛɴɟɤɬɚɦ. 
ȼ ɷɬɨɦ ɠɟ ɨɤɧɟ ɧɚ ɜɤɥɚɞɤɟ ȼɥɚɞɟɥɟɰ ɞɨɩɭɫɬɢɦɨ ɭɡɧɚɬɶ ɜɥɚɞɟɥɶɰɚ ɨɛɴɟɤɬɚ ɢ ɡɚɦɟɧɢɬɶ ɟɝɨ. 
ȼɥɚɞɟɥɟɰ ɨɛɴɟɤɬɚ ɢɦɟɟɬ ɩɪɚɜɨ ɧɚ ɢɡɦɟɧɟɧɢɟ ɫɩɢɫɤɚ ɟɝɨ DACL, ɞɚɠɟ ɟɫɥɢ ɤ ɧɟɦɭ ɡɚɩɪɟɳɟɧ 
ɥɸɛɨɣ ɬɢɩ ɞɨɫɬɭɩɚ. Ⱥɞɦɢɧɢɫɬɪɚɬɨɪ ɢɦɟɟɬ ɩɪɚɜɨ ɫɬɚɧɨɜɢɬɶɫɹ ɜɥɚɞɟɥɶɰɟɦ ɥɸɛɨɝɨ ɨɛɴɟɤɬɚ. 
ɋ ɭɱɟɬɨɦ ɜɨɡɦɨɠɧɨɫɬɢ ɜɯɨɠɞɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɪɚɡɥɢɱɧɵɟ ɝɪɭɩɩɵ ɢ ɧɟɡɚɜɢɫɢɦɨɫɬɢ 
ɨɩɪɟɞɟɥɟɧɢɹ ɩɪɚɜ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɚɦ ɞɥɹ ɝɪɭɩɩ ɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɡɚɱɚɫɬɭɸ ɛɵɜɚɟɬ ɫɥɨɠɧɨ 
ɨɩɪɟɞɟɥɢɬɶ ɤɨɧɟɱɧɵɟ ɩɪɚɜɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɚ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ: ɬɪɟɛɭɟɬɫɹ ɩɪɨɫɦɨɬɪɟɬɶ 
ɡɚɩɪɟɳɚɸɳɢɟ ɩɪɚɜɢɥɚ, ɨɩɪɟɞɟɥɟɧɧɵɟ ɞɥɹ ɫɚɦɨɝɨ ɨɛɴɟɤɬɚ, ɞɥɹ ɜɫɟɯ ɝɪɭɩɩ, ɜ ɤɨɬɨɪɵɟ ɨɧ ɜɤɥɸɱɟɧ, 
ɡɚɬɟɦ ɬɨ ɠɟ ɩɪɨɞɟɥɚɬɶ ɞɥɹ ɪɚɡɪɟɲɚɸɳɢɯ ɩɪɚɜɢɥ. Ⱥɜɬɨɦɚɬɢɡɢɪɨɜɚɬɶ ɩɪɨɰɟɫɫ ɨɩɪɟɞɟɥɟɧɢɹ 
ɪɚɡɪɟɲɟɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɸ ɜɢɞɨɜ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɭ ɦɨɠɧɨ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɜɤɥɚɞɤɢ 
«Ⱦɟɣɫɬɜɭɸɳɢɟ ɪɚɡɪɟɲɟɧɢɹ» ɨɤɧɚ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɩɚɪɚɦɟɬɪɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɛɴɟɤɬɚ (ɪɢɫ. 7). 



Ⱦɥɹ ɩɪɨɫɦɨɬɪɚ ɢ ɢɡɦɟɧɟɧɢɹ ɩɪɚɜ ɞɨɫɬɭɩɚ 
ɤ ɨɛɴɟɤɬɚɦ ɜ ɪɟɠɢɦɟ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ 
ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɤɨɦɚɧɞɚ cacls (icacls ɜ 
Windows Vista ɢ Widows 7). 
cacls ɢɦɹ_ɮɚɣɥɚ [/t] [/e] [/c] [/g 
ɩɨɥɶɡɨɜɚɬɟɥɶ:ɪɚɡɪɟɲɟɧɢɟ] [/r 
ɩɨɥɶɡɨɜɚɬɟɥɶ [...]] [/p 
ɩɨɥɶɡɨɜɚɬɟɥɶ:ɪɚɡɪɟɲɟɧɢɟ [...]] [/d 
ɩɨɥɶɡɨɜɚɬɟɥɶ [...]] 

ɇɚɡɧɚɱɟɧɢɹ ɩɚɪɚɦɟɬɪɨɜ ɤɨɦɚɧɞɵ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ 3.  
Ɍɚɛɥɢɰɚ 3. ɉɚɪɚɦɟɬɪɵ ɤɨɦɚɧɞɵ cacls 

<ɢɦɹ ɮɚɣɥɚ> Ɂɚɞɚɺɬ ɮɚɣɥ ɢɥɢ ɩɚɩɤɭ, ɩɪɚɜɚ ɞɨɫɬɭɩɚ ɤ ɤɨɬɨɪɨɣ ɧɟɨɛɯɨɞɢɦɨ 
ɩɪɨɫɦɨɬɪɟɬɶ/ɢɡɦɟɧɢɬɶ (ɞɨɩɭɫɬɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɲɚɛɥɨɧɵ ɫ 
ɫɢɦɜɨɥɚɦɢ * ɢ ?). 

/t ɂɡɦɟɧɟɧɢɟ ɢɡɛɢɪɚɬɟɥɶɧɵɯ ɬɚɛɥɢɰ ɤɨɧɬɪɨɥɹ ɞɨɫɬɭɩɚ (DACL) 
ɭɤɚɡɚɧɧɵɯ ɮɚɣɥɨɜ ɜ ɬɟɤɭɳɟɦ ɤɚɬɚɥɨɝɟ ɢ ɜɫɟɯ ɩɨɞɤɚɬɚɥɨɝɚɯ 

/e Ɋɟɞɚɤɬɢɪɨɜɚɧɢɟ ɢɡɛɢɪɚɬɟɥɶɧɨɣ ɬɚɛɥɢɰɵ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ 
(DACL) ɜɦɟɫɬɨ ɟɟ ɡɚɦɟɧɵ 

/c Ɂɚɫɬɚɜɥɹɟɬ ɤɨɦɚɧɞɭ ɩɪɨɞɨɥɠɢɬɶ ɢɡɦɟɧɟɧɢɟ ɩɪɚɜ ɞɨɫɬɭɩɚ ɩɪɢ 
ɜɨɡɧɢɤɧɨɜɟɧɢɢ ɨɲɢɛɤɢ, ɫɜɹɡɚɧɧɨɣ ɫ ɧɚɪɭɲɟɧɢɹɦɢ ɩɪɚɜ ɞɨɫɬɭɩɚ 

/g <ɩɨɥɶɡɨɜɚɬɟɥɶ | 
ɝɪɭɩɩɚ: ɪɚɡɪɟɲɟɧɢɟ> 

ɉɪɟɞɨɫɬɚɜɥɟɧɢɟ ɩɪɚɜ ɞɨɫɬɭɩɚ ɭɤɚɡɚɧɧɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ 

/r <ɩɨɥɶɡɨɜɚɬɟɥɶ | 
ɝɪɭɩɩɚ> 

Ɉɬɧɢɦɚɟɬ ɩɪɚɜɚ ɞɨɫɬɭɩɚ ɭɤɚɡɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

/p <ɩɨɥɶɡɨɜɚɬɟɥɶ | 
ɝɪɭɩɩɚ: ɪɚɡɪɟɲɟɧɢɟ> 

Ɂɚɦɟɧɹɟɬ ɩɪɚɜɚ ɞɨɫɬɭɩɚ ɭɤɚɡɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ 

/d <ɩɨɥɶɡɨɜɚɬɟɥɶ | 
ɝɪɭɩɩɚ> 

Ɉɬɤɚɡɵɜɚɟɬ ɜ ɩɪɚɜɟ ɞɨɫɬɭɩɚ ɭɤɚɡɚɧɧɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɢɥɢ ɝɪɭɩɩɟ 

Ⱦɥɹ ɭɤɚɡɚɧɢɹ ɞɨɛɚɜɥɹɟɦɵɯ ɢɥɢ ɨɬɧɢɦɚɟɦɵɯ ɩɪɚɜ ɢɫɩɨɥɶɡɭɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɡɧɚɱɟɧɢɹ: 
F - ɩɨɥɧɵɣ ɞɨɫɬɭɩ; 
C - ɢɡɦɟɧɟɧɢɟ (ɡɚɩɢɫɶ); 
W - ɡɚɩɢɫɶ; 
R - ɱɬɟɧɢɟ; 
N - ɧɟɬ ɞɨɫɬɭɩɚ. 
Ɋɚɫɫɦɨɬɪɢɦ ɧɟɫɤɨɥɶɤɨ ɩɪɢɦɟɪɨɜ.  
cacls d:\test  
ȼɵɞɚɫɬ ɫɩɢɫɨɤ DACL ɞɥɹ ɩɚɩɤɢ test. 
cacls d:\test /d ɂɦɹɄɨɦɩɶɸɬɟɪɚ\ɂɦɹɉɨɥɶɡɨɜɚɬɟɥɹ /e  
Ɂɚɩɪɟɬɢɬ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ ɞɥɹ ɭɤɚɡɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
cacls d:\test /p ɂɦɹɄɨɦɩɶɸɬɟɪɚ\ɂɦɹȽɪɭɩɩɵ:f /e /t  
ɉɪɟɞɨɫɬɚɜɢɬ ɩɨɥɧɵɣ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ d:\test ɢ ɟɟ ɩɨɞɩɚɩɤɚɯ ɜɫɟɦ ɞɥɹ ɱɥɟɧɨɜ ɭɤɚɡɚɧɧɨɣ ɝɪɭɩɩɵ.  
Ⱦɥɹ ɩɪɨɝɪɚɦɦɧɨɝɨ ɩɪɨɫɦɨɬɪɚ ɢ ɢɡɦɟɧɟɧɢɹ ɫɩɢɫɤɨɜ DACL ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ API-ɮɭɧɤɰɢɢ 
AddAccessAllowedAce, AddAccessDeniedAce, SetSecurityInfo. ɉɨɞɪɨɛɧɟɟ ɫ ɷɬɢɦɢ ɮɭɧɤɰɢɹɦɢ ɢ 
ɩɪɢɦɟɪɚɦɢ ɢɯ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɦɨɠɧɨ ɨɡɧɚɤɨɦɢɬɶɫɹ ɜ [ɩɨɫɨɛɢɟ]. 
1.4. ɉɨɞɫɢɫɬɟɦɚ ɚɭɞɢɬɚ. 
ȼɚɠɧɵɣ ɷɥɟɦɟɧɬ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ – ɚɭɞɢɬ ɫɨɛɵɬɢɣ ɜ ɫɢɫɬɟɦɟ. Ɉɋ Windows ɜɟɞɟɬ ɚɭɞɢɬ 
ɫɨɛɵɬɢɣ ɩɨ 9 ɤɚɬɟɝɨɪɢɹɦ: 
1. Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ. 
2. Ⱥɭɞɢɬ ɭɩɪɚɜɥɟɧɢɹ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ. 
3. Ⱥɭɞɢɬ ɞɨɫɬɭɩɚ ɤ ɫɥɭɠɛɟ ɤɚɬɚɥɨɝɨɜ.  
4. Ⱥɭɞɢɬ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ.  



5. Ⱥɭɞɢɬ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɚɦ.  
6. Ⱥɭɞɢɬ ɢɡɦɟɧɟɧɢɹ ɩɨɥɢɬɢɤɢ.  
7. Ⱥɭɞɢɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɢɜɢɥɟɝɢɣ.  
8. Ⱥɭɞɢɬ ɨɬɫɥɟɠɢɜɚɧɢɹ ɩɪɨɰɟɫɫɨɜ.  
9. Ⱥɭɞɢɬ ɫɢɫɬɟɦɧɵɯ ɫɨɛɵɬɢɣ.  
Ɋɚɫɫɦɨɬɪɢɦ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨ, ɤɚɤɢɟ ɫɨɛɵɬɢɹ ɨɬɫɥɟɠɢɜɚɟɬ ɤɚɠɞɚɹ ɢɡ ɤɚɬɟɝɨɪɢɣ. 
Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ  
Ⱥɭɞɢɬ ɩɨɩɵɬɨɤ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜɨɣɬɢ ɜ ɫɢɫɬɟɦɭ ɫ ɞɪɭɝɨɝɨ ɤɨɦɩɶɸɬɟɪɚ ɢɥɢ ɜɵɣɬɢ ɢɡ ɧɟɟ, ɩɪɢ 
ɭɫɥɨɜɢɢ, ɱɬɨ ɷɬɨɬ ɤɨɦɩɶɸɬɟɪ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɩɪɨɜɟɪɤɢ ɩɨɞɥɢɧɧɨɫɬɢ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ.  
Ⱥɭɞɢɬ ɭɩɪɚɜɥɟɧɢɹ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ 
Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ, ɫɜɹɡɚɧɧɵɯ ɫ ɭɩɪɚɜɥɟɧɢɟɦ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ ɧɚ ɤɨɦɩɶɸɬɟɪɟ: ɫɨɡɞɚɧɢɟ, 
ɢɡɦɟɧɟɧɢɟ ɢɥɢ ɭɞɚɥɟɧɢɟ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɝɪɭɩɩɵ; ɩɟɪɟɢɦɟɧɨɜɚɧɢɟ, ɨɬɤɥɸɱɟɧɢɟ 
ɢɥɢ ɜɤɥɸɱɟɧɢɟ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɩɨɥɶɡɨɜɚɬɟɥɹ; ɡɚɞɚɧɢɟ ɢɥɢ ɢɡɦɟɧɟɧɢɟ ɩɚɪɨɥɹ. 
Ⱥɭɞɢɬ ɞɨɫɬɭɩɚ ɤ ɫɥɭɠɛɟ ɤɚɬɚɥɨɝɨɜ  
Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤ ɨɛɴɟɤɬɭ ɤɚɬɚɥɨɝɚ Active Directory, ɞɥɹ ɤɨɬɨɪɨɝɨ ɡɚɞɚɧɚ 
ɫɨɛɫɬɜɟɧɧɚɹ ɫɢɫɬɟɦɧɚɹ ɬɚɛɥɢɰɚ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ (SACL). 
Ⱥɭɞɢɬ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ 
Ⱥɭɞɢɬ ɩɨɩɵɬɨɤ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜɨɣɬɢ ɜ ɫɢɫɬɟɦɭ ɫ ɤɨɦɩɶɸɬɟɪɚ ɢɥɢ ɜɵɣɬɢ ɢɡ ɧɟɟ. 
Ⱥɭɞɢɬ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɚɦ  
Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤ ɨɛɴɟɤɬɭ – ɧɚɩɪɢɦɟɪ, ɤ ɮɚɣɥɭ, ɩɚɩɤɟ, ɪɚɡɞɟɥɭ ɪɟɟɫɬɪɚ, 
ɩɪɢɧɬɟɪɭ ɢ ɬ. ɩ., - ɞɥɹ ɤɨɬɨɪɨɝɨ ɡɚɞɚɧɚ ɫɨɛɫɬɜɟɧɧɚɹ ɫɢɫɬɟɦɧɚɹ ɬɚɛɥɢɰɚ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ 
(SACL). 
Ⱥɭɞɢɬ ɢɡɦɟɧɟɧɢɹ ɩɨɥɢɬɢɤɢ 
Ⱥɭɞɢɬ ɮɚɤɬɨɜ ɢɡɦɟɧɟɧɢɹ ɩɨɥɢɬɢɤ ɧɚɡɧɚɱɟɧɢɹ ɩɪɚɜ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɩɨɥɢɬɢɤ ɚɭɞɢɬɚ ɢɥɢ ɩɨɥɢɬɢɤ 
ɞɨɜɟɪɢɬɟɥɶɧɵɯ ɨɬɧɨɲɟɧɢɣ. 
Ⱥɭɞɢɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɪɢɜɢɥɟɝɢɣ  
Ⱥɭɞɢɬ ɩɨɩɵɬɨɤ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜɨɫɩɨɥɶɡɨɜɚɬɶɫɹ ɩɪɟɞɨɫɬɚɜɥɟɧɧɵɦ ɟɦɭ ɩɪɚɜɨɦ. 
Ⱥɭɞɢɬ ɨɬɫɥɟɠɢɜɚɧɢɹ ɩɪɨɰɟɫɫɨɜ  
Ⱥɭɞɢɬɭ ɬɚɤɢɯ ɫɨɛɵɬɢɣ, ɤɚɤ ɚɤɬɢɜɢɡɚɰɢɹ ɩɪɨɝɪɚɦɦɵ, ɡɚɜɟɪɲɟɧɢɟ ɩɪɨɰɟɫɫɚ, ɩɨɜɬɨɪɟɧɢɟ 
ɞɟɫɤɪɢɩɬɨɪɨɜ ɢ ɤɨɫɜɟɧɧɵɣ ɞɨɫɬɭɩ ɤ ɨɛɴɟɤɬɭ. 
Ⱥɭɞɢɬ ɫɢɫɬɟɦɧɵɯ ɫɨɛɵɬɢɣ  
Ⱥɭɞɢɬ ɫɨɛɵɬɢɣ ɩɟɪɟɡɚɝɪɭɡɤɢ ɢɥɢ ɨɬɤɥɸɱɟɧɢɹ ɤɨɦɩɶɸɬɟɪɚ, ɚ ɬɚɤɠɟ ɫɨɛɵɬɢɣ, ɜɥɢɹɸɳɢɯ ɧɚ 
ɫɢɫɬɟɦɧɭɸ ɛɟɡɨɩɚɫɧɨɫɬɶ ɢɥɢ ɧɚ ɠɭɪɧɚɥ ɛɟɡɨɩɚɫɧɨɫɬɢ. 
Ɋɟɲɟɧɢɹ ɨɛ ɚɭɞɢɬɟ ɤɨɧɤɪɟɬɧɨɝɨ ɬɢɩɚ ɫɨɛɵɬɢɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɢɧɢɦɚɸɬɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ 
ɩɨɥɢɬɢɤɨɣ ɚɭɞɢɬɚ ɥɨɤɚɥɶɧɨɣ ɫɢɫɬɟɦɵ. ɉɨɥɢɬɢɤɚ ɚɭɞɢɬɚ, ɬɚɤɠɟ ɧɚɡɵɜɚɟɦɚɹ ɥɨɤɚɥɶɧɨɣ ɩɨɥɢɬɢɤɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ (local security policy), ɹɜɥɹɟɬɫɹ ɱɚɫɬɶɸ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɩɨɞɞɟɪɠɢɜɚɟɦɨɣ 
LSASS ɜ ɥɨɤɚɥɶɧɨɣ ɫɢɫɬɟɦɟ, ɢ ɧɚɫɬɪɚɢɜɚɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɪɟɞɚɤɬɨɪɚ ɥɨɤɚɥɶɧɨɣ ɩɨɥɢɬɢɤɢ 
ɛɟɡɨɩɚɫɧɨɫɬɢ (Ɉɫɧɚɫɬɤɚ gpedit.msc, Ʉɨɧɮɢɝɭɪɚɰɢɹ ɤɨɦɩɶɸɬɟɪɚ - Ʉɨɧɮɢɝɭɪɚɰɢɹ Windows – 

ɉɚɪɚɦɟɬɪɵ ɛɟɡɨɩɚɫɧɨɫɬɢ – Ʌɨɤɚɥɶɧɵɟ 
ɩɨɥɢɬɢɤɢ – ɉɨɥɢɬɢɤɚ ɚɭɞɢɬɚ, ɪɢɫ. 8). 
Ⱦɥɹ ɤɚɠɞɨɝɨ ɨɛɴɟɤɬɚ ɜ SD ɫɨɞɟɪɠɢɬɫɹ ɫɩɢɫɨɤ 

SACL, ɫɨɫɬɨɹɳɢɣ ɢɡ ɡɚɩɢɫɟɣ ACE, ɪɟɝɥɚɦɟɧɬɢɪɭɸɳɢɯ ɡɚɩɢɫɶ ɜ ɠɭɪɧɚɥ ɚɭɞɢɬɚ ɭɞɚɱɧɵɯ ɢɥɢ 
ɧɟɭɞɚɱɧɵɯ ɩɨɩɵɬɨɤ ɞɨɫɬɭɩɚ ɤ ɨɛɴɟɤɬɭ. ɗɬɢ Ⱥɋȿ ɨɩɪɟɞɟɥɹɸɬ, ɤɚɤɢɟ ɨɩɟɪɚɰɢɢ, ɜɵɩɨɥɧɹɟɦɵɟ ɧɚɞ 
ɨɛɴɟɤɬɚɦɢ ɤɨɧɤɪɟɬɧɵɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɢɥɢ ɝɪɭɩɩɚɦɢ, ɩɨɞɥɟɠɚɬ ɚɭɞɢɬɭ. ɂɧɮɨɪɦɚɰɢɹ ɚɭɞɢɬɚ 
ɯɪɚɧɢɬɫɹ ɜ ɫɢɫɬɟɦɧɨɦ ɠɭɪɧɚɥɟ ɚɭɞɢɬɚ. Ⱥɭɞɢɬɭ ɦɨɝɭɬ ɩɨɞɥɟɠɚɬɶ ɤɚɤ ɭɫɩɟɲɧɵɟ, ɬɚɤ ɢ ɧɟɭɞɚɱɧɵɟ 
ɨɩɟɪɚɰɢɢ. ɉɨɞɨɛɧɨ ɡɚɩɢɫɹɦ ACE DACL, ɩɪɚɜɢɥɚ ɚɭɞɢɬɚ ɨɛɴɟɤɬɨɜ ɦɨɝɭɬ ɧɚɫɥɟɞɨɜɚɬɶɫɹ 
ɞɨɱɟɪɧɢɦɢ ɨɛɴɟɤɬɚɦɢ. ɉɪɨɰɟɞɭɪɚ ɧɚɫɥɟɞɨɜɚɧɢɹ ɨɩɪɟɞɟɥɹɸɬɫɹ ɧɚɛɨɪɨɦ ɮɥɚɝɨɜ, ɹɜɥɹɸɳɢɯɫɹ 
ɱɚɫɬɶɸ ɫɬɪɭɤɬɭɪɵ ACE. 

ɇɚɫɬɪɨɣɤɚ ɫɩɢɫɤɚ SACL ɦɨɠɟɬ ɛɵɬɶ 
ɨɫɭɳɟɫɬɜɥɟɧɚ ɜ ɨɤɧɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɫɜɨɣɫɬɜ 
ɨɛɴɟɤɬɚ (ɩɭɧɤɬ ―Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ‖, ɡɚɤɥɚɞɤɚ 
―Ⱥɭɞɢɬ‖, ɪɢɫ. 9). 
Ⱦɥɹ ɩɪɨɝɪɚɦɦɧɨɝɨ ɩɪɨɫɦɨɬɪɚ ɢ ɢɡɦɟɧɟɧɢɹ 
ɫɩɢɫɤɨɜ SACL ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ API-
ɮɭɧɤɰɢɢ GetSecutityInfo ɢ SetSecutityInfo. 
ɉɪɢ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɫɢɫɬɟɦɵ ɢ ɢɡɦɟɧɟɧɢɢ 
ɩɨɥɢɬɢɤɢ LSASS ɩɨɫɵɥɚɟɬ SRM ɫɨɨɛɳɟɧɢɹ, 



ɢɧɮɨɪɦɢɪɭɸɳɢɟ ɟɝɨ ɨ ɬɟɤɭɳɟɣ ɩɨɥɢɬɢɤɟ ɚɭɞɢɬɚ. LSASS ɨɬɜɟɱɚɟɬ ɡɚ ɩɪɢɟɦ ɡɚɩɢɫɟɣ ɚɭɞɢɬɚ, 
ɝɟɧɟɪɢɪɭɟɦɵɯ ɧɚ ɨɫɧɨɜɟ ɫɨɛɵɬɢɣ ɚɭɞɢɬɚ ɨɬ SRM, ɢɯ ɪɟɞɚɤɬɢɪɨɜɚɧɢɟ ɢ ɩɟɪɟɞɚɱɭ Event Logger 
(ɪɟɝɢɫɬɪɚɬɨɪɭ ɫɨɛɵɬɢɣ). SRM ɩɨɫɵɥɚɟɬ ɡɚɩɢɫɢ ɚɭɞɢɬɚ LSASS ɱɟɪɟɡ ɫɜɨɟ LPC-ɫɨɟɞɢɧɟɧɢɟ. ɉɨɫɥɟ 
ɷɬɨɝɨ Event Logger ɡɚɧɨɫɢɬ ɡɚɩɢɫɢ ɜ ɠɭɪɧɚɥ ɛɟɡɨɩɚɫɧɨɫɬɢ. 
ɋɨɛɵɬɢɹ ɚɭɞɢɬɚ ɡɚɩɢɫɵɜɚɸɬɫɹ ɜ ɠɭɪɧɚɥɵ ɫɥɟɞɭɸɳɢɯ ɬɢɩɨɜ: 

1. ɀɭɪɧɚɥ ɩɪɢɥɨɠɟɧɢɣ. ȼ ɠɭɪɧɚɥɟ ɩɪɢɥɨɠɟɧɢɣ ɫɨɞɟɪɠɚɬɫɹ ɞɚɧɧɵɟ, ɨɬɧɨɫɹɳɢɟɫɹ ɤ ɪɚɛɨɬɟ 
ɩɪɢɥɨɠɟɧɢɣ ɢ ɩɪɨɝɪɚɦɦ. 

2. ɀɭɪɧɚɥ ɛɟɡɨɩɚɫɧɨɫɬɢ. ɀɭɪɧɚɥ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɨɞɟɪɠɢɬ ɡɚɩɢɫɢ ɨ ɬɚɤɢɯ ɫɨɛɵɬɢɹɯ, ɤɚɤ 
ɭɫɩɟɲɧɵɟ ɢ ɛɟɡɭɫɩɟɲɧɵɟ ɩɨɩɵɬɤɢ ɞɨɫɬɭɩɚ ɜ ɫɢɫɬɟɦɭ, ɚ ɬɚɤɠɟ ɨ ɫɨɛɵɬɢɹɯ, ɨɬɧɨɫɹɳɢɯɫɹ ɤ 
ɢɫɩɨɥɶɡɨɜɚɧɢɸ ɪɟɫɭɪɫɨɜ.  

3. ɀɭɪɧɚɥ ɫɢɫɬɟɦɵ. ȼ ɠɭɪɧɚɥɟ ɫɢɫɬɟɦɵ ɫɨɞɟɪɠɚɬɫɹ ɫɨɛɵɬɢɹ ɫɢɫɬɟɦɧɵɯ ɤɨɦɩɨɧɟɧɬɨɜ 
Windows. ɇɚɩɪɢɦɟɪ, ɜ ɠɭɪɧɚɥɟ ɫɢɫɬɟɦɵ ɪɟɝɢɫɬɪɢɪɭɸɬɫɹ ɫɛɨɢ ɩɪɢ ɡɚɝɪɭɡɤɟ ɞɪɚɣɜɟɪɚ ɢɥɢ 
ɞɪɭɝɢɯ ɫɢɫɬɟɦɧɵɯ ɤɨɦɩɨɧɟɧɬɨɜ ɩɪɢ ɡɚɩɭɫɤɟ ɫɢɫɬɟɦɵ.  

4. ɀɭɪɧɚɥ ɫɥɭɠɛɵ ɤɚɬɚɥɨɝɨɜ. ȼ ɠɭɪɧɚɥɟ ɫɥɭɠɛɵ ɤɚɬɚɥɨɝɨɜ ɫɨɞɟɪɠɚɬɫɹ ɫɨɛɵɬɢɹ, ɡɚɧɨɫɢɦɵɟ 
ɫɥɭɠɛɨɣ ɤɚɬɚɥɨɝɨɜ Windows (ɧɚ ɤɨɧɬɪɨɥɥɟɪɟ ɞɨɦɟɧɚ AD).  
5. ɀɭɪɧɚɥ ɫɥɭɠɛɵ ɪɟɩɥɢɤɚɰɢɢ. ȼ ɠɭɪɧɚɥɟ ɫɥɭɠɛɵ ɪɟɩɥɢɤɚɰɢɢ ɮɚɣɥɨɜ ɫɨɞɟɪɠɚɬɫɹ ɫɨɛɵɬɢɹ, 
ɡɚɧɨɫɢɦɵɟ ɫɥɭɠɛɨɣ ɪɟɩɥɢɤɚɰɢɢ ɮɚɣɥɨɜ Windows (ɧɚ ɤɨɧɬɪɨɥɥɟɪɟ ɞɨɦɟɧɚ AD).  

ɉɪɨɫɦɨɬɪ ɠɭɪɧɚɥɚ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜ ɨɫɧɚɫɬɤɟ «ɉɪɨɫɦɨɬɪ 
ɫɨɛɵɬɢɣ» (eventvwr.msc, ɪɢɫ. 10). ɋɚɦɢ 
ɠɭɪɧɚɥɵ ɯɪɚɧɹɬɫɹ ɜ ɮɚɣɥɚɯ SysEvent.evt, 

SecEvent.evt, AppEvent.evt ɜ ɩɚɩɤɟ 

%WinDir%\system32\config. 
ȼ ɠɭɪɧɚɥ ɡɚɩɢɫɵɜɚɸɬɫɹ ɫɨɛɵɬɢɹ 3 ɨɫɧɨɜɧɵɯ ɜɢɞɨɜ: 

1. ɂɧɮɨɪɦɚɰɢɨɧɧɵɟ ɫɨɨɛɳɟɧɢɹ ɨ ɫɨɛɵɬɢɹɯ. 
Ɉɩɢɫɵɜɚɸɬ ɭɫɩɟɲɧɨɟ ɜɵɩɨɥɧɟɧɢɟ ɨɩɟɪɚɰɢɣ, ɬɚɤɢɯ ɤɚɤ ɡɚɩɭɫɤ ɢɥɢ ɧɟɤɨɬɨɪɨɟ ɞɟɣɫɬɜɢɟ 
ɫɢɫɬɟɦɧɨɣ ɫɥɭɠɛɵ.  
2. ɉɪɟɞɭɩɪɟɠɞɚɸɳɢɟ ɫɨɨɛɳɟɧɢɹ ɨ ɫɨɛɵɬɢɹɯ. 
Ɉɩɢɫɵɜɚɸɬ ɧɟɨɠɢɞɚɧɧɵɟ ɞɟɣɫɬɜɢɹ, ɨɡɧɚɱɚɸɳɢɟ ɩɪɨɛɥɟɦɭ, ɢɥɢ ɭɤɚɡɵɜɚɸɬ ɧɚ ɩɪɨɛɥɟɦɭ, ɤɨɬɨɪɚɹ 
ɜɨɡɧɢɤɧɟɬ ɜ ɛɭɞɭɳɟɦ, ɟɫɥɢ ɧɟ ɛɭɞɟɬ ɭɫɬɪɚɧɟɧɚ ɫɟɣɱɚɫ . 
3. ɋɨɨɛɳɟɧɢɹ ɨ ɫɨɛɵɬɢɹɯ ɨɲɢɛɨɤ. 
Ɉɩɢɫɵɜɚɸɬ ɨɲɢɛɤɢ, ɜɨɡɧɢɤɲɢɟ ɢɡ-ɡɚ ɧɟɭɞɚɱɧɨɝɨ ɜɵɩɨɥɧɟɧɢɹ ɡɚɞɚɱ. 
1.5. Шɢɮɪɭɸɳɚɹ ɮɚɣɥɨɜɚɹ ɫɢɫɬɟɦɚ. 
ɇɚɱɢɧɚɹ ɫ ɜɟɪɫɢɢ Windows 2000, ɜ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ ɫɟɦɟɣɫɬɜɚ Windows NT 
ɩɨɞɞɟɪɠɢɜɚɟɬɫɹ ɲɢɮɪɨɜɚɧɢɟ ɞɚɧɧɵɯ ɧɚ ɪɚɡɞɟɥɚɯ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ NTFS ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
ɲɢɮɪɭɸɳɟɣ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ (Encrypted File System, EFS). Ɉɫɧɨɜɧɨɟ ɟɟ ɞɨɫɬɨɢɧɫɬ ɜɨ 
ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɨɛɟɫɩɟɱɟɧɢɢ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɞɚɧɧɵɯ ɧɚ ɞɢɫɤɚɯ ɤɨɦɩɶɸɬɟɪɚ ɡɚ ɫɱɟɬ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɧɚɞɟɠɧɵɯ ɫɢɦɦɟɬɪɢɱɧɵɯ ɚɥɝɨɪɢɬɦɨɜ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɞɚɧɧɵɯ ɜ ɪɟɚɥɶɧɨɦ 
ɪɟɠɢɦɟ ɜɪɟɦɟɧɢ.  
Ⱦɥɹ ɲɢɮɪɚɰɢɢ ɞɚɧɧɵɯ EFS ɢɫɩɨɥɶɡɭɟɬ ɫɢɦɦɟɬɪɢɱɧɵɣ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ (AES ɢɥɢ DESX) 
ɫɨ ɫɥɭɱɚɣɧɵɦ ɤɥɸɱɨɦ ɞɥɹ ɤɚɠɞɨɝɨ ɮɚɣɥɚ (File Encryption Key, FEK). ɉɨ ɭɦɨɥɱɚɧɢɸ ɞɚɧɧɵɟ 
ɲɢɮɪɭɸɬɫɹ ɜ Windows 2000 ɢ Windows XP ɩɨ ɚɥɝɨɪɢɬɦɭ DESX, ɚ ɜ Windows XP ɫ Service Pack 1 
(ɢɥɢ ɜɵɲɟ) ɢ Windows Server 2003 — ɩɨ ɚɥɝɨɪɢɬɦɭ AES. ȼ ɜɟɪɫɢɹɯ Windows, ɪɚɡɪɟɲɟɧɧɵɯ ɤ 
ɷɤɫɩɨɪɬɭ ɡɚ ɩɪɟɞɟɥɵ ɋɒȺ, ɞɪɚɣɜɟɪ EFS ɪɟɚɥɢɡɭɟɬ 56-ɛɢɬɧɵɣ ɤɥɸɱ ɲɢɮɪɨɜɚɧɢɹ DESX, ɬɨɝɞɚ 
ɤɚɤ ɜ ɜɟɪɫɢɢ, ɩɨɞɥɟɠɚɳɟɣ ɢɫɩɨɥɶɡɨɜɚɧɢɸ ɬɨɥɶɤɨ ɜ ɋɒȺ, ɢ ɜ ɜɟɪɫɢɹɯ ɫ ɩɚɤɟɬɨɦ ɞɥɹ 128-ɛɢɬɧɨɝɨ 
ɲɢɮɪɨɜɚɧɢɹ ɞɥɢɧɚ ɤɥɸɱɚ DESX ɪɚɜɧɚ 128 ɛɢɬɚɦ. Ⱥɥɝɨɪɢɬɦ AES ɜ Windows ɢɫɩɨɥɶɡɭɟɬ 256-
ɛɢɬɧɵɟ ɤɥɸɱɢ.  
ɉɪɢ ɷɬɨɦ ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɫɟɤɪɟɬɧɨɫɬɢ ɫɚɦɨɝɨ ɤɥɸɱɚ FEK ɲɢɮɪɭɟɬɫɹ ɚɫɢɦɦɟɬɪɢɱɧɵɦ 
ɚɥɝɨɪɢɬɦɨɦ RSA ɨɬɤɪɵɬɵɦ ɤɥɸɱɨɦ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɪɟɡɭɥɶɬɚɬ ɲɢɮɪɚɰɢɢ FEK – Data Decryption 

Field, DDF – ɞɨɛɚɜɥɹɟɬɫɹ ɜ ɡɚɝɨɥɨɜɨɤ ɡɚɲɢɮɪɨɜɚɧɧɨɝɨ ɮɚɣɥɚ (ɪɢɫ. 11). Ɍɚɤɨɣ ɩɨɞɯɨɞ 
ɨɛɟɫɩɟɱɢɜɚɟɬ ɧɚɞɟɠɧɨɟ ɲɢɮɪɨɜɚɧɢɟ ɛɟɡ ɩɨɬɟɪɢ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɩɪɨɰɟɫɫɚ ɲɢɮɪɨɜɚɧɢɹ: ɞɚɧɧɵɟ 
ɲɢɮɪɭɸɬɫɹ ɛɵɫɬɪɵɦ ɫɢɦɦɟɬɪɢɱɧɵɦ ɚɥɝɨɪɢɬɦɨɦ, ɚ ɞɥɹ ɝɚɪɚɧɬɢɢ ɫɟɤɪɟɬɧɨɫɬɢ ɫɢɦɦɟɬɪɢɱɧɨɝɨ 
ɤɥɸɱɚ ɢɫɩɨɥɶɡɭɟɬɫɹ ɚɫɢɦɦɟɬɪɢɱɧɵɣ ɚɥɝɨɪɢɬɦ ɲɢɮɪɨɜɚɧɢɹ. 



 
Ⱦɥɹ ɲɢɮɪɚɰɢɢ ɮɚɣɥɨɜ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ EFS ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɝɪɚɮɢɱɟɫɤɢɣ ɢɧɬɟɪɮɟɣɫ ɢɥɢ 
ɤɨɦɚɧɞɭ cipher. 
Ƚɪɚɮɢɱɟɫɤɢɣ ɢɧɬɟɪɮɟɣɫ ɞɨɫɬɭɩɟɧ ɜ ɫɬɚɧɞɚɪɬɧɨɦ ɨɤɧɟ ɫɜɨɣɫɬɜ ɨɛɴɟɤɬɚ ɩɨ ɧɚɠɚɬɢɸ ɤɧɨɩɤɢ 
«Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ» (ɪɢɫ. 12). Ɂɚɲɢɮɪɨɜɚɧɧɵɟ ɨɛɴɟɤɬɵ ɜ ɫɬɚɧɞɚɪɬɧɨɦ ɢɧɬɟɪɮɟɣɫɟ Windows 
Explorer ɨɬɨɛɪɚɠɚɸɬɫɹ ɡɟɥɟɧɵɦ ɰɜɟɬɨɦ. 

ɇɟɨɛɯɨɞɢɦɨ ɨɬɦɟɬɢɬɶ, ɱɬɨ EFS ɩɨɡɜɨɥɹɟɬ 
ɪɚɡɞɟɥɹɬɶ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɮɚɣɥ ɦɟɠɞɭ 
ɧɟɫɤɨɥɶɤɢɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. ȼ ɷɬɨɦ 

ɫɥɭɱɚɟ FEK ɲɢɮɪɭɟɬɫɹ ɨɬɤɪɵɬɵɦɢ ɤɥɸɱɚɦɢ ɜɫɟɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɤɨɬɨɪɵɦ ɪɚɡɪɟɲɟɧ ɞɨɫɬɭɩ ɤ 
ɮɚɣɥɭ, ɢ ɤɚɠɞɵɣ ɪɟɡɭɥɶɬɚɬ ɲɢɮɪɚɰɢɢ ɞɨɛɚɜɥɹɟɬɫɹ ɜ DDF. 
ɒɢɮɪɨɜɚɧɢɟ ɮɚɣɥɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ EFS ɡɚɳɢɳɚɟɬ ɮɚɣɥ ɤɨɦɩɥɟɤɫɧɨ: ɩɨɥɶɡɨɜɚɬɟɥɸ, ɧɟ 
ɢɦɟɸɳɟɦɭ ɩɪɚɜɚ ɧɚ ɞɟɲɢɮɪɚɰɢɸ ɮɚɣɥɚ, ɧɟɞɨɩɭɫɬɢɦɵ, ɜ ɬɨɦ ɱɢɫɥɟ, ɬɚɤɢɟ ɨɩɟɪɚɰɢɢ, ɤɚɤ 
ɭɞɚɥɟɧɢɟ, ɩɟɪɟɢɦɟɧɨɜɚɧɢɟ ɢ ɤɨɩɢɪɨɜɚɧɢɟ ɮɚɣɥɚ. ɇɟɨɛɯɨɞɢɦɨ ɩɨɦɧɢɬɶ, ɱɬɨ EFS ɹɜɥɹɟɬɫɹ ɱɚɫɬɶɸ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ NTFS, ɢ ɜ ɫɥɭɱɚɟ ɤɨɩɢɪɨɜɚɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɮɚɣɥɚ ɚɜɬɨɪɢɡɨɜɚɧɧɵɦ 
ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɧɚ ɞɪɭɝɨɣ ɬɨɦ ɫ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɨɣ, ɧɚ ɩɨɞɞɟɪɠɢɜɚɸɳɟɣ EFS (ɧɚɩɪɢɦɟɪ, FAT32), 
ɨɧ ɛɭɞɟɬ ɞɟɲɢɮɪɨɜɚɧ ɢ ɫɨɯɪɚɧɟɧ ɧɚ ɰɟɥɟɜɨɦ ɬɨɦɟ ɜ ɨɬɤɪɵɬɨɦ ɜɢɞɟ. 
Ʉɨɧɫɨɥɶɧɚɹ ɤɨɦɚɧɞɚ cipher ɦɨɠɟɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɚ ɞɥɹ ɲɢɮɪɚɰɢɢ/ɞɟɲɢɮɪɚɰɢɢ ɮɚɣɥɨɜ ɢɡ 
ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ ɢɥɢ ɜ bat-ɫɰɟɧɚɪɢɢ. 
cipher [{/e|/d}] [/s:ɤɚɬɚɥɨɝ] [/a] [/i] [/f] [/q] [/h] [/k] [/u[/n]] [ɩɭɬɶ [...]] | 
[/r:ɢɦɹ_ɮɚɣɥɚ_ɛɟɡ_ɪɚɫɲɢɪɟɧɢɹ]  
ɇɚɡɧɚɱɟɧɢɹ ɩɚɪɚɦɟɬɪɨɜ ɤɨɦɚɧɞɵ ɩɪɢɜɟɞɟɧɵ ɜ ɬɚɛɥɢɰɟ 4.  
Ɍɚɛɥɢɰɚ 4. ɉɚɪɚɦɟɬɪɵ ɤɨɦɚɧɞɵ cipher 

/e  ɒɢɮɪɭɟɬ ɭɤɚɡɚɧɧɵɟ ɩɚɩɤɢ. ɉɚɩɤɢ ɩɨɦɟɱɚɸɬɫɹ ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨɛɵ ɮɚɣɥɵ, 
ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɞɨɛɚɜɥɹɬɶɫɹ ɜ ɩɚɩɤɭ ɩɨɡɠɟ, ɬɚɤɠɟ ɲɢɮɪɨɜɚɥɢɫɶ.  

/d  Ɋɚɫɲɢɮɪɨɜɵɜɚɟɬ ɭɤɚɡɚɧɧɵɟ ɩɚɩɤɢ. ɉɚɩɤɢ ɩɨɦɟɱɚɸɬɫɹ ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨɛɵ 
ɮɚɣɥɵ, ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɞɨɛɚɜɥɹɬɶɫɹ ɜ ɩɚɩɤɭ ɩɨɡɠɟ, ɧɟ ɛɭɞɭɬ ɲɢɮɪɨɜɚɬɶɫɹ  

/s: ɤɚɬɚɥɨɝ  ȼɵɩɨɥɧɹɟɬ ɜɵɛɪɚɧɧɭɸ ɨɩɟɪɚɰɢɸ ɧɚɞ ɭɤɚɡɚɧɧɨɣ ɩɚɩɤɨɣ ɢ ɜɫɟɦɢ ɩɨɞɩɚɩɤɚɦɢ ɜ 
ɧɟɣ.  

/a  ȼɵɩɨɥɧɹɟɬ ɨɩɟɪɚɰɢɸ ɧɚɞ ɮɚɣɥɚɦɢ ɢ ɤɚɬɚɥɨɝɚɦɢ 

/i  ɉɪɨɞɨɥɠɟɧɢɟ ɜɵɩɨɥɧɟɧɢɹ ɭɤɚɡɚɧɧɨɣ ɨɩɟɪɚɰɢɢ ɞɚɠɟ ɩɨɫɥɟ ɜɨɡɧɢɤɧɨɜɟɧɢɹ 
ɨɲɢɛɨɤ. ɉɨ ɭɦɨɥɱɚɧɢɸ ɜɵɩɨɥɧɟɧɢɟ cipher ɩɪɟɤɪɚɳɚɟɬɫɹ ɩɨɫɥɟ ɜɨɡɧɢɤɧɨɜɟɧɢɹ 
ɨɲɢɛɤɢ 

/f  ȼɵɩɨɥɧɟɧɢɟ ɩɨɜɬɨɪɧɨɝɨ ɲɢɮɪɨɜɚɧɢɹ ɢɥɢ ɪɚɫɲɢɮɪɨɜɵɜɚɧɢɹ ɭɤɚɡɚɧɧɵɯ 
ɨɛɴɟɤɬɨɜ. ɉɨ ɭɦɨɥɱɚɧɢɸ ɭɠɟ ɡɚɲɢɮɪɨɜɚɧɧɵɟ ɢɥɢ ɪɚɫɲɢɮɪɨɜɚɧɧɵɟ ɮɚɣɥɵ 
ɩɪɨɩɭɫɤɚɸɬɫɹ ɤɨɦɚɧɞɨɣ cipher 

/k ɋɨɡɞɚɧɢɟ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ ɮɚɣɥɚ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɜɵɩɨɥɧɢɜɲɟɝɨ ɤɨɦɚɧɞɭ 
cipher. ȿɫɥɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɚɧɧɵɣ ɩɚɪɚɦɟɬɪ, ɜɫɟ ɨɫɬɚɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɤɨɦɚɧɞɵ 
cipher ɧɟ ɭɱɢɬɵɜɚɸɬɫɹ.  



/u Ɉɛɧɨɜɥɟɧɢɟ ɤɥɸɱɚ ɲɢɮɪɨɜɚɧɢɹ ɮɚɣɥɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɤɥɸɱɚ ɚɝɟɧɬɚ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɧɚ ɬɟɤɭɳɢɟ ɤɥɸɱɢ ɜɨ ɜɫɟɯ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɮɚɣɥɚɯ ɧɚ ɥɨɤɚɥɶɧɨɦ 
ɞɢɫɤɟ (ɟɫɥɢ ɷɬɢ ɤɥɸɱɢ ɛɵɥɢ ɢɡɦɟɧɟɧɵ). ɗɬɨɬ ɩɚɪɚɦɟɬɪ ɢɫɩɨɥɶɡɭɟɬɫɹ ɬɨɥɶɤɨ 
ɜɦɟɫɬɟ ɫ ɩɚɪɚɦɟɬɪɨɦ /n.  

/n Ɂɚɩɪɟɳɟɧɢɟ ɨɛɧɨɜɥɟɧɢɹ ɤɥɸɱɟɣ. Ⱦɚɧɧɵɣ ɩɚɪɚɦɟɬɪ ɫɥɭɠɢɬ ɞɥɹ ɩɨɢɫɤɚ ɜɫɟɯ 
ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɮɚɣɥɨɜ ɧɚ ɥɨɤɚɥɶɧɵɯ ɞɢɫɤɚɯ. ɗɬɨɬ ɩɚɪɚɦɟɬɪ ɢɫɩɨɥɶɡɭɟɬɫɹ 
ɬɨɥɶɤɨ ɜɦɟɫɬɟ ɫ ɩɚɪɚɦɟɬɪɨɦ /u.  

ɩɭɬɶ ɍɤɚɡɵɜɚɟɬ ɲɚɛɥɨɧ, ɮɚɣɥ ɢɥɢ ɩɚɩɤɭ. 

/r: 

ɢɦɹ_ɮɚɣɥɚ  
ɋɨɡɞɚɧɢɟ ɧɨɜɨɝɨ ɫɟɪɬɢɮɢɤɚɬɚ ɚɝɟɧɬɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɢ ɡɚɤɪɵɬɨɝɨ ɤɥɸɱɚ ɫ 
ɩɨɫɥɟɞɭɸɳɟɣ ɢɯ ɡɚɩɢɫɶɸ ɜ ɮɚɣɥɚɯ ɫ ɢɦɟɧɟɦ, ɭɤɚɡɚɧɧɵɦ ɜ ɩɚɪɚɦɟɬɪɟ ɢɦɹ_ɮɚɣɥɚ 
(ɛɟɡ ɪɚɫɲɢɪɟɧɢɹ). ȿɫɥɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɚɧɧɵɣ ɩɚɪɚɦɟɬɪ, ɜɫɟ ɨɫɬɚɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ 
ɤɨɦɚɧɞɵ cipher ɧɟ ɭɱɢɬɵɜɚɸɬɫɹ.  

ɇɚɩɪɢɦɟɪ, ɱɬɨɛɵ ɨɩɪɟɞɟɥɢɬɶ, ɡɚɲɢɮɪɨɜɚɧɚ ɥɢ ɤɚɤɚɹ-ɥɢɛɨ ɩɚɩɤɚ, ɧɟɨɛɯɨɞɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ 
ɤɨɦɚɧɞɭ: 
cipher ɩɭɬɶ\ɢɦɹ_ɩɚɩɤɢ  
Ʉɨɦɚɧɞɚ cipher ɛɟɡ ɩɚɪɚɦɟɬɪɨɜ ɜɵɜɨɞɢɬ ɫɬɚɬɭɫ (ɡɚɲɢɮɪɨɜɚɧ ɢɥɢ ɧɟɬ) ɞɥɹ ɜɫɟɯ ɨɛɴɟɤɬɨɜ ɬɟɤɭɳɟɣ 
ɩɚɩɤɢ. 
Ⱦɥɹ ɲɢɮɪɚɰɢɢ ɮɚɣɥɚ ɧɟɨɛɯɨɞɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɨɦɚɧɞɭ  
cipher /e /a ɩɭɬɶ\ɢɦɹ_ɮɚɣɥɚ  
Ⱦɥɹ ɞɟɲɢɮɪɚɰɢɢ ɮɚɣɥɚ, ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɢɫɩɨɥɶɡɭɟɬɫɹ ɤɨɦɚɧɞɚ 
cipher /d /a ɩɭɬɶ\ɢɦɹ_ɮɚɣɥɚ  
Ⱦɨɩɭɫɬɢɦɚ ɲɢɮɪɚɰɢɹ/ɞɟɲɢɮɪɚɰɢɹ ɝɪɭɩɩɵ ɮɚɣɥɨɜ ɩɨ ɲɚɛɥɨɧɭ: 
cipher /e /a d:\work\*.doc  
ɉɚɪɚ ɨɬɤɪɵɬɵɣ ɢ ɡɚɤɪɵɬɵɣ ɤɥɸɱ ɞɥɹ ɲɢɮɪɚɰɢɢ FEK ɫɨɡɞɚɸɬɫɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɚɜɬɨɦɚɬɢɱɟɫɤɢ 
ɩɪɢ ɩɟɪɜɨɣ ɲɢɮɪɚɰɢɢ ɮɚɣɥɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ EFS. 
ȿɫɥɢ ɧɟɤɨɬɨɪɵɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɢɥɢ ɝɪɭɩɩɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɡɚɲɢɮɪɨɜɚɥɢ ɮɚɣɥ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ 
EFS, ɬɨ ɟɝɨ ɫɨɞɟɪɠɢɦɨɟ ɞɨɫɬɭɩɧɨ ɬɨɥɶɤɨ ɢɦ. ɗɬɨ ɩɪɢɜɨɞɢɬ ɤ ɪɢɫɤɚɦ ɭɬɟɪɢ ɞɨɫɬɭɩɚ ɤ ɞɚɧɧɵɦ ɜ 
ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɮɚɣɥɚɯ ɜ ɫɥɭɱɚɟ ɭɬɪɚɬɵ ɩɚɪɨɥɹ ɞɚɧɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɟɦ (ɪɚɛɨɬɧɢɤ ɡɚɛɵɥ ɩɚɪɨɥɶ, 
ɭɜɨɥɢɥɫɹ ɢ ɬ.ɩ.). Ⱦɥɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɩɨɞɨɛɧɵɯ ɩɪɨɛɥɟɦ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɦɨɠɟɬ ɨɩɪɟɞɟɥɢɬɶ 
ɧɟɤɨɬɨɪɵɟ ɭɱɟɬɧɵɟ ɡɚɩɢɫɢ ɜ ɤɚɱɟɫɬɜɟ ɚɝɟɧɬɨɜ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ. 
Ⱥɝɟɧɬɵ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ (Recovery Agents) ɨɩɪɟɞɟɥɹɸɬɫɹ ɜ ɩɨɥɢɬɢɤɟ ɛɟɡɨɩɚɫɧɨɫɬɢ Encrypted 

Data Recovery Agents (Ⱥɝɟɧɬɵ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɲɢɮɪɨɜɚɧɧɵɯ ɞɚɧɧɵɯ) ɧɚ ɥɨɤɚɥɶɧɨɦ 
ɤɨɦɩɶɸɬɟɪɟ ɢɥɢ ɜ ɞɨɦɟɧɟ. ɗɬɚ ɩɨɥɢɬɢɤɚ ɞɨɫɬɭɩɧɚ ɱɟɪɟɡ ɨɫɧɚɫɬɤɭ Ƚɪɭɩɩɨɜɚɹ ɩɨɥɢɬɢɤɚ 
(gpedit.msc) ɪɚɡɞɟɥ «ɉɚɪɚɦɟɬɪɵ ɛɟɡɨɩɚɫɧɨɫɬɢ»-> «ɉɨɥɢɬɢɤɚ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ»-> 

«Ɏɚɣɥɨɜɚɹ ɫɢɫɬɟɦɚ EFS». ɉɭɧɤɬ ɦɟɧɸ «Ⱦɟɣɫɬɜɢɟ»-> «Ⱦɨɛɚɜɢɬɶ ɚɝɟɧɬ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 
ɞɚɧɧɵɯ» ɨɬɤɪɵɜɚɟɬ ɦɚɫɬɟɪ ɞɨɛɚɜɥɟɧɢɹ ɧɨɜɨɝɨ ɚɝɟɧɬɚ. 
Ⱦɨɛɚɜɥɹɹ ɚɝɟɧɬɨɜ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɦɨɠɧɨ ɭɤɚɡɚɬɶ, ɤɚɤɢɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɩɚɪɵ (ɨɛɨɡɧɚɱɟɧɧɵɟ 
ɢɯ ɫɟɪɬɢɮɢɤɚɬɚɦɢ) ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɷɬɢ ɚɝɟɧɬɵ ɞɥɹ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɲɢɮɪɨɜɚɧɧɵɯ ɞɚɧɧɵɯ 
(ɪɢɫ. 13). ɋɟɪɬɢɮɢɤɚɬɵ ɞɥɹ ɚɝɟɧɬɨɜ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɫɨɡɞɚɸɬɫɹ ɤɨɦɚɧɞɨɣ cipher ɫ ɤɥɸɱɨɦ /r (ɫɦ. 
ɬɚɛɥ. 4). Ⱦɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɚɝɟɧɬɨɦ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ, ɧɟɨɛɯɨɞɢɦɨ ɢɦɩɨɪɬɢɪɨɜɚɬɶ 
ɡɚɤɪɵɬɵɣ ɤɥɸɱ ɚɝɟɧɬɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɢɡ ɫɟɪɬɢɮɢɤɚɬɚ, ɫɨɡɞɚɧɧɨɝɨ ɤɨɦɚɧɞɨɣ cipher. ɗɬɨ ɦɨɠɧɨ 
ɫɞɟɥɚɬɶ ɜ ɦɚcɬɟɪɟ ɢɦɩɨɪɬɚ ɫɟɪɬɢɮɢɤɚɬɨɜ, ɤɨɬɨɪɵɣ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɡɚɝɪɭɠɚɟɬɫɹ ɩɪɢ ɞɜɨɣɧɨɦ 
ɳɟɥɱɤɟ ɩɨ ɮɚɣɥɭ *.pfx.  

EFS ɫɨɡɞɚɟɬ – DRF (Data Recovery Field)-ɷɥɟɦɟɧɬɵ 
ɤɥɸɱɟɣ ɞɥɹ ɤɚɠɞɨɝɨ ɚɝɟɧɬɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ, 

ɢɫɩɨɥɶɡɭɹ ɩɪɨɜɚɣɞɟɪ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɫɟɪɜɢɫɨɜ, ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɣ ɞɥɹ EFS-
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ. DRF ɞɨɛɚɜɥɹɟɬɫɹ ɜ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɮɚɣɥ ɢ ɦɨɠɟɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧ ɤɚɤ 
ɚɥɶɬɟɪɧɚɬɢɜɧɨɟ ɫɪɟɞɫɬɜɨ ɢɡɜɥɟɱɟɧɢɹ FEK ɞɥɹ ɞɟɲɢɮɪɚɰɢɢ ɫɨɞɟɪɠɢɦɨɝɨ ɮɚɣɥɚ.  
Windows ɯɪɚɧɢɬ ɡɚɤɪɵɬɵɟ ɤɥɸɱɢ ɜ ɩɨɞɤɚɬɚɥɨɝɟ Application Data\Micro-soft\Crypto\RSA 
ɤɚɬɚɥɨɝɚ ɩɪɨɮɢɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱦɥɹ ɡɚɳɢɬɵ ɡɚɤɪɵɬɵɯ ɤɥɸɱɟɣ Windows ɲɢɮɪɭɟɬ ɜɫɟ ɮɚɣɥɵ ɜ 
ɩɚɩɤɟ RSA ɧɚ ɨɫɧɨɜɟ ɫɢɦɦɟɬɪɢɱɧɨɝɨ ɤɥɸɱɚ, ɝɟɧɟɪɢɪɭɟɦɨɝɨ ɫɥɭɱɚɣɧɵɦ ɨɛɪɚɡɨɦ; ɬɚɤɨɣ ɤɥɸɱ 
ɧɚɡɵɜɚɟɬɫɹ ɦɚɫɬɟɪ-ɤɥɸɱɨɦ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ɇɚɫɬɟɪ-ɤɥɸɱ ɢɦɟɟɬ ɞɥɢɧɭ ɜ 64 ɛɚɣɬɚ ɢ ɫɨɡɞɚɟɬɫɹ 
ɫɬɨɣɤɢɦ ɝɟɧɟɪɚɬɨɪɨɦ ɫɥɭɱɚɣɧɵɯ ɱɢɫɟɥ. Ɇɚɫɬɟɪ-ɤɥɸɱ ɬɚɤɠɟ ɯɪɚɧɢɬɫɹ ɜ ɩɪɨɮɢɥɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ 
ɤɚɬɚɥɨɝɟ Application Data\Microsoft\Protect ɢ ɡɚɲɢɮɪɨɜɵɜɚɟɬɫɹ ɩɨ ɚɥɝɨɪɢɬɦɭ 3DES ɫ ɩɨɦɨɳɶɸ 



ɤɥɸɱɚ, ɤɨɬɨɪɵɣ ɨɬɱɚɫɬɢ ɨɫɧɨɜɚɧ ɧɚ ɩɚɪɨɥɟ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ʉɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɟɧɹɟɬ ɫɜɨɣ 
ɩɚɪɨɥɶ, ɦɚɫɬɟɪ-ɤɥɸɱɢ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɪɚɫɲɢɮɪɨɜɵɜɚɸɬɫɹ, ɚ ɡɚɬɟɦ ɡɚɧɨɜɨ ɡɚɲɢɮɪɨɜɵɜɚɸɬɫɹ ɫ 
ɭɱɟɬɨɦ ɧɨɜɨɝɨ ɩɚɪɨɥɹ. 
Ⱦɥɹ ɪɚɫɲɢɮɪɨɜɤɢ FEK EFS ɢɫɩɨɥɶɡɭɟɬ ɮɭɧɤɰɢɢ Microsoft CryptoAPl (CAPI). CryptoAPI ɫɨɫɬɨɢɬ 
ɢɡ DLL ɩɪɨɜɚɣɞɟɪɨɜ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɫɟɪɜɢɫɨɜ (cryptographic service providers, CSP), ɤɨɬɨɪɵɟ 
ɨɛɟɫɩɟɱɢɜɚɸɬ ɩɪɢɥɨɠɟɧɢɹɦ ɞɨɫɬɭɩ ɤ ɪɚɡɥɢɱɧɵɦ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦ ɫɟɪɜɢɫɚɦ (ɲɢɮɪɨɜɚɧɢɸ, 
ɞɟɲɢɮɪɨɜɚɧɢɸ ɢ ɯɷɲɢɪɨɜɚɧɢɸ). EFS ɨɩɢɪɚɟɬɫɹ ɧɚ ɚɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ RSA, 
ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɟ ɩɪɨɜɚɣɞɟɪɨɦ Microsoft Enhanced Cryptographic Provider (\Windows\ 

System32\Rsaenh.dll).  
ɒɢɮɪɚɰɢɸ ɢ ɞɟɲɢɮɪɚɰɢɸ ɮɚɣɥɨɜ ɦɨɠɧɨ ɨɫɭɳɟɫɬɜɥɹɬɶ ɩɪɨɝɪɚɦɦɧɨ, ɢɫɩɨɥɶɡɭɹ API-ɮɭɧɤɰɢɢ 
EncryptFile ɢ DecryptFile. 
2. ɉɨɪɹɞɨɤ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ. 
2.1. Ɉɡɧɚɤɨɦɶɬɟɫɶ ɫ ɬɟɨɪɟɬɢɱɟɫɤɢɦɢ ɨɫɧɨɜɚɦɢ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɜ Ɉɋ ɫɟɦɟɣɫɬɜɚ Windows ɜ 
ɧɚɫɬɨɹɳɢɯ ɭɤɚɡɚɧɢɹɯ ɢ ɤɨɧɫɩɟɤɬɚɯ ɥɟɤɰɢɣ. 
2.2. ȼɵɩɨɥɧɢɬɟ ɡɚɞɚɧɢɹ 2.2.1-2.2.8 

1. Ɂɚɩɭɫɬɢɬɟ ɜ ɩɪɨɝɪɚɦɦɟ Oracle VM Virtualbox ɜɢɪɬɭɚɥɶɧɭɸ ɦɚɲɢɧɭ WinXP. ȼɨɣɞɢɬɟ ɜ 
ɫɢɫɬɟɦɭ ɩɨɞ ɭɱɟɬɧɨɣ ɡɚɩɢɫɶɸ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ, ɩɚɪɨɥɶ ɭɡɧɚɣɬɟ ɭ ɩɪɟɩɨɞɚɜɚɬɟɥɹ. ȼɫɟ 
ɞɟɣɫɬɜɢɹ ɜ ɩɩ 2.2.1-2.2.8 ɜɵɩɨɥɧɹɣɬɟ ɜ ɫɢɫɬɟɦɟ, ɪɚɛɨɬɚɸɳɟɣ ɧɚ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɟ. 

2. ɋɨɡɞɚɣɬɟ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ ɧɨɜɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɜ ɨɫɧɚɫɬɤɟ «ɍɩɪɚɜɥɟɧɢɟ 
ɤɨɦɩɶɸɬɟɪɨɦ» (compmgmt.msc). ɉɪɢ ɫɨɡɞɚɧɢɢ ɧɨɜɨɣ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɡɚɩɪɟɬɢɬɟ 
ɩɨɥɶɡɨɜɚɬɟɥɸ ɫɦɟɧɭ ɩɚɪɨɥɹ ɢ ɫɧɢɦɢɬɟ ɨɝɪɚɧɢɱɟɧɢɟ ɧɚ ɫɪɨɤ ɞɟɣɫɬɜɢɹ ɟɝɨ ɩɚɪɨɥɹ. ɋɨɡɞɚɣɬɟ 
ɧɨɜɭɸ ɝɪɭɩɩɭ ‖testGroup‖ ɢ ɜɤɥɸɱɢɬɟ ɜ ɧɟɟ ɧɨɜɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. ɍɞɚɥɢɬɟ ɩɨɥɶɡɨɜɚɬɟɥɹ 
ɢɡ ɞɪɭɝɢɯ ɝɪɭɩɩ. ɋɨɡɞɚɣɬɟ ɧɚ ɞɢɫɤɟ ɋ: ɩɚɩɤɭ forTesting. ɋɨɡɞɚɣɬɟ ɢɥɢ ɫɤɨɩɢɪɭɣɬɟ ɜ ɷɬɭ 
ɩɚɩɤɭ ɧɟɫɤɨɥɶɤɨ ɬɟɤɫɬɨɜɵɯ ɮɚɣɥɨɜ (*.txt). 

3. ɋ ɩɨɦɨɳɶɸ ɤɨɦɚɧɞɵ runas ɡɚɩɭɫɬɢɬɟ ɫɟɚɧɫ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ (cmd.exe) ɨɬ ɢɦɟɧɢ ɜɧɨɜɶ 
ɫɨɡɞɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ʉɨɦɚɧɞɨɣ whoami ɩɨɫɦɨɬɪɢɬɟ SID ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɜɫɟɯ ɟɝɨ 
ɝɪɭɩɩ, ɚ ɬɚɤɠɟ ɬɟɤɭɳɢɟ ɩɪɢɜɢɥɟɝɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ. ɋɬɪɨɤɭ ɡɚɩɭɫɤɚ ɢ ɪɟɡɭɥɶɬɚɬ ɪɚɛɨɬɵ ɷɬɨɣ 
ɢ ɜɫɟɯ ɫɥɟɞɭɸɳɢɯ ɤɨɧɫɨɥɶɧɵɯ ɤɨɦɚɧɞ ɤɨɩɢɪɭɣɬɟ ɜ ɮɚɣɥ ɩɪɨɬɨɤɨɥɚ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ. 

4. ɍɛɟɞɢɬɟɫɶ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɨɥɭɱɟɧɧɨɝɨ SID ɜ ɪɟɟɫɬɪɟ Windows. 
ɇɚɣɞɢɬɟ ɜ ɪɟɟɫɬɪɟ, ɤɚɤɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɜ ɫɢɫɬɟɦɟ ɩɪɢɫɜɨɟɧ SID S-1-5-21-1957994488-

492894223-170857768-1004 (ɂɫɩɨɥɶɡɭɣɬɟ ɤɥɸɱ ɪɟɟɫɬɪɚ 
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList). 

5. Ʉɨɦɚɧɞɨɣ whoami ɨɩɪɟɞɟɥɢɬɟ ɩɟɪɟɱɟɧɶ ɬɟɤɭɳɢɯ ɩɪɢɜɢɥɟɝɢɣ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser. ȼ 
ɫɟɚɧɫɟ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɨɩɪɨɛɭɣɬɟ ɢɡɦɟɧɢɬɶ ɫɢɫɬɟɦɧɨɟ ɜɪɟɦɹ ɤɨɦɚɧɞɨɣ 
time. ɑɬɨɛɵ ɩɪɟɞɨɫɬɚɜɢɬɶ ɩɨɥɶɡɨɜɚɬɟɥɸ ɩɨɞɨɛɧɭɸ ɩɪɢɜɢɥɟɝɢɸ, ɡɚɩɭɫɬɢɬɟ ɨɫɧɚɫɬɤɭ 
«Ʌɨɤɚɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɛɟɡɨɩɚɫɧɨɫɬɢ» (secpol.msc). Ⱦɨɛɚɜɶɬɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɫɩɢɫɨɤ 
ɩɚɪɚɦɟɬɪɨɜ ɩɨɥɢɬɢɤɢ «ɂɡɦɟɧɟɧɢɟ ɫɢɫɬɟɦɧɨɝɨ ɜɪɟɦɟɧɢ» ɪɚɡɞɟɥɚ Ʌɨɤɚɥɶɧɵɟ ɩɨɥɢɬɢɤɢ 
-> ɇɚɡɧɚɱɟɧɢɟ ɩɪɚɜ ɩɨɥɶɡɨɜɚɬɟɥɹ. ɉɨɫɥɟ ɷɬɨɝɨ ɩɟɪɟɡɚɩɭɫɬɢɬɟ ɫɟɚɧɫ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ 
ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɭɛɟɞɢɬɟɫɶ, ɱɬɨ ɜ ɫɩɢɫɤɟ ɩɪɢɜɢɥɟɝɢɣ ɞɨɛɚɜɢɥɚɫɶ 
SeSystemtimePriviege. ɉɨɩɪɨɛɭɣɬɟ ɢɡɦɟɧɢɬɶ ɫɢɫɬɟɦɧɨɟ ɜɪɟɦɹ ɤɨɦɚɧɞɨɣ time. 

ɍɛɟɞɢɬɟɫɶ, ɱɬɨ ɩɪɢɜɢɥɟɝɢɹ «Ɂɚɜɟɪɲɟɧɢɟ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ» (SeShutdownPrivilege) 
ɩɪɟɞɨɫɬɚɜɥɟɧɚ ɩɨɥɶɡɨɜɚɬɟɥɸ testUser . ɉɨɫɥɟ ɷɬɨɝɨ ɩɨɩɪɨɛɭɣɬɟ ɡɚɜɟɪɲɢɬɶ ɪɚɛɨɬɭ ɫɢɫɬɟɦɵ ɢɡ 
ɫɟɚɧɫɚ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤɨɦɚɧɞɨɣ shutdown –s. Ⱦɨɛɚɜɬɶ ɟɦɭ ɩɪɢɜɟɥɟɝɢɸ 
«ɉɪɢɧɭɞɢɬɟɥɶɧɨɟ ɭɞɚɥɟɧɧɨɟ ɡɚɜɟɪɲɟɧɢɟ» (SeRemoteShutdownPrivilege). ɉɨɩɪɨɛɭɣɬɟ 
ɡɚɜɟɪɲɢɬɶ ɪɚɛɨɬɭ ɤɨɧɫɨɥɶɧɨɣ ɤɨɦɚɧɞɨɣ ɟɳɟ ɪɚɡ (ɨɬɦɟɧɢɬɶ ɤɨɦɚɧɞɭ ɡɚɜɟɪɲɟɧɢɹ ɞɨ ɟɟ 
ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨɝɨ ɜɵɩɨɥɧɟɧɢɹ ɦɨɠɧɨ ɤɨɦɚɧɞɨɣ shutdown –a). 
2.2.6. Ɉɡɧɚɤɨɦɶɬɟɫɶ ɫ ɫɩɪɚɜɤɨɣ ɩɨ ɤɨɧɫɨɥɶɧɨɣ ɤɨɦɚɧɞɟ cacls. ɂɫɩɨɥɶɡɭɹ ɷɬɭ ɤɨɦɚɧɞɭ, 
ɩɪɨɫɦɨɬɪɢɬɟ ɪɚɡɪɟɲɟɧɢɹ ɧɚ ɩɚɩɤɭ c:\forTesting. Ɉɛɴɹɫɧɢɬɟ ɜɫɟ ɨɛɨɡɧɚɱɟɧɢɹ ɜ ɨɩɢɫɚɧɢɹɯ ɩɪɚɜ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɝɪɭɩɩ ɜ ɜɵɞɚɱɟ ɤɨɦɚɧɞɵ.  
ɚ) Ɋɚɡɪɟɲɢɬɟ ɩɨɥɶɡɨɜɚɬɟɥɸ testUser ɡɚɩɢɫɶ ɜ ɩɚɩɤɭ forTesting, ɧɨ ɡɚɩɪɟɬɢɬɟ ɡɚɩɢɫɶ ɞɥɹ ɝɪɭɩɩɵ 
testGroup. ɉɨɩɪɨɛɭɣɬɟ ɡɚɩɢɫɚɬɶ ɮɚɣɥɵ ɢɥɢ ɩɚɩɤɢ ɜ forTesting ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser. 
Ɉɛɴɹɫɧɢɬɟ ɪɟɡɭɥɶɬɚɬ. ɉɨɫɦɨɬɪɢɬɟ ɷɮɮɟɤɬɢɜɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɤ ɩɚɩɤɟ 
forTesting ɜ ɨɤɧɟ ɫɜɨɣɫɬɜ ɩɚɩɤɢ. 
ɛ) ɂɫɩɨɥɶɡɭɹ ɫɬɚɧɞɚɪɬɧɨɟ ɨɤɧɨ ɫɜɨɣɫɬɜ ɩɚɩɤɢ, ɡɚɞɚɣɬɟ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɬɚɤɢɟ ɩɪɚɜɚ 
ɞɨɫɬɭɩɚ ɤ ɩɚɩɤɟ, ɱɬɨɛɵ ɨɧ ɦɨɝ ɡɚɩɢɫɵɜɚɬɶ ɢɧɮɨɪɦɚɰɢɸ ɜ ɩɚɩɤɭ forTesting, ɧɨ ɧɟ ɦɨɝ 
ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɟɟ ɫɨɞɟɪɠɢɦɨɟ. ɉɪɨɜɟɪɶɬɟ, ɱɬɨ ɩɚɩɤɚ forTesting ɹɜɥɹɟɬɫɹ ɬɟɩɟɪɶ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ 



testUser ―ɫɥɟɩɨɣ‖, ɡɚɩɭɫɬɢɜ, ɧɚɩɪɢɦɟɪ, ɨɬ ɟɝɨ ɢɦɟɧɢ ɮɚɣɥɨɜɵɣ ɦɟɧɟɞɠɟɪ ɢ ɩɨɩɪɨɛɨɜɚɜ ɡɚɩɢɫɚɬɶ 
ɮɚɣɥɵ ɜ ɩɚɩɤɭ, ɩɪɨɫɦɨɬɪɟɬɶ ɟɟ ɫɨɞɟɪɠɢɦɨɟ, ɭɞɚɥɢɬɶ ɮɚɣɥ ɢɡ ɩɚɩɤɢ.  
ɜ) Ⱦɥɹ ɜɥɨɠɟɧɧɨɣ ɩɚɩɤɢ forTesting\Docs ɨɬɦɟɧɢɬɟ ɧɚɫɥɟɞɨɜɚɧɢɟ ACL ɨɬ ɪɨɞɢɬɟɥɹ ɢ ɪɚɡɪɟɲɢɬɟ 
ɩɨɥɶɡɨɜɚɬɟɥɸ ɩɪɨɫɦɨɬɪ, ɱɬɟɧɢɟ ɢ ɡɚɩɢɫɶ ɜ ɩɚɩɤɭ. ɉɪɨɜɟɪɶɬɟ, ɱɬɨ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɩɚɩɤɚ 
forTesting\Docs ɩɟɪɟɫɬɚɥɚ ɛɵɬɶ ―ɫɥɟɩɨɣ‖ (ɧɚɩɪɢɦɟɪ, ɫɞɟɥɚɣɬɟ ɟɟ ɬɟɤɭɳɟɣ ɜ ɫɟɚɧɫɟ ɪɚɛɨɬɵ 
ɮɚɣɥɨɜɨɝɨ ɦɟɧɟɞɠɟɪɚ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɫɨɡɞɚɣɬɟ ɜ ɧɟɣ ɧɨɜɵɣ ɮɚɣɥ). 
ɝ) ɋɧɢɦɢɬɟ ɡɚɩɪɟɬ ɧɚ ɱɬɟɧɢɟ ɩɚɩɤɢ forTesting ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser. ɂɫɩɨɥɶɡɭɹ ɤɨɦɚɧɞɭ 
cacls ɡɚɩɪɟɬɢɬɟ ɷɬɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɞɨɫɬɭɩ ɤ ɮɚɣɥɚɦ ɫ ɪɚɫɲɢɪɟɧɢɟɦ txt ɜ ɩɚɩɤɟ forTesting. 
ɍɛɟɞɢɬɟɫɶ ɜ ɧɟɞɨɫɬɭɩɧɨɫɬɢ ɮɚɣɥɨɜ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
ɞ) Ʉɨɦɚɧɞɨɣ cacls ɡɚɩɪɟɬɢɬɟ ɩɨɥɶɡɨɜɚɬɟɥɸ ɜɫɟ ɩɪɚɜɚ ɧɚ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ forTesting ɢ ɪɚɡɪɟɲɬɟ 
ɩɨɥɧɵɣ ɞɨɫɬɭɩ ɤ ɜɥɨɠɟɧɧɨɣ ɩɚɩɤɟ forTesting\Docs. ɍɛɟɞɢɬɟɫɶ ɜ ɞɨɫɬɭɩɧɨɫɬɢ ɩɚɩɤɢ 
forTesting\Docs ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ. ɍɞɚɥɢɬɟ ɭ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɩɪɢɜɢɥɟɝɢɸ 
SeChangeNotifyPrivilege. ɉɨɩɪɨɛɭɣɬɟ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ forTesting\Docs. Ɉɛɴɹɫɧɢɬɟ 
ɪɟɡɭɥɶɬɚɬ. 
ɟ) Ɂɚɩɭɫɬɢɬɟ ɮɚɣɥɨɜɵɣ ɦɟɧɟɞɠɟɪ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɢ ɫɨɡɞɚɣɬɟ ɜ ɧɟɦ ɩɚɩɤɭ 
newFolder ɧɚ ɞɢɫɤɟ C. Ⱦɥɹ ɩɚɩɤɢ newFolder ɨɱɢɫɬɢɬɟ ɜɟɫɶ ɫɩɢɫɨɤ ACL ɤɨɦɚɧɞɨɣ cacls. 
ɉɨɩɪɨɛɭɣɬɟ ɬɟɩɟɪɶ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ ɨɬ ɢɦɟɧɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɢ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
Ʉɬɨ ɢ ɤɚɤ ɬɟɩɟɪɶ ɦɨɠɟɬ ɜɟɪɧɭɬɶ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ? ȼɟɪɧɢɬɟ ɩɨɥɧɵɣ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ ɞɥɹ ɜɫɟɯ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
ɠ) ɋɨɡɞɚɣɬɟ ɜ ɪɚɡɞɟɥɟ HKLM\Software ɪɟɟɫɬɪɚ ɪɚɡɞɟɥ testKey. Ɂɚɩɪɟɬɢɬɟ ɩɨɥɶɡɨɜɚɬɟɥɸ testUser 
ɫɨɡɞɚɧɢɟ ɧɨɜɵɯ ɪɚɡɞɟɥɨɜ ɜ ɷɬɨɦ ɪɚɡɞɟɥɟ ɪɟɟɫɬɪɚ. ɋɨɡɞɚɣɬɟ ɞɥɹ ɪɚɡɞɟɥɚ HKLM\Software\testKey 
SACL, ɩɨɡɜɨɥɹɸɳɢɣ ɩɪɨɬɨɤɨɥɢɪɨɜɚɬɶ ɨɬɤɚɡɵ ɩɪɢ ɫɨɡɞɚɧɢɢ ɧɨɜɵɯ ɩɨɞɪɚɡɞɟɥɨɜ, ɚ ɬɚɤɠɟ ɭɫɩɟɯɢ 
ɩɪɢ ɩɟɪɟɱɢɫɥɟɧɢɢ ɩɨɞɪɚɡɞɟɥɨɜ ɢ ɡɚɩɪɨɫɟ ɡɧɚɱɟɧɢɣ (ɩɪɟɞɜɚɪɢɬɟɥɶɧɨ ɩɪɨɜɟɪɶɬɟ, ɱɬɨ ɜ ɥɨɤɚɥɶɧɨɣ 
ɩɨɥɢɬɢɤɟ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɬɢɩ ɚɭɞɢɬɚ ɜɤɥɸɱɟɧ). ɉɨɩɪɨɛɭɣɬɟ ɨɬ ɢɦɟɧɢ 
ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɡɚɩɭɫɬɢɬɶ regedit.exe ɢ ɫɨɡɞɚɬɶ ɪɚɡɞɟɥ ɜ HKLM\Software. ɍɛɟɞɢɬɟɫɶ, ɱɬɨ 
ɡɚɩɢɫɢ ɚɭɞɢɬɚ ɛɵɥɢ ɪɚɡɦɟɳɟɧɵ ɜ ɠɭɪɧɚɥɟ ɛɟɡɨɩɚɫɧɨɫɬɢ (eventvwr.msc). 

7. ɒɢɮɪɨɜɚɧɢɟ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ ɫɪɟɞɫɬɜɚɦɢ EFS. 
ɚ) Ɉɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɡɚɲɢɮɪɭɣɬɟ ɤɚɤɨɣ-ɧɢɛɭɞɶ ɮɚɣɥ ɧɚ ɞɢɫɤɟ. ɍɛɟɞɢɬɟɫɶ, ɱɬɨ 
ɩɨɫɥɟ ɷɬɨɝɨ ɛɵɥ ɫɨɡɞɚɧ ɫɟɪɬɢɮɢɤɚɬ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɡɚɩɭɫɬɢɜ ɨɫɧɚɫɬɤɭ certmgr.msc ɨɬ ɢɦɟɧɢ 
ɩɨɥɶɡɨɜɚɬɟɥɹ (ɪɚɡɞɟɥ Ʌɢɱɧɵɟ). ɉɪɨɫɦɨɬɪɢɬɟ ɨɫɧɨɜɧɵɟ ɩɚɪɚɦɟɬɪɵ ɫɟɪɬɢɮɢɤɚɬɚ ɨɬɤɪɵɬɨɝɨ ɤɥɸɱɚ 
ɩɨɥɶɡɨɜɚɬɟɥɹ testUser (ɫɪɨɤ ɞɟɣɫɬɜɢɹ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɚɥɝɨɪɢɬɦɵ). ɍɫɬɚɧɨɜɢɬɟ ɞɨɜɟɪɢɟ ɤ ɷɬɨɦɭ 
ɫɟɪɬɢɮɢɤɚɬɭ ɜ ɜɚɲɟɣ ɫɢɫɬɟɦɟ. 
ɛ) ɋɨɡɞɚɣɬɟ ɜ ɩɚɩɤɟ forTesting ɧɨɜɭɸ ɩɚɩɤɭ Encrypt. ȼ ɩɚɩɤɟ Encrypt ɫɨɡɞɚɣɬɟ ɢɥɢ ɫɤɨɩɢɪɭɣɬɟ ɜ 
ɧɟɟ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ. Ɂɚɲɢɮɪɭɣɬɟ ɩɚɩɤɭ Encrypt ɢ ɜɫɟ ɟɟ ɫɨɞɟɪɠɢɦɨɟ ɢɡ ɦɟɧɸ ɫɜɨɣɫɬɜ ɩɚɩɤɢ ɨɬ 
ɢɦɟɧɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ. ɉɨɩɪɨɛɭɣɬɟ ɩɪɨɫɦɨɬɪɟɬɶ ɢɥɢ ɫɤɨɩɢɪɨɜɚɬɶ ɤɚɤɨɣ-ɧɢɛɭɞɶ ɮɚɣɥ ɷɬɨɣ ɩɚɩɤɢ 
ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser. Ɉɛɴɹɫɧɢɬɟ ɪɟɡɭɥɶɬɚɬ. ɋɤɨɩɢɪɭɣɬɟ ɡɚɲɢɮɪɨɜɚɧɧɵɣ ɮɚɣɥ ɜ 
ɧɟɡɚɲɢɮɪɨɜɚɧɧɭɸ ɩɚɩɤɭ (ɧɚɩɪɢɦɟɪ, forTesting). ɍɛɟɞɢɬɟɫɶ ɱɬɨ ɨɧ ɨɫɬɚɥɫɹ ɡɚɲɢɮɪɨɜɚɧɧɵɦ. 
Ⱦɨɛɚɜɶɬɟ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser ɜ ɫɩɢɫɨɤ ɢɦɟɸɳɢɯ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɭ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɨɤɧɟ 
ɫɜɨɣɫɬɜ ɲɢɮɪɨɜɚɧɢɹ ɮɚɣɥɚ. ɉɨɜɬɨɪɢɬɟ ɩɨɩɵɬɤɭ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɮɚɣɥɭ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ 
testUser. 
ɜ) ɋɨɡɞɚɣɬɟ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ ɧɨɜɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ agentUser, ɫɞɟɥɚɣɬɟ ɟɝɨ ɱɥɟɧɨɦ ɝɪɭɩɩɵ 
Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɵ. Ɉɩɪɟɞɟɥɢɬɟ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ agentUser ɪɨɥɶ ɚɝɟɧɬɚ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ EFS. 
ɋɨɡɞɚɣɬɟ ɜ ɩɚɩɤɟ forTesting ɧɨɜɵɣ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ ɫ ɩɪɨɢɡɜɨɥɶɧɵɦ ɫɨɞɟɪɠɢɦɵɦ. Ɂɚɲɢɮɪɭɣɬɟ 
ɷɬɨɬ ɮɚɣɥ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser. ɍɛɟɞɢɬɟɫɶ ɜ ɨɤɧɟ ɩɨɞɪɨɛɧɨɫɬɟɣ ɲɢɮɪɨɜɚɧɢɹ ɮɚɣɥɚ, 
ɱɬɨ ɩɨɥɶɡɨɜɚɬɟɥɶ agentUser ɹɜɥɹɟɬɫɹ ɚɝɟɧɬɨɦ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ ɞɥɹ ɞɚɧɧɨɝɨ ɮɚɣɥɚ. ɉɨɩɪɨɛɭɣɬɟ 
ɩɪɨɱɢɬɚɬɶ ɫɨɞɟɪɠɢɦɨɟ ɮɚɣɥɚ ɨɬ ɢɦɟɧɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɢ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ agentUser. 
Ɉɛɴɹɫɧɢɬɟ ɪɟɡɭɥɶɬɚɬ. 
ɝ) Ɂɚɲɢɮɪɭɣɬɟ ɜɫɟ ɬɟɤɫɬɨɜɵɟ ɮɚɣɥɵ ɩɚɩɤɢ forTesting ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɤɨɧɫɨɥɶɧɨɣ ɤɨɦɚɧɞɵ 
ɲɢɮɪɨɜɚɧɢɹ cipher ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ testUser (ɩɪɟɞɜɚɪɢɬɟɥɶɧɨ ɫɧɢɦɢɬɟ ɡɚɩɪɟɬ ɧɚ ɞɨɫɬɭɩ ɤ 
ɷɬɢɦ ɮɚɣɥɚɦ, ɭɫɬɚɧɨɜɥɟɧɧɵɣ ɜ ɡɚɞɚɧɢɢ 2.2.6ɝ). 
ɞ) ɍɛɟɞɢɬɟɫɶ, ɱɬɨ ɩɪɢ ɤɨɩɢɪɨɜɚɧɢɢ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɮɚɣɥɨɜ ɧɚ ɬɨɦ ɫ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɨɣ, ɧɟ 
ɩɨɞɞɟɪɠɢɜɚɸɳɟɣ EFS (ɧɚɩɪɢɦɟɪ, FAT32 ɧɚ ɮɥɟɲ-ɧɚɤɨɩɢɬɟɥɟ), ɫɨɞɟɪɠɢɦɨɟ ɮɚɣɥɚ ɞɟɲɢɮɪɭɟɬɫɹ. 
2.2.8. ɉɨɫɥɟ ɞɟɦɨɧɫɬɪɚɰɢɢ ɪɟɡɭɥɶɬɚɬɨɜ ɪɚɛɨɬɵ ɩɪɟɩɨɞɚɜɚɬɟɥɸ ɜɨɫɫɬɚɧɨɜɢɬɟ ɢɫɯɨɞɧɨɟ ɫɨɫɬɨɹɧɢɟ 
ɫɢɫɬɟɦɵ: ɭɞɚɥɢɬɟ ɫɨɡɞɚɧɧɵɟ ɩɚɩɤɢ ɢ ɮɚɣɥɵ, ɪɚɡɞɟɥɵ ɪɟɟɫɬɪɚ, ɭɞɚɥɢɬɟ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ 
ɫɨɡɞɚɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɟɝɨ ɝɪɭɩɩɵ, ɫɧɢɦɢɬɟ ɫ ɩɨɥɶɡɨɜɚɬɟɥɹ agentUser ɪɨɥɶ ɚɝɟɧɬɚ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ.  
2.2.9. ɉɪɟɞɫɬɚɜɶɬɟ ɨɬɱɺɬ ɩɨ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɟ ɩɪɟɩɨɞɚɜɚɬɟɥɸ ɢ ɨɬɱɢɬɚɣɬɟ ɪɚɛɨɬɭ.  



2.3. ɋɨɞɟɪɠɚɧɢɟ ɨɬɱɟɬɚ 

Ɉɬɱɟɬ ɩɨ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɟ ɞɨɥɠɟɧ ɫɨɞɟɪɠɚɬɶ ɫɥɟɞɭɸɳɢɟ ɫɜɟɞɟɧɢɹ: 
 ɧɚɡɜɚɧɢɟ ɢ ɰɟɥɶ ɪɚɛɨɬɵ; 
 ɩɪɨɬɨɤɨɥ ɜɵɩɨɥɧɟɧɢɹ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ, ɫɨɞɟɪɠɚɳɢɣ ɫɩɢɫɨɤ ɤɨɧɫɨɥɶɧɵɯ ɤɨɦɚɧɞ, 
ɫɨɫɬɚɜɥɟɧɧɵɯ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɪɚɛɨɬɵ, ɢ ɪɟɡɭɥɶɬɚɬɵ ɢɯ ɜɵɩɨɥɧɟɧɢɹ. 
2. Ʉɨɧɬɪɨɥɶɧɵɟ ɜɨɩɪɨɫɵ 
1. Ʉ ɤɚɤɨɦɭ ɤɥɚɫɫɭ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɬɧɨɫɢɬɫɹ Ɉɋ Windows ɩɨ ɪɚɡɥɢɱɧɵɦ ɤɪɢɬɟɪɢɹɦ ɨɰɟɧɤɢ? 
2. Ʉɚɤɢɦ ɨɛɪɚɡɨɦ ɩɨɥɶɡɨɜɚɬɟɥɢ ɢɞɟɧɬɢɮɢɰɢɪɭɸɬɫɹ ɜ Ɉɋ Windows? 
3. ɑɬɨ ɬɚɤɨɟ ɫɩɢɫɤɢ DACL ɢ SACL? 
4. ɉɟɪɟɱɢɫɥɢɬɟ, ɤɚɤɢɦ ɨɛɪɚɡɨɦ ɦɨɠɧɨ ɡɚɩɭɫɬɢɬɶ ɩɪɨɰɟɫɫ ɨɬ ɢɦɟɧɢ ɞɪɭɝɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ. 
5. Ʉɚɤ ɩɪɨɢɫɯɨɞɢɬ ɩɪɨɜɟɪɤɚ ɩɪɚɜ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤ ɪɟɫɭɪɫɚɦ ɜ Ɉɋ Windows? 
6. ɑɬɨ ɬɚɤɨɟ ɦɚɪɤɟɪ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɢ ɤɚɤɨɜɚ ɟɝɨ ɪɨɥɶ ɜ ɦɨɞɟɥɢ ɛɟɡɨɩɚɫɧɨɫɬɢ Windows? 
7. Ʉɚɤ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɤɨɦɚɧɞɵ cacls ɞɨɛɚɜɢɬɶ ɩɪɚɜɚ ɧɚ ɡɚɩɢɫɶ ɞɥɹ ɜɫɟɯ ɮɚɣɥɨɜ ɡɚɞɚɧɧɨɣ 
ɩɚɩɤɢ? 
8. Ʉɚɤɢɟ ɫɨɛɵɬɢɹ ɩɨɞɥɟɠɚɬ ɚɭɞɢɬɭ ɜ Ɉɋ Windows? 
9. Ʉɚɤɢɦ ɨɛɪɚɡɨɦ ɲɢɮɪɭɸɬɫɹ ɮɚɣɥɵ ɜ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɟ EFS? ɑɬɨ ɬɚɤɨɟ FEK? DDF? DDR? 
10. Ʉɚɤɢɟ ɚɥɝɨɪɢɬɦɵ ɲɢɮɪɨɜɚɧɢɹ ɢɫɩɨɥɶɡɭɸɬɫɹ ɜ EFS?  
 

 

 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №11. Ɉɪɝɚɧɢɡɚɰɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ. 
 
ɐɟɥɶ: Ɉɫɜɨɟɧɢɟ ɧɚɜɵɤɨɜ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɤ ɮɚɣɥɚɦ ɢ ɩɚɩɤɚɦ ɫ ɰɟɥɶɸ 
ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ 
 
Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ 

Ɏɚɣɥɨɜɵɟ ɫɢɫɬɟɦɵ ɫɨɜɪɟɦɟɧɧɵɯ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ ɩɪɢ ɫɨɨɬɜɟɬɫɬɜɭɸɳɟɣ ɧɚɫɬɪɨɣɤɟ 
ɷɮɮɟɤɬɢɜɧɨ ɨɛɟɫɩɟɱɢɜɚɸɬ ɛɟɡɨɩɚɫɧɨɫɬɶ ɢ ɧɚɞɟɠɧɨɫɬɶ ɯɪɚɧɟɧɢɹ ɞɚɧɧɵɯ ɧɚ ɞɢɫɤɨɜɵɯ 
ɧɚɤɨɩɢɬɟɥɹɯ. Ⱦɥɹ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ Windows ɫɬɚɧɞɚɪɬɧɨɣ ɹɜɥɹɟɬɫɹ ɮɚɣɥɨɜɚɹ ɫɢɫɬɟɦɚ NTFS. 
ɍɫɬɚɧɚɜɥɢɜɚɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɨɩɪɟɞɟɥɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɮɚɣɥɨɜ ɢ ɤɚɬɚɥɨɝɨɜ (ɩɚɩɨɤ), 
ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ ɦɨɝɭɬ ɡɚɳɢɬɢɬɶ ɢɧɮɨɪɦɚɰɢɸ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ. Ʉɚɠɞɵɣ 
ɩɨɥɶɡɨɜɚɬɟɥɶ ɞɨɥɠɟɧ ɢɦɟɬɶ ɨɩɪɟɞɟɥɟɧɧɵɣ ɧɚɛɨɪ ɪɚɡɪɟɲɟɧɢɣ ɧɚ ɞɨɫɬɭɩ ɤ ɤɨɧɤɪɟɬɧɨɦɭ ɨɛɴɟɤɬɭ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ. Ʉɪɨɦɟ ɬɨɝɨ, ɨɧ ɦɨɠɟɬ ɛɵɬɶ ɜɥɚɞɟɥɶɰɟɦ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ, ɟɫɥɢ ɫɚɦ ɢɯ ɫɨɡɞɚɟɬ. 
Ⱥɞɦɢɧɢɫɬɪɚɬɨɪ ɦɨɠɟɬ ɧɚɡɧɚɱɢɬɶ ɫɟɛɹ ɜɥɚɞɟɥɶɰɟɦ ɥɸɛɨɝɨ ɨɛɴɟɤɬɚ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ, ɧɨ 
ɨɛɪɚɬɧɚɹ ɩɟɪɟɞɚɱɚ ɜɥɚɞɟɧɢɹ ɨɬ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɤ ɩɨɥɶɡɨɜɚɬɟɥɸ ɧɟɜɨɡɦɨɠɧɚ. 
ɇɚɡɧɚɱɟɧɢɟ ɪɚɡɪɟɲɟɧɢɣ ɩɪɨɢɡɜɨɞɢɬɫɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢɥɢ ɝɪɭɩɩ. Ɍɚɤ ɤɚɤ ɪɟɤɨɦɟɧɞɭɟɬɫɹ 
ɜɵɩɨɥɧɹɬɶ ɧɚɫɬɪɨɣɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɥɹ ɝɪɭɩɩ, ɬɨ ɧɟɨɛɯɨɞɢɦɨ, ɱɬɨɛɵ ɩɨɥɶɡɨɜɚɬɟɥɶ ɛɵɥ ɱɥɟɧɨɦ 
ɯɨɬɹ ɛɵ ɨɞɧɨɣ ɝɪɭɩɩɵ ɧɚ ɤɨɦɩɶɸɬɟɪɟ ɢɥɢ ɜ ɞɨɦɟɧɟ. 
Ɋɚɡɪɟɲɟɧɢɹ ɦɨɝɭɬ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɵ ɞɥɹ ɪɚɡɥɢɱɧɵɯ ɨɛɴɟɤɬɨɜ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɢɫɬɟɦɵ, ɨɞɧɚɤɨ ɜ 
ɷɬɨɣ ɪɚɛɨɬɟ ɛɭɞɭɬ ɪɚɫɫɦɨɬɪɟɧɵ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ. Ⱦɪɭɝɢɟ ɡɚɞɚɱɢ, ɧɚɩɪɢɦɟɪ 
ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɪɢɧɬɟɪɨɜ, ɪɟɲɚɸɬɫɹ ɚɧɚɥɨɝɢɱɧɵɦ ɨɛɪɚɡɨɦ. 

ɍɤɚɡɚɧɢɹ ɤ ɩɪɨɜɟɞɟɧɢɸ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ 
Ⱦɥɹ ɧɚɡɧɚɱɟɧɢɹ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɜɵɛɢɪɚɟɬ ɞɚɧɧɵɣ ɮɚɣɥ ɢɥɢ 
ɩɚɩɤɭ ɢ ɩɪɢ ɧɚɠɚɬɢɢ ɩɪɚɜɨɣ ɤɧɨɩɤɢ ɦɵɲɢ ɢɫɩɨɥɶɡɭɟɬ ɤɨɦɚɧɞɭ ɋɜɨɣɫɬɜɚ (Properties) ɢ ɜ 
ɩɨɹɜɢɜɲɟɦɫɹ ɨɤɧɟ ɩɟɪɟɯɨɞɢɬ ɧɚ ɜɤɥɚɞɤɭ Ȼɟɡɨɩɚɫɧɨɫɬɶ (Security). ɉɪɢɦɟɪ ɞɥɹ ɩɚɩɤɢ ɫ ɢɦɟɧɟɦ 
Ⱥɜɢɚɬɨɪ ɩɪɢɜɟɞɟɧ ɧɚ ɪɢɫɭɧɤɟ 1. 
ȼ ɡɨɧɟ ɂɦɹ (Name) ɢɦɟɟɬɫɹ ɫɩɢɫɨɤ ɝɪɭɩɩ ɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɤɨɬɨɪɵɦ ɭɠɟ ɧɚɡɧɚɱɟɧɵ ɪɚɡɪɟɲɟɧɢɹ 
ɞɥɹ ɞɚɧɧɨɝɨ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ. 

 
Ɋɢɫɭɧɨɤ 1 ȼɤɥɚɞɤɚ Ȼɟɡɨɩɚɫɧɨɫɬɶ ɨɤɧɚ ɫɜɨɣɫɬɜ ɩɚɩɤɢ Ⱥɜɢɚɬɨɪ 
Ⱦɥɹ ɞɨɛɚɜɥɟɧɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɝɪɭɩɩɵ ɧɚɠɦɢɬɟ ɤɧɨɩɤɭ Ⱦɨɛɚɜɢɬɶ (Add) ɢɥɢ ɍɞɚɥɢɬɶ 
(Remove). ɉɪɢ ɞɨɛɚɜɥɟɧɢɢ ɩɨɹɜɢɬɫɹ ɞɢɚɥɨɝ ȼɵɛɨɪ: ɉɨɥɶɡɨɜɚɬɟɥɢ, Ʉɨɦɩɶɸɬɟɪɵ ɢɥɢ Ƚɪɭɩɩɵ 
(SelectUsers,Computers,orGroups). Ⱦɨɛɚɜɢɜ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɝɪɭɩɩɭ ɦɵ ɭɜɢɞɢɦ ɷɬɨɬ ɨɛɴɟɤɬ ɜ 
ɡɨɧɟ ɂɦɹ ɢ ɜɵɞɟɥɢɜ ɟɝɨ, ɦɨɠɟɦ ɡɚɞɚɬɶ ɧɟɨɛɯɨɞɢɦɵɟ ɪɚɡɪɟɲɟɧɢɹ ɫ ɩɨɦɨɳɶɸ ɭɫɬɚɧɨɜɤɢ ɮɥɚɠɤɨɜ 
Ɋɚɡɪɟɲɢɬɶ (Allow) ɢɥɢ Ɂɚɩɪɟɬɢɬɶ (Deny) ɜ ɡɨɧɟ Ɋɚɡɪɟɲɟɧɢɹ (Permissions). 
ɋɬɚɧɞɚɪɬɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɮɚɣɥɨɜ:  

 ɉɨɥɧɵɣ ɞɨɫɬɭɩ (Full Control); 
 ɂɡɦɟɧɢɬɶ (Modify); 
 ɑɬɟɧɢɟ ɢ ɜɵɩɨɥɧɟɧɢɟ (Read&Execute); 
 ɑɬɟɧɢɟ (Read); 
 Ɂɚɩɢɫɶ (Write). 

ɋɬɚɧɞɚɪɬɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɚɩɨɤ:  
 ɉɨɥɧɵɣ ɞɨɫɬɭɩ (Full Control); 
 ɂɡɦɟɧɢɬɶ (Modify); 



 ɑɬɟɧɢɟ ɢ ɜɵɩɨɥɧɟɧɢɟ (Read&Execute); 
 ɋɩɢɫɨɤ ɫɨɞɟɪɠɢɦɨɝɨ ɩɚɩɤɢ 
 ɑɬɟɧɢɟ (Read); 
 Ɂɚɩɢɫɶ (Write). 

Ɋɚɡɪɟɲɟɧɢɟ ɑɬɟɧɢɟ ɩɨɡɜɨɥɹɟɬ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɮɚɣɥɵ ɢ ɩɚɩɤɢ ɢ ɢɯ ɚɬɪɢɛɭɬɵ. 
Ɋɚɡɪɟɲɟɧɢɟ Ɂɚɩɢɫɶ ɩɨɡɜɨɥɹɟɬ ɫɨɡɞɚɜɚɬɶ ɧɨɜɵɟ ɮɚɣɥɵ ɢ ɩɚɩɤɢ ɜɧɭɬɪɢ ɩɚɩɨɤ, ɢɡɦɟɧɹɬɶ ɚɬɪɢɛɭɬɵ 
ɢ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɜɥɚɞɟɥɶɰɟɜ ɢ ɪɚɡɪɟɲɟɧɢɹ. 
Ɋɚɡɪɟɲɟɧɢɟ ɋɩɢɫɨɤ ɫɨɞɟɪɠɢɦɨɝɨ ɩɚɩɤɢ ɩɨɡɜɨɥɹɟɬ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɢɦɟɧɚ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ. 
Ɋɚɡɪɟɲɟɧɢɟ ɑɬɟɧɢɟ ɢ ɜɵɩɨɥɧɟɧɢɟ ɞɥɹ ɩɚɩɨɤ ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɦɟɳɚɬɶɫɹ ɩɨ ɫɬɪɭɤɬɭɪɟ ɞɪɭɝɢɯ ɩɚɩɨɤ 
ɢ ɫɥɭɠɢɬ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɪɚɡɪɟɲɢɬɶ ɩɨɥɶɡɨɜɚɬɟɥɸ ɨɬɤɪɵɜɚɬɶ ɩɚɩɤɭ, ɞɚɠɟ ɟɫɥɢ ɨɧ ɧɟ ɢɦɟɟɬ ɩɪɚɜ 
ɞɨɫɬɭɩɚ ɤ ɧɟɣ, ɞɥɹ ɩɨɢɫɤɚ ɞɪɭɝɢɯ ɮɚɣɥɨɜ ɢɥɢ ɜɥɨɠɟɧɧɵɯ ɩɚɩɨɤ. Ɋɚɡɪɟɲɟɧɵ ɜɫɟ ɞɟɣɫɬɜɢɹ, ɩɪɚɜɨ 
ɧɚ ɤɨɬɨɪɵɟ ɞɚɸɬ ɪɚɡɪɟɲɟɧɢɹ ɑɬɟɧɢɟ ɢ ɋɩɢɫɨɤ ɫɨɞɟɪɠɢɦɨɝɨ ɩɚɩɤɢ. ɗɬɨ ɠɟ ɪɚɡɪɟɲɟɧɢɟ ɞɥɹ 
ɮɚɣɥɨɜ ɩɨɡɜɨɥɹɟɬ ɡɚɩɭɫɤɚɬɶ ɮɚɣɥɵ ɩɪɨɝɪɚɦɦ ɢ ɜɵɩɨɥɧɹɬɶ ɞɟɣɫɬɜɢɹ, ɩɪɚɜɨ ɧɚ ɤɨɬɨɪɵɟ ɞɚɟɬ 
ɪɚɡɪɟɲɟɧɢɟ ɑɬɟɧɢɟ. 
Ɋɚɡɪɟɲɟɧɢɟ ɂɡɦɟɧɢɬɶ ɩɨɡɜɨɥɹɟɬ ɭɞɚɥɹɬɶ ɩɚɩɤɢ, ɮɚɣɥɵ ɢ ɜɵɩɨɥɧɹɬɶ ɜɫɟ ɞɟɣɫɬɜɢɹ, ɩɪɚɜɨ ɧɚ 
ɤɨɬɨɪɵɟ ɞɚɸɬ ɪɚɡɪɟɲɟɧɢɹ Ɂɚɩɢɫɶ ɢ ɑɬɟɧɢɟ ɢ ɜɵɩɨɥɧɟɧɢɟ. 
Ɋɚɡɪɟɲɟɧɢɟ ɉɨɥɧɵɣ ɞɨɫɬɭɩ ɩɨɡɜɨɥɹɟɬ ɢɡɦɟɧɹɬɶ ɪɚɡɪɟɲɟɧɢɹ, ɦɟɧɹɬɶ ɜɥɚɞɟɥɶɰɚ, ɭɞɚɥɹɬɶ ɮɚɣɥɵ ɢ 
ɩɚɩɤɢ ɢ ɜɵɩɨɥɧɹɬɶ ɜɫɟ ɞɟɣɫɬɜɢɹ, ɧɚ ɤɨɬɨɪɵɟ ɞɚɸɬ ɩɪɚɜɨ ɜɫɟ ɨɫɬɚɥɶɧɵɟ ɪɚɡɪɟɲɟɧɢɹ NTFS. 
Ɋɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɚɩɨɤ ɪɚɫɩɪɨɫɬɪɚɧɹɸɬɫɹ ɧɚ ɢɯ ɫɨɞɟɪɠɢɦɨɟ: ɩɨɞɩɚɩɤɢ ɢ ɮɚɣɥɵ. 
ɉɪɢ ɧɚɡɧɚɱɟɧɢɢ ɩɨɥɶɡɨɜɚɬɟɥɸ ɢɥɢ ɝɪɭɩɩɟ ɪɚɡɪɟɲɟɧɢɹ ɧɚ ɞɨɫɬɭɩ ɤ ɮɚɣɥɭ ɢɥɢ ɩɚɩɤɟ 
ɪɭɤɨɜɨɞɫɬɜɭɸɬɫɹ ɬɟɦ ɭɪɨɜɧɟɦ ɞɨɫɬɭɩɚ, ɤɨɬɨɪɵɣ ɞɨɫɬɚɬɨɱɟɧ ɞɥɹ ɞɚɧɧɨɣ ɝɪɭɩɩɵ ɢɥɢ ɩɨɥɶɡɨɜɚɬɟɥɹ 
ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɢɦ ɫɜɨɢɯ ɪɚɛɨɱɢɯ ɨɛɹɡɚɧɧɨɫɬɟɣ.  
Ɋɚɫɫɦɨɬɪɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɨɬɧɨɫɹɬɫɹ ɤ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɞɚɧɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ, ɫɨɜɟɪɲɢɜɲɢɦ ɜɯɨɞ 
ɥɨɤɚɥɶɧɨ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɧɚ ɞɚɧɧɭɸ ɦɚɲɢɧɭ. Ɍɚɤɢɟ ɪɚɡɪɟɲɟɧɢɹ ɧɚɡɵɜɚɸɬɫɹ ɪɚɡɪɟɲɟɧɢɹɦɢ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ. 
Ɍɚɤ ɤɚɤ ɮɚɣɥɨɜɚɹ ɫɢɫɬɟɦɚ Windows ɧɚɡɵɜɚɟɬɫɹ NTFS, ɬɨ ɪɚɡɪɟɲɟɧɢɹ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ ɞɥɹ 
Windows ɧɚɡɵɜɚɸɬ ɪɚɡɪɟɲɟɧɢɹɦɢ NTFS. 
Ɋɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɩɨɥɭɱɢɜɲɢɦ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ ɢɥɢ ɮɚɣɥɭ ɱɟɪɟɡ ɫɟɬɶ, ɪɟɝɭɥɢɪɭɸɬɫɹ 
ɨɬɞɟɥɶɧɨ ɫ ɩɨɦɨɳɶɸ ɬɚɤ ɧɚɡɵɜɚɟɦɵɯ ɪɚɡɪɟɲɟɧɢɣ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. ɗɬɢ ɪɚɡɪɟɲɟɧɢɹ 
ɪɚɫɩɪɨɫɬɪɚɧɹɸɬɫɹ ɬɨɥɶɤɨ ɧɚ ɩɚɩɤɢ, ɤ ɤɨɬɨɪɵɦ ɩɪɟɞɨɫɬɚɜɥɟɧ ɨɛɳɢɣ ɞɨɫɬɭɩ ɱɟɪɟɡ ɫɟɬɶ ɢ 
ɞɟɣɫɬɜɭɸɬ ɬɨɥɶɤɨ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɨɛɪɚɳɚɸɳɢɯɫɹ ɤ ɩɚɩɤɟ ɱɟɪɟɡ ɫɟɬɶ. ȼɨɡɦɨɠɧɨɫɬɢ 
ɩɨɥɶɡɨɜɚɬɟɥɹ ɡɚɞɚɸɬɫɹ ɪɚɡɪɟɲɟɧɢɹɦɢ, ɩɪɟɞɫɬɚɜɥɟɧɧɵɦɢ ɧɢɠɟ: 

 ɉɨɥɧɵɣ ɞɨɫɬɭɩ (Full Control); 
 ɂɡɦɟɧɢɬɶ (Change); 
 ɑɬɟɧɢɟ (Read); 

Ⱦɨɫɬɭɩ ɤ ɫɪɟɞɫɬɜɚɦ ɧɚɫɬɪɨɣɤɢ ɪɚɡɪɟɲɟɧɢɣ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɜɵɩɨɥɧɹɟɬɫɹ ɱɟɪɟɡ ɫɜɨɣɫɬɜɚ ɩɚɩɤɢ, 
ɩɪɟɞɨɫɬɚɜɥɟɧɧɨɣ ɜ ɨɛɳɢɣ ɞɨɫɬɭɩ (ɪɢɫɭɧɨɤ 4.2) 

 
Ɋɢɫɭɧɨɤ 4.2 Ɋɚɡɪɟɲɟɧɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɞɥɹ ɩɚɩɤɢ WS_DEMO 
Ɋɚɡɪɟɲɟɧɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɹɜɥɹɸɬɫɹ ɫɪɟɞɫɬɜɨɦ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɚɧɧɵɯ ɩɪɢ 
ɤɨɥɥɟɤɬɢɜɧɨɣ ɪɚɛɨɬɟ ɫ ɞɨɤɭɦɟɧɬɚɦɢ ɢ ɩɨɷɬɨɦɭ ɞɨɥɠɧɵ ɭɫɬɚɧɚɜɥɢɜɚɬɶɫɹ ɨɱɟɧɶ ɬɳɚɬɟɥɶɧɨ ɢ 
ɨɛɨɫɧɨɜɚɧɧɨ. ɉɪɢ ɷɬɨɦ ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɞɟɣɫɬɜɨɜɚɬɶ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ. 

 Ⱦɥɹ ɤɚɠɞɨɝɨ ɪɟɫɭɪɫɚ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɨɩɪɟɞɟɥɢɬɶ, ɤɚɤɢɦ ɝɪɭɩɩɚɦ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 
ɧɟɨɛɯɨɞɢɦ ɞɨɫɬɭɩ ɤ ɧɟɦɭ ɢ ɤɚɤɨɣ ɬɪɟɛɭɟɬɫɹ ɭɪɨɜɟɧɶ ɞɨɫɬɭɩɚ; 

 Ⱦɥɹ ɭɩɪɨɳɟɧɢɹ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ ɧɚɡɧɚɱɚɣɬɟ ɪɚɡɪɟɲɟɧɢɹ ɝɪɭɩɩɚɦ, ɚ ɧɟ ɨɬɞɟɥɶɧɵɦ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦ; 



 ɍɫɬɚɧɚɜɥɢɜɚɣɬɟ ɦɚɤɫɢɦɚɥɶɧɨ ɫɬɪɨɝɢɟ ɪɚɡɪɟɲɟɧɢɹ, ɤɨɬɨɪɵɟ, ɨɞɧɚɤɨ, ɞɨɥɠɧɵ ɩɨɡɜɨɥɹɬɶ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɫɨɜɟɪɲɚɬɶ ɧɟɨɛɯɨɞɢɦɵɟ ɞɟɣɫɬɜɢɹ; 

 Ɉɪɝɚɧɢɡɭɣɬɟ ɪɟɫɭɪɫɵ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨɛɵ ɩɚɩɤɢ ɫ ɨɞɢɧɚɤɨɜɵɦ ɭɪɨɜɧɟɦ 
ɬɪɟɛɨɜɚɧɢɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɧɚɯɨɞɢɥɢɫɶ ɜ ɨɞɧɨɣ ɩɚɩɤɟ. Ɂɚɬɟɦ ɭɫɬɚɧɨɜɢɬɟ ɨɛɳɢɣ ɞɨɫɬɭɩ 
ɬɨɥɶɤɨ ɤ ɧɟɣ, ɜɫɟ ɜɥɨɠɟɧɧɵɟ ɩɚɩɤɢ ɧɚɫɥɟɞɭɸɬ ɧɚɫɬɪɨɣɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ; 

 Ⱦɥɹ ɩɚɩɨɤ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɩɪɢɦɟɧɹɣɬɟ ɢɧɬɭɢɬɢɜɧɨ ɩɨɧɹɬɧɵɟ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɢɦɟɧɚ, 
ɤɨɪɪɟɤɬɧɨ ɨɬɨɛɪɚɠɚɟɦɵɟ ɜɫɟɦɢ ɤɥɢɟɧɬɫɤɢɦɢ ɨɩɟɪɚɰɢɨɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ, ɢɫɩɨɥɶɡɭɟɦɵɦɢ 
ɧɚ ɩɪɟɞɩɪɢɹɬɢɢ. 

 ȿɫɥɢ ɜ ɨɛɳɢɯ ɩɚɩɤɚɯ ɩɪɟɞɩɨɥɚɝɚɟɬɫɹ ɯɪɚɧɢɬɶ ɩɪɨɝɪɚɦɦɵ-ɩɪɢɥɨɠɟɧɢɹ, ɬɨ ɰɟɥɟɫɨɨɛɪɚɡɧɨ 
ɩɨɦɟɫɬɢɬɶ ɢɯ ɜ ɨɞɧɭ ɩɚɩɤɭ – ɟɞɢɧɨɟ ɦɟɫɬɨ ɯɪɚɧɟɧɢɹ ɢ ɨɛɧɨɜɥɟɧɢɢ ɹ ɩɪɢɥɨɠɟɧɢɣ; 

ɇɟɫɤɨɥɶɤɨ ɨɛɳɢɯ ɩɚɩɨɤ, ɞɨɫɬɭɩɧɵɯ ɱɥɟɧɚɦ ɝɪɭɩɩɵ Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɵ, ɬɚɤ ɧɚɡɵɜɚɟɦɵɟ ɫɤɪɵɬɵɟ 
Ⱥɞɦɢɧɢɫɬɪɚɬɢɜɧɵɟ ɨɛɳɢɟ ɩɚɩɤɢ, ɫɨɡɞɚɸɬɫɹ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɨɣ ɚɜɬɨɦɚɬɢɱɟɫɤɢ. ɂɦɟɧɚ ɷɬɢɯ 
ɩɚɩɨɤ ɡɚɤɚɧɱɢɜɚɸɬɫɹ ɡɧɚɤɨɦ $. ɗɬɨ ɤɨɪɧɟɜɵɟ ɤɚɬɚɥɨɝɢ ɤɚɠɞɨɝɨ ɬɨɦɚ ɧɚ ɠɟɫɬɤɨɦ ɞɢɫɤɟ (C$,D$ ɢ 
ɬ.ɞ.), ɩɚɩɤɚ Admin$ ɞɥɹ ɞɨɫɬɭɩɚ ɤ ɫɢɫɬɟɦɧɨɦɭ ɤɚɬɚɥɨɝɭ, ɩɚɩɤɚ Print$ ɞɥɹ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ 
ɞɪɚɣɜɟɪɨɜ ɩɪɢɧɬɟɪɨɜ. 
Ʉɪɨɦɟ ɬɨɝɨ, ɫɤɪɵɬɭɸ ɩɚɩɤɭ ɫ ɨɛɳɢɦ ɞɨɫɬɭɩɨɦ ɦɨɠɧɨ ɫɨɡɞɚɬɶ ɫ ɰɟɥɶɸ ɞɨɫɬɭɩɚ ɤ ɧɟɣ ɬɨɥɶɤɨ ɬɟɯ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɤɨɬɨɪɵɟ ɛɭɞɭɬ ɡɧɚɬɶ ɢɦɹ ɫɤɪɵɬɨɣ ɩɚɩɤɢ.  
ɉɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɨɛɳɢɦ ɩɚɩɤɚɦ ɞɪɭɝɢɯ ɤɨɦɩɶɸɬɟɪɨɜ ɦɨɠɧɨ ɢɫɩɨɥɶɡɭɹ ɤɨɦɩɨɧɟɧɬɵ ɋɟɬɟɜɨɟ 
ɨɤɪɭɠɟɧɢɟ, Ɇɨɣ ɤɨɦɩɶɸɬɟɪ, Ɇɚɫɬɟɪ ɞɨɛɚɜɥɟɧɢɹ ɜ ɫɟɬɟɜɨɟ ɨɤɪɭɠɟɧɢɢ ɢ ɤɨɦɚɧɞɭ ɜɵɩɨɥɧɢɬɶ 
(Run). 
ɋɨɟɞɢɧɟɧɢɟ ɫ ɨɛɳɟɣ ɩɚɩɤɨɣ ɱɟɪɟɡ ɋɟɬɟɜɨɟ ɨɤɪɭɠɟɧɢɟ ɜɵɩɨɥɧɹɟɬɫɹ ɞɜɨɣɧɵɦ ɳɟɥɱɤɨɦ ɩɨ 
ɪɟɫɭɪɫɭ, ɤ ɤɨɬɨɪɨɦɭ ɧɟɨɛɯɨɞɢɦɨ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ. ȿɫɥɢ ɨɛɳɢɣ ɪɟɫɭɪɫ ɨɬɫɭɬɫɬɜɭɟɬ ɜ ɫɩɢɫɤɟ 
ɞɨɫɬɭɩɧɵɯ, ɜɵɛɟɪɢɬɟ ɡɧɚɱɨɤ Ⱦɨɛɚɜɢɬɶ ɧɨɜɵɣ ɷɥɟɦɟɧɬ ɜ ɫɟɬɟɜɨɟ ɨɤɪɭɠɟɧɢɟ ɢ ɭɤɚɠɢɬɟ ɚɞɪɟɫ 
ɩɨɞɤɥɸɱɚɟɦɨɝɨ ɪɟɫɭɪɫɚ. 
ɋɨɟɞɢɧɟɧɢɟ ɫ ɨɛɳɟɣ ɩɚɩɤɨɣ ɱɟɪɟɡ ɤɨɦɩɨɧɟɧɬ Ɇɨɣ ɤɨɦɩɶɸɬɟɪ ɜɵɩɨɥɧɹɟɬɫɹ ɱɟɪɟɡ ɦɟɧɸ ɋɟɪɜɢɫ 
ɷɬɨɝɨ ɤɨɦɩɨɧɟɧɬɚ ɜ ɩɭɧɤɬɟ ɉɨɞɤɥɸɱɢɬɶ ɫɟɬɟɜɨɣ ɞɢɫɤ ɩɪɢ ɭɤɚɡɚɧɢɢ ɩɭɬɢ ɤ ɨɛɳɟɦɭ ɪɟɫɭɪɫɭ. ȿɫɥɢ 
ɧɟɨɛɯɨɞɢɦɨ ɩɨɥɶɡɨɜɚɬɶɫɹ ɷɬɢɦ ɫɨɟɞɢɧɟɧɢɟɦ ɩɨɫɬɨɹɧɧɨ, ɧɭɠɧɨ ɱɬɨɛɵ ɮɥɚɠɨɤ ȼɨɫɫɬɚɧɚɜɥɢɜɚɬɶ 
ɩɪɢ ɜɯɨɞɟ ɜ ɫɢɫɬɟɦɭ ɛɵɥ ɭɫɬɚɧɨɜɥɟɧ. ɋɨɟɞɢɧɟɧɢɟ ɛɭɞɟɬ ɞɨɫɬɭɩɧɨ ɜ ɪɚɡɞɟɥɟ ɋɟɬɟɜɵɟ ɞɢɫɤɟ ɨɤɧɚ 
Ɇɨɣ ɤɨɦɩɶɸɬɟɪ. 
Ⱦɥɹ ɫɨɟɞɢɧɟɧɢɹ ɫ ɨɛɳɟɣ ɩɚɩɤɨɣ ɫ ɩɨɦɨɳɶɸ ɤɨɦɚɧɞɵ ȼɵɩɨɥɧɢɬɶ ɳɟɥɤɧɢɬɟ ɉɭɫɤ, ɡɚɬɟɦ 
ȼɵɩɨɥɧɢɬɶ ɢ ɜɜɟɞɢɬɟ ɩɭɬɶ ɤ ɩɚɩɤɟ ɜ ɮɨɪɦɚɬɟ UNC(\\ɢɦɹ_ ɤɨɦɩɶɸɬɟɪɚ\ɢɦɹ_ɨɛɳɟɣ ɩɚɩɤɢ). 
Ɋɚɫɫɦɨɬɪɢɦ, ɤɚɤ ɩɨɥɶɡɨɜɚɬɶɫɹ ɫɪɟɞɫɬɜɚɦɢ ɭɫɬɚɧɨɜɤɢ ɪɚɡɪɟɲɟɧɢɣ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ ɢ ɨɛɳɟɝɨ 
ɞɨɫɬɭɩɚ.  
ɉɨɫɥɟ ɜɵɛɨɪɚ ɨɛɴɟɤɬɚ, ɞɥɹ ɤɨɬɨɪɨɝɨ ɛɭɞɟɬ ɜɵɩɨɥɧɹɬɶɫɹ ɧɚɫɬɪɨɣɤɚ ɪɚɡɪɟɲɟɧɢɣ ɮɚɣɥɨɜɨɣ 
ɫɢɫɬɟɦɵ, ɜ ɞɢɚɥɨɝɨɜɨɦ ɨɤɧɟ ɫɜɨɣɫɬɜ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ ɧɟɨɛɯɨɞɢɦɨ ɜɵɛɪɚɬɶ ɜɤɥɚɞɤɭ 
Ȼɟɡɨɩɚɫɧɨɫɬɶ, ɩɨɤɚɡɚɧɧɭɸ ɧɚ ɪɢɫɭɧɤɟ 2. 
ȼ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɩɨɤɚɡɚɧɨ, ɱɬɨ ɞɥɹ ɩɚɩɤɢ Ⱥɜɢɚɬɨɪ ɞɥɹ ɝɪɭɩɩɵ Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɵ ɭɫɬɚɧɨɜɥɟɧɵ 
ɪɚɡɪɟɲɟɧɢɹ ɭɪɨɜɧɹ ɉɨɥɧɵɣ ɞɨɫɬɭɩ, ɚ ɞɥɹ ɝɪɭɩɩɵ ȼɫɟ ɪɚɡɪɟɲɟɧɢɹ ɨɝɪɚɧɢɱɟɧɵ ɧɚ ɭɪɨɜɧɟ ɑɬɟɧɢɟ. 
ɉɪɢ ɭɫɬɚɧɨɜɤɟ ɪɚɡɪɟɲɟɧɢɣ ɜ ɫɩɢɫɤɟ ɝɪɭɩɩ ɦɨɠɧɨ ɡɚɦɟɬɢɬɶ ɢɦɟɧɚ ɬɚɤ ɧɚɡɵɜɚɟɦɵɯ ɜɫɬɪɨɟɧɧɵɯ 
ɫɢɫɬɟɦɧɵɯ ɝɪɭɩɩ, ɧɟɜɢɞɢɦɵɯ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɨɫɧɚɫɬɨɤ ɞɥɹ ɭɩɪɚɜɥɟɧɢɹ ɝɪɭɩɩɚɦɢ ɢ 
ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ. ɗɬɢ ɝɪɭɩɩɵ ɧɟ ɢɦɟɸɬ ɨɩɪɟɞɟɥɟɧɧɵɯ ɱɥɟɧɫɬɜ, ɤɨɬɨɪɵɟ ɦɨɠɧɨ ɧɚɡɧɚɱɢɬɶ ɢɥɢ 
ɢɡɦɟɧɢɬɶ, ɧɨ ɜ ɧɢɯ ɫɢɫɬɟɦɚ ɜɤɥɸɱɚɟɬ ɪɚɡɥɢɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɪɚɡɥɢɱɧɨɟ ɜɪɟɦɹ, ɜ ɡɚɜɢɫɢɦɨɫɬɢ 
ɨɬ ɬɨɝɨ, ɤɚɤɢɦ ɨɛɪɚɡɨɦ ɩɨɥɶɡɨɜɚɬɟɥɶ ɩɨɥɭɱɚɟɬ ɞɨɫɬɭɩ ɤ ɫɢɫɬɟɦɟ ɢɥɢ ɪɟɫɭɪɫɚɦ.  
ȼ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɢɦɟɟɬɫɹ ɜ ɜɢɞɭ ɝɪɭɩɩɚ ȼɫɟ, ɜ ɤɨɬɨɪɭɸ ɜɨ ɜɪɟɦɹ ɫɜɨɟɣ ɪɚɛɨɬɵ ɜɯɨɞɹɬ ɜɫɟ, ɤɬɨ 
ɩɨɥɭɱɢɥ ɞɨɫɬɭɩ ɤ ɤɨɦɩɶɸɬɟɪɭ ɢɥɢ ɞɨɦɟɧɭ. 
Ɋɚɡɪɟɲɟɧɢɹ ɦɨɠɧɨ ɧɟ ɬɨɥɶɤɨ ɭɫɬɚɧɚɜɥɢɜɚɬɶ, ɧɨ ɡɚɩɪɟɳɚɬɶ. Ɂɚɩɪɟɬ ɢɦɟɟɬ ɛɨɥɶɲɢɣ ɩɪɢɨɪɢɬɟɬ, 
ɱɟɦ ɪɚɡɪɟɲɟɧɢɟ. Ɂɚɩɪɟɬ ɪɚɡɪɟɲɟɧɢɣ ɤɚɤ ɦɟɬɨɞ ɤɨɧɬɪɨɥɹ ɪɟɫɭɪɫɨɜ Microsoft ɩɪɢɦɟɧɹɬɶ ɧɟ 
ɪɟɤɨɦɟɧɞɭɟɬ, ɢ ɨɧ ɢɫɩɨɥɶɡɭɟɬɫɹ, ɜ ɨɫɧɨɜɧɨɦ, ɞɥɹ ɞɨɩɨɥɧɢɬɟɥɶɧɨɣ ɧɚɫɬɪɨɣɤɢ ɪɚɡɪɟɲɟɧɢɣ 
ɤɨɧɤɪɟɬɧɵɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ, ɜ ɨɬɥɢɱɢɟ ɨɬ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ ɞɪɭɝɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɝɪɭɩɩɵ. 
Ɋɚɫɫɦɨɬɪɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɧɚɡɵɜɚɸɬɫɹ ɫɬɚɧɞɚɪɬɧɵɦɢ ɢ ɩɨɡɜɨɥɹɸɬ ɪɟɲɢɬɶ ɛɨɥɶɲɢɧɫɬɜɨ ɡɚɞɚɱ, 
ɫɜɹɡɚɧɧɵɯ ɫ ɪɟɝɭɥɢɪɨɜɚɧɢɟɦ ɭɪɨɜɧɹ ɞɨɫɬɭɩɚ ɝɪɭɩɩ ɤ ɪɟɫɭɪɫɚɦ.  



 
Ɋɢɫɭɧɨɤ 2 ɍɫɬɚɧɨɜɤɚ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ ɝɪɭɩɩɵ ȼɫɟ 
Ʉɧɨɩɤɚ Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ ɫɥɭɠɢɬ ɞɥɹ ɡɚɞɚɧɢɹ ɫɩɟɰɢɚɥɶɧɵɯ ɪɚɡɪɟɲɟɧɢɣ. Ʉɚɠɞɨɟ ɫɬɚɧɞɚɪɬɧɨɟ 
ɪɚɡɪɟɲɟɧɢɟ ɫɨɫɬɨɢɬ ɢɡ ɧɟɫɤɨɥɶɤɢɯ ɫɩɟɰɢɚɥɶɧɵɯ, ɧɚɩɪɢɦɟɪ ɫɬɚɧɞɚɪɬɧɨɟ ɪɚɡɪɟɲɟɧɢɟ Ɂɚɩɢɫɶ 
ɫɨɫɬɨɢɬ ɢɡ ɲɟɫɬɢ ɫɩɟɰɢɚɥɶɧɵɯ ɪɚɡɪɟɲɟɧɢɣ: ɫɨɡɞɚɧɢɟ ɮɚɣɥɨɜ/ɡɚɩɢɫɶ ɞɚɧɧɵɯ, ɋɨɡɞɚɧɢɟ 
ɩɚɩɨɤ/ɞɨɡɚɩɢɫɶ ɞɚɧɧɵɯ, ɡɚɩɢɫɶ ɚɬɪɢɛɭɬɨɜ, Ɂɚɩɢɫɶ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɚɬɪɢɛɭɬɨɜ, ɱɬɟɧɢɟ 
ɪɚɡɪɟɲɟɧɢɣ, ɫɢɧɯɪɨɧɢɡɚɰɢɹ. ɋɩɟɰɢɚɥɶɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɛɨɥɟɟ ɬɨɧɤɨɣ 
ɧɚɫɬɪɨɣɤɢ ɜ ɧɟɫɬɚɧɞɚɪɬɧɵɯ ɫɢɬɭɚɰɢɹɯ.  
ȼ ɨɤɧɟ ɫɩɟɰɢɚɥɶɧɵɯ ɪɚɡɪɟɲɟɧɢɣ ɢɦɟɸɬɫɹ ɡɚɤɥɚɞɤɢ Ⱥɭɞɢɬ, ȼɥɚɞɟɥɟɰ ɢ ɗɮɮɟɤɬɢɜɧɵɟ 
ɪɚɡɪɟɲɟɧɢɹ. 
Ⱥɭɞɢɬ - ɷɬɨ ɩɪɨɰɟɫɫ, ɩɨɡɜɨɥɹɸɳɢɣ ɮɢɤɫɢɪɨɜɚɬɶ ɫɨɛɵɬɢɹ, ɩɪɨɢɫɯɨɞɹɳɢɟ ɜ ɫɢɫɬɟɦɟ ɢ ɢɦɟɸɳɢɟ 
ɨɬɧɨɲɟɧɢɹ ɤ ɛɟɡɨɩɚɫɧɨɫɬɢ. ɇɚ ɞɚɧɧɨɣ ɜɤɥɚɞɤɟ ɩɪɨɢɡɜɨɞɢɬɫɹ ɜɵɛɨɪ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢɥɢ ɝɪɭɩɩɵ, 
ɞɥɹ ɤɨɬɨɪɵɯ ɞɚɧɧɚɹ ɩɚɩɤɚ (ɢɥɢ ɮɚɣɥ) ɛɭɞɟɬ ɨɛɴɟɤɬɨɦ ɚɭɞɢɬɚ.  
Ɂɚɤɥɚɞɤɚ ȼɥɚɞɟɥɟɰ ɨɛɟɫɩɟɱɢɜɚɟɬ ɬɚɤɨɟ ɫɜɨɣɫɬɜɨ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɤɚɤ ɩɪɚɜɨ ɜɥɚɞɟɧɢɹ ɨɛɴɟɤɬɨɦ 
ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ. Ⱥɞɦɢɧɢɫɬɪɚɬɨɪ ɜɫɟɝɞɚ ɦɨɠɟɬ ɫɬɚɬɶ ɜɥɚɞɟɥɶɰɟɦ ɥɸɛɨɝɨ ɨɛɴɟɤɬɚ ɮɚɣɥɨɜɨɣ 
ɫɢɫɬɟɦɵ, ɥɸɛɨɣ ɩɨɥɶɡɨɜɚɬɟɥɶ ɹɜɥɹɟɬɫɹ ɜɥɚɞɟɥɶɰɟɦ ɫɨɡɞɚɧɧɵɯ ɢɦ ɨɛɴɟɤɬɨɜ ɢ, ɟɫɥɢ ɥɨɤɚɥɶɧɵɟ 
ɢɥɢ ɞɨɦɟɧɧɵɟ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ ɪɚɡɪɟɲɚɬ, ɩɨɥɶɡɨɜɚɬɟɥɶ ɦɨɠɟɬ ɧɚɡɧɚɱɚɬɶ ɫɟɛɹ ɜɥɚɞɟɥɶɰɟɦ 
ɞɪɭɝɢɯ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ. 
ɉɨɞɪɨɛɧɨɟ ɪɚɫɫɦɨɬɪɟɧɢɟ ɜɨɩɪɨɫɨɜ ɜɥɚɞɟɧɢɹ ɜɵɯɨɞɢɬ ɡɚ ɪɚɦɤɢ ɞɚɧɧɨɝɨ ɩɨɫɨɛɢɹ, ɨɞɧɚɤɨ 
ɨɬɦɟɬɢɦ, ɱɬɨ ɦɧɨɝɢɟ ɨɩɟɪɚɰɢɢ ɫ ɮɚɣɥɚɦɢ ɢ ɩɚɩɤɚɦɢ, ɧɚɩɪɢɦɟɪ ɫɦɟɧɚ ɪɚɡɪɟɲɟɧɢɣ, ɲɢɮɪɨɜɚɧɢɟ ɢ 
ɞɟɲɢɮɪɨɜɚɧɢɟ ɩɪɢɜɹɡɚɧɵ ɤ ɮɚɤɬɭ ɜɥɚɞɟɧɢɹ ɞɚɧɧɵɦ ɨɛɴɟɤɬɨɦ. 
ɋɩɢɫɨɤ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ (ACL) ɯɪɚɧɢɬɫɹ ɧɚ ɞɢɫɤɟ NTFS ɞɥɹ ɤɚɠɞɨɝɨ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ. ȼ 
ɧɟɦ ɩɟɪɟɱɢɫɥɟɧɵ ɩɨɥɶɡɨɜɚɬɟɥɢ ɢ ɝɪɭɩɩɵ, ɞɥɹ ɤɨɬɨɪɵɯ ɭɫɬɚɧɨɜɥɟɧɵ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɮɚɣɥɚ ɢɥɢ 
ɩɚɩɤɢ, ɚ ɬɚɤɠɟ ɫɚɦɢ ɧɚɡɧɚɱɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ. 
Ʉɚɠɞɨɦɭ ɩɨɥɶɡɨɜɚɬɟɥɸ ɢɥɢ ɝɪɭɩɩɟ ɦɨɝɭɬ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɵ ɦɧɨɠɟɫɬɜɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɱɟɪɟɡ 
ɭɱɚɫɬɢɟ ɜ ɧɟɫɤɨɥɶɤɢɯ ɝɪɭɩɩɚɯ ɫ ɪɚɡɧɵɦ ɧɚɛɨɪɨɦ ɪɚɡɪɟɲɟɧɢɣ. ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɞɟɣɫɬɜɭɸɬ 
ɷɮɮɟɤɬɢɜɧɵɟ ɪɚɡɪɟɲɟɧɢɹ – ɩɨɥɶɡɨɜɚɬɟɥɶ ɨɛɥɚɞɚɟɬ ɜɫɟɦɢ ɧɚɡɧɚɱɟɧɧɵɦɢ ɟɦɭ ɪɚɡɪɟɲɟɧɢɹɦɢ. 
Ⱦɟɣɫɬɜɭɟɬ ɩɪɢɨɪɢɬɟɬ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ ɮɚɣɥɨɜ ɧɚɞ ɪɚɡɪɟɲɟɧɢɹɦɢ ɞɥɹ ɩɚɩɨɤ ɢ ɩɪɢɨɪɢɬɟɬ 
ɡɚɩɪɟɳɟɧɢɹ ɧɚɞ ɪɚɡɪɟɲɟɧɢɟɦ. 
Ɋɚɡɪɟɲɟɧɢɹ, ɧɚɡɧɚɱɟɧɧɵɟ ɪɨɞɢɬɟɥɶɫɤɨɣ ɩɚɩɤɟ, ɩɨ ɭɦɨɥɱɚɧɢɸ ɧɚɫɥɟɞɭɸɬɫɹ ɜɫɟɦɢ ɩɨɞɩɚɩɤɚɦɢ ɢ 
ɮɚɣɥɚɦɢ, ɫɨɞɟɪɠɚɳɢɦɢɫɹ ɜ ɩɚɩɤɚɯ. Ɉɞɧɚɤɨ ɟɫɬɶ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɟɞɨɬɜɪɚɬɢɬɶ ɧɚɫɥɟɞɨɜɚɧɢɟ ɞɥɹ 
ɥɸɛɨɣ ɜɥɨɠɟɧɧɨɣ ɩɚɩɤɢ ɢ ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɷɬɚ ɩɚɩɤɚ ɫɚɦɚ ɫɬɚɧɨɜɢɬɫɹ ɪɨɞɢɬɟɥɶɫɤɨɣ ɞɥɹ ɜɥɨɠɟɧɧɵɯ 
ɜ ɧɟɟ ɩɚɩɨɤ.  
ȿɫɥɢ ɩɚɩɤɚ ɩɪɟɞɨɫɬɚɜɥɟɧɚ ɞɥɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɬɨ ɧɚ ɧɟɟ ɪɚɫɩɪɨɫɬɪɚɧɹɸɬɫɹ ɪɚɡɪɟɲɟɧɢɹ ɞɜɭɯ 
ɜɢɞɨɜ:  

 ɪɚɡɪɟɲɟɧɢɹ ɮɚɣɥɨɜɨɣ ɫɢɫɬɟɦɵ, ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɞɚɧɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ; 
 ɪɚɡɪɟɲɟɧɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ, ɨɛɴɹɜɥɟɧɧɵɟ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɩɨɥɭɱɢɜɲɢɯ ɞɨɫɬɭɩ ɱɟɪɟɡ 

ɫɟɬɶ. 
Ɉɛɵɱɧɨ ɞɥɹ ɩɚɩɨɤ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɡɚɞɚɸɬ ɪɚɡɪɟɲɟɧɢɹ ɩɨɥɧɨɝɨ ɞɨɫɬɭɩɚ, ɚ ɨɝɪɚɧɢɱɟɧɢɹ ɜɜɨɞɹɬ 
ɭɫɬɚɧɨɜɤɨɣ ɪɚɡɪɟɲɟɧɢɣ NTFS. 
ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɞɟɣɫɬɜɭɟɬ ɨɛɴɟɞɢɧɟɧɢɟ ɪɚɡɪɟɲɟɧɢɣ NTFS ɢ ɪɚɡɪɟɲɟɧɢɣ ɞɥɹ ɨɛɳɟɣ ɩɚɩɤɢ, ɩɪɢ 
ɤɨɬɨɪɨɦ ɧɚɢɛɨɥɟɟ ɫɬɪɨɝɨɟ ɪɚɡɪɟɲɟɧɢɟ ɢɦɟɟɬ ɩɪɢɨɪɢɬɟɬ ɧɚɞ ɞɪɭɝɢɦɢ. 
 

 

Ɂɚɞɚɧɢɟ 



1. ɋɨɡɞɚɣɬɟ ɩɚɩɤɭ, ɜ ɤɨɬɨɪɭɸ ɩɨɦɟɫɬɢɬɟ ɬɟɤɫɬɨɜɵɣ ɮɚɣɥ ɢ ɩɪɢɥɨɠɟɧɢɟ ɜ ɜɢɞɟ ɮɚɣɥɚ ɫ 
ɪɚɫɲɢɪɟɧɢɟɦ exe. ɇɚɩɪɢɦɟɪ, ɨɞɧɭ ɢɡ ɫɬɚɧɞɚɪɬɧɵɯ ɩɪɨɝɪɚɦɦ Windows, ɬɚɤɭɸ ɤɚɤ 
notepad.exe(Ȼɥɨɤɧɨɬ). 

2. ɍɫɬɚɧɨɜɢɬɟ ɞɥɹ ɷɬɨɣ ɩɚɩɤɢ ɪɚɡɪɟɲɟɧɢɹ ɩɨɥɧɨɝɨ ɞɨɫɬɭɩɚ ɞɥɹ ɨɞɧɨɝɨ ɢɡ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 
ɝɪɭɩɩɵ ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ, ɢ ɨɝɪɚɧɢɱɟɧɧɵɟ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɫ ɨɝɪɚɧɢɱɟɧɧɨɣ 
ɭɱɟɬɧɨɣ ɡɚɩɢɫɶɸ. 

3. ȼɵɩɨɥɧɢɬɟ ɪɚɡɥɢɱɧɵɟ ɞɟɣɫɬɜɢɹ ɫ ɩɚɩɤɨɣ ɢ ɮɚɣɥɚɦɢ ɞɥɹ ɨɛɟɢɯ ɭɱɟɬɧɵɯ ɡɚɩɢɫɟɣ ɢ 
ɭɫɬɚɧɨɜɢɬɟ, ɤɚɤ ɞɟɣɫɬɜɭɸɬ ɨɝɪɚɧɢɱɟɧɢɹ, ɫɜɹɡɚɧɧɵɟ ɫ ɧɚɡɧɚɱɟɧɢɟɦ ɭɪɨɜɧɹ ɞɨɫɬɭɩɚ ɧɢɠɟ, 
ɱɟɦ ɩɨɥɧɵɣ ɞɨɫɬɭɩ. 

4. ɍɫɬɚɧɨɜɢɬɟ ɨɛɳɢɣ ɞɨɫɬɭɩ ɤ ɩɚɩɤɟ ɢ ɩɨɞɤɥɸɱɢɬɟɫɶ ɤ ɧɟɣ ɱɟɪɟɡ ɫɟɬɶ ɫ ɞɪɭɝɨɝɨ ɤɨɦɩɶɸɬɟɪɚ.  
5. ɍɫɬɚɧɨɜɢɬɟ ɪɚɡɪɟɲɟɧɢɹ ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ ɬɚɤ, ɱɬɨɛɵ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɧɟ ɢɦɟɥ ɨɝɪɚɧɢɱɟɧɢɣ, 

ɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɢɦɟɥ ɨɝɪɚɧɢɱɟɧɧɵɣ ɭɪɨɜɟɧɶ ɞɨɫɬɭɩɚ. 
6. ɗɤɫɩɟɪɢɦɟɧɬɚɥɶɧɨ ɭɛɟɞɢɬɟɫɶ ɜ ɩɪɚɜɢɥɚɯ ɨɛɴɟɞɢɧɟɧɢɹ ɪɚɡɪɟɲɟɧɢɣ NTFS ɢ ɪɚɡɪɟɲɟɧɢɣ 

ɨɛɳɟɝɨ ɞɨɫɬɭɩɚ. 
7. ɋɨɫɬɚɜɶɬɟ ɨɬɱɟɬ ɨ ɩɪɨɜɟɞɟɧɧɵɯ ɷɤɫɩɟɪɢɦɟɧɬɚɯ. 
8. Ɋɚɡɪɚɛɨɬɚɣɬɟ ɫɬɪɚɬɟɝɢɸ ɪɟɝɭɥɢɪɨɜɚɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɢ ɤɨɥɥɟɤɬɢɜɧɨɦ ɞɨɫɬɭɩɟ ɤ ɨɛɳɢɦ 

ɩɚɩɤɚɦ ɞɥɹ ɪɚɡɥɢɱɧɵɯ ɝɪɭɩɩ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
 
Ʉɨɧɬɪɨɥɶɧɵɟ ɜɨɩɪɨɫɵ 

1. Ʉɚɤɨɟ ɢɡ ɫɥɟɞɭɸɳɢɯ ɪɚɡɪɟɲɟɧɢɣ NTFS ɞɥɹ ɩɚɩɨɤ ɩɨɡɜɨɥɹɟɬ ɜɚɦ ɭɞɚɥɹɬɶ ɩɚɩɤɭ? 
 ɑɬɟɧɢɟ 
 ɑɬɟɧɢɟ ɢ ɜɵɩɨɥɧɟɧɢɟ 
 ɂɡɦɟɧɟɧɢɟ 
 Ⱥɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ 
2. Ʉɚɤɨɟ ɪɚɡɪɟɲɟɧɢɟ NTFS ɞɥɹ ɮɚɣɥɨɜ ɫɥɟɞɭɟɬ ɭɫɬɚɧɨɜɢɬɶ ɞɥɹ ɮɚɣɥɚ, ɟɫɥɢ ɜɵ ɩɨɡɜɨɥɹɟɬɟ 

ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɭɞɚɥɹɬɶ ɮɚɣɥ, ɧɨ ɧɟ ɩɨɡɜɨɥɹɟɬɟ ɫɬɚɧɨɜɢɬɶɫɹ ɜɥɚɞɟɥɶɰɚɦɢ ɮɚɣɥɚ? 
3. Ʉɚɤɢɟ ɨɛɴɟɤɬɵ ɩɨ ɭɦɨɥɱɚɧɢɸ ɧɚɫɥɟɞɭɸɬ ɪɚɡɪɟɲɟɧɢɹ, ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɞɥɹ ɪɨɞɢɬɟɥɶɫɤɨɣ 

ɩɚɩɤɢ? 
4. Ʉɬɨ ɦɨɠɟɬ ɭɫɬɚɧɚɜɥɢɜɚɬɶ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɨɬɞɟɥɶɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɝɪɭɩɩ? (ɜɵɛɟɪɢɬɟ 

ɜɫɟ ɩɪɚɜɢɥɶɧɵɟ ɨɬɜɟɬɵ) 
 ɑɥɟɧɵ ɝɪɭɩɩɵ Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɵ 
 ɑɥɟɧɵ ɝɪɭɩɩɵ Ɉɩɵɬɧɵɟ ɩɨɥɶɡɨɜɚɬɟɥɢ 
 ɉɨɥɶɡɨɜɚɬɟɥɢ, ɨɛɥɚɞɚɸɳɢɟ ɪɚɡɪɟɲɟɧɢɟɦ ɉɨɥɧɵɣ ɞɨɫɬɭɩ 
 ȼɥɚɞɟɥɶɰɵ ɮɚɣɥɨɜ ɢ ɩɚɩɨɤ 

5. Ʉɚɤɨɣ ɢɡ ɫɥɟɞɭɸɳɢɯ ɜɤɥɚɞɨɤ ɞɢɚɥɨɝɨɜɨɝɨ ɨɤɧɚ ɫɜɨɣɫɬɜ ɮɚɣɥɚ ɢɥɢ ɩɚɩɤɢ ɫɥɟɞɭɟɬ 
ɜɨɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɭɫɬɚɧɨɜɤɢ ɢɥɢ ɢɡɦɟɧɟɧɢɣ ɪɚɡɪɟɲɟɧɢɣ NTFS: 

 Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ 
 Ɋɚɡɪɟɲɟɧɢɹ 
 Ȼɟɡɨɩɚɫɧɨɫɬɶ 
 Ɉɛɳɢɟ 

6. ȿɫɥɢ ɜɵ ɯɨɬɢɬɟ, ɱɬɨɛɵ ɩɨɥɶɡɨɜɚɬɟɥɶ ɢɥɢ ɝɪɭɩɩɚ ɧɟ ɢɦɟɥɚ ɞɨɫɬɭɩɚ ɤ ɨɩɪɟɞɟɥɟɧɧɨɣ ɩɚɩɤɟ ɢɥɢ 
ɮɚɣɥɭ, ɫɥɟɞɭɟɬ ɥɢ ɡɚɩɪɟɬɢɬɶ ɪɚɡɪɟɲɟɧɢɹ ɞɥɹ ɷɬɨɣ ɩɚɩɤɢ ɢɥɢ ɮɚɣɥɚ? 
 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №12. 

Ɂɚɳɢɬɚ ɬɪɚɮɢɤɚ ɬɭɧɧɟɥɢɪɨɜɚɧɢɟɦ SSH. 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 
SSH-ɬɭɧɧɟɥɢɪɨɜɚɧɢɟ — ɷɬɨ ɦɟɬɨɞ ɬɪɚɧɫɩɨɪɬɢɪɨɜɤɢ ɩɪɨɢɡɜɨɥɶɧɵɯ ɫɟɬɟɜɵɯ ɞɚɧɧɵɯ ɩɨ 
ɡɚɲɢɮɪɨɜɚɧɧɨɦɭ SSH-ɫɨɟɞɢɧɟɧɢɸ. ȿɝɨ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɥɹ ɞɨɛɚɜɥɟɧɢɹ ɲɢɮɪɨɜɚɧɢɹ ɜ 
ɭɫɬɚɪɟɜɲɢɟ ɩɪɢɥɨɠɟɧɢɹ. Ɉɧ ɬɚɤɠɟ ɦɨɠɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɪɟɚɥɢɡɚɰɢɢ VPN (ɜɢɪɬɭɚɥɶɧɵɯ 
ɱɚɫɬɧɵɯ ɫɟɬɟɣ) ɢ ɞɨɫɬɭɩɚ ɤ ɫɥɭɠɛɚɦ ɢɧɬɪɚɫɟɬɢ (ɱɚɫɬɧɚɹ ɤɨɪɩɨɪɚɬɢɜɧɚɹ ɫɟɬɶ) ɱɟɪɟɡ ɛɪɚɧɞɦɚɭɷɪɵ.  
SHH-ɬɭɧɧɟɥɶ Windows ɢɫɩɨɥɶɡɭɟɬ ɩɨɪɬ 22, ɱɬɨɛɵ ɨɛɟɫɩɟɱɢɬɶ ɲɢɮɪɨɜɚɧɢɟ ɞɚɧɧɵɯ, 
ɩɟɪɟɞɚɜɚɟɦɵɯ ɱɟɪɟɡ ɨɛɳɟɞɨɫɬɭɩɧɭɸ ɫɟɬɶ (ɧɚɩɪɢɦɟɪ, ɂɧɬɟɪɧɟɬ), ɬɟɦ ɫɚɦɵɦ ɩɪɟɞɨɫɬɚɜɥɹɹ 
ɮɭɧɤɰɢɢ VPN.  
Ɍɭɧɧɟɥɶ ɱɟɪɟɡ SSH ɹɜɥɹɟɬɫɹ ɫɬɚɧɞɚɪɬɨɦ ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ ɭɞɚɥɟɧɧɨɝɨ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ ɢ ɩɟɪɟɞɚɱɢ 
ɮɚɣɥɨɜ ɩɨ ɧɟɧɚɞɟɠɧɵɦ ɫɟɬɹɦ.  
Ɍɪɚɮɢɤ ɧɚɩɪɚɜɥɟɧ ɜɧɭɬɪɢ ɡɚɲɢɮɪɨɜɚɧɧɨɝɨ SSH-ɫɨɟɞɢɧɟɧɢɹ, ɱɬɨɛɵ ɨɧ ɧɟ ɦɨɝ ɩɪɨɫɥɭɲɢɜɚɬɶɫɹ 
ɢɥɢ ɩɟɪɟɯɜɚɬɵɜɚɬɶɫɹ, ɩɨɤɚ ɧɚɯɨɞɢɬɫɹ ɜ ɩɭɬɢ. SSH-ɬɭɧɧɟɥɢɪɨɜɚɧɢɟ ɩɨɡɜɨɥɹɟɬ ɞɨɛɚɜɢɬɶ ɫɟɬɟɜɭɸ 
ɛɟɡɨɩɚɫɧɨɫɬɶ ɤ ɭɫɬɚɪɟɜɲɢɦ ɩɪɢɥɨɠɟɧɢɹɦ, ɤɨɬɨɪɵɟ ɧɟ ɩɨɞɞɟɪɠɢɜɚɸɬ ɲɢɮɪɨɜɚɧɢɟ.  
Ȼɟɡɨɩɚɫɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɩɨ ɧɟɧɚɞɟɠɧɨɣ ɫɟɬɢ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɦɟɠɞɭ ɤɥɢɟɧɬɨɦ SSH ɢ SSH-
ɫɟɪɜɟɪɨɦ. ɗɬɨ SSH-ɫɨɟɞɢɧɟɧɢɟ ɡɚɲɢɮɪɨɜɵɜɚɟɬɫɹ, ɡɚɳɢɳɚɟɬ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɢ ɰɟɥɨɫɬɧɨɫɬɶ 
ɢ ɚɭɬɟɧɬɢɮɢɰɢɪɭɟɬ ɫɜɹɡɭɸɳɢɟ ɫɬɨɪɨɧɵ.  
ɋɨɟɞɢɧɟɧɢɟ SSH ɢɫɩɨɥɶɡɭɟɬɫɹ ɩɪɢɥɨɠɟɧɢɟɦ ɞɥɹ ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɫɟɪɜɟɪɭ ɩɪɢɥɨɠɟɧɢɣ. ɉɪɢ 
ɚɤɬɢɜɢɪɨɜɚɧɧɨɦ ɬɭɧɧɟɥɢɪɨɜɚɧɢɢ ɩɪɢɥɨɠɟɧɢɟ ɫɜɹɡɵɜɚɟɬɫɹ ɫ ɩɨɪɬɨɦ ɧɚ ɥɨɤɚɥɶɧɨɦ ɯɨɫɬɟ, 
ɤɨɬɨɪɵɣ ɫɥɭɲɚɟɬ ɤɥɢɟɧɬ SSH. Ɂɚɬɟɦ ɤɥɢɟɧɬ SSH ɩɟɪɟɧɚɩɪɚɜɥɹɟɬ ɩɪɢɥɨɠɟɧɢɟ ɩɨɜɟɪɯ ɫɜɨɟɝɨ 
ɡɚɲɢɮɪɨɜɚɧɧɨɝɨ ɬɭɧɧɟɥɹ ɧɚ ɫɟɪɜɟɪ. ɉɨɫɥɟɞɧɢɣ ɩɨɞɤɥɸɱɚɟɬɫɹ ɤ ɮɚɤɬɢɱɟɫɤɨɦɭ ɫɟɪɜɟɪɭ 
ɩɪɢɥɨɠɟɧɢɣ — ɨɛɵɱɧɨ ɧɚ ɬɨɦ ɠɟ ɤɨɦɩɶɸɬɟɪɟ ɢɥɢ ɜ ɬɨɦ ɠɟ ɰɟɧɬɪɟ ɨɛɪɚɛɨɬɤɢ ɞɚɧɧɵɯ, ɱɬɨ ɢ 
ɫɟɪɜɟɪ SSH. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɫɜɹɡɶ ɩɪɢɥɨɠɟɧɢɹ ɡɚɳɢɳɟɧɚ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɢɡɦɟɧɟɧɢɹ ɪɚɛɨɱɢɯ 
ɩɪɨɰɟɫɫɨɜ ɩɪɢɥɨɠɟɧɢɣ ɢɥɢ ɤɨɧɟɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ.  

Ɍɢɩɵ ɩɟɪɟɚɞɪɟɫɚɰɢɢ ɩɨɪɬɨɜ 

ɉɟɪɟɚɞɪɟɫɚɰɢɹ ɩɨɪɬɨɜ — ɷɬɨ ɲɢɪɨɤɨ ɩɨɞɞɟɪɠɢɜɚɟɦɚɹ ɮɭɧɤɰɢɹ, ɨɛɧɚɪɭɠɢɜɚɟɦɚɹ ɜɨ ɜɫɟɯ 
ɨɫɧɨɜɧɵɯ ɤɥɢɟɧɬɚɯ ɢ ɫɟɪɜɟɪɚɯ SSH. ɋ ɮɭɧɤɰɢɟɣ ɩɟɪɟɧɚɩɪɚɜɥɟɧɢɹ ɩɨɪɬɨɜ SSH ɦɨɠɧɨ 
ɨɫɭɳɟɫɬɜɥɹɬɶ ɩɟɪɟɞɚɱɭ ɪɚɡɥɢɱɧɵɯ ɬɢɩɨɜ ɢɧɬɟɪɧɟɬ-ɬɪɚɮɢɤɚ ɱɟɪɟɡ ɫɟɬɶ. ɗɬɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ 
ɬɨɝɨ, ɱɬɨɛɵ ɢɡɛɟɠɚɬɶ ɫɟɬɟɜɨɣ ɫɥɟɠɤɢ ɢɥɢ ɫ ɰɟɥɶɸ ɨɛɯɨɞɚ ɧɟɩɪɚɜɢɥɶɧɨ ɧɚɫɬɪɨɟɧɧɵɯ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɜ ɜ ɂɧɬɟɪɧɟɬɟ. 
 ɋɭɳɟɫɬɜɭɟɬ ɬɪɢ ɬɢɩɚ ɩɟɪɟɚɞɪɟɫɚɰɢɢ ɩɨɪɬɨɜ ɫ SSH:  
- ɥɨɤɚɥɶɧɚɹ — ɫɨɟɞɢɧɟɧɢɹ ɫ SSH-ɤɥɢɟɧɬɚ ɩɟɪɟɧɚɩɪɚɜɥɹɸɬɫɹ ɧɚ SSH-ɫɟɪɜɟɪ, ɚ ɡɚɬɟɦ ɧɚ ɰɟɥɟɜɨɣ 
ɫɟɪɜɟɪ; 
- ɭɞɚɥɟɧɧɚɹ — ɫɨɟɞɢɧɟɧɢɹ ɫ SSH-ɫɟɪɜɟɪɚ ɩɟɪɟɧɚɩɪɚɜɥɹɸɬɫɹ ɱɟɪɟɡ SSH-ɤɥɢɟɧɬ, ɚ ɡɚɬɟɦ ɧɚ 
ɰɟɥɟɜɨɣ ɫɟɪɜɟɪ;  
- ɞɢɧɚɦɢɱɟɫɤɚɹ — ɫɨɟɞɢɧɟɧɢɹ ɢɡ ɪɚɡɥɢɱɧɵɯ ɩɪɨɝɪɚɦɦ ɩɟɪɟɫɵɥɚɸɬɫɹ ɱɟɪɟɡ SSH-ɤɥɢɟɧɬ, ɡɚɬɟɦ 
ɱɟɪɟɡ SSH-ɫɟɪɜɟɪ ɢ, ɧɚɤɨɧɟɰ, ɧɚ ɧɟɫɤɨɥɶɤɨ ɰɟɥɟɜɵɯ ɫɟɪɜɟɪɨɜ.  
Ʌɨɤɚɥɶɧɚɹ ɩɟɪɟɚɞɪɟɫɚɰɢɹ ɩɨɪɬɨɜ ɹɜɥɹɟɬɫɹ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɦ ɬɢɩɨɦ ɢ, ɜ ɱɚɫɬɧɨɫɬɢ, 
ɩɨɡɜɨɥɹɟɬ ɨɛɨɣɬɢ ɛɪɚɧɞɦɚɭɷɪ ɤɨɦɩɚɧɢɢ, ɤɨɬɨɪɵɣ ɛɥɨɤɢɪɭɟɬ "ȼɢɤɢɩɟɞɢɸ". 
ɇɟɨɫɩɨɪɢɦɨɟ ɩɪɟɢɦɭɳɟɫɬɜɨ SSH-ɬɭɧɧɟɥɟɣ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɨɧɢ ɡɚɲɢɮɪɨɜɚɧɵ. ɇɢɤɬɨ ɧɟ 
ɭɜɢɞɢɬ, ɤɚɤɢɟ ɫɚɣɬɵ ɜɵ ɩɨɫɟɳɚɟɬɟ — ɛɭɞɭɬ ɜɢɞɧɵ ɬɨɥɶɤɨ SSH-ɫɨɟɞɢɧɟɧɢɹ ɫ ɫɟɪɜɟɪɨɦ  
 ɍɞɚɥɟɧɧɚɹ ɩɟɪɟɚɞɪɟɫɚɰɢɹ ɩɨɪɬɨɜ ɜɫɬɪɟɱɚɟɬɫɹ ɪɟɠɟ. ɉɨɡɜɨɥɹɟɬ ɩɨɞɤɥɸɱɢɬɶɫɹ ɫ ɜɚɲɟɝɨ SSH-
ɫɟɪɜɟɪɚ ɤ ɤɨɦɩɶɸɬɟɪɭ ɜ ɢɧɬɪɚɫɟɬɢ ɜɚɲɟɣ ɤɨɦɩɚɧɢɢ. 
 Ⱦɢɧɚɦɢɱɟɫɤɚɹ ɩɟɪɟɚɞɪɟɫɚɰɢɹ ɩɨɪɬɨɜ ɢɫɩɨɥɶɡɭɟɬɫɹ ɬɚɤɠɟ ɧɟɱɚɫɬɨ. ɉɨɡɜɨɥɹɟɬ ɨɛɨɣɬɢ 
ɛɪɚɧɞɦɚɭɷɪ ɤɨɦɩɚɧɢɢ, ɤɨɬɨɪɵɣ ɩɨɥɧɨɫɬɶɸ ɛɥɨɤɢɪɭɟɬ ɞɨɫɬɭɩ ɤ ɂɧɬɟɪɧɟɬɭ. Ɍɪɟɛɭɟɬ ɦɧɨɝɨ 
ɪɚɛɨɬɵ ɞɥɹ ɧɚɫɬɪɨɣɤɢ, ɢ ɨɛɵɱɧɨ ɩɪɨɳɟ ɢɫɩɨɥɶɡɨɜɚɬɶ ɥɨɤɚɥɶɧɭɸ ɩɟɪɟɚɞɪɟɫɚɰɢɸ ɩɨɪɬɨɜ ɞɥɹ 
ɨɩɪɟɞɟɥɟɧɧɵɯ ɫɚɣɬɨɜ, ɤ ɤɨɬɨɪɵɦ ɜɵ ɯɨɬɢɬɟ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ.  

ɍɞɚɥɟɧɧɚɹ ɩɟɪɟɚɞɪɟɫɚɰɢɹ ɩɨɪɬɨɜ 

Ɍɟɩɟɪɶ ɨɛɴɹɫɧɢɦ ɧɚ ɪɟɚɥɶɧɨɦ ɩɪɢɦɟɪɟ ɪɚɛɨɬɭ ɭɞɚɥɟɧɧɨɣ ɩɟɪɟɚɞɪɟɫɚɰɢɢ. Ⱦɨɩɭɫɬɢɦ, ɜɵ 
ɪɚɡɪɚɛɚɬɵɜɚɟɬɟ ɩɪɢɥɨɠɟɧɢɟ Rails ɧɚ ɫɜɨɟɣ ɥɨɤɚɥɶɧɨɣ ɦɚɲɢɧɟ, ɢ ɯɨɬɢɬɟ ɩɨɤɚɡɚɬɶ ɟɝɨ ɞɪɭɝɭ. Ʉ 
ɫɨɠɚɥɟɧɢɸ, ɜɚɲ ɢɧɬɟɪɧɟɬ-ɩɪɨɜɚɣɞɟɪ ɧɟ ɩɪɟɞɨɫɬɚɜɢɥ ɜɚɦ ɩɭɛɥɢɱɧɵɣ IP-ɚɞɪɟɫ, ɩɨɷɬɨɦɭ 
ɧɟɜɨɡɦɨɠɧɨ ɧɚɩɪɹɦɭɸ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɉɄ ɱɟɪɟɡ ɂɧɬɟɪɧɟɬ.  
ɂɧɨɝɞɚ ɷɬɨ ɦɨɠɧɨ ɪɟɲɢɬɶ, ɧɚɫɬɪɨɢɜ NAT (ɬɪɚɧɫɥɹɰɢɹ ɫɟɬɟɜɵɯ ɚɞɪɟɫɨɜ) ɧɚ ɜɚɲɟɦ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɟ, ɧɨ ɷɬɨ ɧɟ ɜɫɟɝɞɚ ɪɚɛɨɬɚɟɬ, ɢ ɞɥɹ ɷɬɨɝɨ ɬɪɟɛɭɟɬɫɹ ɢɡɦɟɧɢɬɶ ɤɨɧɮɢɝɭɪɚɰɢɸ 
ɜɚɲɟɝɨ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ, ɱɬɨ ɧɟ ɜɫɟɝɞɚ ɠɟɥɚɬɟɥɶɧɨ. ɗɬɨ ɪɟɲɟɧɢɟ ɬɚɤɠɟ ɧɟ ɪɚɛɨɬɚɟɬ, ɟɫɥɢ ɭ ɜɚɫ 
ɧɟɬ ɞɨɫɬɭɩɚ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɜ ɜɚɲɟɣ ɫɟɬɢ. 



 ɑɬɨɛɵ ɭɫɬɪɚɧɢɬɶ ɷɬɭ ɩɪɨɛɥɟɦɭ, ɩɨɧɚɞɨɛɢɬɫɹ ɞɪɭɝɨɣ ɤɨɦɩɶɸɬɟɪ, ɤɨɬɨɪɵɣ ɹɜɥɹɟɬɫɹ 
ɨɛɳɟɞɨɫɬɭɩɧɵɦ ɢ ɢɦɟɟɬ ɞɨɫɬɭɩ ɤ SSH. ɗɬɨ ɦɨɠɟɬ ɛɵɬɶ ɥɸɛɨɣ ɫɟɪɜɟɪ ɜ ɂɧɬɟɪɧɟɬɟ, ɟɫɥɢ ɜɵ 
ɦɨɠɟɬɟ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɧɟɦɭ. Ɇɵ ɫɨɡɞɚɞɢɦ SSH-ɬɭɧɧɟɥɶ, ɤɨɬɨɪɵɣ ɨɬɤɪɨɟɬ ɧɨɜɵɣ ɩɨɪɬ ɧɚ 
ɫɟɪɜɟɪɟ ɢ ɩɨɞɤɥɸɱɢɬ ɟɝɨ ɤ ɥɨɤɚɥɶɧɨɦɭ ɩɨɪɬɭ ɧɚ ɜɚɲɟɦ ɤɨɦɩɶɸɬɟɪɟ:  

Ɋɢɫɤɢ 

ȼ ɤɚɱɟɫɬɜɟ ɩɨɥɟɡɧɨɣ ɜɟɳɢ, ɧɟɫɨɦɧɟɧɧɨ, ɜɵɫɬɭɩɚɟɬ SSH-ɬɭɧɧɟɥɢɪɨɜɚɧɢɟ. Ɉɧɨ ɜɤɥɸɱɚɟɬ ɪɢɫɤɢ, 
ɤɨɬɨɪɵɟ ɧɟɨɛɯɨɞɢɦɨ ɪɟɲɚɬɶ ɤɨɪɩɨɪɚɬɢɜɧɵɦ ɂɌ-ɨɬɞɟɥɚɦ ɛɟɡɨɩɚɫɧɨɫɬɢ. ɋɨɟɞɢɧɟɧɢɹ ɛɟɫɩɥɚɬɧɵɯ 
SSH-ɬɭɧɧɟɥɟɣ ɡɚɳɢɳɟɧɵ ɫɢɥɶɧɵɦ ɲɢɮɪɨɜɚɧɢɟɦ. ɗɬɨ ɞɟɥɚɟɬ ɢɯ ɫɨɞɟɪɠɢɦɨɟ ɧɟɜɢɞɢɦɵɦ ɞɥɹ 
ɛɨɥɶɲɢɧɫɬɜɚ ɪɚɡɜɟɪɬɵɜɚɟɦɵɯ ɪɟɲɟɧɢɣ ɫɟɬɟɜɨɝɨ ɦɨɧɢɬɨɪɢɧɝɚ ɢ ɮɢɥɶɬɪɚɰɢɢ ɬɪɚɮɢɤɚ. ɗɬɚ 
ɧɟɜɢɞɢɦɨɫɬɶ ɧɟɫɟɬ ɡɧɚɱɢɬɟɥɶɧɵɣ ɪɢɫɤ, ɟɫɥɢ ɨɧɚ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɜɪɟɞɨɧɨɫɧɵɯ ɰɟɥɟɣ, ɬɚɤɢɯ ɤɚɤ 
ɮɢɥɶɬɪɚɰɢɹ ɞɚɧɧɵɯ. Ʉɢɛɟɪɩɪɟɫɬɭɩɧɢɤɢ ɢɥɢ ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ SSH-ɬɭɧɧɟɥɢ 
ɞɥɹ ɫɤɪɵɬɢɹ ɫɜɨɢɯ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɯ ɫɨɨɛɳɟɧɢɣ ɢɥɢ ɞɥɹ ɢɡɜɥɟɱɟɧɢɹ ɩɨɯɢɳɟɧɧɵɯ ɞɚɧɧɵɯ ɢɡ 
ɰɟɥɟɜɨɣ ɫɟɬɢ 
 

SSH ɫɟɪɜɟɪ ɢ ɤɥɢɟɧɬ 

ɉɨɩɭɥɹɪɧɵɣ SSH ɫɟɪɜɟɪ 
 Free SSHd 

Ʉɚɤ ɬɨɥɶɤɨ ɜɵ ɡɚɩɭɫɬɢɥɢ SSH ɫɟɪɜɟɪ, ɜɚɦ ɩɨɧɚɞɨɛɢɬɫɹ SSH ɤɥɢɟɧɬ ɞɥɹ Windows. ȼɨɬ ɧɟɫɤɨɥɶɤɨ 
ɫɚɦɵɯ ɩɨɩɭɥɹɪɧɵɯ SSH ɤɥɢɟɧɬɨɜ ɞɥɹ Windows: 

 PuTTY 
 Van Dyke - SecureCRT (ɤɨɦɦɟɪɱɟɫɤɢɣ) 
  

ɏɨɞ ɪɚɛɨɬɵ: 

1) ɭɫɬɚɧɨɜɢɬɶ FreeSSHd - SSH ɫɟɪɜɟɪ ɜ Windows 7? 

1. ɋɤɚɱɚɬɶ ɫɟɪɜɟɪ freeSSHd v.1.3.1  ɫ ɨɮɢɰɢɚɥɶɧɨɝɨ ɫɚɣɬɚ http://www.freesshd.com/.  
ɉɪɢɧɹɬɶ ɜɫɟ ɩɚɪɚɦɟɬɪɵ ɩɨ ɭɦɨɥɱɚɧɢɸ ɞɥɹ ɭɫɬɚɧɨɜɤɢ ɢ ɧɚɠɚɬɶ «ɍɫɬɚɧɨɜɢɬɶ», ɱɬɨɛɵ ɧɚɱɚɬɶ 
ɩɪɨɰɟɫɫ.  

2. ȼɵɛɪɚɬɶ ɫɨɡɞɚɧɢɟ ɱɚɫɬɧɵɯ ɤɥɸɱɟɣ ɞɥɹ SSH ɫɟɪɜɟɪɚ. 

 
3. Ɂɚɩɭɫɬɢɬɶ SSHd ɜ ɤɚɱɟɫɬɜɟ ɫɥɭɠɛɵ. 

 
Ɂɚɩɭɫɬɢɜ FreeSSHd ɜ ɤɚɱɟɫɬɜɟ ɫɥɭɠɛɵ, ɨɧ ɛɭɞɟɬ ɞɨɫɬɭɩɟɧ ɧɟɡɚɜɢɫɢɦɨ ɨɬ ɬɨɝɨ, ɜɨɲɥɢ ɜɵ ɜ 
ɤɨɧɫɨɥɶ ɢɥɢ ɧɟɬ.  

4. Ɂɚɩɭɫɬɢɬɟ ɹɪɥɵɤ FreeSSHd ɧɚ ɪɚɛɨɱɟɦ ɫɬɨɥɟ, ɱɬɨɛɵ ɧɚɫɬɪɨɢɬɶ SSH ɫɟɪɜɟɪ. 
Ɂɚɯɨɞɢɦ ɜ ɫɜɨɣɫɬɜɚ (settings) ɢ ɜɵɩɨɥɧɹɟɦ ɨɫɧɨɜɧɵɟ ɧɚɫɬɪɨɣɤɢ. ȼɵɝɥɹɞɢɬ ɨɤɧɨ ɧɚɫɬɪɨɟɤ 
ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

5. ɉɪɢɥɨɠɟɧɢɟ FreeSSHd ɦɨɠɟɬ ɩɪɟɞɥɨɠɢɬɶ ɫɥɟɞɭɸɳɟɟ: 
 ȼɨɡɦɨɠɧɨɫɬɢ SSH ɫɟɪɜɟɪɚ ɢ Telnet ɫɟɪɜɟɪɚ 
 Ɉɩɰɢɢ ɡɚɩɭɫɤɚ SSHd ɬɨɥɶɤɨ ɜ ɨɩɪɟɞɟɥɟɧɧɵɯ ɢɧɬɟɪɮɟɣɫɚɯ 
 Ɋɚɡɥɢɱɧɵɟ ɫɩɨɫɨɛɵ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɜɤɥɸɱɚɹ ɢɧɬɟɝɪɢɪɨɜɚɧɧɭɸ NTLM ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ ɧɚ Windows AD 
 Ɋɚɡɥɢɱɧɵɟ ɫɩɨɫɨɛɵ ɲɢɮɪɨɜɚɧɢɹ, ɜɤɥɸɱɚɹ AES 128, AES 256, 3DES, Blowfish ɢ ɬ.ɞ. 
 Ɉɩɰɢɹ ɫɨɡɞɚɧɢɹ ɡɚɳɢɳɟɧɧɨɝɨ ɬɭɧɧɟɥɹ ɜ ɫɨɟɞɢɧɟɧɢɢ 

http://www.freesshd.com/
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.vandyke.com/products/securecrt/index.html
http://www.freesshd.com/


 Ɉɩɰɢɨɧɚɥɶɧɵɣ Secure FTP (sFTP) – ɞɥɹ ɛɟɡɨɩɚɫɧɨɝɨ FTP, ɫɦɨɬɪɟɬɶ FreeFTPd website 
 ȼɨɡɦɨɠɧɨɫɬɶ ɭɩɪɚɜɥɹɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ ɢ ɨɝɪɚɧɢɱɢɜɚɬɶ ɞɨɫɬɭɩ ɤ ɛɟɡɨɩɚɫɧɨɣ ɨɛɨɥɨɱɤɟ, ɛɟɡɨɩɚɫɧɨɦɭ 

ɬɭɧɧɟɥɸ ɢ ɛɟɡɨɩɚɫɧɨɦɭ FTP 
 ȼɨɡɦɨɠɧɨɫɬɶ ɩɪɟɞɨɫɬɚɜɥɹɬɶ ɞɨɫɬɭɩ ɬɨɥɶɤɨ ɨɩɪɟɞɟɥɟɧɧɵɦ ɭɡɥɚɦ ɢɥɢ ɩɨɞɫɟɬɹɦ 
 ȼɨɡɦɨɠɧɨɫɬɶ ɪɟɝɢɫɬɪɢɪɨɜɚɬɶ ɜ ɠɭɪɧɚɥ ɜɫɟ ɩɨɞɤɥɸɱɟɧɢɹ ɢ ɤɨɦɚɧɞɵ, ɜɵɩɨɥɧɟɧɧɵɟ ɱɟɪɟɡ FreeSSHd 
 ɉɪɨɫɦɨɬɪ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɩɨɞɤɥɸɱɟɧɧɵɯ ɜ ɞɚɧɧɵɣ ɦɨɦɟɧɬ 
 Ⱥɜɬɨɦɚɬɢɱɟɫɤɨɟ ɨɛɧɨɜɥɟɧɢɟ FreeSSHd 

6. Ⱦɚɥɟɟ ɧɚɦ ɧɭɠɧɨ ɫɨɡɞɚɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ, ɞɥɹ ɷɬɨɝɨ ɩɟɪɟɯɨɞɢɦ ɧɚ ɜɤɥɚɞɤɭUsers. 

 
ə ɪɟɲɢɥ ɭɫɬɚɧɨɜɢɬɶ ɥɨɝɢɧ ɞɥɹ ɦɨɟɣ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ ɥɨɤɚɥɶɧɨɝɨ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ Windows. ə 

ɭɫɬɚɧɨɜɢɥ ɚɜɬɨɪɢɡɚɰɢɸ ɧɚ NTLM. Ɍɚɤ ɜ ɛɚɡɟ ɞɚɧɧɵɯ FreeSSHd ɧɟɬ ɥɨɤɚɥɶɧɨɝɨ ɩɚɪɨɥɹ, ɢ 
ɟɫɥɢ ɩɚɪɨɥɶ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɢɡɦɟɧɢɬɶɫɹ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɥɨɤɚɥɶɧɨɣ ɭɱɟɬɧɨɣ ɡɚɩɢɫɢ 
Windows, ɜɚɦ ɧɟ ɩɪɢɞɟɬɫɹ ɦɟɧɹɬɶ ɩɚɪɨɥɶ ɜ ɛɚɡɟ ɞɚɧɧɵɯ ɭɱɬɟɧɧɨɣ ɡɚɩɢɫɢ FreeSSHd. 

Ɋɚɡɪɟɲɢɦ ɩɨɥɶɡɨɜɚɬɟɥɸ ɬɨɥɶɤɨ ɜɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɬɶ Shell. 
7. Ⱦɚɥɟɟ, ɱɬɨ ɧɭɠɧɨ ɛɵɥɨ ɫɞɟɥɚɬɶ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɩɨɡɜɨɥɢɬɶ ɫɟɛɟ ɜɯɨɞ, ɷɬɨ ɨɬɤɪɵɬɶ 

ɢɫɤɥɸɱɟɧɢɹ ɛɪɚɧɞɦɚɭɷɪɚ Windows. ɏɨɬɹ ɦɨɠɧɨ ɜɨɨɛɳɟ ɨɬɤɥɸɱɢɬɶ ɛɪɚɧɞɦɚɭɷɪ Windows 
ɜɦɟɫɬɨ ɬɨɝɨ, ɱɬɨɛɵ ɨɬɤɪɵɜɚɬɶ ɩɨɪɬɵ, ɤɨɧɟɱɧɨ, ɫɚɦɨɣ ɛɟɡɨɩɚɫɧɨɣ ɨɩɰɢɟɣ ɛɵɥɨ ɨɫɬɚɜɢɬɶ 
ɛɪɚɧɞɦɚɭɷɪ ɜɤɥɸɱɟɧɧɵɦ ɢ ɪɚɡɪɟɲɢɬɶ ɢɫɤɥɸɱɟɧɢɟ ɞɥɹ SSH ' TCP ɩɨɪɬ 22. 
Ⱦɨɛɚɜɶɬɟ ɜ ɢɫɤɥɸɱɟɧɢɟ ɛɪɚɧɞɦɚɭɷɪɚ ɩɨɪɬ 22. 

2) ɉɪɨɬɟɫɬɢɪɭɟɦ ɩɨɞɤɥɸɱɟɧɢɟ ɢɫɩɨɥɶɡɭɸ ɤɥɢɟɧɬɚ SSH PuTTY.  
Ɉɧ ɛɟɫɩɥɚɬɧɵɣ, ɞɨɫɬɚɬɨɱɧɨ ɩɪɨɫɬɨɣ ɜ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɢ ɫɨɞɟɪɠɢɬ ɜɟɫɶ ɧɟɨɛɯɨɞɢɦɵɣ 
ɮɭɧɤɰɢɨɧɚɥ 

1. Ɂɚɩɭɫɤɚɟɦ ɩɪɨɝɪɚɦɦɭ ɢ ɜɢɞɢɦ ɫɥɟɞɭɸɳɟɟ: 

 

2. Ɂɞɟɫɶ ɜɚɦ ɧɟɨɛɯɨɞɢɦɨ ɜɜɟɫɬɢ ɢɦɹ ɫɟɪɜɟɪɚ ɢɥɢ ɟɝɨ ip-ɚɞɪɟɫ ɜ ɩɨɥɟ Host Name ɢ 
ɧɚɡɜɚɧɢɟ ɫɟɫɫɢɢ ɜ Saved Sessions. Ɇɨɠɟɬɟ ɧɚɡɜɚɬɶ ɫɟɫɫɢɸ ɚɧɚɥɨɝɢɱɧɨ ɢɦɟɧɢ 
ɫɟɪɜɟɪɚ, ɱɬɨɛɵ ɧɟ ɩɭɬɚɬɶɫɹ. 

ɉɨɫɥɟ ɬɨɝɨ ɤɚɤ ɞɚɧɧɵɟ ɛɭɞɭɬ ɜɜɟɞɟɧɵ, ɧɚɠɦɢɬɟ ɤɧɨɩɤɭ Save, ɱɬɨɛɵ ɫɨɯɪɚɧɢɬɶ ɢɯ, ɢ ɞɜɨɣɧɵɦ 
ɳɟɥɱɤɨɦ ɦɵɲɢ ɩɨ ɧɚɡɜɚɧɢɸ ɫɟɫɫɢɢ ɧɚɱɧɢɬɟ ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɫɟɪɜɟɪɭ. 

3. ɇɚ ɫɥɟɞɭɸɳɟɦ ɲɚɝɟ ɜɚɫ ɩɨɩɪɨɫɹɬ ɜɜɟɫɬɢ ɥɨɝɢɧ ɢ ɩɚɪɨɥɶ ɨɬ ɜɯɨɞɚ ɧɚ ɜɚɲ ɫɟɪɜɟɪ. 
ɉɨ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɦ ɞɚɧɧɵɦ ɜɚɫ ɦɨɝɭɬ ɢ ɧɟ ɩɭɫɬɢɬɶ. ȿɫɥɢ ɜɵ ɫɬɨɥɤɧɭɥɢɫɶ ɫ 
ɚɧɚɥɨɝɢɱɧɨɣ ɫɢɬɭɚɰɢɟɣ, ɬɨ ɡɚɣɞɢɬɟ ɧɚ ɫɜɨɣ ɫɟɪɜɟɪ ɢ ɨɬɪɟɞɚɤɬɢɪɭɣɬɟ ɩɪɚɜɚ 
ɩɨɥɶɡɨɜɚɬɟɥɹ. ȼɚɦ ɬɪɟɛɭɟɬɫɹ ɩɨɫɬɚɜɢɬɶ ɝɚɥɨɱɤɭ ɜ ɩɭɧɤɬɟ «shell», ɟɫɥɢ ɨɧɚ 
ɨɬɫɭɬɫɬɜɭɟɬ. 

http://www.freeftpd.com/


3) ɑɟɪɟɡ ɢɧɬɟɪɮɟɣɫ PuTTY ɦɨɠɧɨ ɡɚɣɬɢ ɜ ɥɸɛɨɣ ɤɚɬɚɥɨɝ ɧɚ ɫɟɪɜɟɪɟ, ɫɨɡɞɚɬɶ, ɭɞɚɥɢɬɶ, 
ɩɟɪɟɦɟɫɬɢɬɶ ɢɥɢ ɡɚɝɪɭɡɢɬɶ ɮɚɣɥ, ɫɨɡɞɚɬɶ ɧɨɜɭɸ ɩɚɩɤɭ ɢ ɦɧɨɝɨɟ ɞɪɭɝɨɟ. ɇɨ ɞɥɹ ɷɬɨɝɨ ɜɚɦ 
ɩɨɬɪɟɛɭɟɬɫɹ ɡɧɚɧɢɟ ɨɩɪɟɞɟɥɟɧɧɵɯ ɤɨɦɚɧɞ. 

SSH ɤɨɦɚɧɞɵ 

ȼɫɟɝɨ SSH ɤɨɦɚɧɞ ɞɨɫɬɚɬɨɱɧɨ ɦɧɨɝɨ — ɨɤɨɥɨ 50-60 ɬɨɱɧɨ. Ɉɫɧɨɜɧɵɟ ɢɡ ɧɢɯ: 

ls — ɨɬɨɛɪɚɡɢɬɶ ɮɚɣɥɵ ɢ ɩɚɩɤɢ; 
 cd — ɩɟɪɟɣɬɢ ɜ ɤɨɪɧɟɜɨɣ ɤɚɬɚɥɨɝ; 
 cd .. — ɩɟɪɟɣɬɢ ɜ ɤɚɬɚɥɨɝ ɭɪɨɜɧɟɦ ɜɵɲɟ; 
 cd papka1/papka2 — ɩɟɪɟɣɬɢ ɜ ɭɤɚɡɚɧɧɭɸ ɩɚɩɤɭ; 
 pwd — ɩɨɤɚɡɚɬɶ ɩɭɬɶ ɤ ɬɟɤɭɳɟɦɭ ɪɚɫɩɨɥɨɠɟɧɢɸ; 
 cp — ɤɨɩɢɪɨɜɚɬɶ ɮɚɣɥ; 
 rm — ɭɞɚɥɢɬɶ ɮɚɣɥ; 
 mv — ɩɟɪɟɦɟɫɬɢɬɶ ɮɚɣɥ; 
 mkdir — ɫɨɡɞɚɬɶ ɧɨɜɭɸ ɩɚɩɤɭ; 
 rmdir — ɭɞɚɥɢɬɶ ɩɚɩɤɭ; 
 get — ɡɚɝɪɭɡɢɬɶ ɮɚɣɥ ɧɚ ɥɨɤɚɥɶɧɵɣ ɤɨɦɩɶɸɬɟɪ; 
 put — ɡɚɝɪɭɡɢɬɶ ɮɚɣɥ ɧɚ ɭɞɚɥɟɧɧɵɣ ɤɨɦɩɶɸɬɟɪ; 
 exit — ɡɚɜɟɪɲɢɬɶ ɫɟɫɫɢɸ ɢ ɜɵɣɬɢ ɢɡ ɩɪɨɝɪɚɦɦɵ; 
 help — ɫɩɢɫɨɤ ɜɫɟɯ ɤɨɦɚɧɞ. 

ȼɵɩɨɥɧɢɬɟ ɷɬɢ ɞɟɣɫɬɜɢɹ. 
 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №13. 

ɂɡɭɱɟɧɢɟ ɦɟɯɚɧɢɡɦɚ ɲɢɮɪɨɜɚɧɢɹ IPSec. 
Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 

ɇɟɨɛɯɨɞɢɦɨɫɬɶ ɡɚɳɢɬɵ ɞɚɧɧɵɯ 

ȼ ɤɨɧɰɟ ɲɟɫɬɢɞɟɫɹɬɵɯ ɝɨɞɨɜ ɚɦɟɪɢɤɚɧɫɤɨɟ ɚɝɟɧɬɫɬɜɨ ɩɟɪɫɩɟɤɬɢɜɧɵɯ ɢɫɫɥɟɞɨɜɚɧɢɣ ɜ ɨɛɨɪɨɧɟ 
DARPA ɩɪɢɧɹɥɨ ɪɟɲɟɧɢɟ ɨ ɫɨɡɞɚɧɢɢ ɷɤɫɩɟɪɢɦɟɧɬɚɥɶɧɨɣ ɫɟɬɢ ɩɨɞ ɧɚɡɜɚɧɢɟɦ ARPANet. ȼ 
ɫɟɦɢɞɟɫɹɬɵɯ ɝɨɞɚɯ ARPANet ɫɬɚɥɚ ɫɱɢɬɚɬɶɫɹ ɞɟɣɫɬɜɭɸɳɟɣ ɫɟɬɶɸ ɋɒȺ, ɢ ɱɟɪɟɡ ɷɬɭ ɫɟɬɶ ɦɨɠɧɨ 
ɛɵɥɨ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɜɟɞɭɳɢɦ ɭɧɢɜɟɪɫɢɬɟɬɫɤɢɦ ɢ ɧɚɭɱɧɵɦ ɰɟɧɬɪɚɦ ɋɒȺ. ȼ ɧɚɱɚɥɟ 
ɜɨɫɶɦɢɞɟɫɹɬɵɯ ɝɨɞɨɜ ɧɚɱɚɥɚɫɶ ɫɬɚɧɞɚɪɬɢɡɚɰɢɹ ɹɡɵɤɨɜ ɩɪɨɝɪɚɦɦɢɪɨɜɚɧɢɹ, ɚ ɡɚɬɟɦ ɢ ɩɪɨɬɨɤɨɥɨɜ 
ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫɟɬɟɣ. Ɋɟɡɭɥɶɬɚɬɨɦ ɷɬɨɣ ɪɚɛɨɬɵ ɫɬɚɥɚ ɪɚɡɪɚɛɨɬɤɚ ɫɟɦɢɭɪɨɜɧɟɜɨɣ ɦɨɞɟɥɢ 
ɫɟɬɟɜɨɝɨ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ISO/OSI ɢ ɫɟɦɟɣɫɬɜɚ ɩɪɨɬɨɤɨɥɨɜ TCP/IP, ɤɨɬɨɪɨɟ ɫɬɚɥɨ ɨɫɧɨɜɨɣ ɞɥɹ 
ɩɨɫɬɪɨɟɧɢɹ ɤɚɤ ɥɨɤɚɥɶɧɵɯ, ɬɚɤ ɢ ɝɥɨɛɚɥɶɧɵɯ ɫɟɬɟɣ. 
Ȼɚɡɨɜɵɟ ɦɟɯɚɧɢɡɦɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɜ ɫɟɬɹɯ TCP/IP ɛɵɥɢ ɜ ɰɟɥɨɦ ɫɮɨɪɦɢɪɨɜɚɧɵ ɜ 
ɧɚɱɚɥɟ ɜɨɫɶɦɢɞɟɫɹɬɵɯ ɝɨɞɨɜ, ɢ ɛɵɥɢ ɧɚɩɪɚɜɥɟɧɵ ɩɪɟɠɞɟ ɜɫɟɝɨ ɧɚ ɨɛɟɫɩɟɱɟɧɢɟ ɞɨɫɬɚɜɤɢ ɩɚɤɟɬɨɜ 
ɞɚɧɧɵɯ ɦɟɠɞɭ ɪɚɡɥɢɱɧɵɦɢ ɨɩɟɪɚɰɢɨɧɧɵɦɢ ɫɢɫɬɟɦɚɦɢ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɪɚɡɧɨɪɨɞɧɵɯ ɤɚɧɚɥɨɜ 
ɫɜɹɡɢ. ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ ɢɞɟɹ ɫɨɡɞɚɧɢɹ ɫɟɬɢ ARPANet (ɜɩɨɫɥɟɞɫɬɜɢɢ ɩɪɟɜɪɚɬɢɜɲɟɣɫɹ ɜ 
ɫɨɜɪɟɦɟɧɧɵɣ ɂɧɬɟɪɧɟɬ) ɩɪɢɧɚɞɥɟɠɚɥɚ ɩɪɚɜɢɬɟɥɶɫɬɜɟɧɧɨɣ ɨɛɨɪɨɧɧɨɣ ɨɪɝɚɧɢɡɚɰɢɢ, ɮɚɤɬɢɱɟɫɤɢ 
ɫɟɬɶ ɡɚɪɨɞɢɥɚɫɶ ɜ ɢɫɫɥɟɞɨɜɚɬɟɥɶɫɤɨɦ ɦɢɪɟ, ɢ ɧɚɫɥɟɞɨɜɚɥɚ ɬɪɚɞɢɰɢɢ ɨɬɤɪɵɬɨɫɬɢ ɚɤɚɞɟɦɢɱɟɫɤɨɝɨ 
ɫɨɨɛɳɟɫɬɜɚ. ȿɳɺ ɞɨ ɤɨɦɦɟɪɰɢɚɥɢɡɚɰɢɢ ɂɧɬɟɪɧɟɬɚ (ɤɨɬɨɪɚɹ ɩɪɨɢɡɨɲɥɚ ɜ ɫɟɪɟɞɢɧɟ ɞɟɜɹɧɨɫɬɵɯ 
ɝɨɞɨɜ) ɦɧɨɝɢɟ ɚɜɬɨɪɢɬɟɬɧɵɟ ɢɫɫɥɟɞɨɜɚɬɟɥɢ ɨɬɦɟɱɚɥɢ ɩɪɨɛɥɟɦɵ, ɫɜɹɡɚɧɧɵɟ ɫ ɛɟɡɨɩɚɫɧɨɫɬɶɸ 
ɫɬɟɤɚ ɩɪɨɬɨɤɨɥɨɜ TCP/IP. Ɉɫɧɨɜɧɵɟ ɤɨɧɰɟɩɰɢɢ ɩɪɨɬɨɤɨɥɨɜ TCP/IP ɧɟ ɩɨɥɧɨɫɬɶɸ ɭɞɨɜɥɟɬɜɨɪɹɸɬ 
(ɚ ɜ ɪɹɞɟ ɫɥɭɱɚɟɜ ɢ ɩɪɨɬɢɜɨɪɟɱɚɬ) ɫɨɜɪɟɦɟɧɧɵɦ ɩɪɟɞɫɬɚɜɥɟɧɢɹɦ ɨ ɤɨɦɩɶɸɬɟɪɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. 
Ⱦɨ ɧɟɞɚɜɧɟɝɨ ɜɪɟɦɟɧɢ ɫɟɬɶ ɂɧɬɟɪɧɟɬ ɢɫɩɨɥɶɡɨɜɚɥɚɫɶ ɜ ɨɫɧɨɜɧɨɦ ɞɥɹ ɨɛɪɚɛɨɬɤɢ ɢɧɮɨɪɦɚɰɢɢ ɩɨ 
ɨɬɧɨɫɢɬɟɥɶɧɨ ɩɪɨɫɬɵɦ ɩɪɨɬɨɤɨɥɚɦ: ɷɥɟɤɬɪɨɧɧɚɹ ɩɨɱɬɚ, ɩɟɪɟɞɚɱɚ ɮɚɣɥɨɜ, ɭɞɚɥɺɧɧɵɣ ɞɨɫɬɭɩ. 
ɋɟɝɨɞɧɹ, ɛɥɚɝɨɞɚɪɹ ɲɢɪɨɤɨɦɭ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɸ ɬɟɯɧɨɥɨɝɢɣ WWW, ɜɫɺ ɚɤɬɢɜɧɟɟ ɩɪɢɦɟɧɹɸɬɫɹ 
ɫɪɟɞɫɬɜɚ ɪɚɫɩɪɟɞɟɥɺɧɧɨɣ ɨɛɪɚɛɨɬɤɢ ɦɭɥɶɬɢɦɟɞɢɣɧɨɣ ɢɧɮɨɪɦɚɰɢɢ. Ɉɞɧɨɜɪɟɦɟɧɧɨ ɫ ɷɬɢɦ ɪɚɫɬɺɬ 

ɨɛɴɺɦ ɞɚɧɧɵɯ, ɨɛɪɚɛɚɬɵɜɚɟɦɵɯ ɜ ɫɪɟɞɚɯ ɤɥɢɟɧɬ/ɫɟɪɜɟɪ ɢ ɩɪɟɞɧɚɡɧɚɱɟɧɧɵɯ ɞɥɹ ɨɞɧɨɜɪɟɦɟɧɧɨɝɨ 
ɤɨɥɥɟɤɬɢɜɧɨɝɨ ɞɨɫɬɭɩɚ ɛɨɥɶɲɨɝɨ ɱɢɫɥɚ ɚɛɨɧɟɧɬɨɜ. Ɋɚɡɪɚɛɨɬɚɧɨ ɧɟɫɤɨɥɶɤɨ ɩɪɨɬɨɤɨɥɨɜ 
ɩɪɢɤɥɚɞɧɨɝɨ ɭɪɨɜɧɹ, ɨɛɟɫɩɟɱɢɜɚɸɳɢɯ ɢɧɮɨɪɦɚɰɢɨɧɧɭɸ ɛɟɡɨɩɚɫɧɨɫɬɶ ɬɚɤɢɯ ɩɪɢɥɨɠɟɧɢɣ, ɤɚɤ 
ɷɥɟɤɬɪɨɧɧɚɹ ɩɨɱɬɚ (PEM, PGP ɢ ɬ.ɩ.), WWW (Secure HTTP, SSL ɢ ɬ.ɩ.), ɫɟɬɟɜɨɟ ɭɩɪɚɜɥɟɧɢɟ 
(SNMPv2 ɢ ɬ.ɩ.). Ɉɞɧɚɤɨ ɧɚɥɢɱɢɟ ɫɪɟɞɫɬɜ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɛɚɡɨɜɵɯ ɩɪɨɬɨɤɨɥɚɯ 
ɫɟɦɟɣɫɬɜɚ TCP/IP ɩɨɡɜɨɥɢɬ ɨɫɭɳɟɫɬɜɥɹɬɶ ɢɧɮɨɪɦɚɰɢɨɧɧɵɣ ɨɛɦɟɧ ɦɟɠɞɭ ɲɢɪɨɤɢɦ ɫɩɟɤɬɪɨɦ 
ɪɚɡɥɢɱɧɵɯ ɩɪɢɥɨɠɟɧɢɣ ɢ ɫɟɪɜɢɫɧɵɯ ɫɥɭɠɛ. 

Ʉɪɚɬɤɚɹ ɢɫɬɨɪɢɱɟɫɤɚɹ ɫɩɪɚɜɤɚ ɩɨɹɜɥɟɧɢɹ ɩɪɨɬɨɤɨɥɚ 

ȼ 1994 ɝɨɞɭ ɋɨɜɟɬ ɩɨ ɚɪɯɢɬɟɤɬɭɪɟ ɂɧɬɟɪɧɟɬ (IAB) ɜɵɩɭɫɬɢɥ ɨɬɱɟɬ "Ȼɟɡɨɩɚɫɧɨɫɬɶ ɚɪɯɢɬɟɤɬɭɪɵ 
ɂɧɬɟɪɧɟɬ". ȼ ɷɬɨɦ ɞɨɤɭɦɟɧɬɟ ɨɩɢɫɵɜɚɥɢɫɶ ɨɫɧɨɜɧɵɟ ɨɛɥɚɫɬɢ ɩɪɢɦɟɧɟɧɢɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ 
ɫɪɟɞɫɬɜ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɫɟɬɢ ɂɧɬɟɪɧɟɬ, ɚ ɢɦɟɧɧɨ ɡɚɳɢɬɚ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɦɨɧɢɬɨɪɢɧɝɚ, 
ɩɨɞɦɟɧɵ ɩɚɤɟɬɨɜ ɢ ɭɩɪɚɜɥɟɧɢɹ ɩɨɬɨɤɚɦɢ ɞɚɧɧɵɯ. ȼ ɱɢɫɥɟ ɩɟɪɜɨɨɱɟɪɟɞɧɵɯ ɢ ɧɚɢɛɨɥɟɟ ɜɚɠɧɵɯ 
ɡɚɳɢɬɧɵɯ ɦɟɪ ɭɤɚɡɵɜɚɥɚɫɶ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɪɚɡɪɚɛɨɬɤɢ ɤɨɧɰɟɩɰɢɢ ɢ ɨɫɧɨɜɧɵɯ ɦɟɯɚɧɢɡɦɨɜ 
ɨɛɟɫɩɟɱɟɧɢɹ ɰɟɥɨɫɬɧɨɫɬɢ ɢ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɩɨɬɨɤɨɜ ɞɚɧɧɵɯ. ɉɨɫɤɨɥɶɤɭ ɢɡɦɟɧɟɧɢɟ ɛɚɡɨɜɵɯ 
ɩɪɨɬɨɤɨɥɨɜ ɫɟɦɟɣɫɬɜɚ TCP/IP ɜɵɡɜɚɥɨ ɛɵ ɩɨɥɧɭɸ ɩɟɪɟɫɬɪɨɣɤɭ ɫɟɬɢ ɂɧɬɟɪɧɟɬ, ɛɵɥɚ ɩɨɫɬɚɜɥɟɧɚ 
ɡɚɞɚɱɚ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɜ ɨɬɤɪɵɬɵɯ ɬɟɥɟɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɯ 
ɫɟɬɹɯ ɧɚ ɛɚɡɟ ɫɭɳɟɫɬɜɭɸɳɢɯ ɩɪɨɬɨɤɨɥɨɜ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɧɚɱɚɥɚ ɫɨɡɞɚɜɚɬɶɫɹ ɫɩɟɰɢɮɢɤɚɰɢɹ 
Secure IP, ɞɨɩɨɥɧɢɬɟɥɶɧɚɹ ɩɨ ɨɬɧɨɲɟɧɢɸ ɤ ɩɪɨɬɨɤɨɥɚɦ IPv4 ɢ IPv6. 
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IP Security — ɷɬɨ ɤɨɦɩɥɟɤɬ ɩɪɨɬɨɤɨɥɨɜ, ɤɚɫɚɸɳɢɯɫɹ ɜɨɩɪɨɫɨɜ ɲɢɮɪɨɜɚɧɢɹ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ 
ɨɛɟɫɩɟɱɟɧɢɹ ɡɚɳɢɬɵ ɩɪɢ ɬɪɚɧɫɩɨɪɬɢɪɨɜɤɟ IP-ɩɚɤɟɬɨɜ; ɜ ɟɝɨ ɫɨɫɬɚɜ ɫɟɣɱɚɫ ɜɯɨɞɹɬ ɩɨɱɬɢ 20 
ɩɪɟɞɥɨɠɟɧɢɣ ɩɨ ɫɬɚɧɞɚɪɬɚɦ ɢ 18 RFC. 
ɋɩɟɰɢɮɢɤɚɰɢɹ IP Security (ɢɡɜɟɫɬɧɚɹ ɫɟɝɨɞɧɹ ɤɚɤ IPsec) ɪɚɡɪɚɛɚɬɵɜɚɟɬɫɹ Ɋɚɛɨɱɟɣ ɝɪɭɩɩɨɣ IP 
Security Protocol IETF. ɉɟɪɜɨɧɚɱɚɥɶɧɨ IPsec ɜɤɥɸɱɚɥ ɜ ɫɟɛɹ 3 ɚɥɝɨɪɢɬɦɨ-ɧɟɡɚɜɢɫɢɦɵɟ ɛɚɡɨɜɵɟ 
ɫɩɟɰɢɮɢɤɚɰɢɢ, ɨɩɭɛɥɢɤɨɜɚɧɧɵɟ ɜ ɤɚɱɟɫɬɜɟ RFC-ɞɨɤɭɦɟɧɬɨɜ "Ⱥɪɯɢɬɟɤɬɭɪɚ ɛɟɡɨɩɚɫɧɨɫɬɢ IP", 

"Ⱥɭɬɟɧɬɢɮɢɰɢɪɭɸɳɢɣ ɡɚɝɨɥɨɜɨɤ (AH)", "ɂɧɤɚɩɫɭɥɹɰɢɹ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɞɚɧɧɵɯ (ESP)" 
(RFC1825, 1826 ɢ 1827). ɇɟɨɛɯɨɞɢɦɨ ɡɚɦɟɬɢɬɶ, ɱɬɨ ɜ ɧɨɹɛɪɟ 1998 ɝɨɞɚ Ɋɚɛɨɱɚɹ ɝɪɭɩɩɚ IP Security 
Protocol ɩɪɟɞɥɨɠɢɥɚ ɧɨɜɵɟ ɜɟɪɫɢɢ ɷɬɢɯ ɫɩɟɰɢɮɢɤɚɰɢɣ, ɢɦɟɸɳɢɟ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɫɬɚɬɭɫ 
ɩɪɟɞɜɚɪɢɬɟɥɶɧɵɯ ɫɬɚɧɞɚɪɬɨɜ, ɷɬɨ RFC2401 — RFC2412. Ɉɬɦɟɬɢɦ, ɱɬɨ RFC1825-27 ɧɚ 
ɩɪɨɬɹɠɟɧɢɢ ɭɠɟ ɧɟɫɤɨɥɶɤɢɯ ɥɟɬ ɫɱɢɬɚɸɬɫɹ ɭɫɬɚɪɟɜɲɢɦɢ ɢ ɪɟɚɥɶɧɨ ɧɟ ɢɫɩɨɥɶɡɭɸɬɫɹ. Ʉɪɨɦɟ 
ɷɬɨɝɨ, ɫɭɳɟɫɬɜɭɸɬ ɧɟɫɤɨɥɶɤɨ ɚɥɝɨɪɢɬɦɨ-ɡɚɜɢɫɢɦɵɯ ɫɩɟɰɢɮɢɤɚɰɢɣ, ɢɫɩɨɥɶɡɭɸɳɢɯ ɩɪɨɬɨɤɨɥɵ 
MD5, SHA, DES. 

  

Ɋɢɫ. 1 – Ⱥɪɯɢɬɟɤɬɭɪɚ IPSec. 

Ɋɚɛɨɱɚɹ ɝɪɭɩɩɚ IP Security Protocol ɪɚɡɪɚɛɚɬɵɜɚɟɬ ɬɚɤɠɟ ɢ ɩɪɨɬɨɤɨɥɵ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɟɜɨɣ 
ɢɧɮɨɪɦɚɰɢɟɣ. ȼ ɡɚɞɚɱɭ ɷɬɨɣ ɝɪɭɩɩɵ ɜɯɨɞɢɬ ɪɚɡɪɚɛɨɬɤɚ Internet Key Management Protocol (IKMP), 
ɩɪɨɬɨɤɨɥɚ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ ɩɪɢɤɥɚɞɧɨɝɨ ɭɪɨɜɧɹ, ɧɟ ɡɚɜɢɫɹɳɟɝɨ ɨɬ ɢɫɩɨɥɶɡɭɟɦɵɯ ɩɪɨɬɨɤɨɥɨɜ 
ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɤɨɧɰɟɩɰɢɢ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ 
ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɩɟɰɢɮɢɤɚɰɢɢ Internet Security Association and Key Management Protocol 
(ISAKMP) ɢ ɩɪɨɬɨɤɨɥɚ Oakley Key Determination Protocol. ɋɩɟɰɢɮɢɤɚɰɢɹ ISAKMP ɨɩɢɫɵɜɚɟɬ 
ɦɟɯɚɧɢɡɦɵ ɫɨɝɥɚɫɨɜɚɧɢɹ ɚɬɪɢɛɭɬɨɜ ɢɫɩɨɥɶɡɭɟɦɵɯ ɩɪɨɬɨɤɨɥɨɜ, ɜ ɬɨ ɜɪɟɦɹ ɤɚɤ ɩɪɨɬɨɤɨɥ Oakley 
ɩɨɡɜɨɥɹɟɬ ɭɫɬɚɧɚɜɥɢɜɚɬɶ ɫɟɫɫɢɨɧɧɵɟ ɤɥɸɱɢ ɧɚ ɤɨɦɩɶɸɬɟɪɵ ɫɟɬɢ ɂɧɬɟɪɧɟɬ. Ɋɚɧɟɟ 
ɪɚɫɫɦɚɬɪɢɜɚɥɢɫɶ ɬɚɤɠɟ ɜɨɡɦɨɠɧɨɫɬɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɦɟɯɚɧɢɡɦɨɜ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ ɩɪɨɬɨɤɨɥɚ 
SKIP, ɨɞɧɚɤɨ ɫɟɣɱɚɫ ɬɚɤɢɟ ɜɨɡɦɨɠɧɨɫɬɢ ɪɟɚɥɶɧɨ ɩɪɚɤɬɢɱɟɫɤɢ ɧɢɝɞɟ ɧɟ ɢɫɩɨɥɶɡɭɸɬɫɹ. 
ɋɨɡɞɚɜɚɟɦɵɟ ɫɬɚɧɞɚɪɬɵ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ, ɜɨɡɦɨɠɧɨ, ɛɭɞɭɬ ɩɨɞɞɟɪɠɢɜɚɬɶ 
ɐɟɧɬɪɵ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɤɥɸɱɟɣ, ɚɧɚɥɨɝɢɱɧɵɟ ɢɫɩɨɥɶɡɭɟɦɵɦ ɜ ɫɢɫɬɟɦɟ Kerberos. ɉɪɨɬɨɤɨɥɚɦɢ 
ɤɥɸɱɟɜɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɞɥɹ IPSec ɧɚ ɨɫɧɨɜɟ Kerberos ɫɟɣɱɚɫ ɡɚɧɢɦɚɟɬɫɹ ɨɬɧɨɫɢɬɟɥɶɧɨ ɧɨɜɚɹ 
ɪɚɛɨɱɚɹ ɝɪɭɩɩɚ KINK (Kerberized Internet Negotiation of Keys). 

Ƚɚɪɚɧɬɢɢ ɰɟɥɨɫɬɧɨɫɬɢ ɢ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɞɚɧɧɵɯ ɜ ɫɩɟɰɢɮɢɤɚɰɢɢ IPsec ɨɛɟɫɩɟɱɢɜɚɸɬɫɹ ɡɚ 
ɫɱɟɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɦɟɯɚɧɢɡɦɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɲɢɮɪɨɜɚɧɢɹ ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ. ɉɨɫɥɟɞɧɢɟ, ɜ 
ɫɜɨɸ ɨɱɟɪɟɞɶ, ɨɫɧɨɜɚɧɵ ɧɚ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨɦ ɫɨɝɥɚɫɨɜɚɧɢɢ ɫɬɨɪɨɧɚɦɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ 

http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ixbt.com/comm/kerberos5.shtml


ɬ.ɧ. "ɤɨɧɬɟɤɫɬɚ ɛɟɡɨɩɚɫɧɨɫɬɢ" – ɩɪɢɦɟɧɹɟɦɵɯ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ, ɚɥɝɨɪɢɬɦɨɜ 
ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɟɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɢ ɢɯ ɩɚɪɚɦɟɬɪɨɜ. ɋɩɟɰɢɮɢɤɚɰɢɹ IPsec ɩɪɟɞɭɫɦɚɬɪɢɜɚɟɬ 
ɜɨɡɦɨɠɧɨɫɬɶ ɩɨɞɞɟɪɠɤɢ ɫɬɨɪɨɧɚɦɢ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ ɪɚɡɥɢɱɧɵɯ ɩɪɨɬɨɤɨɥɨɜ ɢ 
ɩɚɪɚɦɟɬɪɨɜ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɲɢɮɪɨɜɚɧɢɹ ɩɚɤɟɬɨɜ ɞɚɧɧɵɯ, ɚ ɬɚɤɠɟ ɪɚɡɥɢɱɧɵɯ ɫɯɟɦ 
ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɤɥɸɱɟɣ. ɉɪɢ ɷɬɨɦ ɪɟɡɭɥɶɬɚɬɨɦ ɫɨɝɥɚɫɨɜɚɧɢɹ ɤɨɧɬɟɤɫɬɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɹɜɥɹɟɬɫɹ 
ɭɫɬɚɧɨɜɥɟɧɢɟ ɢɧɞɟɤɫɚ ɩɚɪɚɦɟɬɪɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ (SPI), ɩɪɟɞɫɬɚɜɥɹɸɳɟɝɨ ɫɨɛɨɣ ɭɤɚɡɚɬɟɥɶ ɧɚ 
ɨɩɪɟɞɟɥɟɧɧɵɣ ɷɥɟɦɟɧɬ ɜɧɭɬɪɟɧɧɟɣ ɫɬɪɭɤɬɭɪɵ ɫɬɨɪɨɧɵ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ, ɨɩɢɫɵɜɚɸɳɟɣ 
ɜɨɡɦɨɠɧɵɟ ɧɚɛɨɪɵ ɩɚɪɚɦɟɬɪɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ. 
ɉɨ ɫɭɬɢ, IPSec, ɤɨɬɨɪɵɣ ɫɬɚɧɟɬ ɫɨɫɬɚɜɧɨɣ ɱɚɫɬɶɸ IPv6, ɪɚɛɨɬɚɟɬ ɧɚ ɬɪɟɬɶɟɦ ɭɪɨɜɧɟ, ɬ. ɟ. ɧɚ 
ɫɟɬɟɜɨɦ ɭɪɨɜɧɟ. ȼ ɪɟɡɭɥɶɬɚɬɟ ɩɟɪɟɞɚɜɚɟɦɵɟ IP-ɩɚɤɟɬɵ ɛɭɞɭɬ ɡɚɳɢɳɟɧɵ ɩɪɨɡɪɚɱɧɵɦ ɞɥɹ ɫɟɬɟɜɵɯ 
ɩɪɢɥɨɠɟɧɢɣ ɢ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɨɛɪɚɡɨɦ. ȼ ɨɬɥɢɱɢɟ ɨɬ SSL (Secure Socket Layer), ɤɨɬɨɪɵɣ 
ɪɚɛɨɬɚɟɬ ɧɚ ɱɟɬɜɟɪɬɨɦ (ɬ. ɟ. ɬɪɚɧɫɩɨɪɬɧɨɦ) ɭɪɨɜɧɟ ɢ ɬɟɫɧɟɟ ɫɜɹɡɚɧ ɫ ɛɨɥɟɟ ɜɵɫɨɤɢɦɢ ɭɪɨɜɧɹɦɢ 
ɦɨɞɟɥɢ OSI, IPSec ɩɪɢɡɜɚɧ ɨɛɟɫɩɟɱɢɬɶ ɧɢɡɤɨɭɪɨɜɧɟɜɭɸ ɡɚɳɢɬɭ. 

  

Ɋɢɫ. 2 — Мɨɞɟɥɶ OSI/ISO. 

Ʉ IP-ɞɚɧɧɵɦ, ɝɨɬɨɜɵɦ ɤ ɩɟɪɟɞɚɱɟ ɩɨ ɜɢɪɬɭɚɥɶɧɨɣ ɱɚɫɬɧɨɣ ɫɟɬɢ, IPSec ɞɨɛɚɜɥɹɟɬ ɡɚɝɨɥɨɜɨɤ ɞɥɹ 
ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɡɚɳɢɳɟɧɧɵɯ ɩɚɤɟɬɨɜ. ɉɟɪɟɞ ɩɟɪɟɞɚɱɟɣ ɩɨ Internet ɷɬɢ ɩɚɤɟɬɵ ɢɧɤɚɩɫɭɥɢɪɭɸɬɫɹ 
ɜ ɞɪɭɝɢɟ IP-ɩɚɤɟɬɵ. IPSec ɩɨɞɞɟɪɠɢɜɚɟɬ ɧɟɫɤɨɥɶɤɨ ɬɢɩɨɜ ɲɢɮɪɨɜɚɧɢɹ, ɜ ɬɨɦ ɱɢɫɥɟ Data 
Encryption Standard (DES) ɢ Message Digest 5 (MD5). 
ɑɬɨɛɵ ɭɫɬɚɧɨɜɢɬɶ ɡɚɳɢɳɟɧɧɨɟ ɫɨɟɞɢɧɟɧɢɟ, ɨɛɚ ɭɱɚɫɬɧɢɤɚ ɫɟɚɧɫɚ ɞɨɥɠɧɵ ɢɦɟɬɶ ɜɨɡɦɨɠɧɨɫɬɶ 
ɛɵɫɬɪɨ ɫɨɝɥɚɫɨɜɚɬɶ ɩɚɪɚɦɟɬɪɵ ɡɚɳɢɬɵ, ɬɚɤɢɟ ɤɚɤ ɚɥɝɨɪɢɬɦɵ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɤɥɸɱɢ. IPSec 
ɩɨɞɞɟɪɠɢɜɚɟɬ ɞɜɚ ɬɢɩɚ ɫɯɟɦ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ, ɫ ɩɨɦɨɳɶɸ ɤɨɬɨɪɵɯ ɭɱɚɫɬɧɢɤɢ ɦɨɝɭɬ 
ɫɨɝɥɚɫɨɜɚɬɶ ɩɚɪɚɦɟɬɪɵ ɫɟɚɧɫɚ. ɗɬɚ ɞɜɨɣɧɚɹ ɩɨɞɞɟɪɠɤɚ ɜ ɫɜɨɟ ɜɪɟɦɹ ɜɵɡɜɚɥɚ ɨɩɪɟɞɟɥɟɧɧɵɟ 
ɬɪɟɧɢɹ ɜ IETF Working Group. 
ɋ ɬɟɤɭɳɟɣ ɜɟɪɫɢɟɣ IP, IPv4, ɦɨɝɭɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɵ ɢɥɢ Internet Secure Association Key 

Management Protocol (ISAKMP), ɢɥɢ Simple Key Management for Internet Protocol. ɋ ɧɨɜɨɣ 
ɜɟɪɫɢɟɣ IP, IPv6, ɩɪɢɞɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ ISAKMP, ɢɡɜɟɫɬɧɵɣ ɫɟɣɱɚɫ ɤɚɤ IKE, ɯɨɬɹ ɧɟ 
ɢɫɤɥɸɱɚɟɬɫɹ ɜɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ SKIP. Ɉɞɧɚɤɨ, ɫɥɟɞɭɟɬ ɢɦɟɬɶ ɜ ɜɢɞɭ, ɱɬɨ SKIP ɭɠɟ 
ɞɚɜɧɨ ɧɟ ɪɚɫɫɦɚɬɪɢɜɚɟɬɫɹ ɤɚɤ ɤɚɧɞɢɞɚɬ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ, ɢ ɛɵɥ ɢɫɤɥɸɱɺɧ ɢɡ ɫɩɢɫɤɚ 
ɜɨɡɦɨɠɧɵɯ ɤɚɧɞɢɞɚɬɨɜ ɟɳɺ ɜ 1997 ɝ. 

Ɂɚɝɨɥɨɜɨɤ AH 

Ⱥɭɬɟɧɬɢɮɢɰɢɪɭɸɳɢɣ ɡɚɝɨɥɨɜɨɤ (AH) ɹɜɥɹɟɬɫɹ ɨɛɵɱɧɵɦ ɨɩɰɢɨɧɚɥɶɧɵɦ ɡɚɝɨɥɨɜɤɨɦ ɢ, ɤɚɤ 
ɩɪɚɜɢɥɨ, ɪɚɫɩɨɥɚɝɚɟɬɫɹ ɦɟɠɞɭ ɨɫɧɨɜɧɵɦ ɡɚɝɨɥɨɜɤɨɦ ɩɚɤɟɬɚ IP ɢ ɩɨɥɟɦ ɞɚɧɧɵɯ. ɇɚɥɢɱɢɟ AH 
ɧɢɤɚɤ ɧɟ ɜɥɢɹɟɬ ɧɚ ɩɪɨɰɟɫɫ ɩɟɪɟɞɚɱɢ ɢɧɮɨɪɦɚɰɢɢ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɢ ɛɨɥɟɟ ɜɵɫɨɤɨɝɨ ɭɪɨɜɧɟɣ. 
Ɉɫɧɨɜɧɵɦ ɢ ɟɞɢɧɫɬɜɟɧɧɵɦ ɧɚɡɧɚɱɟɧɢɟɦ AH ɹɜɥɹɟɬɫɹ ɨɛɟɫɩɟɱɟɧɢɟ ɡɚɳɢɬɵ ɨɬ ɚɬɚɤ, ɫɜɹɡɚɧɧɵɯ ɫ 
ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɦ ɢɡɦɟɧɟɧɢɟɦ ɫɨɞɟɪɠɢɦɨɝɨ ɩɚɤɟɬɚ, ɢ ɜ ɬɨɦ ɱɢɫɥɟ ɨɬ ɩɨɞɦɟɧɵ ɢɫɯɨɞɧɨɝɨ 



ɚɞɪɟɫɚ ɫɟɬɟɜɨɝɨ ɭɪɨɜɧɹ. ɉɪɨɬɨɤɨɥɵ ɛɨɥɟɟ ɜɵɫɨɤɨɝɨ ɭɪɨɜɧɹ ɞɨɥɠɧɵ ɛɵɬɶ ɦɨɞɢɮɢɰɢɪɨɜɚɧɵ ɜ 

ɰɟɥɹɯ ɨɫɭɳɟɫɬɜɥɟɧɢɹ ɩɪɨɜɟɪɤɢ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɩɨɥɭɱɟɧɧɵɯ ɞɚɧɧɵɯ. 
Ɏɨɪɦɚɬ AH ɞɨɫɬɚɬɨɱɧɨ ɩɪɨɫɬ ɢ ɫɨɫɬɨɢɬ ɢɡ 96-ɛɢɬɨɜɨɝɨ ɡɚɝɨɥɨɜɤɚ ɢ ɞɚɧɧɵɯ ɩɟɪɟɦɟɧɧɨɣ ɞɥɢɧɵ, 
ɫɨɫɬɨɹɳɢɯ ɢɡ 32-ɛɢɬɨɜɵɯ ɫɥɨɜ. ɇɚɡɜɚɧɢɹ ɩɨɥɟɣ ɞɨɫɬɚɬɨɱɧɨ ɹɫɧɨ ɨɬɪɚɠɚɸɬ ɢɯ ɫɨɞɟɪɠɢɦɨɟ: Next 
Header ɭɤɚɡɵɜɚɟɬ ɧɚ ɫɥɟɞɭɸɳɢɣ ɡɚɝɨɥɨɜɨɤ, Payload Len ɩɪɟɞɫɬɚɜɥɹɟɬ ɞɥɢɧɭ ɩɚɤɟɬɚ, SPI ɹɜɥɹɟɬɫɹ 
ɭɤɚɡɚɬɟɥɟɦ ɧɚ ɤɨɧɬɟɤɫɬ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ Sequence Number Field ɫɨɞɟɪɠɢɬ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɣ 
ɧɨɦɟɪ ɩɚɤɟɬɚ. 

  

Ɋɢɫ. 3 — Ɏɨɪɦɚɬ ɡɚɝɨɥɨɜɤɚ AH. 

ɉɨɫɥɟɞɨɜɚɬɟɥɶɧɵɣ ɧɨɦɟɪ ɩɚɤɟɬɚ ɛɵɥ ɜɜɟɞɟɧ ɜ AH ɜ 1997 ɝɨɞɭ ɜ ɯɨɞɟ ɩɪɨɰɟɫɫɚ ɩɟɪɟɫɦɨɬɪɚ 
ɫɩɟɰɢɮɢɤɚɰɢɢ IPsec. Ɂɧɚɱɟɧɢɟ ɷɬɨɝɨ ɩɨɥɹ ɮɨɪɦɢɪɭɟɬɫɹ ɨɬɩɪɚɜɢɬɟɥɟɦ ɢ ɫɥɭɠɢɬ ɞɥɹ ɡɚɳɢɬɵ ɨɬ 
ɚɬɚɤ, ɫɜɹɡɚɧɧɵɯ ɫ ɩɨɜɬɨɪɧɵɦ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɞɚɧɧɵɯ ɩɪɨɰɟɫɫɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ. ɉɨɫɤɨɥɶɤɭ ɫɟɬɶ 
ɂɧɬɟɪɧɟɬ ɧɟ ɝɚɪɚɧɬɢɪɭɟɬ ɩɨɪɹɞɨɤ ɞɨɫɬɚɜɤɢ ɩɚɤɟɬɨɜ, ɩɨɥɭɱɚɬɟɥɶ ɞɨɥɠɟɧ ɯɪɚɧɢɬɶ ɢɧɮɨɪɦɚɰɢɸ ɨ 
ɦɚɤɫɢɦɚɥɶɧɨɦ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɦ ɧɨɦɟɪɟ ɩɚɤɟɬɚ, ɩɪɨɲɟɞɲɟɝɨ ɭɫɩɟɲɧɭɸ ɚɭɬɟɧɬɢɮɢɤɚɰɢɸ, ɢ ɨ 
ɩɨɥɭɱɟɧɢɢ ɧɟɤɨɬɨɪɨɝɨ ɱɢɫɥɚ ɩɚɤɟɬɨɜ, ɫɨɞɟɪɠɚɳɢɯ ɩɪɟɞɵɞɭɳɢɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɟ ɧɨɦɟɪɚ 
(ɨɛɵɱɧɨ ɷɬɨ ɱɢɫɥɨ ɪɚɜɧɨ 64). 
ȼ ɨɬɥɢɱɢɟ ɨɬ ɚɥɝɨɪɢɬɦɨɜ ɜɵɱɢɫɥɟɧɢɹ ɤɨɧɬɪɨɥɶɧɨɣ ɫɭɦɦɵ, ɩɪɢɦɟɧɹɟɦɵɯ ɜ ɩɪɨɬɨɤɨɥɚɯ ɩɟɪɟɞɚɱɢ 
ɢɧɮɨɪɦɚɰɢɢ ɩɨ ɤɨɦɦɭɬɢɪɭɟɦɵɦ ɥɢɧɢɹɦ ɫɜɹɡɢ ɢɥɢ ɩɨ ɤɚɧɚɥɚɦ ɥɨɤɚɥɶɧɵɯ ɫɟɬɟɣ ɢ 
ɨɪɢɟɧɬɢɪɨɜɚɧɧɵɯ ɧɚ ɢɫɩɪɚɜɥɟɧɢɟ ɫɥɭɱɚɣɧɵɯ ɨɲɢɛɨɤ ɫɪɟɞɵ ɩɟɪɟɞɚɱɢ, ɦɟɯɚɧɢɡɦɵ ɨɛɟɫɩɟɱɟɧɢɹ 
ɰɟɥɨɫɬɧɨɫɬɢ ɞɚɧɧɵɯ ɜ ɨɬɤɪɵɬɵɯ ɬɟɥɟɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɯ ɫɟɬɹɯ ɞɨɥɠɧɵ ɢɦɟɬɶ ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ 
ɨɬ ɜɧɟɫɟɧɢɹ ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɵɯ ɢɡɦɟɧɟɧɢɣ. Ɉɞɧɢɦ ɢɡ ɬɚɤɢɯ ɦɟɯɚɧɢɡɦɨɜ ɹɜɥɹɟɬɫɹ ɫɩɟɰɢɚɥɶɧɨɟ 
ɩɪɢɦɟɧɟɧɢɟ ɚɥɝɨɪɢɬɦɚ MD5: ɜ ɩɪɨɰɟɫɫɟ ɮɨɪɦɢɪɨɜɚɧɢɹ AH ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ ɜɵɱɢɫɥɹɟɬɫɹ ɯɷɲ-

ɮɭɧɤɰɢɹ ɨɬ ɨɛɴɟɞɢɧɟɧɢɹ ɫɚɦɨɝɨ ɩɚɤɟɬɚ ɢ ɧɟɤɨɬɨɪɨɝɨ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨ ɫɨɝɥɚɫɨɜɚɧɧɨɝɨ ɤɥɸɱɚ, ɚ 
ɡɚɬɟɦ ɨɬ ɨɛɴɟɞɢɧɟɧɢɹ ɩɨɥɭɱɟɧɧɨɝɨ ɪɟɡɭɥɶɬɚɬɚ ɢ ɩɪɟɨɛɪɚɡɨɜɚɧɧɨɝɨ ɤɥɸɱɚ. Ⱦɚɧɧɵɣ ɦɟɯɚɧɢɡɦ 
ɩɪɢɦɟɧɹɟɬɫɹ ɩɨ ɭɦɨɥɱɚɧɢɸ ɜ ɰɟɥɹɯ ɨɛɟɫɩɟɱɟɧɢɹ ɜɫɟɯ ɪɟɚɥɢɡɚɰɢɣ IPv6, ɩɨ ɤɪɚɣɧɟɣ ɦɟɪɟ, ɨɞɧɢɦ 
ɨɛɳɢɦ ɚɥɝɨɪɢɬɦɨɦ, ɧɟ ɩɨɞɜɟɪɠɟɧɧɵɦ ɷɤɫɩɨɪɬɧɵɦ ɨɝɪɚɧɢɱɟɧɢɹɦ. 

Ɂɚɝɨɥɨɜɨɤ ESP 

ȼ ɫɥɭɱɚɟ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɢɧɤɚɩɫɭɥɹɰɢɢ ɡɚɲɢɮɪɨɜɚɧɧɵɯ ɞɚɧɧɵɯ ɡɚɝɨɥɨɜɨɤ ESP ɹɜɥɹɟɬɫɹ 
ɩɨɫɥɟɞɧɢɦ ɜ ɪɹɞɭ ɨɩɰɢɨɧɚɥɶɧɵɯ ɡɚɝɨɥɨɜɤɨɜ, "ɜɢɞɢɦɵɯ" ɜ ɩɚɤɟɬɟ. ɉɨɫɤɨɥɶɤɭ ɨɫɧɨɜɧɨɣ ɰɟɥɶɸ 
ESP ɹɜɥɹɟɬɫɹ ɨɛɟɫɩɟɱɟɧɢɟ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɞɚɧɧɵɯ, ɪɚɡɧɵɟ ɜɢɞɵ ɢɧɮɨɪɦɚɰɢɢ ɦɨɝɭɬ 
ɬɪɟɛɨɜɚɬɶ ɩɪɢɦɟɧɟɧɢɹ ɫɭɳɟɫɬɜɟɧɧɨ ɪɚɡɥɢɱɧɵɯ ɚɥɝɨɪɢɬɦɨɜ ɲɢɮɪɨɜɚɧɢɹ. ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɮɨɪɦɚɬ 
ESP ɦɨɠɟɬ ɩɪɟɬɟɪɩɟɜɚɬɶ ɡɧɚɱɢɬɟɥɶɧɵɟ ɢɡɦɟɧɟɧɢɹ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɢɫɩɨɥɶɡɭɟɦɵɯ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ. Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɦɨɠɧɨ ɜɵɞɟɥɢɬɶ ɫɥɟɞɭɸɳɢɟ ɨɛɹɡɚɬɟɥɶɧɵɟ ɩɨɥɹ: 
SPI, ɭɤɚɡɵɜɚɸɳɟɟ ɧɚ ɤɨɧɬɟɤɫɬ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ Sequence Number Field, ɫɨɞɟɪɠɚɳɟɟ 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɣ ɧɨɦɟɪ ɩɚɤɟɬɚ. ɉɨɥɟ "ESP Authentication Data" (ɤɨɧɬɪɨɥɶɧɚɹ ɫɭɦɦɚ), ɧɟ 
ɹɜɥɹɟɬɫɹ ɨɛɹɡɚɬɟɥɶɧɵɦ ɜ ɡɚɝɨɥɨɜɤɟ ESP. ɉɨɥɭɱɚɬɟɥɶ ɩɚɤɟɬɚ ESP ɪɚɫɲɢɮɪɨɜɵɜɚɟɬ ESP ɡɚɝɨɥɨɜɨɤ 
ɢ ɢɫɩɨɥɶɡɭɟɬ ɩɚɪɚɦɟɬɪɵ ɢ ɞɚɧɧɵɟ ɩɪɢɦɟɧɹɟɦɨɝɨ ɚɥɝɨɪɢɬɦɚ ɲɢɮɪɨɜɚɧɢɹ ɞɥɹ ɞɟɤɨɞɢɪɨɜɚɧɢɹ 
ɢɧɮɨɪɦɚɰɢɢ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɭɪɨɜɧɹ. 



  

Ɋɢɫ. 4 — Ɏɨɪɦɚɬ ɡɚɝɨɥɨɜɤɚ ESP. 

Ɋɚɡɥɢɱɚɸɬ ɞɜɚ ɪɟɠɢɦɚ ɩɪɢɦɟɧɟɧɢɹ ESP ɢ AH (ɚ ɬɚɤɠɟ ɢɯ ɤɨɦɛɢɧɚɰɢɢ) — ɬɪɚɧɫɩɨɪɬɧɵɣ ɢ 
ɬɭɧɧɟɥɶɧɵɣ. 

Ɍɪɚɧɫɩɨɪɬɧɵɣ ɪɟɠɢɦ 

Ɍɪɚɧɫɩɨɪɬɧɵɣ ɪɟɠɢɦ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɲɢɮɪɨɜɚɧɢɹ ɩɨɥɹ ɞɚɧɧɵɯ IP ɩɚɤɟɬɚ, ɫɨɞɟɪɠɚɳɟɝɨ 
ɩɪɨɬɨɤɨɥɵ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɭɪɨɜɧɹ (TCP, UDP, ICMP), ɤɨɬɨɪɨɟ, ɜ ɫɜɨɸ ɨɱɟɪɟɞɶ, ɫɨɞɟɪɠɢɬ 
ɢɧɮɨɪɦɚɰɢɸ ɩɪɢɤɥɚɞɧɵɯ ɫɥɭɠɛ. ɉɪɢɦɟɪɨɦ ɩɪɢɦɟɧɟɧɢɹ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɪɟɠɢɦɚ ɹɜɥɹɟɬɫɹ 
ɩɟɪɟɞɚɱɚ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɵ. ȼɫɟ ɩɪɨɦɟɠɭɬɨɱɧɵɟ ɭɡɥɵ ɧɚ ɦɚɪɲɪɭɬɟ ɩɚɤɟɬɚ ɨɬ ɨɬɩɪɚɜɢɬɟɥɹ ɤ 
ɩɨɥɭɱɚɬɟɥɸ ɢɫɩɨɥɶɡɭɸɬ ɬɨɥɶɤɨ ɨɬɤɪɵɬɭɸ ɢɧɮɨɪɦɚɰɢɸ ɫɟɬɟɜɨɝɨ ɭɪɨɜɧɹ ɢ, ɜɨɡɦɨɠɧɨ, ɧɟɤɨɬɨɪɵɟ 
ɨɩɰɢɨɧɚɥɶɧɵɟ ɡɚɝɨɥɨɜɤɢ ɩɚɤɟɬɚ (ɜ IPv6). ɇɟɞɨɫɬɚɬɤɨɦ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɪɟɠɢɦɚ ɹɜɥɹɟɬɫɹ 
ɨɬɫɭɬɫɬɜɢɟ ɦɟɯɚɧɢɡɦɨɜ ɫɤɪɵɬɢɹ ɤɨɧɤɪɟɬɧɵɯ ɨɬɩɪɚɜɢɬɟɥɹ ɢ ɩɨɥɭɱɚɬɟɥɹ ɩɚɤɟɬɚ, ɚ ɬɚɤɠɟ 
ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɚɧɚɥɢɡɚ ɬɪɚɮɢɤɚ. Ɋɟɡɭɥɶɬɚɬɨɦ ɬɚɤɨɝɨ ɚɧɚɥɢɡɚ ɦɨɠɟɬ ɫɬɚɬɶ ɢɧɮɨɪɦɚɰɢɹ 
ɨɛ ɨɛɴɟɦɚɯ ɢ ɧɚɩɪɚɜɥɟɧɢɹɯ ɩɟɪɟɞɚɱɢ ɢɧɮɨɪɦɚɰɢɢ, ɨɛɥɚɫɬɢ ɢɧɬɟɪɟɫɨɜ ɚɛɨɧɟɧɬɨɜ, ɪɚɫɩɨɥɨɠɟɧɢɟ 
ɪɭɤɨɜɨɞɢɬɟɥɟɣ. 

Ɍɭɧɧɟɥɶɧɵɣ ɪɟɠɢɦ 

Ɍɭɧɧɟɥɶɧɵɣ ɪɟɠɢɦ ɩɪɟɞɩɨɥɚɝɚɟɬ ɲɢɮɪɨɜɚɧɢɟ ɜɫɟɝɨ ɩɚɤɟɬɚ, ɜɤɥɸɱɚɹ ɡɚɝɨɥɨɜɨɤ ɫɟɬɟɜɨɝɨ ɭɪɨɜɧɹ. 
Ɍɭɧɧɟɥɶɧɵɣ ɪɟɠɢɦ ɩɪɢɦɟɧɹɟɬɫɹ ɜ ɫɥɭɱɚɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɫɤɪɵɬɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɨɝɨ ɨɛɦɟɧɚ 
ɨɪɝɚɧɢɡɚɰɢɢ ɫ ɜɧɟɲɧɢɦ ɦɢɪɨɦ. ɉɪɢ ɷɬɨɦ, ɚɞɪɟɫɧɵɟ ɩɨɥɹ ɡɚɝɨɥɨɜɤɚ ɫɟɬɟɜɨɝɨ ɭɪɨɜɧɹ ɩɚɤɟɬɚ, 
ɢɫɩɨɥɶɡɭɸɳɟɝɨ ɬɭɧɧɟɥɶɧɵɣ ɪɟɠɢɦ, ɡɚɩɨɥɧɹɸɬɫɹ ɦɟɠɫɟɬɟɜɵɦ ɷɤɪɚɧɨɦ ɨɪɝɚɧɢɡɚɰɢɢ ɢ ɧɟ 
ɫɨɞɟɪɠɚɬ ɢɧɮɨɪɦɚɰɢɢ ɨ ɤɨɧɤɪɟɬɧɨɦ ɨɬɩɪɚɜɢɬɟɥɟ ɩɚɤɟɬɚ. ɉɪɢ ɩɟɪɟɞɚɱɟ ɢɧɮɨɪɦɚɰɢɢ ɢɡ ɜɧɟɲɧɟɝɨ 
ɦɢɪɚ ɜ ɥɨɤɚɥɶɧɭɸ ɫɟɬɶ ɨɪɝɚɧɢɡɚɰɢɢ ɜ ɤɚɱɟɫɬɜɟ ɚɞɪɟɫɚ ɧɚɡɧɚɱɟɧɢɹ ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɟɬɟɜɨɣ ɚɞɪɟɫ 
ɦɟɠɫɟɬɟɜɨɝɨ ɷɤɪɚɧɚ. ɉɨɫɥɟ ɪɚɫɲɢɮɪɨɜɤɢ ɦɟɠɫɟɬɟɜɵɦ ɷɤɪɚɧɨɦ ɧɚɱɚɥɶɧɨɝɨ ɡɚɝɨɥɨɜɤɚ ɫɟɬɟɜɨɝɨ 
ɭɪɨɜɧɹ ɩɚɤɟɬ ɧɚɩɪɚɜɥɹɟɬɫɹ ɩɨɥɭɱɚɬɟɥɸ. 

Security Associations 

Security Association (SA) — ɷɬɨ ɫɨɟɞɢɧɟɧɢɟ, ɤɨɬɨɪɨɟ ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɫɥɭɠɛɵ ɨɛɟɫɩɟɱɟɧɢɹ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɬɪɚɮɢɤɚ, ɤɨɬɨɪɵɣ ɩɟɪɟɞɚɺɬɫɹ ɱɟɪɟɡ ɧɟɝɨ. Ⱦɜɚ ɤɨɦɩɶɸɬɟɪɚ ɧɚ ɤɚɠɞɨɣ ɫɬɨɪɨɧɟ SA 
ɯɪɚɧɹɬ ɪɟɠɢɦ, ɩɪɨɬɨɤɨɥ, ɚɥɝɨɪɢɬɦɵ ɢ ɤɥɸɱɢ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɜ SA. Ʉɚɠɞɵɣ SA ɢɫɩɨɥɶɡɭɟɬɫɹ 
ɬɨɥɶɤɨ ɜ ɨɞɧɨɦ ɧɚɩɪɚɜɥɟɧɢɢ. Ⱦɥɹ ɞɜɭɧɚɩɪɚɜɥɟɧɧɨɣ ɫɜɹɡɢ ɬɪɟɛɭɟɬɫɹ ɞɜɚ SA. Ʉɚɠɞɵɣ SA 
ɪɟɚɥɢɡɭɟɬ ɨɞɢɧ ɪɟɠɢɦ ɢ ɩɪɨɬɨɤɨɥ; ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɟɫɥɢ ɞɥɹ ɨɞɧɨɝɨ ɩɚɤɟɬɚ ɧɟɨɛɯɨɞɢɦɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɜɚ ɩɪɨɬɨɤɨɥɚ (ɤɚɤ ɧɚɩɪɢɦɟɪ AH ɢ ESP), ɬɨ ɬɪɟɛɭɟɬɫɹ ɞɜɚ SA. 

ɉɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ 

ɉɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ ɯɪɚɧɢɬɫɹ ɜ SPD (Ȼɚɡɚ ɞɚɧɧɵɯ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ). SPD ɦɨɠɟɬ 
ɭɤɚɡɚɬɶ ɞɥɹ ɩɚɤɟɬɚ ɞɚɧɧɵɯ ɨɞɧɨ ɢɡ ɬɪɺɯ ɞɟɣɫɬɜɢɣ: ɨɬɛɪɨɫɢɬɶ ɩɚɤɟɬ, ɧɟ ɨɛɪɚɛɚɬɵɜɚɬɶ ɩɚɤɟɬ ɫ 
ɩɨɦɨɳɶɸ IPSec, ɨɛɪɚɛɨɬɚɬɶ ɩɚɤɟɬ ɫ ɩɨɦɨɳɶɸ IPSec. ȼ ɩɨɫɥɟɞɧɟɦ ɫɥɭɱɚɟ SPD ɬɚɤɠɟ ɭɤɚɡɵɜɚɟɬ, 
ɤɚɤɨɣ SA ɧɟɨɛɯɨɞɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ (ɟɫɥɢ, ɤɨɧɟɱɧɨ, ɩɨɞɯɨɞɹɳɢɣ SA ɭɠɟ ɛɵɥ ɫɨɡɞɚɧ) ɢɥɢ 
ɭɤɚɡɵɜɚɟɬ, ɫ ɤɚɤɢɦɢ ɩɚɪɚɦɟɬɪɚɦɢ ɞɨɥɠɟɧ ɛɵɬɶ ɫɨɡɞɚɧ ɧɨɜɵɣ SA. 



SPD ɹɜɥɹɟɬɫɹ ɨɱɟɧɶ ɝɢɛɤɢɦ ɦɟɯɚɧɢɡɦɨɦ ɭɩɪɚɜɥɟɧɢɹ, ɤɨɬɨɪɵɣ ɞɨɩɭɫɤɚɟɬ ɨɱɟɧɶ ɯɨɪɨɲɟɟ 
ɭɩɪɚɜɥɟɧɢɟ ɨɛɪɚɛɨɬɤɨɣ ɤɚɠɞɨɝɨ ɩɚɤɟɬɚ. ɉɚɤɟɬɵ ɤɥɚɫɫɢɮɢɰɢɪɭɸɬɫɹ ɩɨ ɛɨɥɶɲɨɦɭ ɱɢɫɥɭ ɩɨɥɟɣ, ɢ 
SPD ɦɨɠɟɬ ɩɪɨɜɟɪɹɬɶ ɧɟɤɨɬɨɪɵɟ ɢɥɢ ɜɫɟ ɩɨɥɹ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɨɩɪɟɞɟɥɢɬɶ ɫɨɨɬɜɟɬɫɬɜɭɸɳɟɟ 
ɞɟɣɫɬɜɢɟ. ɗɬɨ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ ɬɨɦɭ, ɱɬɨ ɜɟɫɶ ɬɪɚɮɢɤ ɦɟɠɞɭ ɞɜɭɦɹ ɦɚɲɢɧɚɦɢ ɛɭɞɟɬ 
ɩɟɪɟɞɚɜɚɬɶɫɹ ɩɪɢ ɩɨɦɨɳɢ ɨɞɧɨɝɨ SA, ɥɢɛɨ ɨɬɞɟɥɶɧɵɟ SA ɛɭɞɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɤɚɠɞɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ, ɢɥɢ ɞɚɠɟ ɞɥɹ ɤɚɠɞɨɝɨ TCP ɫɨɟɞɢɧɟɧɢɹ. 

ISAKMP/Oakley 

ɉɪɨɬɨɤɨɥ ISAKMP ɨɩɪɟɞɟɥɹɟɬ ɨɛɳɭɸ ɫɬɪɭɤɬɭɪɭ ɩɪɨɬɨɤɨɥɨɜ, ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ 
ɭɫɬɚɧɨɜɥɟɧɢɹ SA ɢ ɞɥɹ ɜɵɩɨɥɧɟɧɢɹ ɞɪɭɝɢɯ ɮɭɧɤɰɢɣ ɭɩɪɚɜɥɟɧɢɹ ɤɥɸɱɚɦɢ. ISAKMP 
ɩɨɞɞɟɪɠɢɜɚɟɬ ɧɟɫɤɨɥɶɤɨ Ɉɛɥɚɫɬɟɣ ɂɧɬɟɪɩɪɟɬɚɰɢɢ (DOI), ɨɞɧɨɣ ɢɡ ɤɨɬɨɪɵɯ ɹɜɥɹɟɬɫɹ IPSec-DOI. 

ISAKMP ɧɟ ɨɩɪɟɞɟɥɹɟɬ ɡɚɤɨɧɱɟɧɧɵɣ ɩɪɨɬɨɤɨɥ, ɚ ɩɪɟɞɨɫɬɚɜɥɹɟɬ "ɫɬɪɨɢɬɟɥɶɧɵɟ ɛɥɨɤɢ" ɞɥɹ 
ɪɚɡɥɢɱɧɵɯ DOI ɢ ɩɪɨɬɨɤɨɥɨɜ ɨɛɦɟɧɚ ɤɥɸɱɚɦɢ. 
ɉɪɨɬɨɤɨɥ Oakley — ɷɬɨ ɩɪɨɬɨɤɨɥ ɨɩɪɟɞɟɥɟɧɢɹ ɤɥɸɱɚ, ɢɫɩɨɥɶɡɭɸɳɢɣ ɚɥɝɨɪɢɬɦ ɡɚɦɟɧɵ ɤɥɸɱɚ 
Ⱦɢɮɮɢ-ɏɟɥɥɦɚɧɚ. ɉɪɨɬɨɤɨɥ Oakley ɩɨɞɞɟɪɠɢɜɚɟɬ ɢɞɟɚɥɶɧɭɸ ɩɪɹɦɭɸ ɛɟɡɨɩɚɫɧɨɫɬɶ (Perfect 
Forward Secrecy — PFS). ɇɚɥɢɱɢɟ PFS ɨɡɧɚɱɚɟɬ ɧɟɜɨɡɦɨɠɧɨɫɬɶ ɪɚɫɲɢɮɪɨɜɤɢ ɜɫɟɝɨ ɬɪɚɮɮɢɤɚ 
ɩɪɢ ɤɨɦɩɪɨɦɟɬɚɰɢɢ ɥɸɛɨɝɨ ɤɥɸɱɚ ɜ ɫɢɫɬɟɦɟ. 

IKE 

IKE — ɩɪɨɬɨɤɨɥ ɨɛɦɟɧɚ ɤɥɸɱɚɦɢ ɩɨ ɭɦɨɥɱɚɧɢɸ ɞɥɹ ISAKMP, ɧɚ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɹɜɥɹɸɳɢɣɫɹ 
ɟɞɢɧɫɬɜɟɧɧɵɦ. IKE ɧɚɯɨɞɢɬɫɹ ɧɚ ɜɟɪɲɢɧɟ ISAKMP ɢ ɜɵɩɨɥɧɹɟɬ, ɫɨɛɫɬɜɟɧɧɨ, ɭɫɬɚɧɨɜɥɟɧɢɟ ɤɚɤ 
ISAKMP SA, ɬɚɤ ɢ IPSec SA. IKE ɩɨɞɞɟɪɠɢɜɚɟɬ ɧɚɛɨɪ ɪɚɡɥɢɱɧɵɯ ɩɪɢɦɢɬɢɜɧɵɯ ɮɭɧɤɰɢɣ ɞɥɹ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɩɪɨɬɨɤɨɥɚɯ. ɋɪɟɞɢ ɧɢɯ ɦɨɠɧɨ ɜɵɞɟɥɢɬɶ ɯɷɲ-ɮɭɧɤɰɢɸ ɢ ɩɫɟɜɞɨɫɥɭɱɚɣɧɭɸ 
ɮɭɧɤɰɢɸ (PRF). 
ɏɷɲ-ɮɭɧɤɰɢɹ — ɷɬɨ ɮɭɧɤɰɢɹ, ɭɫɬɨɣɱɢɜɚɹ ɤ ɤɨɥɥɢɡɢɹɦ. ɉɨɞ ɭɫɬɨɣɱɢɜɨɫɬɶɸ ɤ ɤɨɥɥɢɡɢɹɦ 
ɩɨɧɢɦɚɟɬɫɹ ɬɨɬ ɮɚɤɬ, ɱɬɨ ɧɟɜɨɡɦɨɠɧɨ ɧɚɣɬɢ ɞɜɚ ɪɚɡɧɵɯ ɫɨɨɛɳɟɧɢɹ m1 ɢ m2, ɬɚɤɢɯ, 
ɱɬɨ H(m1)=H(m2), ɝɞɟ H — ɯɷɲ ɮɭɧɤɰɢɹ. 
ɑɬɨ ɤɚɫɚɟɬɫɹ ɩɫɟɜɨɞɫɥɭɱɚɣɧɵɯ ɮɭɧɤɰɢɣ, ɬɨ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɜɦɟɫɬɨ ɫɩɟɰɢɚɥɶɧɵɯ PRF 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɯɷɲ ɮɭɧɤɰɢɹ ɜ ɤɨɧɫɬɪɭɤɰɢɢ HMAC (HMAC — ɦɟɯɚɧɢɡɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 
ɫɨɨɛɳɟɧɢɣ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɯɷɲ ɮɭɧɤɰɢɣ). Ⱦɥɹ ɨɩɪɟɞɟɥɟɧɢɹ HMAC ɧɚɦ ɩɨɧɚɞɨɛɢɬɫɹ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɚɹ ɯɷɲ ɮɭɧɤɰɢɹ (ɨɛɨɡɧɚɱɢɦ ɟɺ ɤɚɤ H) ɢ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ K. Ɇɵ ɩɪɟɞɩɨɥɚɝɚɟɦ, 
ɱɬɨ H ɹɜɥɹɟɬɫɹ ɯɷɲ ɮɭɧɤɰɢɟɣ, ɝɞɟ ɞɚɧɧɵɟ ɯɷɲɢɪɭɸɬɫɹ ɫ ɩɨɦɨɳɶɸ ɩɪɨɰɟɞɭɪɵ ɫɠɚɬɢɹ, 
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ ɩɪɢɦɟɧɹɟɦɨɣ ɤ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɛɥɨɤɨɜ ɞɚɧɧɵɯ. Ɇɵ ɨɛɨɡɧɚɱɢɦ ɡɚ B ɞɥɢɧɭ 
ɬɚɤɢɯ ɛɥɨɤɨɜ ɜ ɛɚɣɬɚɯ, ɚ ɞɥɢɧɭ ɛɥɨɤɨɜ, ɩɨɥɭɱɟɧɧɵɯ ɜ ɪɟɡɭɥɶɬɚɬɟ ɯɷɲɢɪɨɜɚɧɢɹ — ɤɚɤ L (L<B). 
Ʉɥɸɱ K ɦɨɠɟɬ ɢɦɟɬɶ ɞɥɢɧɭ, ɦɟɧɶɲɭɸ ɢɥɢ ɪɚɜɧɭɸ B. ȿɫɥɢ ɩɪɢɥɨɠɟɧɢɟ ɢɫɩɨɥɶɡɭɟɬ ɤɥɸɱɢ 
ɛɨɥɶɲɟɣ ɞɥɢɧɵ, ɫɧɚɱɚɥɚ ɦɵ ɞɨɥɠɧɵ ɯɷɲɢɪɨɜɚɬɶ ɫɚɦ ɤɥɸɱ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ H, ɢ ɬɨɥɶɤɨ ɩɨɫɥɟ 
ɷɬɨɝɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɩɨɥɭɱɟɧɧɭɸ ɫɬɪɨɤɭ ɞɥɢɧɨɣ L ɛɚɣɬ, ɤɚɤ ɤɥɸɱ ɜ HMAC. ȼ ɨɛɨɢɯ ɫɥɭɱɚɹɯ 
ɪɟɤɨɦɟɧɞɭɟɦɚɹ ɦɢɧɢɦɚɥɶɧɚɹ ɞɥɢɧɚ ɞɥɹ K ɫɨɫɬɚɜɥɹɟɬ L ɛɚɣɬ. Ɉɩɪɟɞɟɥɢɦ ɞɜɟ ɫɥɟɞɭɸɳɢɟ 
ɪɚɡɥɢɱɧɵɟ ɫɬɪɨɤɢ ɮɢɤɫɢɪɨɜɚɧɧɨɣ ɞɥɢɧɵ: 
ipad = ɛɚɣɬ 0x36, ɩɨɜɬɨɪɺɧɧɵɣ B ɪɚɡ; 
opad = ɛɚɣɬ 0x5C, ɩɨɜɬɨɪɺɧɧɵɣ B ɪɚɡ. 
Ⱦɥɹ ɜɵɱɢɫɥɟɧɢɹ HMAC ɨɬ ɞɚɧɧɵɯ 'text' ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɫɥɟɞɭɸɳɭɸ ɨɩɟɪɚɰɢɸ: 
H(K XOR opad, H(K XOR ipad, text)) 

ɂɡ ɨɩɢɫɚɧɢɹ ɫɥɟɞɭɟɬ, ɱɬɨ IKE ɢɫɩɨɥɶɡɭɟɬ ɞɥɹ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫɬɨɪɨɧ HASH ɜɟɥɢɱɢɧɵ. Ɉɬɦɟɬɢɦ, 
ɱɬɨ ɩɨɞ HASH ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ ɢɫɤɥɸɱɢɬɟɥɶɧɨ ɧɚɡɜɚɧɢɟ Payload ɜ ISAKMP, ɢ 
ɷɬɨ ɧɚɡɜɚɧɢɟ ɧɟ ɢɦɟɟɬ ɧɢɱɟɝɨ ɨɛɳɟɝɨ ɫɨ ɫɜɨɢɦ ɫɨɞɟɪɠɢɦɵɦ. 



Ⱥɬɚɤɢ ɧɚ AH, ESP ɢ IKE. 
ȼɫɟ ɜɢɞɵ ɚɬɚɤ ɧɚ ɤɨɦɩɨɧɟɧɬɵ IPSec ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɫɥɟɞɭɸɳɢɟ ɝɪɭɩɩɵ: ɚɬɚɤɢ, 
ɷɤɫɩɥɭɚɬɢɪɭɸɳɢɟ ɤɨɧɟɱɧɨɫɬɶ ɪɟɫɭɪɫɨɜ ɫɢɫɬɟɦɵ (ɬɢɩɢɱɧɵɣ ɩɪɢɦɟɪ — ɚɬɚɤɚ "Ɉɬɤɚɡ ɜ 
ɨɛɫɥɭɠɢɜɚɧɢɢ", Denial-of-service ɢɥɢ DOS-ɚɬɚɤɚ), ɚɬɚɤɢ, ɢɫɩɨɥɶɡɭɸɳɢɟ ɨɫɨɛɟɧɧɨɫɬɢ ɢ ɨɲɢɛɤɢ 
ɤɨɧɤɪɟɬɧɨɣ ɪɟɚɥɢɡɚɰɢɢ IPSec ɢ, ɧɚɤɨɧɟɰ, ɚɬɚɤɢ, ɨɫɧɨɜɚɧɧɵɟ ɧɚ ɫɥɚɛɨɫɬɹɯ ɫɚɦɢɯ ɩɪɨɬɨɤɨɥɨɜ. AH 
ɢ ESP. ɑɢɫɬɨ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɚɬɚɤɢ ɦɨɠɧɨ ɧɟ ɪɚɫɫɦɚɬɪɢɜɚɬɶ — ɨɛɚ ɩɪɨɬɨɤɨɥɚ ɨɩɪɟɞɟɥɹɸɬ 
ɩɨɧɹɬɢɟ "ɬɪɚɧɫɮɨɪɦ", ɤɭɞɚ ɫɤɪɵɜɚɸɬ ɜɫɸ ɤɪɢɩɬɨɝɪɚɮɢɸ. ȿɫɥɢ ɢɫɩɨɥɶɡɭɟɦɵɣ ɤɪɢɩɬɨɚɥɝɨɪɢɬɦ 
ɫɬɨɟɤ, ɚ ɨɩɪɟɞɟɥɟɧɧɵɣ ɫ ɧɢɦ ɬɪɚɧɫɮɨɪɦ ɧɟ ɜɧɨɫɢɬ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɫɥɚɛɨɫɬɟɣ (ɷɬɨ ɧɟ ɜɫɟɝɞɚ ɬɚɤ, 
ɩɨɷɬɨɦɭ ɩɪɚɜɢɥɶɧɟɟ ɪɚɫɫɦɚɬɪɢɜɚɬɶ ɫɬɨɣɤɨɫɬɶ ɜɫɟɣ ɫɢɫɬɟɦɵ — ɉɪɨɬɨɤɨɥ-Ɍɪɚɧɫɮɨɪɦ-Ⱥɥɝɨɪɢɬɦ), 
ɬɨ ɫ ɷɬɨɣ ɫɬɨɪɨɧɵ ɜɫɟ ɧɨɪɦɚɥɶɧɨ. ɑɬɨ ɨɫɬɚɟɬɫɹ? Replay Attack — ɧɢɜɟɥɢɪɭɟɬɫɹ ɡɚ ɫɱɟɬ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ Sequence Number (ɜ ɨɞɧɨɦ ɟɞɢɧɫɬɜɟɧɧɨɦ ɫɥɭɱɚɟ ɷɬɨ ɧɟ ɪɚɛɨɬɚɟɬ — ɩɪɢ 
ɢɫɩɨɥɶɡɨɜɚɧɢɢ ESP ɛɟɡ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɛɟɡ AH). Ⱦɚɥɟɟ, ɩɨɪɹɞɨɤ ɜɵɩɨɥɧɟɧɢɹ ɞɟɣɫɬɜɢɣ 
(ɫɧɚɱɚɥɚ ɲɢɮɪɚɰɢɹ, ɩɨɬɨɦ ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ) ɝɚɪɚɧɬɢɪɭɟɬ ɛɵɫɬɪɭɸ ɨɬɛɪɚɤɨɜɤɭ "ɩɥɨɯɢɯ" ɩɚɤɟɬɨɜ 
(ɛɨɥɟɟ ɬɨɝɨ, ɫɨɝɥɚɫɧɨ ɩɨɫɥɟɞɧɢɦ ɢɫɫɥɟɞɨɜɚɧɢɹɦ ɜ ɦɢɪɟ ɤɪɢɩɬɨɝɪɚɮɢɢ, ɢɦɟɧɧɨ ɬɚɤɨɣ ɩɨɪɹɞɨɤ 
ɞɟɣɫɬɜɢɣ ɧɚɢɛɨɥɟɟ ɛɟɡɨɩɚɫɟɧ, ɨɛɪɚɬɧɵɣ ɩɨɪɹɞɨɤ ɜ ɧɟɤɨɬɨɪɵɯ, ɩɪɚɜɞɚ ɨɱɟɧɶ ɱɚɫɬɧɵɯ ɫɥɭɱɚɹɯ, 
ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ ɩɨɬɟɧɰɢɚɥɶɧɵɦ ɞɵɪɚɦ ɜ ɛɟɡɨɩɚɫɧɨɫɬɢ; ɤ ɫɱɚɫɬɶɸ, ɧɢ SSL, ɧɢ IKE, ɧɢ ɞɪɭɝɢɟ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɟ ɩɪɨɬɨɤɨɥɵ ɫ ɩɨɪɹɞɤɨɦ ɞɟɣɫɬɜɢɣ "ɫɧɚɱɚɥɚ ɚɭɬɟɧɬɢɮɢɰɢɪɨɜɚɬɶ, ɩɨɬɨɦ 
ɡɚɲɢɮɪɨɜɚɬɶ", ɤ ɷɬɢɦ ɱɚɫɬɧɵɦ ɫɥɭɱɚɹɦ ɧɟ ɨɬɧɨɫɹɬɫɹ, ɢ, ɫɬɚɥɨ ɛɵɬɶ, ɷɬɢɯ ɞɵɪ ɧɟ ɢɦɟɸɬ). 
Ɉɫɬɚɟɬɫɹ Denial-Of-Service ɚɬɚɤɚ. Ʉɚɤ ɢɡɜɟɫɬɧɨ, ɷɬɨ ɚɬɚɤɚ, ɨɬ ɤɨɬɨɪɨɣ ɧɟ ɫɭɳɟɫɬɜɭɟɬ ɩɨɥɧɨɣ 
ɡɚɳɢɬɵ. Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɛɵɫɬɪɚɹ ɨɬɛɪɚɤɨɜɤɚ ɩɥɨɯɢɯ ɩɚɤɟɬɨɜ ɢ ɨɬɫɭɬɫɬɜɢɟ ɤɚɤɨɣ-ɥɢɛɨ ɜɧɟɲɧɟɣ 
ɪɟɚɤɰɢɢ ɧɚ ɧɢɯ (ɫɨɝɥɚɫɧɨ RFC) ɩɨɡɜɨɥɹɸɬ ɛɨɥɟɟ-ɦɟɧɟɟ ɯɨɪɨɲɨ ɫɩɪɚɜɥɹɬɶɫɹ ɫ ɷɬɨɣ ɚɬɚɤɨɣ. ȼ 
ɩɪɢɧɰɢɩɟ, ɛɨɥɶɲɢɧɫɬɜɭ (ɟɫɥɢ ɧɟ ɜɫɟɦ) ɢɡɜɟɫɬɧɵɦ ɫɟɬɟɜɵɦ ɚɬɚɤɚɦ (sniffing, spoofing, hijacking ɢ 
ɬ.ɩ.) AH ɢ ESP ɩɪɢ ɩɪɚɜɢɥɶɧɨɦ ɢɯ ɩɪɢɦɟɧɟɧɢɢ ɭɫɩɟɲɧɨ ɩɪɨɬɢɜɨɫɬɨɹɬ. ɋ IKE ɧɟɫɤɨɥɶɤɨ ɫɥɨɠɧɟɟ. 
ɉɪɨɬɨɤɨɥ ɨɱɟɧɶ ɫɥɨɠɧɵɣ, ɬɹɠɟɥ ɞɥɹ ɚɧɚɥɢɡɚ. Ʉɪɨɦɟ ɬɨɝɨ, ɜ ɫɢɥɭ ɨɩɟɱɚɬɨɤ (ɜ ɮɨɪɦɭɥɟ 
ɜɵɱɢɫɥɟɧɢɹ HASH_R) ɩɪɢ ɟɝɨ ɧɚɩɢɫɚɧɢɢ ɢ ɧɟ ɫɨɜɫɟɦ ɭɞɚɱɧɵɯ ɪɟɲɟɧɢɣ (ɬɨɬ ɠɟ HASH_R ɢ 
HASH_I) ɨɧ ɫɨɞɟɪɠɢɬ ɧɟɫɤɨɥɶɤɨ ɩɨɬɟɧɰɢɚɥɶɧɵɯ "ɞɵɪ" (ɜ ɱɚɫɬɧɨɫɬɢ, ɜ ɩɟɪɜɨɣ ɮɚɡɟ ɧɟ ɜɫɟ 
Payload ɜ ɫɨɨɛɳɟɧɢɢ ɚɭɬɟɧɬɢɮɢɰɢɪɭɸɬɫɹ), ɜɩɪɨɱɟɦ, ɨɧɢ ɧɟ ɨɱɟɧɶ ɫɟɪɶɟɡɧɵɟ ɢ ɜɟɞɭɬ, ɦɚɤɫɢɦɭɦ, 
ɤ ɨɬɤɚɡɭ ɜ ɭɫɬɚɧɨɜɥɟɧɢɢ ɫɨɟɞɢɧɟɧɢɹ.Ɉɬ ɚɬɚɤ ɬɢɩɚ replay, spoofing, sniffing, hijacking IKE ɛɨɥɟɟ-

ɦɟɧɟɟ ɭɫɩɟɲɧɨ ɡɚɳɢɳɚɟɬɫɹ. ɋ ɤɪɢɩɬɨɝɪɚɮɢɟɣ ɧɟɫɤɨɥɶɤɨ ɫɥɨɠɧɟɟ, — ɨɧɚ ɧɟ ɜɵɧɟɫɟɧɚ, ɤɚɤ ɜ AH 
ɢ ESP, ɨɬɞɟɥɶɧɨ, ɚ ɪɟɚɥɢɡɨɜɚɧɚ ɜ ɫɚɦɨɦ ɩɪɨɬɨɤɨɥɟ. Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɫɬɨɣɤɢɯ 
ɚɥɝɨɪɢɬɦɨɜ ɢ ɩɪɢɦɢɬɢɜɨɜ (PRF), ɩɪɨɛɥɟɦ ɛɵɬɶ ɧɟ ɞɨɥɠɧɨ. ȼ ɤɚɤɨɣ-ɬɨ ɫɬɟɩɟɧɢ ɦɨɠɧɨ 
ɪɚɫɫɦɚɬɪɢɜɚɬɶ ɤɚɤ ɫɥɚɛɨɫɬɶ IPsec ɬɨ, ɱɬɨ ɜ ɤɚɱɟɫɬɜɟ ɟɞɢɧɫɬɜɟɧɧɨɝɨ ɨɛɹɡɚɬɟɥɶɧɨɝɨ ɤ ɪɟɚɥɢɡɚɰɢɢ 
ɤɪɢɩɬɨɚɥɝɨɪɢɬɦɚ ɜ ɧɵɧɟɲɧɢɯ ɫɩɟɰɢɮɢɤɚɰɢɹɯ ɭɤɚɡɵɜɚɟɬɫɹ DES (ɷɬɨ ɫɩɪɚɜɟɞɥɢɜɨ ɢ ɞɥɹ ESP, ɢ 
ɞɥɹ IKE), 56 ɛɢɬ ɤɥɸɱɚ ɤɨɬɨɪɨɝɨ ɭɠɟ ɧɟ ɫɱɢɬɚɸɬɫɹ ɞɨɫɬɚɬɨɱɧɵɦɢ. Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɷɬɨ ɱɢɫɬɨ 
ɮɨɪɦɚɥɶɧɚɹ ɫɥɚɛɨɫɬɶ — ɫɚɦɢ ɫɩɟɰɢɮɢɤɚɰɢɢ ɹɜɥɹɸɬɫɹ ɚɥɝɨɪɢɬɦɨ-ɧɟɡɚɜɢɫɢɦɵɦɢ, ɢ ɩɪɚɤɬɢɱɟɫɤɢ 
ɜɫɟ ɢɡɜɟɫɬɧɵɟ ɜɟɧɞɨɪɵ ɞɚɜɧɨ ɪɟɚɥɢɡɨɜɚɥɢ 3DES (ɚ ɧɟɤɨɬɨɪɵɟ ɭɠɟ ɢ AES).Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɩɪɢ 
ɩɪɚɜɢɥɶɧɨɣ ɪɟɚɥɢɡɚɰɢɢ, ɧɚɢɛɨɥɟɟ "ɨɩɚɫɧɨɣ" ɚɬɚɤɨɣ ɨɫɬɚɟɬɫɹ Denial-Of-Service. 

Ɉɰɟɧɤɚ ɩɪɨɬɨɤɨɥɚ 

ɉɪɨɬɨɤɨɥ IPSec ɩɨɥɭɱɢɥ ɧɟɨɞɧɨɡɧɚɱɧɭɸ ɨɰɟɧɤɭ ɫɨ ɫɬɨɪɨɧɵ ɫɩɟɰɢɚɥɢɫɬɨɜ. ɋ ɨɞɧɨɣ ɫɬɨɪɨɧɵ, 
ɨɬɦɟɱɚɟɬɫɹ, ɱɬɨ ɩɪɨɬɨɤɨɥ IPSec ɹɜɥɹɟɬɫɹ ɥɭɱɲɢɦ ɫɪɟɞɢ ɜɫɟɯ ɞɪɭɝɢɯ ɩɪɨɬɨɤɨɥɨɜ ɡɚɳɢɬɵ 
ɩɟɪɟɞɚɜɚɟɦɵɯ ɩɨ ɫɟɬɢ ɞɚɧɧɵɯ, ɪɚɡɪɚɛɨɬɚɧɧɵɯ ɪɚɧɟɟ (ɜɤɥɸɱɚɹ ɪɚɡɪɚɛɨɬɚɧɧɵɣ Microsoft PPTP). 
ɉɨ ɦɧɟɧɢɸ ɞɪɭɝɨɣ ɫɬɨɪɨɧɵ, ɩɪɢɫɭɬɫɬɜɭɟɬ ɱɪɟɡɦɟɪɧɚɹ ɫɥɨɠɧɨɫɬɶ ɢ ɢɡɛɵɬɨɱɧɨɫɬɶ ɩɪɨɬɨɤɨɥɚ. Ɍɚɤ, 
Niels Ferguson ɢ Bruce Schneier ɜ ɫɜɨɟɣ ɪɚɛɨɬɟ "A Cryptographic Evaluation of IPsec" ɨɬɦɟɱɚɸɬ, 
ɱɬɨ ɨɧɢ ɨɛɧɚɪɭɠɢɥɢ ɫɟɪɶɺɡɧɵɟ ɩɪɨɛɥɟɦɵ ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɪɚɤɬɢɱɟɫɤɢ ɜɨ ɜɫɟɯ ɝɥɚɜɧɵɯ 
ɤɨɦɩɨɧɟɧɬɚɯ IPsec. ɗɬɢ ɚɜɬɨɪɵ ɬɚɤɠɟ ɨɬɦɟɱɚɸɬ, ɱɬɨ ɧɚɛɨɪ ɩɪɨɬɨɤɨɥɨɜ ɬɪɟɛɭɟɬ ɫɟɪɶɺɡɧɨɣ 
ɞɨɪɚɛɨɬɤɢ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɨɧ ɨɛɟɫɩɟɱɢɜɚɥ ɯɨɪɨɲɢɣ ɭɪɨɜɟɧɶ ɛɟɡɨɩɚɫɧɨɫɬɢ. ȼ ɪɚɛɨɬɟ ɩɪɢɜɟɞɟɧɨ 

http://www.counterpane.com/ipsec.html


ɨɩɢɫɚɧɢɟ ɪɹɞɚ ɚɬɚɤ, ɢɫɩɨɥɶɡɭɸɳɢɯ ɤɚɤ ɫɥɚɛɨɫɬɢ ɨɛɳɟɣ ɫɯɟɦɵ ɨɛɪɚɛɨɬɤɢ ɞɚɧɧɵɯ, ɬɚɤ ɢ ɫɥɚɛɨɫɬɢ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ. 
Ɂɚɞɚɧɢɟ. 
ɇɚ ɨɫɧɨɜɟ ɩɪɨɣɞɟɧɧɨɝɨ ɦɚɬɟɪɢɚɥɚ ɫɨɫɬɚɜɢɬɶ ɨɬɱѐɬ, ɫɨɞɟɪɠɚɳɢɣ ɨɬɜɟɬɵ ɧɚ ɫɥɟɞɭɸɳɢɟ ɜɨɩɪɨɫɵ: 

1.  ɋ ɤɚɤɨɣ ɰɟɥɶɸ ɛɵɥ ɪɚɡɪɚɛɨɬɚɧ IPSec?  
2.  ȼɨɡɦɨɠɧɨɫɬɢ IPSec.  
3. ɉɪɨɬɨɤɨɥɵ IPSec.  
4. Ʉɚɤɚɹ ɢɧɮɨɪɦɚɰɢɹ ɯɪɚɧɢɬɫɹ ɜ ɛɚɡɚɯ ɞɚɧɧɵɯ IPSec? 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №14. 
Ɇɨɧɢɬɨɪɢɧɝ ɬɪɚɮɢɤɚ. ɍɬɢɥɢɬɵ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ. 

 

ɐɟɥɶ ɪɚɛɨɬɵ: ɂɡɭɱɟɧɢɟ ɨɫɧɨɜɧɵɯ ɫɟɬɟɜɵɯ ɭɬɢɥɢɬ ɢ ɦɟɯɚɧɢɡɦɚ ɢɯ ɪɚɛɨɬɵ, ɩɪɢɨɛɪɟɬɟɧɢɟ 
ɧɚɜɵɤɨɜ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɟɬɟɜɵɯ ɭɬɢɥɢɬ ɞɥɹ ɩɨɥɭɱɟɧɢɹ ɧɟɨɛɯɨɞɢɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɨ ɫɨɫɬɨɹɧɢɢ 
ɫɟɬɢ 
Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ 

ɍɬɢɥɢɬɵ Ping ɢ Traceroute 

ɉɪɢ ɪɚɛɨɬɟ ɜ ɂɧɬɟɪɧɟɬ ɜɪɟɦɹ ɨɬ ɜɪɟɦɟɧɢ ɜɨɡɧɢɤɚɸɬ ɫɢɬɭɚɰɢɢ, ɤɨɝɞɚ ɧɭɠɧɨ ɨɩɪɟɞɟɥɢɬɶ, 
ɪɚɛɨɬɨɫɩɨɫɨɛɟɧ ɥɢ ɬɨɬ ɢɥɢ ɢɧɨɣ ɤɚɧɚɥ ɢɥɢ ɭɡɟɥ, ɚ ɜ ɫɥɭɱɚɟ ɪɚɛɨɬɵ ɫ ɞɢɧɚɦɢɱɟɫɤɢɦɢ 
ɩɪɨɬɨɤɨɥɚɦɢ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɜɵɹɫɧɢɬɶ, ɩɨ ɤɚɤɨɦɭ ɢɡ ɤɚɧɚɥɨɜ ɜɵ ɜ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɪɚɛɨɬɚɟɬɟ. 
ɂɫɩɨɥɶɡɭɟɬɫɹ ɷɬɚ ɩɪɨɰɟɞɭɪɚ ɢ ɞɥɹ ɨɰɟɧɤɢ ɜɟɪɨɹɬɧɨɫɬɢ ɩɨɬɟɪɢ ɩɚɤɟɬɨɜ ɜ ɡɚɞɚɧɧɵɯ ɫɟɝɦɟɧɬɚɯ ɫɟɬɢ 
ɢɥɢ ɤɚɧɚɥɚɯ. Ⱦɥɹ ɪɟɲɟɧɢɹ ɷɬɢɯ ɡɚɞɚɱ ɭɞɨɛɧɚ ɩɪɨɝɪɚɦɦɚ Ping. 
Ping - ɷɬɨ ɩɪɨɰɟɞɭɪɚ, ɤɨɬɨɪɚɹ ɛɚɡɢɪɭɟɬɫɹ ɧɚ ICMP- ɢ UDP-ɩɪɨɬɨɤɨɥɚɯ ɩɟɪɟɫɵɥɤɢ ɞɟɣɬɨɝɪɚɦɦ ɢ 
ɫɥɭɠɢɬ ɞɥɹ ɬɪɚɫɫɢɪɨɜɤɢ ɦɚɪɲɪɭɬɨɜ ɢ ɩɪɨɜɟɪɤɢ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɤɚɧɚɥɨɜ ɢ ɭɡɥɨɜ (ɜ ɧɟɤɨɬɨɪɵɯ 
ɩɪɨɝɪɚɦɦɧɵɯ ɩɚɤɟɬɚɯ ɷɬɚ ɤɨɦɚɧɞɚ ɢɦɟɟɬ ɢɦɟɧɚ trace, hopcheck, tracert ɢɥɢ traceroute). Ⱦɥɹ 
ɪɟɲɟɧɢɹ ɩɨɫɬɚɜɥɟɧɧɨɣ ɡɚɞɚɱɢ PING ɢɫɩɨɥɶɡɭɟɬ ɨɬɤɥɢɤɢ ɩɪɨɬɨɤɨɥɚ ICMP. ɉɪɢɦɟɧɹɟɬɫɹ PING ɢ 
ɩɪɢ ɨɬɥɚɞɤɟ ɫɟɬɟɜɵɯ ɩɪɨɞɭɤɬɨɜ. Ɍɪɚɫɫɢɪɨɜɤɚ ɦɨɠɟɬ ɜɵɩɨɥɧɹɬɶɫɹ, ɧɚɩɪɢɦɟɪ, ɩɨɫɪɟɞɫɬɜɨɦ 
ɤɨɦɚɧɞɵ ping -q (ɩɚɤɟɬ PCTCP). ɉɪɢ ɜɵɩɨɥɧɟɧɢɢ ɷɬɨɣ ɤɨɦɚɧɞɵ ɗȼɆ ɫɨɨɛɳɢɬ ɜɚɦ Internet 
ɚɞɪɟɫɚ ɜɫɟɯ ɩɪɨɦɟɠɭɬɨɱɧɵɯ ɭɡɥɨɜ, ɢɯ ɢɦɟɧɚ ɢ ɜɪɟɦɹ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɹ ɨɬɤɥɢɤɚ ɨɬ ɭɤɚɡɚɧɧɨɝɨ 
ɜɚɦɢ ɭɡɥɚ. ɋɥɟɞɭɟɬ ɢɦɟɬɶ ɜ ɜɢɞɭ, ɱɬɨ ɬɪɚɫɫɢɪɨɜɤɚ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫ ɩɨɦɨɳɶɸ 
IP-ɩɪɨɬɨɤɨɥɚ (ɨɩɰɢɹ ɡɚɩɢɫɢ ɚɞɪɟɫɨɜ ɩɪɨɦɟɠɭɬɨɱɧɵɯ ɭɡɥɨɜ). ɇɢɠɟ ɩɪɢɜɟɞɟɧ ɩɪɢɦɟɪ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɤɨɦɚɧɞɵ Ping. ȿɫɥɢ ɜɵ ɩɪɨɫɬɨ ɧɚɩɟɱɚɬɚɟɬɟ ɤɨɦɚɧɞɭ ping -?, ɬɨ ɗȼɆ ɜɵɞɚɫɬ ɧɚ 
ɷɤɪɚɧ ɫɩɪɚɜɨɱɧɭɸ ɬɚɛɥɢɰɭ ɩɨ ɢɫɩɨɥɶɡɨɜɚɧɢɸ ɷɬɨɣ ɤɨɦɚɧɞɵ: 
Ɏɨɪɦɚɬ ɤɨɦɚɧɞɵ: 
ping [-t] [-a] [-n ɱɢɫɥɨ] [-l ɪɚɡɦɟɪ] [-f] [-i TTL] [-v TOS] [-r ɱɢɫɥɨ] [-s ɱɢɫɥɨ] 
[[-j ɫɩɢɫɨɤ ɍɡɥɨɜ]: [-k ɫɩɢɫɨɤ ɍɡɥɨɜ]] [-w ɬɚɣɦɚɭɬ] host_name 
ɉɚɪɚɦɟɬɪɵ ɤɨɦɚɧɞɵ: 

 
ɉɪɢ ɡɚɩɭɫɤɟ ɤɨɦɚɧɞɵ ɩɨɫɵɥɚɸɬɫɹ ɷɯɨ-ɡɚɩɪɨɫɵ. ɇɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɧɚɱɢɧɚɟɬɫɹ ɫ 0 ɢ 
ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɧɚ ɟɞɢɧɢɰɭ ɤɚɠɞɵɣ ɪɚɡ ɤɨɝɞɚ ɩɨɫɵɥɚɟɬɫɹ ɫɥɟɞɭɸɳɢɣ ɷɯɨ ɡɚɩɪɨɫ. ping ɩɟɱɚɬɚɟɬ 
ɧɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɤɚɠɞɨɝɨ ɜɨɡɜɪɚɳɟɧɧɨɝɨ ɩɚɤɟɬɚ, ɩɨɡɜɨɥɹɹ ɧɚɦ ɭɜɢɞɟɬɶ, ɩɨɬɟɪɹɥɫɹ ɥɢ 
ɩɚɤɟɬ, ɩɨɦɟɧɹɥɚɫɶ ɥɢ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɞɜɢɠɟɧɢɹ ɩɚɤɟɬɨɜ ɢ ɛɵɥ ɥɢ ɩɚɤɟɬ ɩɪɨɞɭɛɥɢɪɨɜɚɧ. Ɍɚɤ 
ɤɚɤ IP ɹɜɥɹɟɬɫɹ ɧɟɧɚɞɟɠɧɵɦ ɫɟɪɜɢɫɨɦ ɞɨɫɬɚɜɤɢ ɞɚɬɚɝɪɚɦɦ, ɥɸɛɨɟ ɢɡ ɬɪɟɯ ɜɵɲɟɩɟɪɟɱɢɫɥɟɧɧɵɯ 
ɭɫɥɨɜɢɣ ɦɨɠɟɬ ɩɨɹɜɢɬɶɫɹ ɩɪɢ ɪɚɛɨɬɟ ɩɪɨɝɪɚɦɦɵ ping. 
ɂɫɬɨɪɢɱɟɫɤɢ ɫɥɨɠɢɥɨɫɶ ɬɚɤ, ɱɬɨ ɩɪɨɝɪɚɦɦɚ ping ɩɨɫɵɥɚɟɬ ɷɯɨ ɡɚɩɪɨɫ ɨɞɢɧ ɪɚɡ ɜ ɫɟɤɭɧɞɭ, ɩɟɱɚɬɚɹ 
ɤɚɠɞɵɣ ɷɯɨ ɨɬɤɥɢɤ ɜ ɦɨɦɟɧɬ ɟɝɨ ɜɨɡɜɪɚɳɟɧɢɹ. Ɉɞɧɚɤɨ ɧɨɜɵɟ ɪɚɡɪɚɛɨɬɤɢ ɬɪɟɛɭɸɬ ɭɤɚɡɚɧɢɹ 
ɨɩɰɢɢ -s, ɱɬɨɛɵ ɩɪɨɝɪɚɦɦɚ ɪɚɛɨɬɚɥɚ ɩɨɞɨɛɧɵɦ ɨɛɪɚɡɨɦ. ɉɨ ɭɦɨɥɱɚɧɢɸ ɧɨɜɵɟ ɪɟɚɥɢɡɚɰɢɢ 
ɩɨɫɵɥɚɸɬ ɬɨɥɶɤɨ ɨɞɢɧ ɷɯɨ ɡɚɩɪɨɫ ɢ ɜɵɞɚɸɬ ɫɨɨɛɳɟɧɢɟ "host is alive" (ɯɨɫɬ ɞɨɫɬɭɩɟɧ), ɟɫɥɢ ɷɯɨ 
ɨɬɤɥɢɤ ɩɨɥɭɱɟɧ, ɢɥɢ "no answer" (ɧɟ ɨɬɜɟɱɚɟɬ), ɟɫɥɢ ɨɬɤɥɢɤ ɧɟ ɩɨɥɭɱɟɧ ɜ ɬɟɱɟɧɢɟ 20 ɫɟɤɭɧɞ 



Ɋɚɛɨɬɚ ɩɪɨɝɪɚɦɦɵ ɜ ɝɥɨɛɚɥɶɧɵɯ ɫɟɬɹɯ 
ɉɪɢ ɪɚɛɨɬɟ ɜ ɝɥɨɛɚɥɶɧɵɯ ɫɟɬɹɯ ɪɟɡɭɥɶɬɚɬ ɦɨɠɟɬ ɡɧɚɱɢɬɟɥɶɧɨ ɨɬɥɢɱɚɬɶɫɹ. ɋɥɟɞɭɸɳɢɣ ɩɪɢɦɟɪ 
ɛɵɥ ɩɨɥɭɱɟɧ ɜ ɪɚɛɨɱɢɣ ɞɟɧɶ ɩɨɫɥɟ ɩɨɥɭɞɧɹ, ɜɪɟɦɹ, ɤɨɝɞɚ Internet ɨɛɵɱɧɨ ɞɨɜɨɥɶɧɨ ɡɚɝɪɭɠɟɧ: 
ping vangogh.cs.berkeley.edu PING vangogh.cs.berkeley.edu: 56 data bytes 64 bytes from 
(128.32.130.2): icmp_seq=0. time=660. ms 64 bytes from (128.32.130.2): icmp_seq=5. time=1780. ms 
64 bytes from (128.32.130.2): icmp_seq=7. time=380. ms 64 bytes from (128.32.130.2): icmp_seq=8. 
time=420. ms 64 bytes from (128.32.130.2): icmp_seq=9. time=390. ms 64 bytes from (128.32.130.2): 
icmp_seq=14. time=110. ms 64 bytes from (128.32.130.2): icmp_seq=15. time=170. ms 64 bytes from 
(128.32.130.2): icmp_seq=16. time=100. ms ^?                        ɜɜɨɞɢɦ ɫɢɦɜɨɥ ɩɪɟɪɵɜɚɧɢɹ ---- 
vangogh.CS.Berkeley.EDU PING Statistics ---- 17 packets transmitted, 8 packets received, 52% packet 
loss round-trip (ms) min/avg/max = 100/501/1780 
ɉɪɢ ɪɚɛɨɬɟ ɜ ɝɥɨɛɚɥɶɧɵɯ ɫɟɬɹɯ ɦɨɠɧɨ ɜɫɬɪɟɬɢɬɶɫɹ ɫ ɞɭɛɥɢɪɨɜɚɧɢɟɦ ɩɚɤɟɬɨɜ (ɨɞɢɧ ɢ ɬɨɬ ɠɟ 
ɧɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɩɨɹɜɥɹɟɬɫɹ ɞɜɚɠɞɵ ɢɥɢ ɧɟɫɤɨɥɶɤɨ ɪɚɡ), ɬɚɤɠɟ ɦɨɠɟɬ ɜɨɡɧɢɤɧɭɬɶ 
ɩɟɪɟɦɟɲɢɜɚɧɢɟ ɧɨɦɟɪɨɜ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ (ɧɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ N+1 ɩɨɹɜɥɹɟɬɫɹ ɩɟɪɟɞ 
ɧɨɦɟɪɨɦ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ N). 
Ʉɨɝɞɚ ɩɪɢɧɢɦɚɟɬɫɹ ICMP ɷɯɨ ɨɬɤɥɢɤ, ɩɟɱɚɬɚɟɬɫɹ ɧɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɡɚɬɟɦ ɩɚɪɚɦɟɬɪ 
ɜɪɟɦɹ ɠɢɡɧɢ (TTL) ɢ ɪɚɫɫɱɢɬɚɧɧɨɟ ɜɪɟɦɹ ɜɨɡɜɪɚɬɚ. Ʉɚɤ ɜɢɞɧɨ ɢɡ ɩɪɢɦɟɪɚ, ɩɪɢɜɟɞɟɧɧɨɝɨ ɜɵɲɟ, 
ɷɯɨ ɨɬɤɥɢɤɢ ɜɨɡɜɪɚɳɚɸɬɫɹ ɜ ɬɨɦ ɠɟ ɩɨɪɹɞɤɟ, ɜ ɤɨɬɨɪɨɦ ɛɵɥɢ ɨɬɩɪɚɜɥɟɧɵ (0, 1, 2 ɢ ɬɚɤ ɞɚɥɟɟ). 
ɗɯɨ ɡɚɩɪɨɫɵ ɢ ɷɯɨ ɨɬɤɥɢɤɢ ɫ ɧɨɦɟɪɚɦɢ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ 1, 2, 3, 4, 6, 10, 11, 12 ɢ 13 ɛɵɥɢ 
ɩɨɬɟɪɹɧɵ. ping ɦɨɠɟɬ ɪɚɫɫɱɢɬɚɬɶ ɜɪɟɦɹ ɜɨɡɜɪɚɬɚ, ɬɚɤ ɤɚɤ ɨɧ ɫɨɯɪɚɧɹɟɬ ɜɪɟɦɹ, ɤɨɝɞɚ ɛɵɥ 
ɨɬɩɪɚɜɥɟɧ ɷɯɨ ɡɚɩɪɨɫ, ɜ ɪɚɡɞɟɥɟ ɞɚɧɧɵɯ ICMP ɫɨɨɛɳɟɧɢɹ. Ʉɨɝɞɚ ɨɬɤɥɢɤ ɜɨɡɜɪɚɳɚɟɬɫɹ, ɷɬɢ 
ɞɚɧɧɵɟ ɢɡɜɥɟɤɚɸɬɫɹ ɢ ɫɪɚɜɧɢɜɚɸɬɫɹ ɫ ɬɟɤɭɳɢɦ ɜɪɟɦɟɧɟɦ. 
Ɉɛɪɚɬɢɬɟ ɜɧɢɦɚɧɢɟ ɧɚ ɡɧɚɱɢɬɟɥɶɧɭɸ ɪɚɡɧɢɰɭ ɦɟɠɞɭ ɜɟɥɢɱɢɧɚɦɢ ɜɪɟɦɟɧ ɜɨɡɜɪɚɬɚ. (Ʉɨɥɢɱɟɫɬɜɨ 
ɩɨɬɟɪɹɧɧɵɯ ɩɚɤɟɬɨɜ, ɚ ɢɦɟɧɧɨ 52%, ɹɜɥɹɟɬɫɹ ɧɟɧɨɪɦɚɥɶɧɵɦ. ɗɬɨ ɧɟɩɪɢɟɦɥɢɦɨ ɞɥɹ Internet ɞɚɠɟ 
ɜ ɪɚɛɨɱɢɟ ɞɧɢ ɩɨɫɥɟ ɩɨɥɭɞɧɹ.) 
ɉɟɪɜɚɹ ɫɬɪɨɤɚ ɜɵɜɨɞɚ ɫɨɞɟɪɠɢɬ IP ɚɞɪɟɫ ɯɨɫɬɚ ɧɚɡɧɚɱɟɧɢɹ, ɞɚɠɟ ɟɫɥɢ ɛɵɥɨ ɭɤɚɡɚɧɨ ɢɦɹ 
(vangogh.cs.berkeley.edu). ɗɬɨ ɨɡɧɚɱɚɟɬ, ɱɬɨ ɢɦɹ ɛɵɥɨ ɩɪɟɨɛɪɚɡɨɜɚɧɨ ɜ IP ɚɞɪɟɫ. ɉɨɫɥɟ ɡɚɩɭɫɤɚ 
ɩɪɨɝɪɚɦɦɵ ping ɩɪɨɯɨɞɢɬ ɧɟɫɤɨɥɶɤɨ ɫɟɤɭɧɞ, ɩɟɪɟɞ ɬɟɦ ɤɚɤ ɩɨɹɜɥɹɟɬɫɹ ɩɟɪɜɚɹ ɫɬɪɨɤɚ ɜɵɜɨɞɚ ɫ 
ɧɚɩɟɱɚɬɚɧɧɵɦ IP ɚɞɪɟɫɨɦ, ɷɬɨ ɜɪɟɦɹ ɧɟɨɛɯɨɞɢɦɨ DNS, ɱɬɨɛɵ ɨɩɪɟɞɟɥɢɬɶ IP ɚɞɪɟɫ, 
ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɢɦɟɧɢ ɯɨɫɬɚ. 
Ɉɩɰɢɹ ɡɚɩɢɫɢ ip ɦɚɪɲɪɭɬɚ 

ɉɪɨɝɪɚɦɦɚ ping ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɫɦɨɬɪɟɬɶ IP ɨɩɰɢɸ ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɚ (RR). ȼ 
ɛɨɥɶɲɢɧɫɬɜɟ ɜɟɪɫɢɣ ɩɪɨɝɪɚɦɦɵ ping ɩɪɢɫɭɬɫɬɜɭɟɬ ɨɩɰɢɹ -R, ɤɨɬɨɪɚɹ ɜɤɥɸɱɚɟɬ ɯɚɪɚɤɬɟɪɢɫɬɢɤɭ 
ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɚ. ɉɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɷɬɨɣ ɨɩɰɢɢ ping ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɨɩɰɢɸ IP ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɚ 
(RR) ɜ ɢɫɯɨɞɹɳɢɯ ɞɚɬɚɝɪɚɦɦɚɯ (ɤɨɬɨɪɵɟ ɫɨɞɟɪɠɚɬ ICMP ɷɯɨ ɡɚɩɪɨɫ). ɉɪɢ ɷɬɨɦ ɤɚɠɞɵɣ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪ, ɤɨɬɨɪɵɣ ɨɛɪɚɛɚɬɵɜɚɟɬ ɞɚɬɚɝɪɚɦɦɭ, ɞɨɛɚɜɥɹɟɬ ɫɜɨɣ IP ɚɞɪɟɫ ɜ ɫɩɢɫɨɤ, 
ɧɚɯɨɞɹɳɢɣɫɹ ɜ ɞɨɩɨɥɧɢɬɟɥɶɧɨɦ ɩɨɥɟ. Ʉɨɝɞɚ ɞɚɬɚɝɪɚɦɦɚ ɞɨɫɬɢɝɚɟɬ ɤɨɧɟɱɧɨɝɨ ɩɭɧɤɬɚ ɧɚɡɧɚɱɟɧɢɹ, 
ɫɩɢɫɨɤ IP ɚɞɪɟɫɨɜ ɤɨɩɢɪɭɟɬɫɹ ɜ ɢɫɯɨɞɹɳɢɣ ICMP ɷɯɨ ɨɬɤɥɢɤ, ɚ ɜɫɟ ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ ɧɚ ɨɛɪɚɬɧɨɦ 
ɩɭɬɢ ɬɚɤɠɟ ɞɨɛɚɜɥɹɸɬ ɫɜɨɢ IP ɚɞɪɟɫɚ ɜ ɫɩɢɫɨɤ. Ʉɨɝɞɚ ping ɩɪɢɧɢɦɚɟɬ ɷɯɨ ɨɬɤɥɢɤ, ɩɟɱɚɬɚɟɬ 
ɫɩɢɫɨɤ IP ɚɞɪɟɫɨɜ. 
Ʉɚɤ ɛɵ ɩɪɨɫɬɨ ɷɬɨ ɧɟ ɡɜɭɱɚɥɨ, ɜ ɞɟɣɫɬɜɢɬɟɥɶɧɨɫɬɢ, ɡɚɩɢɫɶ ɦɚɪɲɪɭɬɚ - ɞɨɫɬɚɬɨɱɧɨ ɫɥɨɠɧɵɣ 
ɩɪɨɰɟɫɫ. Ƚɟɧɟɪɚɰɢɹ IP ɨɩɰɢɢ RR ɯɨɫɬɨɦ ɢɫɬɨɱɧɢɤɨɦ, ɨɛɪɚɛɨɬɤɚ ɨɩɰɢɢ RR ɩɪɨɦɟɠɭɬɨɱɧɵɦɢ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɦɢ ɢ ɨɬɪɚɠɟɧɢɟ ɜɯɨɞɹɳɟɝɨ ɫɩɢɫɤɚ RR ɢɡ ICMP ɷɯɨ ɡɚɩɪɨɫɚ ɜ ɢɫɯɨɞɹɳɢɣ ICMP 
ɷɯɨ ɨɬɤɥɢɤ ɜɫɟ ɷɬɨ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɢ ɧɟɨɛɹɡɚɬɟɥɶɧɵɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ. Ȼɨɥɶɲɢɧɫɬɜɨ ɫɢɫɬɟɦ ɜ 
ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɩɨɞɞɟɪɠɢɜɚɸɬ ɷɬɢ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ, ɨɞɧɚɤɨ ɧɟɤɨɬɨɪɵɟ ɫɢɫɬɟɦɵ 
ɧɟ ɨɬɨɛɪɚɠɚɸɬ ɫɩɢɫɨɤ IP ɚɞɪɟɫɨɜ. 
ɋɚɦɚɹ ɛɨɥɶɲɚɹ ɩɪɨɛɥɟɦɚ, ɨɞɧɚɤɨ, ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɨɝɪɚɧɢɱɟɧɧɨɦ ɪɚɡɦɟɪɟ IP ɡɚɝɨɥɨɜɤɚ, ɜ ɤɨɬɨɪɵɣ 
ɞɨɥɠɟɧ ɩɨɦɟɫɬɢɬɶɫɹ ɫɩɢɫɨɤ IP ɚɞɪɟɫɨɜ. ɂɡ ɪɢɫɭɧɤɚ ɜɢɞɧɨ, ɱɬɨ ɩɨɥɟ ɞɥɢɧɵ ɡɚɝɨɥɨɜɤɚ (header 
length) ɜ IP ɡɚɝɨɥɨɜɤɟ ɫɨɫɬɚɜɥɹɟɬ 4 ɛɢɬɚ, ɱɬɨ ɨɝɪɚɧɢɱɢɜɚɟɬ ɪɚɡɦɟɪ IP ɡɚɝɨɥɨɜɤɚ ɜ ɩɪɟɞɟɥɚɯ 
ɩɹɬɧɚɞɰɚɬɢ 32-ɛɢɬɧɵɯ ɫɥɨɜ (60 ɛɚɣɬ). Ɍɚɤ ɤɚɤ ɮɢɤɫɢɪɨɜɚɧɧɵɣ ɪɚɡɦɟɪ IP ɡɚɝɨɥɨɜɤɚ ɫɨɫɬɚɜɥɹɟɬ 20 
ɛɚɣɬ, ɚ RR ɨɩɰɢɹ ɢɫɩɨɥɶɡɭɟɬ 3 ɛɚɣɬɚ ɞɥɹ ɫɜɨɟɣ ɭɫɬɚɧɨɜɤɢ (ɱɬɨ ɦɵ ɨɩɢɲɟɦ ɧɢɠɟ), ɬɨ ɨɫɬɚɟɬɫɹ 37 
ɛɚɣɬ (60-20-3) ɧɚ ɫɩɢɫɨɤ ɚɞɪɟɫɨɜ, ɚ ɷɬɨ, ɜ ɫɜɨɸ ɨɱɟɪɟɞɶ, ɩɨɡɜɨɥɹɟɬ ɩɨɦɟɫɬɢɬɶ ɬɭɞɚ ɞɨ 9 IP 
ɚɞɪɟɫɨɜ. ɇɚ ɪɢɫɭɧɤɟ ɩɨɤɚɡɚɧ ɨɛɳɢɣ ɮɨɪɦɚɬ ɨɩɰɢɢ ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɚ ɜ IP ɞɚɬɚɝɪɚɦɦɟ. 



 
Ɋɢɫɭɧɨɤ 1. Ɉɛɳɢɣ ɮɨɪɦɚɬ ɨɩɰɢɢ ɦɚɪɲɪɭɬɚ ɜ IP ɡɚɝɨɥɨɜɤɟ 
  
Ʉɨɞ (code) - ɨɞɧɨɛɚɣɬɨɜɨɟ ɩɨɥɟ, ɫɨɞɟɪɠɚɳɟɟ ɬɢɩ IP ɨɩɰɢɢ. Ⱦɥɹ ɨɩɰɢɢ RR ɭɫɬɚɧɨɜɥɟɧɨ ɡɧɚɱɟɧɢɟ 
7. Ⱦɥɢɧɚ (len) - ɷɬɨ ɩɨɥɧɵɣ ɪɚɡɦɟɪ ɜ ɛɚɣɬɚɯ ɨɩɰɢɢ RR, ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ 39. (ɇɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ 
ɫɭɳɟɫɬɜɭɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɭɤɚɡɚɬɶ ɨɩɰɢɸ RR ɫ ɪɚɡɦɟɪɨɦ ɦɟɧɶɲɟ ɦɚɤɫɢɦɚɥɶɧɨɝɨ, ping ɜɫɟɝɞɚ 
ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɩɨɥɟ ɨɩɰɢɢ ɪɚɡɦɟɪɨɦ 39 ɛɚɣɬ, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɡɚɩɢɫɚɬɶ ɞɨ 9 IP ɚɞɪɟɫɨɜ. ɇɟɫɦɨɬɪɹ ɧɚ 
ɬɨ, ɱɬɨ ɫɭɳɟɫɬɜɭɟɬ ɨɝɪɚɧɢɱɟɧɢɟ ɜ ɪɚɡɦɟɪɟ ɨɩɰɢɣ ɜ IP ɡɚɝɨɥɨɜɤɟ, ɨɧɨ, ɬɟɦ ɧɟ ɦɟɧɟɟ, ɩɨɡɜɨɥɹɟɬ 
ɭɤɚɡɚɬɶ ɪɚɡɦɟɪ ɦɟɧɶɲɟ ɦɚɤɫɢɦɚɥɶɧɨɝɨ.) 
ɍɤɚɡɚɬɟɥɶ (ptr) - ɷɬɨ ɢɧɞɟɤɫ ɜ 39-ɛɚɣɬɧɨɣ ɨɩɰɢɢ, ɤɨɬɨɪɵɣ ɭɤɚɡɵɜɚɟɬ ɧɚ ɬɨ, ɝɞɟ ɯɪɚɧɢɬɫɹ 
ɫɥɟɞɭɸɳɢɣ IP ɚɞɪɟɫ. ȿɝɨ ɦɢɧɢɦɚɥɶɧɨɟ ɡɧɚɱɟɧɢɟ 4, ɱɬɨ ɭɤɚɡɵɜɚɟɬ ɧɚ ɩɟɪɜɵɣ IP ɚɞɪɟɫ. Ʉɨɝɞɚ 
ɫɥɟɞɭɸɳɢɣ IP ɚɞɪɟɫ ɡɚɩɢɫɵɜɚɟɬɫɹ ɜ ɫɩɢɫɨɤ, ɡɧɚɱɟɧɢɟ ptr ɦɟɧɹɟɬɫɹ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 8, 12, 16 
ɢ ɬɚɤ ɞɨ 36. ɉɨɫɥɟ ɬɨɝɨ ɤɚɤ ɡɚɩɢɫɚɧ ɞɟɜɹɬɵɣ ɚɞɪɟɫ, ptr ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɜ ɡɧɚɱɟɧɢɟ 40, ɭɤɚɡɵɜɚɹ 
ɧɚ ɬɨ, ɱɬɨ ɫɩɢɫɨɤ ɩɨɥɨɧ. Ⱥ ɬɟɩɟɪɶ ɞɚɜɚɣɬɟ ɡɚɞɚɞɢɦ ɫɟɛɟ ɬɚɤɨɣ ɜɨɩɪɨɫ. 
Ʉɨɝɞɚ ɦɚɪɲɪɭɬɢɡɚɬɨɪ (ɤɨɬɨɪɵɣ ɩɨ ɨɩɪɟɞɟɥɟɧɢɸ ɢɦɟɟɬ ɧɟɫɤɨɥɶɤɨ ɢɧɬɟɪɮɟɣɫɨɜ) ɡɚɩɢɫɵɜɚɟɬ ɫɜɨɣ 
IP ɚɞɪɟɫ ɜ ɫɩɢɫɨɤ, ɤɚɤɨɣ IP ɚɞɪɟɫ ɨɧ ɡɚɩɢɫɵɜɚɟɬ? ɗɬɨ ɞɨɥɠɟɧ ɛɵɬɶ ɚɞɪɟɫ ɥɢɛɨ ɜɯɨɞɹɳɟɝɨ 
ɢɧɬɟɪɮɟɣɫɚ, ɥɢɛɨ ɢɫɯɨɞɹɳɟɝɨ. RFC 791 [Postel 1981a] ɭɤɚɡɵɜɚɟɬ, ɱɬɨ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɡɚɩɢɫɵɜɚɟɬ 
IP ɚɞɪɟɫ ɢɫɯɨɞɹɳɟɝɨ ɢɧɬɟɪɮɟɣɫɚ. ɂɫɯɨɞɧɵɣ ɯɨɫɬ, ɧɚ ɩɪɢɦɟɪɟ ɧɢɠɟ, (ɯɨɫɬ, ɡɚɩɭɫɬɢɜɲɢɣ ping) 
ɩɨɥɭɱɚɟɬ ICMP ɷɯɨ ɨɬɤɥɢɤ ɫ ɜɤɥɸɱɟɧɧɨɣ ɨɩɰɢɟɣ RR, ɨɧ ɜɧɨɫɢɬ ɜ ɫɩɢɫɨɤ IP ɚɞɪɟɫ ɫɜɨɟɝɨ 
ɜɯɨɞɹɳɟɝɨ ɢɧɬɟɪɮɟɣɫɚ. 
Ɉɛɵɱɧɵɣ ɩɪɢɦɟɪ 
Ⱦɚɜɚɣɬɟ ɩɨɩɪɨɛɭɟɦ ɡɚɩɭɫɬɢɬɶ ɩɪɨɝɪɚɦɦɭ ping ɫ ɨɩɰɢɟɣ RR. Ɇɵ ɡɚɩɭɫɬɢɥɢ ping ɫ ɯɨɫɬɚ svr4 ɧɚ 
ɯɨɫɬ slip. ɉɪɨɦɟɠɭɬɨɱɧɵɣ ɪɨɭɬɟɪ (bsdi) ɨɛɪɚɛɚɬɵɜɚɟɬ ɞɚɬɚɝɪɚɦɦɭ, ɫɥɟɞɭɸɳɢɣ ɜɵɜɨɞ ɛɭɞɟɬ 
ɩɨɥɭɱɟɧ ɨɬ svr4: 
  
svr4 % ping -R slip PING slip (140.252.13.65): 56 data bytes 64 bytes from 140.252.13.65: icmp_seq=0 
ttl=254 time=280 ms RR: bsdi (140.252.13.66) slip (140.252.13.65) bsdi (140.252.13.35) svr4 
(140.252.13.34) 64 bytes from 140.252.13.65: icmp_seq=1 ttl=254 time=280 ms (same route) 64 bytes 
from 140.252.13.65: icmp_seq=2 ttl=254 time=280 ms (same route) ^? --- slip ping statistics --- 3 
packets transmitted, 3 packets received, 0% packet loss round-trip min/avg/max = 270/276/280 ms 
  
ɇɚ ɪɢɫɭɧɤɟ 2 ɩɨɤɚɡɚɧɵ 4 ɩɟɪɟɫɵɥɤɢ, ɱɟɪɟɡ ɤɨɬɨɪɵɟ ɩɪɨɯɨɞɢɬ ɩɚɤɟɬ (ɩɨ ɞɜɟ ɜ ɤɚɠɞɨɦ 
ɧɚɩɪɚɜɥɟɧɢɢ), ɚ ɬɚɤɠɟ IP ɚɞɪɟɫɚ ɞɨɛɚɜɥɹɟɦɵɟ ɤ ɫɩɢɫɤɭ RR ɩɪɢ ɤɚɠɞɨɣ ɩɟɪɟɫɵɥɤɟ. 

 
Ɋɢɫɭɧɨɤ 2. ɉɪɨɝɪɚɦɦɚ ping ɫ ɨɩɰɢɟɣ ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɢɡɚɰɢɢ 
  
Ɇɚɪɲɪɭɬɢɡɚɬɨɪ bsdi ɞɨɛɚɜɥɹɟɬ ɜ ɫɩɢɫɨɤ ɪɚɡɧɵɟ IP ɚɞɪɟɫɚ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɧɚɩɪɚɜɥɟɧɢɹ 
ɞɜɢɠɟɧɢɹ ɞɚɬɚɝɪɚɦɦɵ. Ɉɧ ɜɫɟɝɞɚ ɞɨɛɚɜɥɹɟɬ IP ɚɞɪɟɫ ɢɫɯɨɞɹɳɟɝɨ ɢɧɬɟɪɮɟɣɫɚ. Ɉɞɧɚɤɨ, ɤɨɝɞɚ 
ICMP ɷɯɨ ɨɬɤɥɢɤ ɞɨɫɬɢɝɚɟɬ ɫɢɫɬɟɦɵ, ɤɨɬɨɪɚɹ ɢɧɢɰɢɢɪɨɜɚɥɚ ɡɚɩɪɨɫ (svr4), ɨɧɚ ɞɨɛɚɜɥɹɟɬ ɜ ɫɩɢɫɨɤ 
IP ɚɞɪɟɫ ɜɯɨɞɹɳɟɝɨ ɢɧɬɟɪɮɟɣɫɚ. 
Ɍɪɚɫɫɢɪɨɜɤɚ ɦɚɪɲɪɭɬɚ 
ɉɪɨɝɪɚɦɦɚ Traceroute, ɧɚɩɢɫɚɧɧɚɹ Van Jacobson, - ɨɬɥɚɞɨɱɧɨɟ ɫɪɟɞɫɬɜɨ, ɤɨɬɨɪɨɟ ɩɨɡɜɨɥɹɟɬ 
ɥɭɱɲɟ ɩɨɧɹɬɶ ɭɫɬɪɨɣɫɬɜɨ ɩɪɨɬɨɤɨɥɨɜ TCP/IP. Ɉɛɵɱɧɨ ɞɜɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɵɟ ɞɚɬɚɝɪɚɦɦɵ 



ɨɬɩɪɚɜɥɟɧɧɵɟ ɨɬ ɨɞɧɨɝɨ ɢ ɬɨɝɨ ɠɟ ɢɫɬɨɱɧɢɤɚ ɤ ɨɞɧɨɦɭ ɢ ɬɨɦɭ ɠɟ ɩɭɧɤɬɭ ɧɚɡɧɚɱɟɧɢɹ ɩɪɨɯɨɞɹɬ ɩɨ 
ɨɞɧɨɦɭ ɢ ɬɨɦɭ ɠɟ ɦɚɪɲɪɭɬɭ, ɨɞɧɚɤɨ ɝɚɪɚɧɬɢɪɨɜɚɬɶ ɷɬɨɝɨ ɧɟɜɨɡɦɨɠɧɨ. Traceroute ɩɨɡɜɨɥɹɟɬ ɧɚɦ 
ɩɨɫɦɨɬɪɟɬɶ ɦɚɪɲɪɭɬ, ɩɨ ɤɨɬɨɪɨɦɭ ɞɜɢɝɚɸɬɫɹ IP ɞɚɬɚɝɪɚɦɦɵ ɨɬ ɨɞɧɨɝɨ ɯɨɫɬɚ ɤ ɞɪɭɝɨɦɭ. ɋ 
ɩɨɦɨɳɶɸ Tracert ɦɨɠɧɨ ɜɨɫɩɨɥɶɡɨɜɚɬɶɫɹ IP ɨɩɰɢɟɣ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɨɬ ɢɫɬɨɱɧɢɤɚ. 
ȼ ɩɪɟɞɵɞɭɳɟɣ ɤɨɦɚɧɞɟ ɛɵɥɚ ɭɠɟ ɪɚɫɫɦɨɬɪɟɧɚ ɨɩɰɢɹ ɬɪɚɫɫɢɪɨɜɤɢ ɦɚɪɲɪɭɬɚ. Ɂɚɱɟɦ ɧɭɠɧɚ 
ɨɬɞɟɥɶɧɚɹ ɩɪɨɝɪɚɦɦɚ? 
ȼɨ-ɩɟɪɜɵɯ, ɢɫɬɨɪɢɱɟɫɤɢ ɧɟ ɜɫɟ ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ ɩɨɞɞɟɪɠɢɜɚɸɬ ɨɩɰɢɸ ɡɚɩɢɫɢ ɦɚɪɲɪɭɬɚ, ɢɡ ɱɟɝɨ 
ɫɥɟɞɭɟɬ, ɱɬɨ ɧɟɤɨɬɨɪɵɟ ɦɚɪɲɪɭɬɵ ɫɬɚɧɨɜɹɬɫɹ ɧɟɢɫɩɨɥɶɡɭɟɦɵɦɢ. (Tracert ɧɟ ɬɪɟɛɭɟɬ ɤɚɤɢɯ-ɥɢɛɨ 
ɫɩɟɰɢɚɥɶɧɵɯ ɯɚɪɚɤɬɟɪɢɫɬɢɤ ɧɚ ɩɪɨɦɟɠɭɬɨɱɧɵɯ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɯ.) 
ȼɨ-ɜɬɨɪɵɯ, ɡɚɩɢɫɶ ɦɚɪɲɪɭɬɚ ɨɛɵɱɧɨ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɜ ɨɞɧɨɦ ɧɚɩɪɚɜɥɟɧɢɢ. Ɉɬɩɪɚɜɢɬɟɥɶ 
ɜɤɥɸɱɚɟɬ ɨɩɰɢɸ, ɚ ɩɨɥɭɱɚɬɟɥɶ ɞɨɥɠɟɧ ɜɫɬɚɜɢɬɶ ɜɫɟ ɡɧɚɱɟɧɢɹ ɢɡ ɩɪɢɧɹɬɨɝɨ IP ɡɚɝɨɥɨɜɤɚ ɢ ɤɚɤɢɦ-
ɥɢɛɨ ɨɛɪɚɡɨɦ ɜɟɪɧɭɬɶ ɢɯ ɨɬɩɪɚɜɢɬɟɥɸ. Ȼɨɥɶɲɢɧɫɬɜɨ ɪɟɚɥɢɡɚɰɢɣ ɫɟɪɜɟɪɚ Ping (ɮɭɧɤɰɢɹ ICMP 
ɷɯɨ ɨɬɤɥɢɤɚ, ɜɫɬɪɨɟɧɧɚɹ ɜ ɹɞɪɨ) ɨɬɨɛɪɚɠɚɸɬ ɜɯɨɞɹɳɢɣ RR ɫɩɢɫɨɤ, ɨɞɧɚɤɨ ɩɪɢ ɷɬɨɦ ɭɞɜɚɢɜɚɟɬɫɹ 
ɤɨɥɢɱɟɫɬɜɨ ɡɚɩɢɫɚɧɧɵɯ IP ɚɞɪɟɫɨɜ (ɩɭɬɶ ɬɭɞɚ ɢ ɨɛɪɚɬɧɨ), ɩɨɦɢɦɨ ɷɬɨɝɨ ɫɭɳɟɫɬɜɭɟɬ ɟɳɟ 
ɧɟɫɤɨɥɶɤɨ ɨɝɪɚɧɢɱɟɧɢɣ. (Tracert ɬɪɟɛɭɟɬ ɬɨɥɶɤɨ ɬɨɝɨ, ɱɬɨɛɵ ɧɚ ɩɭɧɤɬɟ ɧɚɡɧɚɱɟɧɢɹ ɩɪɢɫɭɬɫɬɜɨɜɚɥ 
ɪɚɛɨɬɚɸɳɢɣ UDP ɦɨɞɭɥɶ - ɧɢɤɚɤɢɯ ɫɩɟɰɢɚɥɶɧɵɯ ɫɟɪɜɟɪɧɵɯ ɩɪɢɥɨɠɟɧɢɣ ɧɟ ɬɪɟɛɭɟɬɫɹ.) 
Ɍɪɟɬɶɹ ɢ ɨɫɧɨɜɧɚɹ ɩɪɢɱɢɧɚ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɪɚɡɦɟɪ, ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɣ ɞɥɹ ɨɩɰɢɣ ɜ IP 
ɡɚɝɨɥɨɜɤɟ, ɧɟɞɨɫɬɚɬɨɱɟɧ ɞɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɨɛɪɚɛɨɬɚɬɶ ɛɨɥɶɲɢɧɫɬɜɨ ɦɚɪɲɪɭɬɨɜ. ȼ ɩɨɥɟ ɨɩɰɢɣ IP 
ɡɚɝɨɥɨɜɤɚ ɜɯɨɞɢɬ ɜɫɟɝɨ 9 IP ɚɞɪɟɫɨɜ. ȿɫɥɢ ɜɨ ɜɪɟɦɟɧɚ ARPANET ɷɬɨɝɨ ɯɜɚɬɚɥɨ, ɧɚ ɫɟɝɨɞɧɹɲɧɢɣ 
ɞɟɧɶ ɷɬɨɝɨ ɫɥɢɲɤɨɦ ɦɚɥɨ. 
Ɏɨɪɦɚɬ ɤɨɦɚɧɞɵ: 
tracert [-d] [-h ɦɚɤɫɢɦɚɥɶɧɨɟ ɱɢɫɥɨ] [-j ɫɩɢɫɨɤ ɍɡɥɨɜ] [-w ɢɧɬɟɪɜɚɥ] host_name 
ɉɪɚɦɟɬɪɵ: 

 
Tracert ɢɫɩɨɥɶɡɭɟɬ ICMP ɢ ɩɨɥɟ TTL ɜ IP ɡɚɝɨɥɨɜɤɟ. ɉɨɥɟ TTL (ɜɪɟɦɹ ɠɢɡɧɢ) ɷɬɨ 8-ɛɢɬɧɨɟ ɩɨɥɟ, 
ɤɨɬɨɪɨɟ ɨɬɩɪɚɜɢɬɟɥɶ ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɜ ɤɚɤɨɟ-ɥɢɛɨ ɡɧɚɱɟɧɢɟ. Ɋɟɤɨɦɟɧɞɭɟɦɨɟ ɢɫɯɨɞɧɨɟ ɡɧɚɱɟɧɢɟ 
ɭɤɚɡɚɧɨ ɜ Assigned Numbers RFC ɢ ɜ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɪɚɜɧɨ 64. Ȼɨɥɟɟ ɫɬɚɪɵɟ ɫɢɫɬɟɦɵ 
ɭɫɬɚɧɚɜɥɢɜɚɸɬ ɷɬɨ ɡɧɚɱɟɧɢɟ ɜ 15 ɢɥɢ 32. ɇɚ ɩɪɢɦɟɪɚɯ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɵ Ping ɜɢɞɧɨ,ɱɬɨ ICMP 
ɷɯɨ ɨɬɤɥɢɤɢ ɱɚɫɬɨ ɨɬɩɪɚɜɥɹɸɬɫɹ ɫ TTL, ɭɫɬɚɧɨɜɥɟɧɧɵɦ ɜ ɦɚɤɫɢɦɚɥɶɧɨɟ ɡɧɚɱɟɧɢɟ - 255. 
Ʉɚɠɞɵɣ ɦɚɪɲɪɭɬɢɡɚɬɨɪ, ɤɨɬɨɪɵɣ ɨɛɪɚɛɚɬɵɜɚɟɬ ɞɚɬɚɝɪɚɦɦɭ, ɭɦɟɧɶɲɚɟɬ ɡɧɚɱɟɧɢɟ TTL ɧɚ 
ɟɞɢɧɢɰɭ ɢɥɢ ɧɚ ɤɨɥɢɱɟɫɬɜɨ ɫɟɤɭɧɞ, ɜ ɬɟɱɟɧɢɟ ɤɨɬɨɪɵɯ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɨɛɪɚɛɚɬɵɜɚɥ ɞɚɬɚɝɪɚɦɦɭ. 
Ɍɚɤ ɤɚɤ ɛɨɥɶɲɢɧɫɬɜɨ ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɜ ɡɚɞɟɪɠɢɜɚɟɬ ɞɚɬɚɝɪɚɦɦɭ ɦɟɧɶɲɟ ɱɟɦ ɫɟɤɭɧɞɭ, ɩɨɥɟ TTL, 
ɤɚɤ ɩɪɚɜɢɥɨ, ɭɦɟɧɶɲɚɟɬɫɹ ɧɚ ɟɞɢɧɢɰɭ ɢ ɞɨɜɨɥɶɧɨ ɬɨɱɧɨ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɤɨɥɢɱɟɫɬɜɭ ɩɟɪɟɫɵɥɨɤ. 
 ɋ ɩɨɦɨɳɶɸ ɩɨɥɹ TTL ɩɪɟɞɨɬɜɪɚɳɚɟɬɫɹ ɡɚɰɢɤɥɢɜɚɧɢɟ ɞɚɬɚɝɪɚɦɦɵ ɜ ɩɟɬɥɹɯ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. 
ɇɚɩɪɢɦɟɪ, ɟɫɥɢ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɜɵɲɟɥ ɢɡ ɫɬɪɨɹ ɢɥɢ ɫɨɟɞɢɧɟɧɢɟ ɦɟɠɞɭ ɞɜɭɦɹ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɦɢ 
ɩɨɬɟɪɹɧɨ, ɦɨɠɟɬ ɩɨɬɪɟɛɨɜɚɬɶɫɹ ɧɟɤɨɬɨɪɨɟ ɜɪɟɦɹ (ɨɬ ɧɟɫɤɨɥɶɤɢɯ ɫɟɤɭɧɞ ɞɨ ɧɟɫɤɨɥɶɤɢɯ ɦɢɧɭɬ), 
ɞɥɹ ɬɨɝɨ ɱɬɨɛɵ ɨɩɪɟɞɟɥɢɬɶ, ɱɬɨ ɦɚɪɲɪɭɬ ɩɨɬɟɪɹɧ ɢ ɱɬɨ ɟɝɨ ɧɟɨɛɯɨɞɢɦɨ ɨɛɨɣɬɢ. ȼ ɷɬɨ ɜɪɟɦɹ 
ɫɭɳɟɫɬɜɭɟɬ ɜɟɪɨɹɬɧɨɫɬɶ, ɱɬɨ ɞɚɬɚɝɪɚɦɦɚ ɛɭɞɟɬ ɭɧɢɱɬɨɠɟɧɚ ɜ ɩɟɬɥɟ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. ɑɬɨɛɵ 
ɩɪɟɞɨɬɜɪɚɬɢɬɶ ɩɨɬɟɪɸ ɞɚɬɚɝɪɚɦɦɵ, ɩɨɥɟ TTL ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɜ ɦɚɤɫɢɦɚɥɶɧɭɸ ɜɟɥɢɱɢɧɭ. 
Ʉɨɝɞɚ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɩɨɥɭɱɚɟɬ IP ɞɚɬɚɝɪɚɦɦɭ ɫ TTL ɪɚɜɧɵɦ ɥɢɛɨ 0, ɥɢɛɨ 1, ɨɧ ɧɟ ɞɨɥɠɟɧ 
ɨɬɩɪɚɜɥɹɬɶ ɷɬɭ ɞɚɬɚɝɪɚɦɦɭ ɞɚɥɶɲɟ. (ɏɨɫɬ ɩɪɢɟɦɧɢɤ ɞɨɥɠɟɧ ɞɨɫɬɚɜɢɬɶ ɩɨɞɨɛɧɭɸ ɞɚɬɚɝɪɚɦɦɭ ɜ 
ɩɪɢɥɨɠɟɧɢɟ, ɬɚɤ ɤɚɤ ɞɚɬɚɝɪɚɦɦɚ ɧɟ ɦɨɠɟɬ ɛɵɬɶ ɫɦɚɪɲɪɭɬɢɡɢɪɨɜɧɚ. Ʉɚɤ ɩɪɚɜɢɥɨ, ɫɢɫɬɟɦɵ ɧɟ 
ɞɨɥɠɧɵ ɩɨɥɭɱɚɬɶ ɞɚɬɚɝɪɚɦɦɵ ɫ TTL ɪɚɜɧɵɦ 0.) ȿɫɥɢ ɬɚɤɭɸ ɞɚɬɚɝɪɚɦɦɭ ɩɨɥɭɱɚɟɬ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪ, ɨɧ ɭɧɢɱɬɨɠɚɟɬ ɟɟ ɢ ɩɨɫɵɥɚɟɬ ɯɨɫɬɭ, ɤɨɬɨɪɵɣ ɟɟ ɨɬɩɪɚɜɢɥ ICMP ɫɨɨɛɳɟɧɢɟ 
"ɜɪɟɦɹ ɢɫɬɟɤɥɨ" (time exceeded). ɉɪɢɧɰɢɩ ɪɚɛɨɬɵ Tracert ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ IP ɞɚɬɚɝɪɚɦɦɚ, 
ɫɨɞɟɪɠɚɳɚɹ ɷɬɨ ICMP ɫɨɨɛɳɟɧɢɟ, ɢɦɟɟɬ ɜ ɤɚɱɟɫɬɜɟ ɚɞɪɟɫɚ ɢɫɬɨɱɧɢɤɚ IP ɚɞɪɟɫ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ. 
ɉɪɢ ɪɚɛɨɬɟ Tracert ɧɚ ɯɨɫɬ ɧɚɡɧɚɱɟɧɢɹ ɨɬɩɪɚɜɥɹɟɬɫɹ IP ɞɚɬɚɝɪɚɦɦɚ ɫ TTL, ɭɫɬɚɧɨɜɥɟɧɧɵɦ ɜ 
ɟɞɢɧɢɰɭ. ɉɟɪɜɵɣ ɦɚɪɲɪɭɬɢɡɚɬɨɪ, ɤɨɬɨɪɵɣ ɞɨɥɠɟɧ ɨɛɪɚɛɨɬɚɬɶ ɞɚɬɚɝɪɚɦɦɭ, ɭɧɢɱɬɨɠɚɟɬ ɟɟ (ɬɚɤ 
ɤɚɤ TTL ɪɚɜɧɨ 1) ɢ ɨɬɩɪɚɜɥɹɟɬ ICMP ɫɨɨɛɳɟɧɢɟ ɨɛ ɢɫɬɟɱɟɧɢɢ ɜɪɟɦɟɧɢ (time exceeded). Ɍɚɤɢɦ 
ɨɛɪɚɡɨɦ, ɨɩɪɟɞɟɥɹɟɬɫɹ ɩɟɪɜɵɣ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɜ ɦɚɪɲɪɭɬɟ. Ɂɚɬɟɦ Tracert ɨɬɩɪɚɜɥɹɟɬ ɞɚɬɚɝɪɚɦɦɭ 
ɫ TTL ɪɚɜɧɵɦ 2, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɩɨɥɭɱɢɬɶ IP ɚɞɪɟɫ ɜɬɨɪɨɝɨ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ. ɗɬɨ ɩɪɨɞɨɥɠɚɟɬɫɹ ɞɨ 
ɬɟɯ ɩɨɪ, ɩɨɤɚ ɞɚɬɚɝɪɚɦɦɚ ɧɟ ɞɨɫɬɢɝɧɟɬ ɯɨɫɬɚ ɧɚɡɧɚɱɟɧɢɹ. Ɉɞɧɚɤɨ, ɟɫɥɢ ɞɚɬɚɝɪɚɦɦɚ ɩɪɢɛɵɥɚ 



ɢɦɟɧɧɨ ɧɚ ɯɨɫɬ ɧɚɡɧɚɱɟɧɢɹ, ɨɧ ɧɟ ɭɧɢɱɬɨɠɢɬ ɟɟ ɢ ɧɟ ɫɝɟɧɟɪɢɪɭɟɬ ICMP ɫɨɨɛɳɟɧɢɟ ɨɛ ɢɫɬɟɱɟɧɢɢ 
ɜɪɟɦɟɧɢ, ɬɚɤ ɤɚɤ ɞɚɬɚɝɪɚɦɦɚ ɞɨɫɬɢɝɥɚ ɫɜɨɟɝɨ ɤɨɧɟɱɧɨɝɨ ɧɚɡɧɚɱɟɧɢɹ. Ʉɚɤ ɦɨɠɧɨ ɨɩɪɟɞɟɥɢɬɶ, ɱɬɨ 
ɞɚɬɚɝɪɚɦɦɚ ɞɨɫɬɢɝɥɚ ɤɨɧɟɱɧɨɝɨ ɩɭɧɤɬɚ ɧɚɡɧɚɱɟɧɢɹ? 
ȼ UDP ɞɚɬɚɝɪɚɦɦɚɯ, ɤɨɬɨɪɵɟ ɩɨɫɵɥɚɟɬ Tracert, ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɧɟɫɭɳɟɫɬɜɭɸɳɢɣ ɧɨɦɟɪ UDP 
ɩɨɪɬɚ (ɛɨɥɶɲɟ ɱɟɦ 30000), ɱɬɨ ɞɟɥɚɟɬ ɧɟɜɨɡɦɨɠɧɵɦ ɨɛɪɚɛɨɬɤɭ ɷɬɨɣ ɞɚɬɚɝɪɚɦɦɵ ɤɚɤɢɦ-ɥɢɛɨ 
ɩɪɢɥɨɠɟɧɢɟɦ. ɉɨɷɬɨɦɭ ɤɨɝɞɚ ɩɪɢɛɵɜɚɟɬ ɩɨɞɨɛɧɚɹ ɞɚɬɚɝɪɚɦɦɚ, UDP ɦɨɞɭɥɶ ɯɨɫɬɚ ɧɚɡɧɚɱɟɧɢɹ 
ɝɟɧɟɪɢɪɭɟɬ ICMP ɫɨɨɛɳɟɧɢɟ "ɩɨɪɬ ɧɟɞɨɫɬɭɩɟɧ" (port unreachable). ȼɫɟ ɱɬɨ ɧɟɨɛɯɨɞɢɦɨ ɜ ɷɬɨɦ 
ɫɥɭɱɚɟ, Tracert ɷɬɨ ɨɩɪɟɞɟɥɢɬɶ ɬɢɩ ɩɪɢɧɹɬɨɝɨ ICMP ɫɨɨɛɳɟɧɢɹ - ɥɢɛɨ ɨɛ ɢɫɬɟɱɟɧɢɢ ɜɪɟɦɟɧɢ, 
ɥɢɛɨ ɨ ɧɟɞɨɫɬɭɩɧɨɫɬɢ ɩɨɪɬɚ - ɢɦɟɧɧɨ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɦɵ ɭɡɧɚɟɦ, ɞɨɫɬɚɜɥɟɧɚ ɥɢ ɞɚɬɚɝɪɚɦɦɚ ɜ 
ɩɭɧɤɬ ɧɚɡɧɚɱɟɧɢɹ. 
ɇɚ ɪɢɫɭɧɤɟ 3 ɩɨɤɚɡɚɧɨ ɤɚɤ ɨɬɩɪɚɜɥɹɟɬɫɹ ɡɚɩɪɨɫ ɨɬ sun ɤ NIC.  
sun>tracertnic.ddn.miltraceroutetonic.ddn.mil(192.112.36.5), 30hopsmax, 
40bytepackets1netb.tuc.noao.edu(140.252.1.183) 218ms 227ms 233ms2gateway.tuc.noao.edu(140.252.
1.4) 233ms 229ms 204ms3butch.telcom.arizona.edu(140.252.104.2) 204ms 228ms 234ms4Gabby.Telco
m.Arizona.EDU(128.196.128.1) 234ms 228ms 204ms5NSIgate.Telcom.Arizona.EDU(192.80.43.3) 233
ms 228ms 234ms6JPL1.NSN.NASA.GOV(128.161.88.2) 234ms 590ms 262ms7JPL3.NSN.NASA.GO
V(192.100.15.3) 238ms 223ms 234ms8GSFC3.NSN.NASA.GOV(128.161.3.33) 293ms 318ms 324ms9
GSFC8.NSN.NASA.GOV(192.100.13.8) 294ms 318ms 294ms10SURA2.NSN.NASA.GOV(128.161.1
66.2) 323ms 319ms 294ms11nsn-FIX-
pe.sura.net(192.80.214.253) 294ms 318ms 294ms12GSI.NSN.NASA.GOV(128.161.252.2) 293ms 318
ms 324ms13NIC.DDN.MIL(192.112.36.5) 324ms 321ms 324ms 
  
Ɋɢɫɭɧɨɤ 3. tracert ɨɬ sun ɤ nic.ddn.mil. 
Ʉɨɝɞɚ ɞɚɬɚɝɪɚɦɦɚ ɜɵɯɨɞɢɬ ɢɡ ɫɟɬɢ tuc.noao.edu, ɨɧɚ ɩɨɩɚɞɚɟɬ ɜ ɫɟɬɶ telcom.arizona.edu. Ɂɚɬɟɦ ɨɧɚ 
ɩɨɩɚɞɚɟɬ ɜ ɫɟɬɶ nsn.nasa.gov. ȼɬɨɪɨɟ RTT ɞɥɹ TTL ɪɚɜɧɨɝɨ 6 (590) ɩɨɱɬɢ ɜ ɞɜɚ ɪɚɡɚ ɛɨɥɶɲɟ, ɱɟɦ 
ɞɜɚ ɞɪɭɝɢɟ RTT (234 ɢ 262). ɗɬɨ ɩɨɤɚɡɵɜɚɟɬ ɞɢɧɚɦɢɤɭ IP ɦɚɪɲɪɭɬɢɡɚɰɢɢ. ɉɨɞɨɛɧɨɟ ɦɨɠɟɬ 
ɩɪɨɢɡɨɣɬɢ ɝɞɟ-ɧɢɛɭɞɶ ɩɨ ɩɭɬɢ ɨɬ ɢɫɬɨɱɧɢɤɚ ɤ ɦɚɪɲɪɭɬɢɡɚɬɨɪɭ ɟɫɥɢ ɤɚɤɨɣ-ɧɢɛɭɞɶ 
ɩɪɨɦɟɠɭɬɨɱɧɵɣ ɦɚɪɲɪɭɬɢɡɚɬɨɪ ɡɚɞɟɪɠɚɥ ɞɚɬɚɝɪɚɦɦɭ. 
RTT ɞɥɹ ɩɟɪɜɨɣ ɩɨɩɵɬɤɢ ɫ TTL ɪɚɜɧɵɦ 3 (204) ɦɟɧɶɲɟ, ɱɟɦ RTT ɞɥɹ ɩɟɪɜɨɣ ɩɨɩɵɬɤɢ ɫ TTL 
ɪɚɜɧɨɣ 2 (233). Ɍɚɤ ɤɚɤ ɤɚɠɞɨɟ ɩɨɥɭɱɟɧɧɨɟ RTT ɹɜɥɹɟɬɫɹ ɩɨɥɧɵɦ ɜɪɟɦɟɧɟɦ ɩɪɨɯɨɞɚ ɨɬ 
ɩɨɫɵɥɚɸɳɟɝɨ ɯɨɫɬɚ ɤ ɦɚɪɲɪɭɬɢɡɚɬɨɪɭ, ɷɬɨ ɜɩɨɥɧɟ ɨɛɴɫɧɢɦɨ. 
ɉɟɪɜɚɹ ɫɬɪɨɤɚ, ɛɟɡ ɧɨɦɟɪɚ ɫɨɞɟɪɠɢɬ ɢɦɹ ɢ IP ɚɞɪɟɫ ɩɭɧɤɬɚ ɧɚɡɧɚɱɟɧɢɹ ɢ ɭɤɚɡɵɜɚɟɬ ɧɚ ɬɨ, ɱɬɨ 
ɜɟɥɢɱɢɧɚ TTL ɧɟ ɦɨɠɟɬ ɛɵɬɶ ɛɨɥɶɲɟ 30. Ɋɚɡɦɟɪ ɞɚɬɚɝɪɚɦɦɵ ɭɫɬɚɧɨɜɥɟɧ ɜ 40 ɛɚɣɬ, ɢɡ ɤɨɬɨɪɵɯ 20 
ɛɚɣɬ ɨɬɜɨɞɢɬɫɹ ɧɚ IP ɡɚɝɨɥɨɜɨɤ, 8 ɛɚɣɬ ɧɚ UDP ɡɚɝɨɥɨɜɨɤ ɢ 12 ɛɚɣɬ ɧɚ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɞɚɧɧɵɟ. 
(ȼ 12 ɛɚɣɬɚɯ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ ɫɨɞɟɪɠɢɬɫɹ ɧɨɦɟɪ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ, ɤɨɬɨɪɵɣ 
ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɧɚ ɟɞɢɧɢɰɭ ɩɪɢ ɨɬɩɪɚɜɤɟ ɤɚɠɞɨɣ ɫɥɟɞɭɸɳɟɣ ɞɚɬɚɝɪɚɦɦɵ, ɤɨɩɢɹ ɢɫɯɨɞɹɳɟɝɨ TTL 
ɢ ɜɪɟɦɹ, ɤɨɝɞɚ ɞɚɬɚɝɪɚɦɦɚ ɛɵɥɚ ɨɬɩɪɚɜɥɟɧɚ.) 
ɋɥɟɞɭɸɳɢɟ ɞɜɟ ɫɬɪɨɤɢ ɜɵɜɨɞɚ ɧɚɱɢɧɚɸɬɫɹ ɫ TTL, ɩɨɫɥɟ ɱɟɝɨ ɫɥɟɞɭɟɬ ɢɦɹ ɯɨɫɬɚ ɢɥɢ 
ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɢ ɢɯ IP ɚɞɪɟɫɚ. Ⱦɥɹ ɤɚɠɞɨɝɨ ɡɧɚɱɟɧɢɹ TTL ɨɬɩɪɚɜɥɹɟɬɫɹ 3 ɞɚɬɚɝɪɚɦɦɵ. Ⱦɥɹ 
ɤɚɠɞɨɝɨ ɜɨɡɜɪɚɳɟɧɧɨɝɨ ICMP ɫɨɨɛɳɟɧɢɹ ɪɚɫɫɱɢɬɵɜɚɟɬɫɹ ɢ ɩɟɱɚɬɚɟɬɫɹ ɜɪɟɦɹ ɜɨɡɜɪɚɬɚ (round-
trip). ȿɫɥɢ ɨɬɜɟɬ ɧɟ ɩɨɥɭɱɟɧ ɜ ɬɟɱɟɧɢɢ ɩɹɬɢ ɫɟɤɭɧɞ ɧɚ ɥɸɛɭɸ ɢɡ ɬɪɟɯ ɞɚɬɚɝɪɚɦɦ, ɩɟɱɚɬɚɟɬɫɹ 
ɡɜɟɡɞɨɱɤɚ, ɩɨɫɥɟ ɱɟɝɨ ɨɬɩɪɚɜɥɹɟɬɫɹ ɫɥɟɞɭɸɳɚɹ ɞɚɬɚɝɪɚɦɦɚ. 

ɂɡɭɱɟɧɢɟ ɞɪɭɝɢɯ ɭɬɢɥɢɬ 

ɂɡɭɱɟɧɢɟ ɭɬɢɥɢɬɵ ipconfig. ɍɬɢɥɢɬɚ ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɞɥɹ ɩɪɨɫɦɨɬɪɚ ɩɚɪɚɦɟɬɪɨɜ TCP/IP ɧɚ 
ɤɨɦɩɶɸɬɟɪɟ ɢ ɭɩɪɚɜɥɟɧɢɹ IP-ɚɞɪɟɫɚɦɢ, ɩɨɥɭɱɟɧɧɵɦɢ ɢɧɬɟɪɮɟɣɫɨɦ ɱɟɪɟɡ DHCP. 
Ɂɚɩɭɫɬɢɬɟ ɫɟɚɧɫ DOS. ȼ ɨɬɜɟɬ ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ DOS ɜɜɟɞɢɬɟ: 
> ipconfig /? 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɂɡɭɱɢɬɟ ɪɟɠɢɦɵ ɪɚɛɨɬɵ ɭɬɢɥɢɬɵ ipconfig, ɡɚɩɭɫɤɚɹ ɟɟ ɫ ɪɚɡɥɢɱɧɵɦɢ 
ɩɚɪɚɦɟɬɪɚɦɢ. 
ɂɡɭɱɟɧɢɟ ɭɬɢɥɢɬɵ arp. ɋ ɩɨɦɨɳɶɸ ɩɪɨɬɨɤɨɥɚ ARP (Address Resolution Protocol) TCP/IP-
ɤɨɦɩɶɸɬɟɪ ɩɪɟɨɛɪɚɡɭɟɬ IP-ɚɞɪɟɫɚ ɜ ɚɩɩɚɪɚɬɧɵɟ, ɧɟɨɛɯɨɞɢɦɵɟ ɩɪɨɬɨɤɨɥɚɦ ɫɟɬɟɜɨɝɨ ɭɪɨɜɧɹ ɞɥɹ 
ɨɬɩɪɚɜɤɢ ɤɚɞɪɨɜ. IP ɢɫɩɨɥɶɡɭɟɬ ARP ɞɥɹ ɨɩɪɟɞɟɥɟɧɢɹ ɚɩɩɚɪɚɬɧɨɝɨ ɚɞɪɟɫɚ, ɩɨ ɤɨɬɨɪɨɦɭ ɧɭɠɧɨ 
ɩɟɪɟɞɚɜɚɬɶ ɞɟɣɬɚɝɪɚɦɦɵ. ɑɬɨɛɵ ɫɨɤɪɚɬɢɬɶ ɨɛɴɟɦ ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ, ɝɟɧɟɪɢɪɭɟɦɨɝɨ ARP, 
ɤɨɦɩɶɸɬɟɪ ɫɨɯɪɚɧɹɟɬ ɪɚɡɪɟɲɟɧɧɵɟ ɚɩɩɚɪɚɬɧɵɟ ɚɞɪɟɫɚ ɜ Ʉɗɒɟ (ɧɚ ɫɪɨɤ ɨɬ 2 ɞɨ 10 ɦɢɧɭɬ) ɧɚ ɬɨɬ 
ɫɥɭɱɚɣ, ɟɫɥɢ ɤɨɦɩɶɸɬɟɪɭ ɩɨɧɚɞɨɛɢɬɫɹ ɨɬɩɪɚɜɢɬɶ ɩɨ ɷɬɨɦɭ ɠɟ ɚɞɪɟɫɭ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɩɚɤɟɬɵ. ȼ 



ɤɨɦɩɥɟɤɬ Windows ɜɯɨɞɢɬ ɭɬɢɥɢɬɚ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ aɝɪ.ɟɯɟ, ɫ ɩɨɦɨɳɶɸ ɤɨɬɨɪɨɣ ɦɨɠɧɨ 
ɭɩɪɚɜɥɹɬɶ ɫɨɞɟɪɠɢɦɵɦ ɤɷɲɚ ARP, ɧɚɩɪɢɦɟɪ, ɞɨɛɚɜɥɹɬɶ ɜ ɧɟɝɨ ɚɩɩɚɪɚɬɧɵɟ ɚɞɪɟɫɚ ɤɨɦɩɶɸɬɟɪɨɜ, 
ɤ ɤɨɬɨɪɵɦ ȼɵ ɱɚɫɬɨ ɨɛɪɚɳɚɟɬɟɫɶ, ɱɬɨɛɵ ɫɷɤɨɧɨɦɢɬɶ ɧɟɦɧɨɝɨ ɜɪɟɦɟɧɢ ɢ ɫɨɤɪɚɬɢɬɶ ɫɟɬɟɜɨɣ 
ɬɪɚɮɢɤ. 
Ɂɚɩɭɫɬɢɬɟ ɫɟɚɧɫ DOS. ȼ ɨɬɜɟɬ ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ DOS ɜɜɟɞɢɬɟ: 
> arp /? 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɂɡɭɱɢɬɟ ɪɟɠɢɦɵ ɪɚɛɨɬɵ ɭɬɢɥɢɬɵ arp, ɡɚɩɭɫɤɚɹ ɟɟ ɫ ɪɚɡɥɢɱɧɵɦɢ 
ɩɚɪɚɦɟɬɪɚɦɢ. 
ɂɡɭɱɟɧɢɟ ɭɬɢɥɢɬɵ netstat. Netstat – ɭɬɢɥɢɬɚ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ, ɨɬɨɛɪɚɠɚɸɳɚɹ ɢɧɮɨɪɦɚɰɢɸ ɨ 
ɬɟɤɭɳɢɯ ɫɟɬɟɜɵɯ ɩɨɞɤɥɸɱɟɧɢɹɯ TCP/IP-ɤɨɦɩɵɨɬɟɪɚ ɢ ɨ ɬɪɚɮɢɤɟ, ɝɟɧɟɪɢɪɭɟɦɨɦ ɪɚɡɥɢɱɧɵɦɢ 
ɩɪɨɬɨɤɨɥɚɦɢ TCP/IP. ɇɚ ɤɨɦɩɶɸɬɟɪɚɯ ɫ UNIX ɷɬɚ ɩɪɨɝɪɚɦɦɚ ɧɚɡɵɜɚɟɬɫɹ netstat, ɧɚ ɤɨɦɩɶɸɬɟɪɚɯ 
ɫ Windows – netstat.exe. 
Ɂɚɩɭɫɬɢɬɟ ɫɟɚɧɫ DOS. ȼ ɨɬɜɟɬ ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ DOS ɜɜɟɞɢɬɟ: 
> netstat /? 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɂɡɭɱɢɬɟ ɪɟɠɢɦɵ ɪɚɛɨɬɵ ɭɬɢɥɢɬɵ arp, ɡɚɩɭɫɤɚɹ ɟɟ ɫ ɪɚɡɥɢɱɧɵɦɢ 
ɩɚɪɚɦɟɬɪɚɦɢ. 
ɂɡɭɱɟɧɢɟ ɭɬɢɥɢɬɵ nslookup. ɍɬɢɥɢɬɚ ɤɥɦɚɧɞɧɨɣ ɫɬɪɨɤɢ nslookup (ɧɚ UNIX-ɫɢɫɬɟɦɚɯ) ɢɥɢ 
nslookup.exe (ɧɚ ɤɨɦɩɶɸɬɟɪɚɯ ɫ Windows NT/2000) ɩɨɡɜɨɥɹɟɬ ɝɟɧɟɪɢɪɨɜɚɬɶ ɡɚɩɪɨɫɵ DNS ɢ 
ɩɟɪɟɞɚɜɚɬɶ ɢɯ ɤɨɧɤɪɟɬɧɨɦɭ DNS-ɫɟɪɜɟɪɭ. 
ɋ ɩɨɦɨɳɶɸ ɩɪɨɝɪɚɦɦɵ nslookup ȼɵ ɦɨɠɟɬɟ ɩɪɨɜɟɪɢɬɶ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɶ ɢ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 
ɤɨɧɤɪɟɬɧɨɝɨ DNS-ɫɟɪɜɟɪɚ. 
Ɂɚɩɭɫɬɢɬɟ ɫɟɚɧɫ DOS. ȼ ɨɬɜɟɬ ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ DOS ɜɜɟɞɢɬɟ: 
> nslookup 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɍɬɢɥɢɬɚ nslookup ɛɭɞɟɬ ɡɚɩɭɳɟɧɚ ɜ ɢɧɬɟɪɚɤɬɢɜɧɨɦ ɪɟɠɢɦɟ. ȼ ɨɬɜɟɬ 
ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ nslookup ɜɜɟɞɢɬɟ: 
> help 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɂɡɭɱɢɬɟ ɪɟɠɢɦɵ ɪɚɛɨɬɵ ɭɬɢɥɢɬɵ nslookup, ɡɚɩɭɫɤɚɹ ɟɟ ɫ 
ɪɚɡɥɢɱɧɵɦɢ ɩɚɪɚɦɟɬɪɚɦɢ. 
ɂɡɭɱɟɧɢɟ ɭɬɢɥɢɬɵ nbtstat. Nbtstat – ɭɬɢɥɢɬɚ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ, ɨɬɨɛɪɚɠɚɸɳɚɹ ɫɬɚɬɢɫɬɢɤɭ 
ɩɪɨɬɨɤɨɥɚ ɢ ɬɟɤɭɳɢɟ ɫɟɬɟɜɵɟ ɩɨɞɤɥɸɱɟɧɢɹ TCP/IP-ɤɨɦɩɶɸɬɟɪɚ. 
Ɂɚɩɭɫɬɢɬɟ ɫɟɚɧɫ DOS. ȼ ɨɬɜɟɬ ɧɚ ɩɪɢɝɥɚɲɟɧɢɟ DOS ɜɜɟɞɢɬɟ: 
> nbtstat /? 
ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ [Enter]. ɂɡɭɱɢɬɟ ɪɟɠɢɦɵ ɪɚɛɨɬɵ ɭɬɢɥɢɬɵ nbtstat, ɡɚɩɭɫɤɚɹ ɟɟ ɫ ɪɚɡɥɢɱɧɵɦɢ 
ɩɚɪɚɦɟɬɪɚɦɢ 
Ⱦɨɩɨɥɧɢɬɟɥɶɧɵɟ ɭɬɢɥɢɬɵ ɧɚ ɤɨɦɩɶɸɬɟɪɚɯ ɫ Windows XP/Wista. ɉɪɢ ɭɫɬɚɧɨɜɤɟ ɫɥɭɠɛ finger, 
rexec ɢ rsh ɧɚ ɭɞɚɥɟɧɧɵɯ ɭɡɥɚɯ, ɦɨɠɧɨ ɩɨɥɭɱɢɬɶ ɢɧɮɨɪɦɚɰɢɸ ɨ ɩɨɥɶɡɨɜɚɬɟɥɹɯ ɭɞɚɥɟɧɧɨɣ 
ɫɢɫɬɟɦɵ ɢɥɢ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɭɞɚɥɟɧɧɨɦɭ ɭɡɥɭ. 
ɍɬɢɥɢɬɚ hostname ɜɵɜɨɞɢɬ ɢɦɹ ɬɟɤɭɳɟɝɨ ɭɡɥɚ. 
ɍɬɢɥɢɬɚ route. Ɉɛɪɚɛɨɬɤɚ ɬɚɛɥɢɰ ɜɫɟɯ ɫɟɬɟɜɵɯ ɦɚɪɲɪɭɬɨɜ. ɂɡɭɱɢɬɟ ɜɫɟɜɨɡɦɨɠɧɵɟ ɩɚɪɚɦɟɬɪɵ 
ɞɚɧɧɨɣ ɭɬɢɥɢɬɵ ɢ ɜɵɜɟɞɢɬɟ ɢɧɮɨɪɦɚɰɢɸ ɩɨ ɭɫɬɚɧɨɜɥɟɧɧɵɦ ɦɚɪɲɪɭɬɚɦ: 
>route –p PRINT 
Ɉɩɪɟɞɟɥɢɬɟ ɩɨ ɫɬɚɬɢɫɬɢɤɟ IP ɚɞɪɟɫ ɲɥɸɡɚ ɜɚɲɟɣ ɫɟɬɢ ɢ ɨɫɧɨɜɧɨɝɨ ɲɥɸɡɚ. 
ɍɬɢɥɢɬɚ pathping. Ɍɪɚɫɫɢɪɨɜɤɚ ɦɚɪɲɪɭɬɚ ɫ ɞɨɩɨɥɧɢɬɟɥɶɧɵɦɢ ɩɚɪɚɦɟɬɪɚɦɢ. ɂɡɭɱɢɬɟ 
ɜɫɟɜɨɡɦɨɠɧɵɟ ɩɚɪɚɦɟɬɪɵ ɞɚɧɧɨɣ ɭɬɢɥɢɬɵ. 
>pathping –P –p 10 mrsu.ru 
Ɉɩɪɟɞɟɥɢɬɟ ɭɡɥɵ, ɤɨɬɨɪɵɟ ɩɪɨɯɨɞɢɬ ɜɚɲ ɩɚɤɟɬ ɞɨ ɭɤɚɡɚɧɧɨɝɨ ɚɞɪɟɫɚ. Ɉɩɪɟɞɟɥɢɬɟ ɱɬɨ ɜɵɜɨɞɢɬɫɹ 
ɜ ɬɚɛɥɢɰɟ ɫɬɚɬɢɫɬɢɤɢ ɩɪɢ ɡɚɩɭɫɤɟ ɞɚɧɧɨɣ ɤɨɦɚɧɞɵ. 
ɍɬɢɥɢɬɚ nslookup. ɍɬɢɥɢɬɚ ɜɵɜɨɞɢɬ IP ɚɞɪɟɫɚ ɩɨ ɭɤɚɡɚɧɧɨɦɭ DNS ɢɦɟɧɢ, ɢɫɩɨɥɶɡɭɹ ɫɥɭɠɛɭ 
ɢɦɟɧ. 
ɉɪɢɦɟɪ ɜɜɨɞɚ: 
>nslookup mrsu.ru 
ɉɟɪɟɱɢɫɥɟɧɧɵɟ ɭɬɢɥɢɬɵ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɜɵɹɜɥɟɧɢɹ ɩɪɨɛɥɟɦ ɧɚ ɨɩɪɟɞɟɥɟɧɧɵɯ ɭɪɨɜɧɹɯ ɩɪɢ 
ɪɚɛɨɬɟ ɜ ɫɟɬɢ ɢɥɢ ɪɟɤɨɧɮɢɝɭɪɚɰɢɢ ɫɟɬɟɜɵɯ ɧɚɫɬɪɨɟɤ. 
 

Ɂɚɞɚɧɢɟ. 
1. ȼɵɩɨɥɧɢɬɟ ɤɨɦɚɧɞɵ ping ɢ tracert ɞɨ ɤɨɧɤɪɟɬɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ ɜ ɫɟɬɢ (ɧɚɩɪɢɦɟɪ): 
tracert s301-10 ɢɥɢ 



tracert 192.168.32.10 ɢɥɢ 
tracert mrsu.ru 
Ʉɨɦɚɧɞɵ ɡɚɩɭɫɤɚɸɬɫɹ ɜ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɟ (ɉɭɫɤ->ɉɪɨɝɪɚɦɦɵ->ɋɬɚɧɞɚɪɬɧɵɟ->Ʉɨɦɚɧɞɧɚɹ 
ɫɬɪɨɤɚ ɢɥɢ ɉɭɫɤ->ȼɵɩɨɥɧɢɬɶ->cmd). Ʉɨɦɚɧɞɵ ɧɚɞɨ ɡɚɩɭɫɬɢɬɶ ɜ ɧɟɫɤɨɥɶɤɢɯ ɪɟɠɢɦɚɯ ɢ 
ɪɚɫɲɢɮɪɨɜɚɬɶ ɩɨɥɭɱɟɧɧɭɸ ɫɬɚɬɢɫɬɢɤɭ. 
2. Ɉɩɪɟɞɟɥɢɬɟ ɩɚɪɚɦɟɬɪɵ TCP/IP. 
3. Ɉɩɪɟɞɟɥɢɬɟ ɜ ɫɟɬɢ ɬɟɤɭɳɢɟ ɫɟɬɟɜɵɟ ɩɨɞɤɥɸɱɟɧɢɹ TCP/IP – ɤɨɦɩɶɸɬɟɪɚ ɢ ɬɚɛɥɢɰɭ ɦɚɪɲɪɭɬɨɜ. 
4. ɉɪɨɫɦɨɬɪɢɬɟ ɫɬɚɬɢɫɬɢɱɟɫɤɢɟ ɞɚɧɧɵɟ ɩɨ ɜɫɟɦ ɩɪɨɬɨɤɨɥɚɦ TCP/IP. 
 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №15. 
ɍɫɬɚɧɨɜɤɚ, ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɵɯ ɫɟɬɟɜɵɯ ɚɧɚɥɢɡɚɬɨɪɨɜ ɢ ɫɤɚɧɟɪɨɜ 

ɛɟɡɨɩɚɫɧɨɫɬɢ. Ⱥɧɚɥɢɡ ɭɹɡɜɢɦɨɫɬɟɣ ɜɵɱɢɫɥɢɬɟɥɶɧɨɣ ɫɢɫɬɟɦɵ. 
 

ɐɟɥɢ ɪɚɛɨɬɵ: 
· ɂɡɭɱɢɬɶ ɨɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɚɧɚɥɢɡɚ ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ. 
· ɂɡɭɱɢɬɶ ɫɟɬɟɜɵɟ ɩɪɨɬɨɤɨɥɵ, ɮɨɪɦɚɬɵ ɤɚɞɪɨɜ ɢ ɩɚɤɟɬɨɜ, ɩɟɪɟɞɚɜɚɟɦɵɯ ɩɨ ɫɟɬɢ. 
· ɉɪɨɜɟɫɬɢ ɚɧɚɥɢɡ ɫɟɬɟɜɵɯ ɭɝɪɨɡ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. 

 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ. 
Sniffer (ɨɬ ɚɧɝɥ. to sniff – ɧɸɯɚɬɶ) – ɷɬɨ ɫɟɬɟɜɨɣ ɚɧɚɥɢɡɚɬɨɪ ɬɪɚɮɢɤɚ, ɩɪɨɝɪɚɦɦɚ ɢɥɢ ɩɪɨɝɪɚɦɦɧɨ-
ɚɩɩɚɪɚɬɧɨɟ ɭɫɬɪɨɣɫɬɜɨ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɟ ɞɥɹ ɩɟɪɟɯɜɚɬɚ ɢ ɩɨɫɥɟɞɭɸɳɟɝɨ ɚɧɚɥɢɡɚ, ɥɢɛɨ ɬɨɥɶɤɨ 
ɚɧɚɥɢɡɚ ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɝɨ ɞɥɹ ɞɪɭɝɢɯ ɭɡɥɨɜ. 
ɉɟɪɟɯɜɚɬ ɬɪɚɮɢɤɚ ɦɨɠɟɬ ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ: 

 ɨɛɵɱɧɵɦ «ɩɪɨɫɥɭɲɢɜɚɧɢɟɦ» ɫɟɬɟɜɨɝɨ ɢɧɬɟɪɮɟɣɫɚ (ɦɟɬɨɞ ɷɮɮɟɤɬɢɜɟɧ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ 
ɜ ɫɟɝɦɟɧɬɟ ɤɨɧɰɟɧɬɪɚɬɨɪɨɜ (ɯɚɛɨɜ) ɜɦɟɫɬɨ ɤɨɦɦɭɬɚɬɨɪɨɜ (ɫɜɢɱɟɣ), ɜ ɩɪɨɬɢɜɧɨɦ ɫɥɭɱɚɟ 
ɦɟɬɨɞ ɦɚɥɨɷɮɮɟɤɬɢɜɟɧ, ɩɨɫɤɨɥɶɤɭ ɧɚ ɫɧɢɮɮɟɪ ɩɨɩɚɞɚɸɬ ɥɢɲɶ ɨɬɞɟɥɶɧɵɟ ɮɪɟɣɦɵ);  

 ɩɨɞɤɥɸɱɟɧɢɟɦ ɫɧɢɮɮɟɪɚ ɜ ɪɚɡɪɵɜ ɤɚɧɚɥɚ;  
 ɨɬɜɟɬɜɥɟɧɢɟɦ (ɩɪɨɝɪɚɦɦɧɵɦ ɢɥɢ ɚɩɩɚɪɚɬɧɵɦ) ɬɪɚɮɢɤɚ ɢ ɧɚɩɪɚɜɥɟɧɢɟɦ ɟɝɨ ɤɨɩɢɢ ɧɚ 

ɫɧɢɮɮɟɪ;  
 ɱɟɪɟɡ ɚɧɚɥɢɡ ɩɨɛɨɱɧɵɯ ɷɥɟɤɬɪɨɦɚɝɧɢɬɧɵɯ ɢɡɥɭɱɟɧɢɣ ɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ ɬɚɤɢɦ ɨɛɪɚɡɨɦ 

ɩɪɨɫɥɭɲɢɜɚɟɦɨɝɨ ɬɪɚɮɢɤɚ;  
 ɱɟɪɟɡ ɚɬɚɤɭ ɧɚ ɤɚɧɚɥɶɧɨɦ (2-ɣ) ɢɥɢ ɫɟɬɟɜɨɦ (3-ɣ) ɭɪɨɜɧɟ, ɩɪɢɜɨɞɹɳɭɸ ɤ ɩɟɪɟɧɚɩɪɚɜɥɟɧɢɸ 

ɬɪɚɮɢɤɚ ɠɟɪɬɜɵ ɢɥɢ ɜɫɟɝɨ ɬɪɚɮɢɤɚ ɫɟɝɦɟɧɬɚ ɧɚ ɫɧɢɮɮɟɪ ɫ ɩɨɫɥɟɞɭɸɳɢɦ ɜɨɡɜɪɚɳɟɧɢɟɦ 
ɬɪɚɮɢɤɚ ɜ ɧɚɞɥɟɠɚɳɢɣ ɚɞɪɟɫ.  

ȼ ɧɚɱɚɥɟ 1990-ɯ ɲɢɪɨɤɨ ɩɪɢɦɟɧɹɥɫɹ ɯɚɤɟɪɚɦɢ ɞɥɹ ɡɚɯɜɚɬɚ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɥɨɝɢɧɨɜ ɢ ɩɚɪɨɥɟɣ. 
ɒɢɪɨɤɨɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟ ɯɚɛɨɜ ɩɨɡɜɨɥɹɥɨ ɡɚɯɜɚɬɵɜɚɬɶ ɬɪɚɮɢɤ ɛɟɡ ɛɨɥɶɲɢɯ ɭɫɢɥɢɣ ɜ ɛɨɥɶɲɢɯ 
ɫɟɝɦɟɧɬɚɯ ɫɟɬɢ. ɋɧɢɮɮɟɪɵ ɩɪɢɦɟɧɹɸɬɫɹ ɤɚɤ ɜ ɛɥɚɝɢɯ, ɬɚɤ ɢ ɜ ɞɟɫɬɪɭɤɬɢɜɧɵɯ ɰɟɥɹɯ. Ⱥɧɚɥɢɡ 
ɩɪɨɲɟɞɲɟɝɨ ɱɟɪɟɡ ɫɧɢɮɮɟɪ ɬɪɚɮɢɤɚ, ɩɨɡɜɨɥɹɟɬ: 

 Ɉɬɫɥɟɠɢɜɚɬɶ ɫɟɬɟɜɭɸ ɚɤɬɢɜɧɨɫɬɶ ɩɪɢɥɨɠɟɧɢɣ. 
 Ɉɬɥɚɠɢɜɚɬɶ ɩɪɨɬɨɤɨɥɵ ɫɟɬɟɜɵɯ ɩɪɢɥɨɠɟɧɢɣ. 
 Ʌɨɤɚɥɢɡɨɜɚɬɶ ɧɟɢɫɩɪɚɜɧɨɫɬɶ ɢɥɢ ɨɲɢɛɤɭ ɤɨɧɮɢɝɭɪɚɰɢɢ. 
 Ɉɛɧɚɪɭɠɢɬɶ ɩɚɪɚɡɢɬɧɵɣ, ɜɢɪɭɫɧɵɣ ɢ ɡɚɤɨɥɶɰɨɜɚɧɧɵɣ ɬɪɚɮɢɤ, ɧɚɥɢɱɢɟ ɤɨɬɨɪɨɝɨ 

ɭɜɟɥɢɱɢɜɚɟɬ ɧɚɝɪɭɡɤɭ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ ɤɚɧɚɥɨɜ ɫɜɹɡɢ.  
 ȼɵɹɜɢɬɶ ɜ ɫɟɬɢ ɜɪɟɞɨɧɨɫɧɨɟ ɢ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɟ ɉɈ, ɧɚɩɪɢɦɟɪ, ɫɟɬɟɜɵɟ ɫɤɚɧɟɪɵ, 

ɮɥɭɞɟɪɵ, ɬɪɨɹɧɫɤɢɟ ɩɪɨɝɪɚɦɦɵ, ɤɥɢɟɧɬɵ ɩɢɪɢɧɝɨɜɵɯ ɫɟɬɟɣ ɢ ɞɪɭɝɢɟ.  
 ɉɟɪɟɯɜɚɬɢɬɶ ɥɸɛɨɣ ɧɟɡɚɲɢɮɪɨɜɚɧɧɵɣ (ɚ ɩɨɪɨɣ ɢ ɡɚɲɢɮɪɨɜɚɧɧɵɣ) ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɣ 

ɬɪɚɮɢɤ ɫ ɰɟɥɶɸ ɭɡɧɚɜɚɧɢɹ ɩɚɪɨɥɟɣ ɢ ɞɪɭɝɨɣ ɢɧɮɨɪɦɚɰɢɢ.  
ɉɨɫɬɟɩɟɧɧɨ ɢɡ ɢɧɫɬɪɭɦɟɧɬɨɜ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɵɯ ɬɨɥɶɤɨ ɞɥɹ ɞɢɚɝɧɨɫɬɢɤɢ, ɫɧɢɮɟɪɵ ɩɨɫɬɟɩɟɧɧɨ 
ɩɪɟɜɪɚɬɢɥɢɫɶ ɜ ɫɪɟɞɫɬɜɚ ɞɥɹ ɢɫɫɥɟɞɨɜɚɧɢɣ ɢ ɨɛɭɱɟɧɢɹ. ɇɚɩɪɢɦɟɪ, ɨɧɢ ɩɨɫɬɨɹɧɧɨ ɢɫɩɨɥɶɡɭɸɬɫɹ 
ɞɥɹ ɢɡɭɱɟɧɢɹ ɞɢɧɚɦɢɤɢ ɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɣ ɜ ɫɟɬɹɯ. ȼ ɱɚɫɬɧɨɫɬɢ, ɨɧɢ ɩɨɡɜɨɥɹɸɬ ɥɟɝɤɨ ɢ ɧɚɝɥɹɞɧɨ 
ɢɡɭɱɚɬɶ ɬɨɧɤɨɫɬɢ ɫɟɬɟɜɵɯ ɩɪɨɬɨɤɨɥɨɜ. ɇɚɛɥɸɞɚɹ ɡɚ ɞɚɧɧɵɦɢ, ɤɨɬɨɪɵɟ ɩɨɫɵɥɚɟɬ ɩɪɨɬɨɤɨɥ, ɜɵ 
ɦɨɠɟɬɟ ɝɥɭɛɠɟ ɩɨɧɹɬɶ ɟɝɨ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɟ ɧɚ ɩɪɚɤɬɢɤɟ, ɚ ɡɚɨɞɧɨ ɭɜɢɞɟɬɶ, ɤɨɝɞɚ ɧɟɤɨɬɨɪɚɹ 
ɤɨɧɤɪɟɬɧɚɹ ɪɟɚɥɢɡɚɰɢɹ ɪɚɛɨɬɚɟɬ ɧɟ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫɨ ɫɩɟɰɢɮɢɤɚɰɢɟɣ. ɇɚ ɫɟɝɨɞɧɹɲɧɢɣ ɦɨɦɟɧɬ 
ɫɭɳɟɫɬɜɭɟɬ ɞɨɫɬɚɬɨɱɧɨ ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɯɨɪɨɲɢɯ ɪɟɚɥɢɡɚɰɢɣ ɫɧɢɮɮɟɪɨɜ 
ɋɧɢɮɮɟɪ Wireshark 

ɉɪɨɝɪɚɦɦɚ Wireshark ɹɜɥɹɟɬɫɹ ɨɞɧɨɣ ɢɡ ɫɚɦɵɯ ɭɞɨɛɧɵɯ ɪɟɚɥɢɡɚɰɢɣ ɫɧɢɮɮɟɪɨɜ. ɉɨɪɬɢɪɨɜɚɧɚ ɧɚ 
ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɩɥɚɬɮɨɪɦ. Ɋɚɫɩɪɨɫɬɪɚɧɹɟɬɫɹ ɚɛɫɨɥɸɬɧɨ ɛɟɫɩɥɚɬɧɨ. ȼ ɞɚɥɶɧɟɣɲɟɦ ɧɚ 
ɥɚɛɨɪɚɬɨɪɧɵɯ ɪɚɛɨɬɚɯ ɦɵ ɛɭɞɟɦ ɩɨɫɬɨɹɧɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɞɚɧɧɵɣ ɫɧɢɮɮɟɪ ɞɥɹ ɢɡɭɱɟɧɢɹ ɢ 
ɚɧɚɥɢɡɚ ɫɟɬɟɜɵɯ ɩɪɨɬɨɤɨɥɨɜ. ɇɨ ɞɥɹ ɧɚɱɚɥɚ ɪɚɫɫɦɨɬɪɢɦ ɛɚɡɨɜɵɣ ɩɪɢɧɰɢɩ ɪɚɛɨɬɵ ɫɧɢɮɮɟɪɚ ɤɚɤ 
ɪɚɡ ɧɚ ɩɪɢɦɟɪɟ Wireshark.^ 
Ȼɚɡɨɜɵɣ ɩɪɢɧɰɢɩ ɪɚɛɨɬɵ ɫɧɢɮɮɟɪɨɜ 

Ⱦɚɜɚɣɬɟ ɪɚɫɫɦɨɬɪɢɦ ɫ ɜɚɦɢ ɪɢɫ. 1.  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
ɇɚ ɧɟɦ ɢɡɨɛɪɚɠɟɧɚ ɫɯɟɦɚɬɢɱɧɨ ɫɬɪɭɤɬɭɪɚ ɫɟɬɟɜɨɣ ɩɨɞɫɢɫɬɟɦɵ Ɉɋ. ȼɫɹ ɛɚɡɨɜɚɹ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ 
ɪɟɚɥɢɡɨɜɚɧɚ ɜ ɜɢɞɟ ɞɪɚɣɜɟɪɨɜ ɢ ɪɚɛɨɬɚɟɬ ɜ ɪɟɠɢɦɟ ɹɞɪɚ. ɉɨɥɶɡɨɜɚɬɟɥɶɫɤɢɟ ɩɪɨɰɟɫɫɵ ɢ 
ɪɟɚɥɢɡɚɰɢɢ ɩɪɢɤɥɚɞɧɵɯ ɩɪɨɬɨɤɨɥɨɜ, ɜ ɱɚɫɬɧɨɫɬɢ ɢɧɬɟɪɮɟɣɫ ɫɧɢɮɮɟɪɚ ɪɚɛɨɬɚɸɬ ɜ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɦ ɪɟɠɢɦɟ. ɇɚ ɪɢɫɭɧɤɟ ɨɬɨɛɪɚɠɟɧɵ 2 ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɩɪɨɰɟɫɫɚ («ɫɟɬɟɜɨɣ 
ɩɪɨɰɟɫɫ 1» ɢ «ɫɟɬɟɜɨɣ ɩɪɨɰɟɫɫ 2»). Ɉɫɧɨɜɧɵɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ ɫɧɢɮɮɟɪɚ ɹɜɥɹɸɬɫɹ: ɞɪɚɣɜɟɪ ɞɥɹ 
ɡɚɯɜɚɬɚ ɩɚɤɟɬɨɜ (libpcap ɞɪɚɣɜɟɪ), ɢɧɬɟɪɮɟɣɫɧɚɹ ɛɢɛɥɢɨɬɟɤɚ (libpcap) ɢ ɢɧɬɟɪɮɟɣɫ ɩɨɥɶɡɨɜɚɬɟɥɹ 
(Wireshark). Ȼɢɛɥɢɨɬɟɤɚ libpcap (ɪɟɚɥɢɡɚɰɢɹ ɩɨɞ Ɉɋ Windows ɧɨɫɢɬ ɧɚɡɜɚɧɢɟ WinPcap -
http://www.winpcap.org) – ɭɧɢɜɟɪɫɚɥɶɧɚɹ ɫɟɬɟɜɚɹ ɛɢɛɥɢɨɬɟɤɚ, ɫɚɦɨɫɬɨɹɬɟɥɶɧɨ ɪɟɚɥɢɡɭɸɳɚɹ 
ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɫɟɬɟɜɵɯ ɩɪɨɬɨɤɨɥɨɜ ɢ ɪɚɛɨɬɚɸɳɚɹ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫ NDIS (Network Driver 
Interface Specification) ɞɪɚɣɜɟɪɚɦɢ ɫɟɬɟɜɵɯ ɭɫɬɪɨɣɫɬɜ. ɇɚ ɛɚɡɟ ɞɚɧɧɨɣ ɛɢɛɥɢɨɬɟɤɢ ɪɟɚɥɢɡɨɜɚɧɨ 
ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ɫɟɬɟɜɵɯ ɩɪɨɝɪɚɦɦ, ɜ ɱɚɫɬɧɨɫɬɢ ɫɧɢɮɮɟɪ Wireshark. ɋɧɢɮɮɟɪ ɢɫɩɨɥɶɡɭɟɬ 
ɛɢɛɥɢɨɬɟɤɭ ɜ ɪɟɠɢɦɟ «ɡɚɯɜɚɬɵɜɚɬɚ» ɩɚɤɟɬɨɜ, ɬ.ɟ. ɦɨɠɟɬ ɩɨɥɭɱɚɬɶ ɤɨɩɢɸ ȼɋȿɏ ɞɚɧɧɵɯ 
ɩɪɨɯɨɞɹɳɢɯ ɱɟɪɟɡ ɞɪɚɣɜɟɪ ɫɟɬɟɜɨɝɨ ɢɧɬɟɪɮɟɣɫɚ. ɂɡɦɟɧɟɧɢɹ ɜ ɫɚɦɢ ɞɚɧɧɵɟ ɧɟ ɜɧɨɫɹɬɫɹ! 
Ɉɫɧɨɜɧɨɣ ɧɸɚɧɫ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɧɢɮɮɟɪɚ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɨɧ ɧɟ ɩɨɡɜɨɥɹɟɬ ɩɪɨɢɡɜɨɞɢɬɶ 
ɚɧɚɥɢɡ ɥɨɤɚɥɶɧɨɝɨ ɬɪɚɮɢɤɚ, ɬ.ɤ. ɨɧ ɧɟ ɩɪɨɯɨɞɢɬ ɱɟɪɟɡ ɞɪɚɣɜɟɪ ɫɟɬɟɜɨɝɨ ɭɫɬɪɨɣɫɬɜɚ (ɫɦ. ɪɢɫ 1.). 
Ɍ.ɟ., ɟɫɥɢ ɜɵ ɡɚɯɨɬɢɬɟ ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɬɶ ɫɧɢɮɮɟɪɨɦ ɬɪɚɮɢɤ ɦɟɠɞɭ 2-ɦɢ ɫɟɬɟɜɵɦɢ ɩɪɨɰɟɫɫɚɦɢ ɧɚ 
ɥɨɤɚɥɶɧɨɣ ɦɚɲɢɧɟ (ɧɚɩɪɢɦɟɪ, ftp-ɫɟɪɜɟɪ ɢ ftp-ɤɥɢɟɧɬ), ɬɨ ɭ ɜɚɫ ɠɞɟɬ ɪɚɡɨɱɚɪɨɜɚɧɢɟ. Ɉɞɧɚɤɨ, 
ɧɚɩɪɢɦɟɪ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɜɢɪɬɭɚɥɶɧɵɯ ɦɚɲɢɧ, ɫɧɢɮɮɟɪ ɛɭɞɟɬ ɪɚɛɨɬɚɬɶ ɛɟɡ ɩɪɨɛɥɟɦ, ɬ.ɤ. 
ɜɢɪɬɭɚɥɶɧɵɟ ɦɚɲɢɧɵ ɷɦɭɥɢɪɭɸɬ ɪɟɚɥɶɧɭɸ ɫɪɟɞɭ ɢ ɫɟɬɟɜɵɟ ɚɞɚɩɬɟɪɵ, ɩɨɷɬɨɦɭ ɬɪɚɮɢɤ ɢɞɟɬ 
ɱɟɪɟɡ ɞɪɚɣɜɟɪɚ ɤɚɤ ɢ ɜ ɧɨɪɦɚɥɶɧɨɣ ɫɢɬɭɚɰɢɢ ɩɪɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɫ ɞɪɭɝɢɦɢ ɮɢɡɢɱɟɫɤɢɦɢ 
ɫɟɬɟɜɵɦɢ ɦɚɲɢɧɚɦɢ. Ɍɚɤɠɟ ɤ ɧɟɞɨɫɬɚɬɤɚɦ ɛɨɥɶɲɢɧɫɬɜɚ ɫɧɢɮɮɟɪɨɜ ɫɬɨɢɬ ɨɬɧɟɫɬɢ ɢ ɬɨɬ ɮɚɤɬ, 
ɱɬɨ, ɩɨɡɜɨɥɹɹ ɚɧɚɥɢɡɢɪɨɜɚɬɶ ɬɪɚɮɢɤ, ɩɪɨɯɨɞɹɳɢɣ ɱɟɪɟɡ ɫɟɬɟɜɨɣ ɢɧɬɟɪɮɟɣɫ, ɨɧɢ ɧɟ ɦɨɝɭɬ ɭɤɚɡɚɬɶ, 
ɤɚɤɨɟ ɢɦɟɧɧɨ ɩɪɢɥɨɠɟɧɢɟ ɝɟɧɟɪɢɪɭɟɬ ɢɥɢ ɩɨɥɭɱɚɟɬ ɟɝɨ. ɗɬɨ ɨɛɴɹɫɧɹɟɬɫɹ ɬɟ, ɱɬɨ ɢɧɮɨɪɦɚɰɢɹ ɨɛ 
ɷɬɨɦ ɯɪɚɧɢɬɫɹ ɧɚ ɫɟɬɟɜɨɦ (ɧɚɩɪɢɦɟɪ, IP) ɭɪɨɜɧɟ ɫɟɬɟɜɨɝɨ ɫɬɟɤɚ, ɚ ɛɨɥɶɲɢɧɫɬɜɨ ɫɧɢɮɮɟɪɨɜ 
ɢɫɩɨɥɶɡɭɟɬ ɫɨɛɫɬɜɟɧɧɭɸ ɪɟɚɥɢɡɚɰɢɸ ɫɬɟɤɚ ɩɪɨɬɨɤɨɥɨɜ (ɧɚɩɪɢɦɟɪ, ɛɢɛɥɢɨɬɟɤɭ WinPɫap), ɤɨɬɨɪɚɹ 
(ɤɚɤ ɭɠɟ ɛɵɥɨ ɩɨɤɚɡɚɧɨ) ɪɚɛɨɬɚɟɬ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫ ɞɪɚɣɜɟɪɚɦɢ ɭɫɬɪɨɣɫɬɜ. ɋɬɨɢɬ ɬɚɤɠɟ 
ɨɬɦɟɬɢɬɶ, ɱɬɨ ɫɧɢɮɮɟɪɵ ɜɧɨɫɹɬ ɞɨɩɨɥɧɢɬɟɥɶɧɭɸ ɧɚɝɪɭɡɤɭ ɧɚ ɩɪɨɰɟɫɫɨɪ, ɬ.ɤ. ɦɨɝɭɬ ɨɛɪɚɛɚɬɵɜɚɬɶ 
ɞɨɫɬɚɬɨɱɧɨ ɨɛɴɟɦɧɵɣ ɫɟɬɟɜɨɣ ɬɪɚɮɢɤ, ɜ ɨɫɨɛɟɧɧɨɫɬɢ ɞɥɹ ɜɵɫɨɤɨɫɤɨɪɨɫɬɧɵɯ ɫɨɟɞɢɧɟɧɢɣ (Fast 
Ethernet, Gigabit Ethernet ɢ ɞɪ.). 

 

ɏɨɞ ɪɚɛɨɬɵ: 
1. Ɂɚɩɭɫɬɢɦ ɩɪɨɝɪɚɦɦɭ Wireshark ɢ ɩɨɥɭɱɢɦ ɫɩɢɫɨɤ ɜɫɟɯ Ethernet-ɚɞɚɩɬɟɪɨɜ, ɚ ɬɚɤɠɟ ɢɯ mac-
ɚɞɪɟɫɚ, ɜɤɥɸɱɢɦ ɪɟɠɢɦ ɩɪɨɫɥɭɲɢɜɚɧɢɹ. 
ȼɫɟ ɡɚɯɜɚɱɟɧɧɵɟ ɩɚɤɟɬɵ ɨɬɨɛɪɚɠɚɸɬɫɹ ɜ ɨɤɧɟ ɩɚɤɟɬɨɜ. Ʉɚɠɞɚɹ ɫɬɪɨɤɚ ɜ 

http://www.winpcap.org/


 ɞɚɧɧɨɦ ɨɤɧɟ ɫɜɹɡɚɧɚ ɫ ɨɞɧɢɦ ɩɚɤɟɬɨɦ. ɉɪɢ ɜɵɛɨɪɟ ɫɬɪɨɤɢ ɞɨɩɨɥɧɢɬɟɥɶɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɛɭɞɟɬ 
ɨɬɨɛɪɚɠɟɧɚ ɜ ɨɤɧɟ ɞɟɬɚɥɢɡɚɰɢɢ. 
  
Ɋɢɫɭɧɨɤ 1 – Ɉɤɧɨ ɩɚɤɟɬɨɜ, ɜ ɤɨɬɨɪɨɦ ɨɬɨɛɪɚɠɚɸɬɫɹ ɜɫɟ ɡɚɯɜɚɱɟɧɧɵɟ ɩɚɤɟɬɵ 
2. ɉɪɢ ɩɨɦɨɳɢ ɭɬɢɥɢɬɵ ipconfig ɨɩɪɟɞɟɥɢɦ ɧɚɫɬɪɨɣɤɭ ɩɪɨɬɨɤɨɥɚ IP (ɚɞɪɟɫ ɩɨɞɫɟɬɢ, IP-ɚɞɪɟɫ 
ɤɨɦɩɶɸɬɟɪɚ, ɚ ɬɚɤɠɟ ɞɢɚɩɚɡɨɧ ɚɞɪɟɫɨɜ, ɢɫɩɨɥɶɡɭɟɦɵɯ ɜ ɩɨɞɫɟɬɢ). 

  
ȼ ɞɚɧɧɨɦ ɩɭɧɤɬɟ ɜ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɟ ɦɵ ɜɜɨɞɢɦ ipconfig /all, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɜɵɜɟɫɬɢ ɩɨɥɧɭɸ 
ɤɨɧɮɢɝɭɪɚɰɢɸ TCP/IP ɞɥɹ ɜɫɟɯ ɚɞɚɩɬɟɪɨɜ. Ȼɟɡ ɩɚɪɚɦɟɬɪɚ /all ɤɨɦɚɧɞɚipconfig ɜɵɜɨɞɢɬ 
ɬɨɥɶɤɨ IP-ɚɞɪɟɫɚ, ɦɚɫɤɭ ɩɨɞɫɟɬɢ ɢ ɨɫɧɨɜɧɨɣ ɲɥɸɡ ɞɥɹ ɤɚɠɞɨɝɨ ɚɞɚɩɬɟɪɚ. 
  
Ɋɢɫɭɧɨɤ 2 – ɉɨɥɧɚɹ ɤɨɧɮɢɝɭɪɚɰɢɹ TCP/IP ɞɥɹ ɜɫɟɯ ɚɞɚɩɬɟɪɨɜ 



 3. 
Ɉɫɭɳɟɫɬɜɢɦ ɜɵɜɨɞ ɬɚɛɥɢɰ ɩɪɨɬɨɤɨɥɚARP ɞɥɹ ɜɫɟɯ ɢɧɬɟɪɮɟɣɫɨɜ ɩɪɢ ɩɨɦɨɳɢ ɤɨɦɚɧɞɵ arp –
a. ȼɵɜɨɞ ɬɚɛɥɢɰ ɩɪɨɢɡɜɨɞɢɥɫɹ ɧɚ ɞɨɦɚɲɧɟɦ ɤɨɦɩɶɸɬɟɪɟ, ɞɚɥɶɧɟɣɲɢɟ ɫɤɪɢɧɲɨɬɵ ɢ ɨɩɢɫɚɧɢɟ 
ɫɥɟɞɭɸɬ ɢɡ ɪɚɛɨɬɵ ɜ ɚɭɞɢɬɨɪɢɢ. 
Ɋɢɫɭɧɨɤ 3 – Ɍɚɛɥɢɰɚ ɩɪɨɬɨɤɨɥɚ ARP ɞɥɹ ɜɫɟɯ ɢɧɬɟɪɮɟɣɫɨɜ 
4. ɉɨɥɶɡɭɹɫɶ ɩɪɨɝɪɚɦɦɨɣ ɫɤɚɧɟɪɨɦ, ɨɬɫɥɟɞɢɦ ɩɚɤɟɬɵ ɩɪɨɬɨɤɨɥɚ ARP, ɫɮɨɪɦɢɪɨɜɚɧɧɵɟ ɩɪɢ 
ɫɨɟɞɢɧɟɧɢɢ ɫ ɤɨɦɩɶɸɬɟɪɨɦ-ɤɨɪɪɟɫɩɨɧɞɟɧɬɨɦ. 
Adress Resolution Protocol – ɩɪɨɬɨɤɨɥ ɪɚɡɪɟɲɟɧɢɹ ɚɞɪɟɫɚ. 
ɉɟɪɟɞɚɜɚɬɶ ɮɪɟɣɦɵ ɜ ɫɟɬɢ Ethernet ɦɨɠɧɨ, ɢɫɩɨɥɶɡɭɹ ɚɩɩɚɪɚɬɧɵɟ (ɞɚɥɟɟ MAC) ɚɞɪɟɫɚ. ɗɬɨ ɧɟ 
ɫɟɬɟɜɨɣ (IP) ɚɞɪɟɫ ɜɢɞɚ 192.168.0.1, ɚ ɧɟɱɬɨ ɛɨɥɟɟ ɫɥɨɠɧɨɟ, ɜɢɞɚ 00:00:00:c1:d9:26. 
ɉɪɢɧɰɢɩ ɪɚɛɨɬɵ ɫɥɟɞɭɸɳɢɣ. Ʉɨɦɩɶɸɬɟɪ, ɤɨɬɨɪɨɦɭ ɬɪɟɛɭɟɬɫɹ ɩɟɪɟɞɚɬɶ ɞɚɧɧɵɟ ɜ ɫɟɬɢ, 
ɢɦɟɟɬ IP ɚɞɪɟɫ (ɫɜɨɣ ɫɨɛɫɬɜɟɧɧɵɣ), ɚ ɬɚɤɠɟ IP ɚɞɪɟɫ ɩɨɥɭɱɚɬɟɥɹ. Ɉɞɧɚɤɨ ɩɟɪɟɞɚɜɚɬɶ ɞɚɧɧɵɟ 
ɦɨɠɧɨ, ɬɨɥɶɤɨ ɢɦɟɹ MAC-ɚɞɪɟɫɚ. ɉɨɷɬɨɦɭ ɤɨɦɩɶɸɬɟɪ, ɢɧɢɰɢɢɪɭɸɳɢɣ ɫɨɟɞɢɧɟɧɢɟ, ɩɨɫɵɥɚɟɬ 
ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɣ ARP ɡɚɩɪɨɫ ɜɢɞɚ: 
Who has <IP-addr>? Tell <Self IP-addr> 
ɝɞɟ ɫɩɪɚɲɢɜɚɟɬ, ― ɍ ɤɨɝɨ IP ɬɚɤɨɣ-ɬɨ? ɋɨɨɛɳɢɬɟ ɦɧɟ‖, ɢ ɷɬɨɬ ɩɚɤɟɬ ɩɨɫɵɥɚɟɬɫɹ ɧɚ ff:ff:ff:ff:ff:ff 
(ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɨ), ɬɨ ɟɫɬɶ ɜɫɟɦ ɭɡɥɚɦ ɜ ɫɟɬɢ. Ʉɚɠɞɵɣ ɤɨɦɩɶɸɬɟɪ ɜ ɫɟɬɢ ɩɨɥɭɱɚɟɬ ɷɬɨɬ ɩɚɤɟɬ 
ɢ ɫɦɨɬɪɢɬ, ɩɪɢɧɚɞɥɟɠɢɬ ɥɢ ɭɤɚɡɚɧɧɵɣ IP ɤɚɤɨɦɭ-ɥɢɛɨ ɢɡ ɟɝɨ ɢɧɬɟɪɮɟɣɫɨɜ. ȿɫɥɢ ɩɪɢɧɚɞɥɟɠɢɬ, 
ɬɨ ɧɚ MAC-ɚɞɪɟɫ ɨɬɩɪɚɜɢɬɟɥɹ (ɨɧ ɢɡɜɟɫɬɟɧ ɢɡ ɡɚɝɨɥɨɜɤɚ ɩɚɤɟɬɚ) ɨɬɩɪɚɜɥɹɟɬɫɹ ɩɚɤɟɬ ɫ ɨɬɜɟɬɨɦ 
(reply). 

 Ʉɨɦɩɶɸɬɟɪ, ɩɨɥɭɱɢɜɲɢɣ ɨɬɜɟɬ, ɞɥɹ ɩɟɪɟɞɚɱɢ ɧɚ ɰɟɥɟɜɨɣ IP ɛɭɞɟɬ ɩɨɫɵɥɚɬɶ ɞɚɧɧɵɟ ɧɚ MAC-
ɚɞɪɟɫ ɨɬɩɪɚɜɢɬɟɥɹ ɩɚɤɟɬɚ ɨɬɜɟɬɚ. 
Ɋɢɫɭɧɨɤ 4 – Ɉɬɫɥɟɠɢɜɚɧɢɟ ɩɚɤɟɬɨɜ ɩɪɨɬɨɤɨɥɚ ARP, ɫɮɨɪɦɢɪɨɜɚɧɧɵɯ ɩɪɢ ɫɨɟɞɢɧɟɧɢɢ ɫ 
ɤɨɦɩɶɸɬɟɪɨɦ-ɤɨɪɪɟɫɩɨɧɞɟɧɬɨɦ 

  
Ɉɱɟɧɶ ɪɚɫɩɪɨɫɬɪɚɧɟɧɚ ɚɬɚɤɚ ɜɢɞɚ MITM (Man in the Middle), ɤɨɝɞɚ ɤɨɦɩɶɸɬɟɪ 
ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɨɬɜɟɱɚɟɬ ɜɦɟɫɬɨ ɰɟɥɟɜɨɝɨ ɤɨɦɩɶɸɬɟɪɚ (ɪɚɧɶɲɟ ɟɝɨ) ɢ ɨɛɦɟɧ ɦɟɠɞɭ ɞɜɭɦɹ 



ɭɡɥɚɦɢ ɩɪɨɢɫɯɨɞɢɬ ɱɟɪɟɡ ɩɨɫɪɟɞɧɢɤɚ, ɩɪɨɫɥɭɲɢɜɚɸɳɟɝɨ ɜɟɫɶ ɬɪɚɮɢɤ. ɇɚ ɪɢɫɭɧɤɟ ɧɢɠɟ 
ɩɨɤɚɡɚɧɚ ɚɬɚɤɚ MITM. 
  
Ɋɢɫɭɧɨɤ 5 – Ⱥɬɚɤɚ «ɱɟɥɨɜɟɤ ɩɨɫɟɪɟɞɢɧɟ» (MITM) 
ɉɟɪɟɞ ɬɟɦ, ɤɚɤ ɭɡɟɥ ―Ⱥ‖ ɩɨɫɵɥɚɟɬ ɤɚɞɪ ɞɚɧɧɵɯ ɞɥɹ ―Ȼ‖, ɨɧ ɞɨɥɠɟɧ ɩɨɥɭɱɢɬɶ ɮɢɡɢɱɟɫɤɢɣ ɚɞɪɟɫ 
ɭɡɥɚ ―Ȼ‖ ɫ ɢɡɜɟɫɬɧɵɦ IP-ɚɞɪɟɫɨɦ. ɉɨɫɵɥɚɟɬɫɹ ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɣ ɡɚɩɪɨɫ ɢ ɨɠɢɞɚɟɬɫɹ ɨɬɜɟɬ 
ɨɬ ―Ȼ‖ ɨɛɪɚɬɧɨ ɤ ―Ⱥ‖, ɱɬɨ ― ɍ ɦɟɧɹ ɬɚɤɨɣ ɚɞɪɟɫ‖. Ɂɚɞɚɱɚ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɨɬɜɟɬɢɬɶ ɭɡɥɭ ―Ⱥ‖ 
ɪɚɧɶɲɟ ɢɫɬɢɧɧɨɝɨ ɭɡɥɚ ―Ȼ‖, ɱɬɨ ɨɧ, ɹɤɨɛɵ, ɢ ɟɫɬɶ ɭɡɟɥ ―Ȼ‖. 
Ɍɨɝɞɚ ɭɡɟɥ ―Ⱥ‖ ɛɭɞɟɬ ɩɨɫɵɥɚɬɶ ɩɚɤɟɬ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɜɦɟɫɬɨ ɢɫɬɢɧɧɨɝɨ ―Ȼ‖, ɩɨɥɚɝɚɹ, ɱɬɨ 
ɩɨɫɵɥɚɟɬ ɜɟɪɧɨ. ɉɪɨɱɢɬɚɜ ɞɚɧɧɵɟ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɩɨɲɥɺɬ ɩɚɤɟɬ ɢɫɬɢɧɧɨɦɭ ―Ȼ‖ ɞɚɥɶɲɟ, ɢ 
ɧɚɨɛɨɪɨɬ. ɂɧɚɱɟ ɝɨɜɨɪɹ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ «ɜɫɬɪɚɢɜɚɟɬɫɹ» ɦɟɠɞɭ ɧɢɦɢ, ɤɚɤ ɷɬɨ ɢɡɨɛɪɚɠɟɧɨ ɧɚ 
ɪɢɫɭɧɤɟ ɜɵɲɟ. 

 5. DNS – ɬɪɚɮɢɤ. ɉɪɨɬɨɤɨɥDNS ɫɥɭɠɢɬ ɞɥɹ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɩɨɧɹɬɧɨɝɨ ɥɸɞɹɦ ɫɢɦɜɨɥɶɧɨɝɨ 
ɢɦɟɧɢ, ɬɚɤɨɝɨ ɤɚɤ, ɤ ɩɪɢɦɟɪɭ, litl-admin.ru ɜ IP-ɚɞɪɟɫ, ɧɚ ɤɨɬɨɪɵɣ ɜɵɩɨɥɧɹɟɬɫɹ ɡɚɩɪɨɫ. 
Ɋɢɫɭɧɨɤ 6 – Ɉɛɪɚɡɟɰ ɬɪɚɮɢɤɚ DNS 
ɉɪɨɬɨɤɨɥ DNS (ɜ ɜɵɞɟɥɟɧɧɨɣ ɡɨɧɟ ɨɧ ɫɚɦɵɣ ɧɢɠɧɢɣ – domain name system) ɹɜɥɹɟɬɫɹ 
ɧɚɞɫɬɪɨɣɤɨɣ ɜ ɩɪɨɬɨɤɨɥ UDP, ɥɟɠɚɳɢɣ ɧɚ 4-ɨɦ ɭɪɨɜɧɟ. Ɍɨ ɟɫɬɶ ɛɟɡ ɭɫɬɚɧɨɜɤɢ ɩɨɫɬɨɹɧɧɨɝɨ 
ɫɨɟɞɢɧɟɧɢɹ, ɩɪɨɫɬɨɣ ɨɬɩɪɚɜɤɨɣ ɩɚɤɟɬɨɜ (ɞɷɣɬɚɝɪɚɦɦ). Ʉɚɤ ɢTCP, ɩɪɨɬɨɤɨɥ UDP ɢɦɟɟɬ ɩɨɪɬɵ. 
Ⱦɥɹ DNS ɷɬɨ ɩɨɪɬ ɫ ɧɨɦɟɪɨɦ 53, ɱɬɨ ɥɟɝɤɨ ɩɪɨɫɥɟɠɢɜɚɟɬɫɹ ɜ ɞɟɪɟɜɟ ɩɪɨɬɨɤɨɥɨɜ. 
ɋɩɭɫɤɚɹɫɶ ɟɳɺ ɧɢɠɟ, ɦɵ ɜɢɞɢɦ, ɱɬɨ UDP ɩɪɨɬɨɤɨɥ ɨɩɢɪɚɟɬɫɹ ɧɚ IP – ɩɪɨɬɨɤɨɥ ɩɟɪɟɞɚɱɢ 
ɦɟɠɞɭ ɫɟɬɹɦɢ. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹIP-ɩɪɨɬɨɤɨɥ - ɨɫɧɨɜɧɨɣ ɩɪɨɬɨɤɨɥ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɜ 
ɫɟɬɢ Internet. ɇɚ ɷɬɨɦ ɭɪɨɜɧɟ ɢɦɟɟɬɫɹ ɢɧɮɨɪɦɚɰɢɹ ɨɛ IP-ɚɞɪɟɫɚɯ ɢɫɬɨɱɧɢɤɚ, ɚ ɬɚɤɠɟ 
ɧɚɡɧɚɱɟɧɢɹ ɢ ɫɜɟɞɟɧɢɹ ɨɛ ɢɧɤɚɩɫɭɥɢɪɨɜɚɧɧɨɦ ɩɚɤɟɬɟ UDP. 
ȼ ɤɚɱɟɫɬɜɟ ɚɞɪɟɫɚ ɢɫɬɨɱɧɢɤɚ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɧɚɲɚ ɦɚɲɢɧɚ, ɡɚɩɪɨɫɢɜɲɚɹ ɢɧɮɨɪɦɚɰɢɸ 
ɩɨ DNS, ɚ ɜ ɤɚɱɟɫɬɜɟ IP-ɚɞɪɟɫɚ ɧɚɡɧɚɱɟɧɢɹ – ɫɚɦ DNS ɫɟɪɜɟɪ, ɤɨɬɨɪɵɣ (ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ) 
ɞɨɥɠɟɧ ɢɦɟɬɶ ɛɚɡɭ ɞɚɧɧɵɯ ɬɚɤɢɯ ɫɨɨɬɜɟɬɫɬɜɢɣ. 
Ʉɚɤ ɜɢɞɢɦ, ɟɫɥɢ ɪɚɡɜɟɪɧɭɬɶ ɞɟɪɟɜɨ ɢɧɮɨɪɦɚɰɢɢ ɜ ɚɧɚɥɢɡɟ ɩɚɤɟɬɚ, ɬɨ ɫɬɚɧɟɬ ɩɨɧɹɬɧɨ, ɱɬɨ 
ɩɨɫɬɭɩɢɥ ɡɚɩɪɨɫ (Queries) ɩɨɥɭɱɟɧɢɹ ɫɬɚɧɞɚɪɬɧɨɣ ɡɚɩɢɫɢ ɯɨɫɬɚ (Type: PTR) ɩɨ ɢɦɟɧɢ (Name: 
54.0.168.192.in-addr.arpa). 
  

 
  
  
Ɋɢɫɭɧɨɤ 7 – ɋɬɚɧɞɚɪɬɧɵɣ ɡɚɩɪɨɫ 



 
 Ɋɢɫɭɧɨɤ 8 – Ɉɬɜɟɬ ɧɚ ɡɚɩɪɨɫ 
Ɋɢɫɭɧɨɤ 9 – Ɏɥɚɝɢ ɨɬɜɟɬɚ 
6. ɉɨɥɶɡɭɹɫɶ ɩɪɨɝɪɚɦɦɨɣ ɫɤɚɧɟɪɨɦ ɧɚ ɩɪɢɦɟɪɟ ɨɞɧɨɝɨ ɢɡ ɚɤɬɢɜɧɵɯ ɫɨɟɞɢɧɟɧɢɣ, ɨɬɫɥɟɞɢɦ 
ɩɨɥɭɱɚɟɦɵɣ ɬɪɚɮɢɤ ɩɨ ɩɪɨɬɨɤɨɥɭ TCP, ɚ ɧɚ ɩɪɢɦɟɪɟ ɨɞɧɨɝɨ ɢɡ ɩɚɤɟɬɨɜ - ɜɥɨɠɟɧɧɨɫɬɶ 
ɩɪɨɬɨɤɨɥɨɜ. ȼɵɩɨɥɧɢɦ ɚɧɚɥɢɡ ɢɧɮɨɪɦɚɰɢɢ, ɫɨɞɟɪɠɚɳɟɣɫɹ ɜ ɡɚɝɨɥɨɜɤɚɯ ɫɟɝɦɟɧɬɚ TCP. 

Ɋɢɫɭɧɨɤ 10 – Ɍɪɚɮɢɤ ɩɨ ɩɪɨɬɨɤɨɥɭ TCP 
ɉɪɟɞɩɨɥɨɠɢɦ, ɭɡɟɥ Ⱥ ɠɟɥɚɟɬ ɭɫɬɚɧɨɜɢɬɶ ɫɨɟɞɢɧɟɧɢɟ ɫ ɭɡɥɨɦ ȼ. ɉɟɪɜɵɣ ɨɬɩɪɚɜɥɹɟɦɵɣ ɢɡ Ⱥ ɜ 
ȼ TCP-ɫɟɝɦɟɧɬ ɧɟ ɫɨɞɟɪɠɢɬ ɩɨɥɟɡɧɵɯ ɞɚɧɧɵɯ, ɚ ɫɥɭɠɢɬ ɞɥɹ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɨɟɞɢɧɟɧɢɹ. ȼ ɟɝɨ 
ɡɚɝɨɥɨɜɤɟ (ɜ ɩɨɥɟ Flags) ɭɫɬɚɧɨɜɥɟɧ ɛɢɬ SYN, ɨɡɧɚɱɚɸɳɢɣ ɡɚɩɪɨɫ ɫɜɹɡɢ. ȼ ɨɬɜɟɬ ɧɚ ɩɨɥɭɱɟɧɢɟ 
ɬɚɤɨɝɨ ɫɟɝɦɟɧɬɚ ɭɡɟɥ ȼ ɨɬɤɥɢɤɚɟɬɫɹ ɩɨɫɵɥɤɨɣ TCP-ɫɟɝɦɟɧɬɚ, ɜ ɡɚɝɨɥɨɜɤɟ ɤɨɬɨɪɨɝɨ ɭɫɬɚɧɨɜɥɟɧ 
ɛɢɬ ACK, ɩɨɞɬɜɟɪɠɞɚɸɳɢɣ ɭɫɬɚɧɨɜɥɟɧɢɟ ɫɨɟɞɢɧɟɧɢɹ ɞɥɹ ɩɨɥɭɱɟɧɢɹ ɞɚɧɧɵɯ ɨɬ ɭɡɥɚ Ⱥ. Ɍɚɤ ɤɚɤ 
ɩɪɨɬɨɤɨɥ TCP ɨɛɟɫɩɟɱɢɜɚɟɬ ɩɨɥɧɨɞɭɩɥɟɤɫɧɭɸ ɩɟɪɟɞɚɱɭ ɞɚɧɧɵɯ, ɬɨ ɭɡɟɥ ȼ ɜ ɷɬɨɦ ɠɟ ɫɟɝɦɟɧɬɟ 
ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɛɢɬ SYN, ɨɡɧɚɱɚɸɳɢɣ ɡɚɩɪɨɫ ɫɜɹɡɢ ɞɥɹ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɨɬ ȼ ɤ Ⱥ. ɉɨɥɟɡɧɵɯ 
ɞɚɧɧɵɯ ɷɬɨɬ ɫɟɝɦɟɧɬ ɬɚɤɠɟ ɧɟ ɫɨɞɟɪɠɢɬ. Ɍɪɟɬɢɣ TCP-ɫɟɝɦɟɧɬ ɜ ɫɟɚɧɫɟ ɩɨɫɵɥɚɟɬɫɹ ɢɡ Ⱥ ɜ ȼ ɜ 
ɨɬɜɟɬ ɧɚ ɫɟɝɦɟɧɬ, ɩɨɥɭɱɟɧɧɵɣ ɢɡ ȼ. Ɍɚɤ ɤɚɤ ɫɨɟɞɢɧɟɧɢɟ Ⱥ ->ȼ ɦɨɠɧɨ ɫɱɢɬɚɬɶ ɭɫɬɚɧɨɜɥɟɧɧɵɦ 
(ɩɨɥɭɱɟɧɨ ɩɨɞɬɜɟɪɠɞɟɧɢɟ ɨɬ ȼ), ɬɨ ɭɡɟɥ Ⱥ ɜɤɥɸɱɚɟɬ ɜ ɫɜɨɣ ɫɟɝɦɟɧɬ ɩɨɥɟɡɧɵɟ ɞɚɧɧɵɟ. 
ɋɟɚɧɫ ɨɛɦɟɧɚ ɞɚɧɧɵɦɢ ɡɚɤɚɧɱɢɜɚɟɬɫɹ ɩɪɨɰɟɞɭɪɨɣ ɪɚɡɪɵɜɚ ɫɨɟɞɢɧɟɧɢɹ, ɤɨɬɨɪɚɹ ɚɧɚɥɨɝɢɱɧɚ 
ɩɪɨɰɟɞɭɪɟ ɭɫɬɚɧɨɜɤɢ, ɫ ɬɨɣ ɪɚɡɧɢɰɟɣ, ɱɬɨ ɜɦɟɫɬɨ SYN ɞɥɹ ɪɚɡɪɵɜɚ ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɥɭɠɟɛɧɵɣ 
ɛɢɬ FIN (―ɞɚɧɧɵɯ ɞɥɹ ɨɬɩɪɚɜɤɢ ɛɨɥɶɲɟ ɧɟ ɢɦɟɸ‖), ɤɨɬɨɪɵɣ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɜ ɡɚɝɨɥɨɜɤɟ 
ɩɨɫɥɟɞɧɟɝɨ ɫɟɝɦɟɧɬɚ ɫ ɞɚɧɧɵɦɢ, ɨɬɩɪɚɜɥɹɟɦɨɝɨ ɭɡɥɨɦ. 
ɉɨɫɥɟ ɩɪɢɦɟɧɟɧɢɹ ɮɢɥɶɬɪɚ TCP ɩɟɪɜɵɟ ɬɪɢ ɤɚɞɪɚ ɧɚ ɩɚɧɟɥɢ ɫɩɢɫɤɚ ɩɚɤɟɬɨɜ (ɜɟɪɯɧɢɣ ɪɚɡɞɟɥ) 
ɨɬɨɛɪɚɠɚɸɬ ɩɪɨɬɨɤɨɥ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɭɪɨɜɧɹ TCP, ɫɨɡɞɚɸɳɢɣ ɧɚɞɺɠɧɵɣ ɫɟɚɧɫ ɫɜɹɡɢ. 
ɉɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ [SYN], [SYN, ACK] ɢ [ACK]ɢɥɥɸɫɬɪɢɪɭɟɬ ɬɪɺɯɫɬɨɪɨɧɧɟɟ ɪɭɤɨɩɨɠɚɬɢɟ. 



 ɉɪɨɬɨɤɨɥ TCP ɪɟɝɭɥɹɪɧɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɜɨ ɜɪɟɦɹ ɫɟɚɧɫɚ ɫɜɹɡɢ ɞɥɹ ɤɨɧɬɪɨɥɹ ɞɨɫɬɚɜɤɢ 
ɞɚɬɚɝɪɚɦɦ, ɩɪɨɜɟɪɤɢ ɢɯ ɩɨɫɬɭɩɥɟɧɢɹ ɢ ɭɩɪɚɜɥɟɧɢɹ ɪɚɡɦɟɪɨɦ ɨɤɧɚ. Ⱦɥɹ ɤɚɠɞɨɝɨ ɨɛɦɟɧɚ 
ɞɚɧɧɵɦɢ ɦɟɠɞɭ FTP- ɤɥɢɟɧɬɨɦ ɢ FTP-ɫɟɪɜɟɪɨɦ ɡɚɩɭɫɤɚɟɬɫɹ ɧɨɜɵɣ ɫɟɚɧɫ TCP. ɉɨ ɡɚɜɟɪɲɟɧɢɢ 
ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɫɟɚɧɫ TCP ɡɚɤɪɵɜɚɟɬɫɹ. ɉɨ ɡɚɜɟɪɲɟɧɢɢ ɫɟɚɧɫɚ FTP ɩɪɨɬɨɤɨɥ TCP ɜɵɩɨɥɧɹɟɬ 
ɩɥɚɧɨɜɨɟ ɨɬɤɥɸɱɟɧɢɟ ɢ ɩɪɟɤɪɚɳɟɧɢɟ ɪɚɛɨɬɵ. ɉɪɨɝɪɚɦɦɚ Wireshark ɨɬɨɛɪɚɠɚɟɬ ɩɨɞɪɨɛɧɵɟ 
ɞɚɧɧɵɟ TCP ɧɚ ɩɚɧɟɥɢ ɫɜɟɞɟɧɢɣ ɨ ɩɚɤɟɬɚɯ (ɫɪɟɞɧɢɣ ɪɚɡɞɟɥ). 
Ɋɢɫɭɧɨɤ 11 – ɋɟɚɧɫ ɨɛɦɟɧɚ ɞɚɧɧɵɦɢ 
7. ɉɨɥɶɡɭɹɫɶ ɩɪɨɝɪɚɦɦɨɣ ɫɤɚɧɟɪɨɦ, ɩɪɨɫɥɟɞɢɦ ɩɪɨɰɟɫɫ ɭɫɬɚɧɨɜɥɟɧɢɹ ɫɨɟɞɢɧɟɧɢɹ ɩɨ 
ɩɪɨɬɨɤɨɥɭ FTP ɫ ɥɸɛɵɦ FTP ɫɟɪɜɟɪɨɦ. ɉɪɨɚɧɚɥɢɡɢɪɭɟɦ ɡɚɳɢɳɟɧɧɨɫɬɶ ɩɪɨɰɟɞɭɪɵ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɫ FTP ɫɟɪɜɟɪɨɦ. 
ȼ ɩɨɥɟ ɮɢɥɶɬɪɚ ɫɥɟɞɭɟɬ ɩɪɨɫɬɨ ɧɚɩɢɫɚɬɶ "ftp". ɇɟɡɚɦɟɞɥɢɬɟɥɶɧɨ ɩɨɫɥɟ ɷɬɨɝɨ ɛɭɞɟɬ ɜɵɞɟɥɟɧ 
ɬɪɚɮɢɤ, ɨɬɧɨɫɹɳɢɣɫɹ ɤ ɫɟɫɫɢɢ FTP, ɢ ɜ ɤɚɱɟɫɬɜɟ ɩɨɬɪɹɫɚɸɳɟɣ ɞɟɦɨɧɫɬɪɚɰɢɢ ɩɪɨɛɥɟɦ ɫ 
ɛɟɡɨɩɚɫɧɨɫɬɶɸ ɭɜɢɞɢɦ ɢɦɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɩɚɪɨɥɶ, ɤɨɬɨɪɵɣ ɜɜɟɥɢ ɪɚɧɟɟ. Ɋɟɡɭɥɶɬɚɬ 
ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ ɧɢɠɟ. 

 Ɋɢɫɭɧɨɤ 12 – Ɍɪɚɮɢɤ ɩɨ ɩɪɨɬɨɤɨɥɭ FTP 
ȼɵɜɨɞ:ɜ ɯɨɞɟ ɜɵɩɨɥɧɟɧɧɨɣ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ ɛɵɥɢ ɢɡɭɱɟɧɵ ɨɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɚɧɚɥɢɡɚ 
ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ, ɫɟɬɟɜɵɟ ɩɪɨɬɨɤɨɥɵ, ɮɨɪɦɚɬɵ ɤɚɞɪɨɜ ɢ ɩɚɤɟɬɨɜ, ɩɟɪɟɞɚɜɚɟɦɵɯ ɩɨ ɫɟɬɢ, ɚ 
ɬɚɤɠɟ ɩɪɨɜɟɞɺɧ ɚɧɚɥɢɡ ɫɟɬɟɜɵɯ ɭɝɪɨɡ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №16. 
ɇɚɫɬɪɨɣɤɚ ɤɨɦɦɭɬɚɬɨɪɚ, ɩɨɞɞɟɪɠɢɜɚɸɳɟɝɨ VLAN. 

 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ 

VLAN (ɚɛɛɪ. ɨɬ ɚɧɝɥ. Virtual Local Area Network) — ɥɨɝɢɱɟɫɤɚɹ ("ɜɢɪɬɭɚɥɶɧɚɹ") ɥɨɤɚɥɶɧɚɹ 
ɤɨɦɩɶɸɬɟɪɧɚɹ ɫɟɬɶ, ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɝɪɭɩɩɭ ɯɨɫɬɨɜ ɫ ɨɛɳɢɦ ɧɚɛɨɪɨɦ ɬɪɟɛɨɜɚɧɢɣ, ɤɨɬɨɪɵɟ 
ɜɡɚɢɦɨɞɟɣɫɬɜɭɸɬ ɬɚɤ, ɤɚɤ ɟɫɥɢ ɛɵ ɨɧɢ ɛɵɥɢ ɩɨɞɤɥɸɱɟɧɵ ɤ ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɨɦɭ ɞɨɦɟɧɭ, 
ɧɟɡɚɜɢɫɢɦɨ ɨɬ ɢɯ ɮɢɡɢɱɟɫɤɨɝɨ ɦɟɫɬɨɧɚɯɨɠɞɟɧɢɹ. VLAN ɢɦɟɟɬ ɬɟ ɠɟ ɫɜɨɣɫɬɜɚ, ɱɬɨ ɢ ɮɢɡɢɱɟɫɤɚɹ 
ɥɨɤɚɥɶɧɚɹ ɫɟɬɶ, ɧɨ ɩɨɡɜɨɥɹɟɬ ɤɨɧɟɱɧɵɦ ɫɬɚɧɰɢɹɦ ɝɪɭɩɩɢɪɨɜɚɬɶɫɹ ɜɦɟɫɬɟ, ɞɚɠɟ ɟɫɥɢ ɨɧɢ ɧɟ 
ɧɚɯɨɞɹɬɫɹ ɜ ɨɞɧɨɣ ɮɢɡɢɱɟɫɤɨɣ ɫɟɬɢ. 
 VLAN'ɵ ɦɨɝɭɬ ɛɵɬɶ ɧɚɫɬɪɨɟɧɵ ɧɚ ɤɨɦɦɭɬɚɬɨɪɚɯ, ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɯ, ɞɪɭɝɢɯ ɫɟɬɟɜɵɯ 
ɭɫɬɪɨɣɫɬɜɚɯ.  
ɉɪɟɢɦɭɳɟɫɬɜɚ:  

1- Ɉɛɥɟɝɱɚɟɬɫɹ ɩɟɪɟɦɟɳɟɧɢɟ, ɞɨɛɚɜɥɟɧɢɟ ɭɫɬɪɨɣɫɬɜ ɢ ɢɡɦɟɧɟɧɢɟ ɢɯ ɫɨɟɞɢɧɟɧɢɣ ɞɪɭɝ ɫ 
ɞɪɭɝɨɦ.  

2- Ⱦɨɫɬɢɝɚɟɬɫɹ ɛɨɥɶɲɚɹ ɫɬɟɩɟɧɶ ɚɞɦɢɧɢɫɬɪɚɬɢɜɧɨɝɨ ɤɨɧɬɪɨɥɹ ɜɫɥɟɞɫɬɜɢɟ ɧɚɥɢɱɢɹ ɭɫɬɪɨɣɫɬɜɚ, 
ɨɫɭɳɟɫɬɜɥɹɸɳɟɝɨ ɦɟɠɞɭ ɫɟɬɹɦɢ VLAN ɦɚɪɲɪɭɬɢɡɚɰɢɸ ɧɚ 3-ɦ ɭɪɨɜɧɟ.  

3- ɍɦɟɧɶɲɚɟɬɫɹ ɩɨɬɪɟɛɥɟɧɢɟ ɩɨɥɨɫɵ ɩɪɨɩɭɫɤɚɧɢɹ ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɫɢɬɭɚɰɢɟɣ ɨɞɧɨɝɨ 
ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɨɝɨ ɞɨɦɟɧɚ. 

4- ɋɨɤɪɚɳɚɟɬɫɹ ɧɟɩɪɨɢɡɜɨɞɫɬɜɟɧɧɨɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ CPU ɡɚ ɫɱɟɬ ɫɨɤɪɚɳɟɧɢɹ ɩɟɪɟɫɵɥɤɢ 
ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɯ ɫɨɨɛɳɟɧɢɣ.  

5 - ɉɪɟɞɨɬɜɪɚɳɟɧɢɟ ɲɢɪɨɤɨɜɟɳɚɬɟɥɶɧɵɯ ɲɬɨɪɦɨɜ ɢ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɩɟɬɟɥɶ. 
 

ȼ ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɪɚɫɫɦɚɬɪɢɜɚɟɬɫɹ ɧɚɫɬɪɨɣɤɚ VLAN ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ ɮɢɪɦɵ ɋisco ɧɚ ɟɝɨ ɩɨɪɬɚɯ 
ɞɨɫɬɭɩɚ.  
ɏɨɞ ɪɚɛɨɬɵ. 
ɋɨɡɞɚɣɬɟ ɫɟɬɶ, ɥɨɝɢɱɟɫɤɚɹ ɬɨɩɨɥɨɝɢɹ ɤɨɬɨɪɨɣ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫ.1. Ʉɨɦɩɶɸɬɟɪɵ ɫɨɟɞɢɧɟɧɵ 
ɤɨɦɦɭɬɚɬɨɪɨɦ Cisco 2960-24ɌɌ. ȼ ɬɚɛɥɢɰɟ 1 ɩɪɢɜɟɞɟɧɵ ɚɞɪɟɫɚ ɤɨɦɩɶɸɬɟɪɨɜ. 
 Ɂɚɞɚɱɚ ɞɚɧɧɨɣ ɪɚɛɨɬɵ – ɫɞɟɥɚɬɶ ɞɜɟ ɧɟɡɚɜɢɫɢɦɵɟ ɝɪɭɩɩɵ ɤɨɦɩɶɸɬɟɪɨɜ: ɉɄ0, ɉɄ1 ɢ ɉɄ2 
ɞɨɥɠɧɵ ɛɵɬɶ ɞɨɫɬɭɩɧɵ ɬɨɥɶɤɨ ɞɪɭɝ ɞɥɹ ɞɪɭɝɚ, ɜɬɨɪɚɹ ɧɟɡɚɜɢɫɢɦɚɹ ɝɪɭɩɩɚ - ɤɨɦɩɶɸɬɟɪɵ ɉɄ3 ɢ 
ɉɄ4. Ⱦɥɹ ɷɬɨɝɨ ɫɨɡɞɚɞɢɦ ɞɜɚ ɨɬɞɟɥɶɧɵɯ VLAN (ɪɢɫ.1). 
 

 

ˀи̭. ϭ. ˁ̵е̥̌ ̭ети ̭ од̦и̥ ко̥̥ут̌то̬о̥. 
Т̌̍ли̶̌  ϭ. 

 

Ⱦɚɥɟɟ ɛɭɞɟɦ ɫɱɢɬɚɬɶ, ɱɬɨ ɉɄ0, ɉɄ1 ɢ ɉɄ2 ɧɚɯɨɞɹɬɫɹ ɜ VLAN 2, ɚ ɉɄ3 ɢ ɉɄ4 ɧɚɯɨɞɹɬɫɹ ɜ VLAN 
3. Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɤɨɧɮɢɝɭɪɚɰɢɢ ɯɨɫɬɚ ɉɄ0 ɜɵɩɨɥɧɢɦ ɤɨɦɚɧɞɭ ipconfig. Ɋɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ 



ɤɨɦɚɧɞɵ ɧɚ ɪɢɫɭɧɤɟ 2. ɉɪɢ ɠɟɥɚɧɢɢ ɦɨɠɧɨ ɜɵɩɨɥɧɢɬɶ ɚɧɚɥɨɝɢɱɧɭɸ ɩɪɨɜɟɪɤɭ ɧɚ ɨɫɬɚɥɶɧɵɯ 
ɯɨɫɬɚɯ. 
ˀи̭. Ϯ. ʿ̬о̏е̬к̌ ко̴̦и̐у̶̬̌ии ̵о̭т̌ 

 

ɂɫɩɨɥɶɡɭɹ ɤɨɦɚɧɞɭ PING ɩɪɨɜɟɪɢɦ ɫɜɹɡɶ ɦɟɠɞɭ ɜɫɟɦɢ ɤɨɦɩɶɸɬɟɪɚɦɢ. ɋɟɣɱɚɫ ɨɧɢ ɜ ɨɞɧɨɣ ɫɟɬɢ 
ɢ ɜɫɟ ɞɨɫɬɭɩɧɵ ɞɪɭɝ ɞɥɹ ɞɪɭɝɚ  
Ɍɟɩɟɪɶ ɡɚɣɦɟɦɫɹ ɧɚɫɬɪɨɣɤɨɣ VLAN 2 ɢ VLAN3, ɱɬɨɛɵ ɫɬɪɭɤɬɭɪɢɪɨɜɚɬɶ ɫɟɬɢ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ ɢ 
ɧɚɜɟɫɬɢ ɜ ɧɢɯ ɩɨɪɹɞɨɤ. 
Ⱦɚɥɟɟ ɩɟɪɟɣɞɟɦ ɤ ɧɚɫɬɪɨɣɤɟ ɤɨɦɦɭɬɚɬɨɪɚ. Ɉɬɤɪɨɟɦ ɟɝɨ ɤɨɧɫɨɥɶ. Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɷɬɨ ɜɵɩɨɥɧɢɬɶ ɜ 
Packet Tracer ɞɜɚɠɞɵ ɳɟɥɤɧɢɬɟ ɥɟɜɨɣ ɤɧɨɩɤɨɣ ɦɵɲɢ ɩɨ ɤɨɦɦɭɬɚɬɨɪɭ ɜ ɪɚɛɨɱɟɣ ɨɛɥɚɫɬɢ.  
ȼ ɨɬɤɪɵɜɲɟɦɫɹ ɨɤɧɟ ɩɟɪɟɣɞɢɬɟ ɧɚ ɜɤɥɚɞɤɭ CLI. ȼɵ ɭɜɢɞɢɬɟ ɨɤɧɨ ɤɨɧɫɨɥɢ. ɇɚɠɦɢɬɟ Enter, ɱɬɨɛɵ 
ɩɪɢɫɬɭɩɢɬɶ ɤ ɜɜɨɞɭ ɤɨɦɚɧɞ. ɂɧɮɨɪɦɚɰɢɹ, ɤɨɬɨɪɚɹ ɜ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɨɬɪɚɠɟɧɚ ɧɚ ɤɨɧɫɨɥɢ, 
ɫɜɢɞɟɬɟɥɶɫɬɜɭɟɬ ɨ ɬɨɦ ɱɬɨ ɢɧɬɟɪɮɟɣɫɵ FasteEthernet0/1 – FasteEthernet0/5 ɧɚɯɨɞɹɬɫɹ ɜ ɪɚɛɨɱɟɦ 
ɫɨɫɬɨɹɧɢɢ.  
ɉɟɪɟɣɞɟɦ ɜ ɩɪɢɜɢɥɟɝɢɪɨɜɚɧɧɵɣ ɪɟɠɢɦ ɜɵɩɨɥɧɢɜ ɤɨɦɚɧɞɭ enable: 
Switch>en  
Switch# 
 ɉɪɨɫɦɨɬɪɢɦ ɢɧɮɨɪɦɚɰɢɸ ɨ ɫɭɳɟɫɬɜɭɸɳɢɯ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ VLAN-ɚɯ (ɪɢɫ.3).  
Ⱦɥɹ ɷɬɨɝɨ ɜɵɩɨɥɧɢɦ ɫɥɟɞɭɸɳɭɸ ɤɨɦɚɧɞɭ:  
Switch#sh vl br 
 
ˀи̭.3. ʿ̬о̭̥от̬ и̴̦о̶̬̥̌ии о VLAN ̦̌ ко̥̥ут̌то̬е. 

 

ȼ ɪɟɡɭɥɶɬɚɬɟ ɜɵɩɨɥɧɟɧɢɹ ɤɨɦɚɧɞɵ ɧɚ ɷɤɪɚɧɟ ɩɨɹɜɢɬɫɹ: ɧɨɦɟɪɚ VLAN – ɩɟɪɜɵɣ ɫɬɨɥɛɟɰ, 
ɧɚɡɜɚɧɢɟ VLAN - ɜɬɨɪɨɣ ɫɬɨɥɛɟɰ, ɫɨɫɬɨɹɧɢɟ VLAN (ɪɚɛɨɬɚɟɬ ɨɧ ɜ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɢɥɢ ɧɟɬ) – 
ɬɪɟɬɢɣ ɫɬɨɥɛɟɰ, ɩɨɪɬɵ ɩɪɢɧɚɞɥɟɠɚɳɢɟ ɤ ɞɚɧɧɨɦɭ VLAN – ɱɟɬɜɟɪɬɵɣ ɫɬɨɥɛɟɰ. Ʉɚɤ ɦɵ ɜɢɞɢɦ ɩɨ 
ɭɦɨɥɱɚɧɢɸ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ ɫɭɳɟɫɬɜɭɟɬ ɩɹɬɶVLAN-ɨɜ. ȼɫɟ ɩɨɪɬɵ ɤɨɦɦɭɬɚɬɨɪɚ ɩɨ ɭɦɨɥɱɚɧɢɸ 
ɩɪɢɧɚɞɥɟɠɚɬ VLAN 1. Ɉɫɬɚɥɶɧɵɟ ɱɟɬɵɪɟ VLAN ɹɜɥɹɸɬɫɹ ɫɥɭɠɟɛɧɵɦɢ ɢ ɢɫɩɨɥɶɡɭɸɬɫɹ ɧɟ ɨɱɟɧɶ 
ɱɚɫɬɨ.  
Ⱦɥɹ ɪɟɚɥɢɡɚɰɢɢ ɫɟɬɢ, ɤɨɬɨɪɭɸ ɦɵ ɡɚɩɥɚɧɢɪɨɜɚɥɢ ɫɞɟɥɚɬɶ, ɫɨɡɞɚɞɢɦ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ ɟɳɟ ɞɜɚ 
VLAN. Ⱦɥɹ ɷɬɨɝɨ ɜ ɩɪɢɜɢɥɟɝɢɪɨɜɚɧɧɨɦ ɪɟɠɢɦɟ ɜɵɩɨɥɧɢɬɟ ɫɥɟɞɭɸɳɭɸ ɤɨɦɚɧɞɭ:  

Switch#conf t  
Enter configuration commands, one per line. End with CNTL/Z.  
Switch(config)#  



ɞɥɹ ɩɟɪɟɯɨɞɚ ɜ ɪɟɠɢɦ ɤɨɧɮɢɝɭɪɚɰɢɢ. ȼɜɨɞɢɦ ɤɨɦɚɧɞɭ VLAN 2. Ⱦɚɧɧɨɣ ɤɨɦɚɧɞɨɣ ɜɵ ɫɨɡɞɚɞɢɬɟ 
ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ VLAN ɫ ɧɨɦɟɪɨɦ 2. ɍɤɚɡɚɬɟɥɶ ɜɜɨɞɚ Switch(config)# ɢɡɦɟɧɢɬɫɹ ɧɚ Switch(config-
vlan)# ɷɬɨ ɫɜɢɞɟɬɟɥɶɫɬɜɭɟɬ ɨ ɬɨɦ, ɱɬɨ ɜɵ ɤɨɧɮɢɝɭɪɢɪɭɟɬɟ ɭɠɟ ɧɟ ɜɟɫɶ ɤɨɦɦɭɬɚɬɨɪ ɜ ɰɟɥɨɦ, ɚ 
ɬɨɥɶɤɨ ɨɬɞɟɥɶɧɵɣ VLAN, ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ VLAN ɧɨɦɟɪ 2. ȿɫɥɢ ɜɵ ɢɫɩɨɥɶɡɭɟɬɟ ɤɨɦɚɧɞɭ «vlan 
x», ɝɞɟ x ɧɨɦɟɪ VLAN, ɤɨɝɞɚ VLAN x ɟɳɟ ɧɟ ɫɨɡɞɚɧ ɧɚ ɤɨɦɦɭɬɚɬɨɪɟ, ɬɨ ɨɧ ɛɭɞɟɬ ɚɜɬɨɦɚɬɢɱɟɫɤɢ 
ɫɨɡɞɚɧ ɢ ɜɵ ɩɟɪɟɣɞɟɬɟ ɤ ɟɝɨ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɸ. Ʉɨɝɞɚ ɜɵ ɧɚɯɨɞɢɬɟɫɶ ɜ ɪɟɠɢɦɟ 
ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɹ VLAN, ɜɨɡɦɨɠɧɨ ɢɡɦɟɧɟɧɢɟ ɩɚɪɚɦɟɬɪɨɜ ɜɵɛɪɚɧɧɨɣ ɜɢɪɬɭɚɥɶɧɨɣ ɫɟɬɢ, 
ɧɚɩɪɢɦɟɪ ɦɨɠɧɨ ɢɡɦɟɧɢɬɶ ɟɟ ɢɦɹ ɫ ɩɨɦɨɳɶɸ ɤɨɦɚɧɞɵ name.  
Ⱦɥɹ ɞɨɫɬɢɠɟɧɢɹ ɩɨɫɬɚɜɥɟɧɧɨɣ ɜ ɞɚɧɧɨɦ ɩɨɫɬɟ ɡɚɞɚɱɢ, ɫɤɨɧɮɢɝɭɪɢɪɭɟɦ VLAN 2 ɫɥɟɞɭɸɳɢɦ 
ɨɛɪɚɡɨɦ:  

Switch(config)#vlan 2  
Switch(config-vlan)#name subnet_10  
Switch(config)#interface range fastEthernet 0/1-3  
Switch(config-if-range)#switchport mode access  
Switch(config-if-range)#switchport access vlan 2  

Ɋɚɡɛɟɪɟɦ ɞɚɧɧɭɸ ɤɨɧɮɢɝɭɪɚɰɢɸ. Ʉɚɤ ɭɠɟ ɝɨɜɨɪɢɥɨɫɶ ɪɚɧɟɟ ɤɨɦɚɧɞɨɣ VLAN 2, ɦɵ ɫɨɡɞɚɟɦ ɧɚ 
ɤɨɦɦɭɬɚɬɨɪɟ ɧɨɜɵɣ VLAN ɫ ɧɨɦɟɪɨɦ 2. Ʉɨɦɚɧɞɚ name subnet_10 ɩɪɢɫɜɚɢɜɚɟɬ ɢɦɹ subnet_10 
ɜɢɪɬɭɚɥɶɧɨɣ ɫɟɬɢ ɧɨɦɟɪ 2. ȼɵɩɨɥɧɹɹ ɤɨɦɚɧɞɭ interface range fastEthernet 0/1-3 ɦɵ ɩɟɪɟɯɨɞɢɦ ɤ 
ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɸ ɢɧɬɟɪɮɟɣɫɨɜ fastEthernet0/1, fastEthernet0/2 ɢ fastEthernet0/3 ɤɨɦɦɭɬɚɬɨɪɚ. 
Ʉɥɸɱɟɜɨɟ ɫɥɨɜɨ range ɜ ɞɚɧɧɨɣ ɤɨɦɚɧɞɟ, ɭɤɚɡɵɜɚɟɬ ɧɚ ɬɨ, ɱɬɨ ɦɵ ɛɭɞɟɦ ɤɨɧɮɢɝɭɪɢɪɨɜɚɬɶ ɧɟ 
ɨɞɢɧ ɟɞɢɧɫɬɜɟɧɧɵɣ ɩɨɪɬ, ɚ ɰɟɥɵɣ ɞɢɚɩɚɡɨɧ ɩɨɪɬɨɜ, ɜ ɩɪɢɧɰɢɩɟ ɟɟ ɦɨɠɧɨ ɧɟ ɢɫɩɨɥɶɡɨɜɚɬɶ, ɧɨ 
ɬɨɝɞɚ ɩɨɫɥɟɞɧɢɟ ɬɪɢ ɫɬɪɨɤɢ ɩɪɢɞɟɬɫɹ ɡɚɦɟɧɢɬɶ ɧɚ:  

Switch(config)#interface fastEthernet 0/1  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  
Switch(config)#interface fastEthernet 0/2  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  
Switch(config)#interface fastEthernet 0/3  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  

Ʉɨɦɚɧɞɚ switchport mode access ɤɨɧɮɢɝɭɪɢɪɭɟɬ ɜɵɛɪɚɧɧɵɣ ɩɨɪɬ ɤɨɦɦɭɬɚɬɨɪɚ, ɤɚɤ ɩɨɪɬ ɞɨɫɬɭɩɚ 
(ɚɤɫɟɫɫ ɩɨɪɬ). Ʉɨɦɚɧɞɚ switchport access vlan 2 ɭɤɚɡɵɜɚɟɬ, ɱɬɨ ɞɚɧɧɵɣ ɩɨɪɬ ɹɜɥɹɟɬɫɹ ɩɨɪɬɨɦ 
ɞɨɫɬɭɩɚ ɞɥɹ VLAN ɧɨɦɟɪ 2.  
ȼɵɣɞɢɬɟ ɢɡ ɪɟɠɢɦɚ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɹ, ɞɜɚɠɞɵ ɧɚɛɪɚɜ ɤɨɦɚɧɞɭ exit ɢ ɩɪɨɫɦɨɬɪɢɬɟ ɪɟɡɭɥɶɬɚɬ 
ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɹ (ɪɢɫ.4), ɜɵɩɨɥɧɢɜ ɭɠɟ ɡɧɚɤɨɦɭɸ ɧɚɦ ɤɨɦɚɧɞɭ sh vl br ɟɳɟ ɪɚɡ: 
ˀи̭.ϰ. ˀ̭̌п̬еделе̦ие по̬то̏ ̦̌ VLAN. 

 
ɇɚ ɤɨɦɦɭɬɚɬɨɪɟ ɩɨɹɜɢɥɫɹ ɟɳɟ ɨɞɢɧ VLAN ɫ ɧɨɦɟɪɨɦ 2 ɢ ɢɦɟɧɟɦ subnet_10, ɩɨɪɬɚɦɢ ɞɨɫɬɭɩɚ 
ɤɨɬɨɪɨɝɨ ɹɜɥɹɸɬɫɹ fastEthernet0/1, fastEthernet0/2 ɢ fastEthernet0/3.  



Ⱦɚɥɟɟ ɚɧɚɥɨɝɢɱɧɵɦ ɨɛɪɚɡɨɦ ɫɨɡɞɚɞɢɦ VLAN 3 ɫ ɢɦɟɧɟɦ subnet_192 ɢ ɫɞɟɥɚɟɦ ɟɝɨ ɩɨɪɬɚɦɢ 
ɞɨɫɬɭɩɚ ɢɧɬɟɪɮɟɣɫɵ fastEthernet0/4 ɢ fastEthernet0/5. Ɋɟɡɭɥɶɬɚɬ ɞɨɥɠɟɧ ɩɨɥɭɱɢɬɶɫɹ ɫɥɟɞɭɸɳɢɦ 
(ɪɢɫ.5): 
 
ˀи̭.ϱ. ˀ̭̌п̬еделе̦ие по̬то̏ ̦̌ VLAN. 

 
 
ȼ ɩɪɢɧɰɢɩɟ ɭɠɟ ɜɫɟ ɝɨɬɨɜɨ ɢ ɧɚɲɚ ɫɟɬɶ ɧɚɫɬɪɨɟɧɚ. Ɉɫɬɚɥɨɫɶ ɥɢɲɶ ɟɟ ɧɟɦɧɨɝɨ ɩɪɨɬɟɫɬɢɪɨɜɚɬɶ. 
ɉɟɪɟɣɞɢɬɟ ɜ ɤɨɧɫɨɥɶ ɤɨɦɩɶɸɬɟɪɚ ɉɄ0. ɉɪɨɩɢɧɝɭɣɬɟ ɫ ɧɟɝɨ ɨɫɬɚɥɶɧɵɟ ɤɨɦɩɶɸɬɟɪɵ ɫɟɬɢ. 
Ʉɨɦɩɶɸɬɟɪɵ ɉɄ1 ɢ ɉɄ2 ɞɨɫɬɭɩɧɵ, ɚ ɤɨɦɩɶɸɬɟɪɵ ɉɄ3 ɢ ɉɄ4 ɧɟ ɞɨɫɬɭɩɧɵ. ȼɫɟ ɩɹɬɶ 
ɤɨɦɩɶɸɬɟɪɨɜ ɬɟɨɪɟɬɢɱɟɫɤɢ ɞɨɥɠɧɵ ɧɚɯɨɞɢɬɫɹ ɜ ɨɞɧɨɣ ɩɨɞɫɟɬɢ 10.0.0.0/8 ɢ ɜɢɞɟɬɶ ɞɪɭɝ ɞɪɭɝɚ, ɧɚ 
ɩɪɚɤɬɢɤɟ ɨɧɢ ɧɚɯɨɞɹɬɫɹ ɜ ɪɚɡɧɵɯ ɜɢɪɬɭɚɥɶɧɵɯ ɥɨɤɚɥɶɧɵɯ ɫɟɬɹɯ ɢ ɩɨɷɬɨɦɭ ɧɟ ɦɨɝɭɬ 
ɜɡɚɢɦɨɞɟɣɫɬɜɨɜɚɬɶ ɦɟɠɞɭ ɫɨɛɨɣ. 
 
  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №17. 
ɇɚɫɬɪɨɣɤɚ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. ɉɪɨɜɟɪɤɚ ɫɟɬɟɜɵɯ ɫɨɟɞɢɧɟɧɢɣ. ȼɤɥɸɱɟɧɢɟ ɫɥɭɠɛɵ 

ɦɚɪɲɪɭɬɢɡɚɰɢɢ. Ⱦɨɛɚɜɥɟɧɢɟ ɦɚɪɲɪɭɬɨɜ. Ɍɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ 

 

Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ 

ɉɪɨɬɨɤɨɥɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ - ɷɬɨ ɩɪɚɜɢɥɚ, ɩɨ ɤɨɬɨɪɵɦ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɨɛɦɟɧ 
ɢɧɮɨɪɦɚɰɢɢ ɨ ɩɭɬɹɯ ɩɟɪɟɞɚɱɢ ɩɚɤɟɬɨɜ ɦɟɠɞɭ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚɦɢ. ɉɪɨɬɨɤɨɥɵ 
ɯɚɪɚɤɬɟɪɢɡɭɸɬɫɹ ɜɪɟɦɟɧɟɦ ɫɯɨɞɢɦɨɫɬɢ, ɩɨɬɟɪɹɦɢ ɢ ɦɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶɸ. ȼ ɧɚɫɬɨɹɳɟɟ 
ɜɪɟɦɹ ɢɫɩɨɥɶɡɭɟɬɫɹ ɧɟɫɤɨɥɶɤɨ ɩɪɨɬɨɤɨɥɨɜ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. 

Ɉɞɧɚ ɢɡ ɝɥɚɜɧɵɯ ɡɚɞɚɱ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɫɨɫɬɨɢɬ ɜ ɨɩɪɟɞɟɥɟɧɢɢ ɧɚɢɥɭɱɲɟɝɨ ɩɭɬɢ ɤ 
ɡɚɞɚɧɧɨɦɭ ɚɞɪɟɫɚɬɭ. Ɇɚɪɲɪɭɬɢɡɚɬɨɪ ɨɩɪɟɞɟɥɹɟɬ ɩɭɬɢ (ɦɚɪɲɪɭɬɵ) ɤ ɚɞɪɟɫɚɬɚɦ ɢɥɢ ɢɡ 
ɫɬɚɬɢɱɟɫɤɨɣ ɤɨɧɮɢɝɭɪɚɰɢɢ, ɜɜɟɞɺɧɧɨɣ ɚɞɦɢɧɢɫɬɪɚɬɨɪɨɦ, ɢɥɢ ɞɢɧɚɦɢɱɟɫɤɢ ɧɚ ɨɫɧɨɜɚɧɢɢ 
ɦɚɪɲɪɭɬɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɩɨɥɭɱɟɧɧɨɣ ɨɬ ɞɪɭɝɢɯ ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɜ. Ɇɚɪɲɪɭɬɢɡɚɬɨɪɵ 
ɨɛɦɟɧɢɜɚɸɬɫɹ ɦɚɪɲɪɭɬɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɫ ɩɨɦɨɳɶɸ ɩɪɨɬɨɤɨɥɨɜ ɦɚɪɲɪɭɬɢɡɚɰɢɢ. 

Ɇɚɪɲɪɭɬɢɡɚɬɨɪ ɯɪɚɧɢɬ ɬɚɛɥɢɰɵ ɦɚɪɲɪɭɬɨɜ ɜ ɨɩɟɪɚɬɢɜɧɨɣ ɩɚɦɹɬɢ. Ɍɚɛɥɢɰɚ ɦɚɪɲɪɭɬɨɜ 
ɷɬɨ ɫɩɢɫɨɤ ɧɚɢɥɭɱɲɢɯ ɢɡɜɟɫɬɧɵɯ ɞɨɫɬɭɩɧɵɯ ɦɚɪɲɪɭɬɨɜ. Ɇɚɪɲɪɭɬɢɡɚɬɨɪ ɢɫɩɨɥɶɡɭɟɬ ɷɬɭ 
ɬɚɛɥɢɰɭ ɞɥɹ ɩɪɢɧɹɬɢɹ ɪɟɲɟɧɢɹ ɤɭɞɚ ɧɚɩɪɚɜɥɹɬɶ ɩɚɤɟɬ. 

ȼ ɫɥɭɱɚɟ ɫɬɚɬɢɱɟɫɤɨɣ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɜɪɭɱɧɭɸ ɨɩɪɟɞɟɥɹɟɬ ɦɚɪɲɪɭɬɵ ɤ 
ɫɟɬɹɦ ɧɚɡɧɚɱɟɧɢɹ. 

ȼ ɫɥɭɱɚɟ ɞɢɧɚɦɢɱɟɫɤɨɣ ɦɚɪɲɪɭɬɢɡɚɰɢɢ – ɦɚɪɲɪɭɬɢɡɚɬɨɪɵ ɫɥɟɞɭɸɬ ɩɪɚɜɢɥɚɦ, 
ɨɩɪɟɞɟɥɹɟɦɵɦ ɩɪɨɬɨɤɨɥɚɦɢ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɞɥɹ ɨɛɦɟɧɚ ɢɧɮɨɪɦɚɰɢɟɣ ɨ ɦɚɪɲɪɭɬɚɯ ɢ 
ɜɵɛɨɪɚ ɥɭɱɲɟɝɨ ɩɭɬɢ. 

ɋɬɚɬɢɱɟɫɤɢɟ ɦɚɪɲɪɭɬɵ ɧɟ ɦɟɧɹɸɬɫɹ ɫɚɦɢɦ ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɦ. Ⱦɢɧɚɦɢɱɟɫɤɢɟ 
ɦɚɪɲɪɭɬɵ ɢɡɦɟɧɹɸɬɫɹ ɫɚɦɢɦ ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɦ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɩɪɢ ɩɨɥɭɱɟɧɢɢ ɢɧɮɨɪɦɚɰɢɢ 
ɨ ɫɦɟɧɟ ɦɚɪɲɪɭɬɨɜ ɨɬ ɫɨɫɟɞɧɢɯ ɦɚɪɲɪɭɬɢɡɚɬɨɪɨɜ. ɋɬɚɬɢɱɟɫɤɚɹ ɦɚɪɲɪɭɬɢɡɚɰɢɹ ɩɨɬɪɟɛɥɹɟɬ 
ɦɚɥɨ ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɪɟɫɭɪɫɨɜ ɢ ɩɨɥɟɡɧɚ ɜ ɫɟɬɹɯ, ɤɨɬɨɪɵɟ ɧɟ ɢɦɟɸɬ ɧɟɫɤɨɥɶɤɢɯ ɩɭɬɟɣ ɤ 
ɚɞɪɟɫɚɬɭ ɧɚɡɧɚɱɟɧɢɹ. ȿɫɥɢ ɨɬ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɤ ɦɚɪɲɪɭɬɢɡɚɬɨɪɭ ɟɫɬɶ ɬɨɥɶɤɨ ɨɞɢɧ ɩɭɬɶ, ɬɨ 
ɱɚɫɬɨ ɢɫɩɨɥɶɡɭɸɬ ɫɬɚɬɢɱɟɫɤɭɸ ɦɚɪɲɪɭɬɢɡɚɰɢɸ. 

ɏɨɞ ɪɚɛɨɬɵ. 

ɉɪɨɜɟɞɟɦ ɧɚɫɬɪɨɣɤɭ ɫɬɚɬɢɱɟɫɤɨɣ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɫ ɩɨɦɨɳɶɸ ɝɪɚɮɢɱɟɫɤɢɯ ɦɚɫɬɟɪɨɜ 
ɢɧɬɟɪɮɟɣɫɚ Cisco Packet Tracer. ɋɨɡɞɚɣɬɟ ɫɯɟɦɭ ɫɟɬɢ, ɩɪɟɞɫɬɚɜɥɟɧɧɭɸ ɧɚ ɪɢɫ.1. 

 

ǸȐș.1. ǹȝȍȔȈ șȍȚȐ. 

ɇɚ ɞɚɧɧɨɣ ɫɯɟɦɟ ɩɪɟɞɫɬɚɜɥɟɧɚ ɤɨɪɩɨɪɚɬɢɜɧɚɹ ɫɟɬɶ, ɫɨɫɬɨɹɳɚɹ ɢɡ ɫɥɟɞɭɸɳɢɯ ɤɨɦɩɨɧɟɧɬɨɜ: 
ɋɟɬɶ 1 – ɧɚ Switch1 ɡɚɦɵɤɚɟɬɫɹ ɫɟɬɶ ɩɟɪɜɨɣ ɨɪɝɚɧɢɡɚɰɢɢ (ɬɚɛɥɢɰɚ 1): 
 

Ɍɚɛɥɢɰɚ 1. ɋɟɬɶ ɩɟɪɜɨɣ ɨɪɝɚɧɢɡɚɰɢɢ. 
ɤɨɦɩɶɸɬɟɪ IP ɚɞɪɟɫ Ɏɭɧɤɰɢɢ 



Comp2 192.168.1.2/24 DNS ɢ HTTP ɫɟɪɜɟɪ 

Comp3 192.168.1.3/24 DHCP ɫɟɪɜɟɪ 

Comp4 ɉɨɥɭɱɟɧ ɫ DHCP ɫɟɪɜɟɪɚ Ʉɥɢɟɧɬ ɫɟɬɢ 

ȼ ɞɚɧɧɨɣ ɫɟɬɢ ɧɚ Comp2 ɭɫɬɚɧɨɜɥɟɧ DNS ɢ Web ɫɟɪɜɟɪ ɫ ɫɚɣɬɨɦ ɨɪɝɚɧɢɡɚɰɢɢ. 
ɇɚ Comp3 ɭɫɬɚɧɨɜɥɟɧ DHCP ɫɟɪɜɟɪ. Ʉɨɦɩɶɸɬɟɪ Comp4 ɩɨɥɭɱɚɟɬ ɫ DHCP ɫɟɪɜɟɪɚ IP ɚɞɪɟɫ, 
ɚɞɪɟɫ DNS ɫɟɪɜɟɪɚ ɩɪɨɜɚɣɞɟɪɚ (ɫɟɪɜɟɪ Provider) ɢ ɲɥɸɡ. ɒɥɸɡ ɜ ɫɟɬɢ – 192.168.1.1/24. 
 
ɋɟɬɶ 2 – ɧɚ Switch2 ɡɚɦɵɤɚɟɬɫɹ ɫɟɬɶ ɜɬɨɪɨɣ ɨɪɝɚɧɢɡɚɰɢɢ (ɬɚɛɥɢɰɚ 2): 
 

Ɍɚɛɥɢɰɚ 5.2. ɋɟɬɶ ɜɬɨɪɨɣ ɨɪɝɚɧɢɡɚɰɢɢ. 
ɤɨɦɩɶɸɬɟɪ IP ɚɞɪɟɫ Ɏɭɧɤɰɢɢ 

Comp5 10.0.0.5/8 DNS ɢ HTTP ɫɟɪɜɟɪ 

Comp6 10.0.0.6/8 DHCP ɫɟɪɜɟɪ 

Comp7 ɉɨɥɭɱɟɧ ɫ DHCP ɫɟɪɜɟɪɚ Ʉɥɢɟɧɬ ɫɟɬɢ 

ȼ ɞɚɧɧɨɣ ɫɟɬɢ ɧɚ Comp5 ɭɫɬɚɧɨɜɥɟɧ DNS ɢ Web ɫɟɪɜɟɪ ɫ ɫɚɣɬɨɦ ɨɪɝɚɧɢɡɚɰɢɢ. 

ɇɚ Comp4 ɭɫɬɚɧɨɜɥɟɧ DHCP ɫɟɪɜɟɪ. Ʉɨɦɩɶɸɬɟɪ Comp7 ɩɨɥɭɱɚɟɬ ɫ DHCP ɫɟɪɜɟɪɚ IP ɚɞɪɟɫ, 
ɚɞɪɟɫ DNS ɫɟɪɜɟɪɚ ɩɪɨɜɚɣɞɟɪɚ (ɫɟɪɜɟɪ Provider) ɢ ɲɥɸɡ. ɒɥɸɡ ɜ ɫɟɬɢ – 10.0.0.1/8. 

ɋɟɬɶ 3 – ɧɚ Hub1 ɡɚɦɵɤɚɟɬɫɹ ɝɨɪɨɞɫɤɚɹ ɫɟɬɶ 200.200.200.0/24. ȼ ɫɟɬɢ ɭɫɬɚɧɨɜɥɟɧ DNS 
ɫɟɪɜɟɪ ɩɪɨɜɚɣɞɟɪɚ (ɤɨɦɶɸɬɟɪ Provaider ɫ IP ɚɞɪɟɫɨɦ -200.200.200.10/24), ɫɨɞɟɪɠɚɳɢɣ 
ɞɚɧɧɵɟ ɩɨ ɜɫɟɦ ɫɚɣɬɚɦ ɫɟɬɢ (Comp2, Comp5, Comp8). 

ɋɟɬɶ 4 – ɦɚɪɲɪɭɬɢɡɚɬɨɪ Router3 ɜɵɜɨɞɢɬ ɝɨɪɨɞɫɤɭɸ ɫɟɬɶ ɜ ɢɧɬɟɪɧɟɬ ɱɟɪɟɡ ɤɨɦɦɭɬɚɬɨɪ 
Switch3 (ɫɟɬɶ 210.210.210.0/24). ɇɚ Comp8 (IP ɚɞɪɟɫ 210.210.210.8/24, ɲɥɸɡ 
210.210.210.3/24.) ɭɫɬɚɧɨɜɥɟɧ DNS ɢ Web ɫɟɪɜɟɪ ɫ ɫɚɣɬɨɦ. 

Ɇɚɪɲɪɭɬɢɡɚɬɨɪɵ ɢɦɟɸɬ ɩɨ ɞɜɚ ɢɧɬɟɪɮɟɣɫɚ: 

Router1 – 192.168.1.1/24 ɢ 200.200.200.1/24. 
Router2 – 10.0.0.1/8 ɢ 200.200.200.2/24. 
Router3 – 210.210.210.3/24 ɢ 200.200.200.3/24. 
 
Ɂɚɞɚɱɚ: 
1 – ɧɚɫɬɪɨɢɬɶ ɫɟɬɢ ɨɪɝɚɧɢɡɚɰɢɣ; 
2 – ɧɚɫɬɪɨɢɬɶ DNS ɫɟɪɜɟɪ ɩɪɨɜɚɣɞɟɪɚ; 
3 – ɧɚɫɬɪɨɢɬɶ ɫɬɚɬɢɱɟɫɤɢɟ ɬɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɧɚ ɪɨɭɬɟɪɚɯ; 
4 – ɩɪɨɜɟɪɢɬɶ ɪɚɛɨɬɭ ɫɟɬɢ – ɧɚ ɤɚɠɞɨɦ ɢɡ ɤɨɦɩɶɸɬɟɪɨɜ - Comp4, Comp7 ɢ Comp8. ɋ 
ɤɚɠɞɨɝɨ ɢɡ ɧɢɯ ɞɨɥɠɧɵ ɨɬɤɪɵɜɚɬɶɫɹ ɜɫɟ ɬɪɢ ɫɚɣɬɚ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɢ. 
ȼ ɩɪɟɞɵɞɭɳɢɯ ɥɚɛɨɪɚɬɨɪɧɵɯ ɪɚɛɨɬɚɯ ɪɚɫɫɦɚɬɪɢɜɚɥɚɫɶ ɧɚɫɬɪɨɣɤɚ ɫɟɬɟɜɵɯ ɫɥɭɠɛ ɢ DNS 
ɫɟɪɜɟɪɚ. ɉɪɢɫɬɭɩɢɦ ɤ ɧɚɫɬɪɨɣɤɟ ɫɬɚɬɢɱɟɫɤɨɣ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɧɚ ɪɨɭɬɟɪɚɯ. ɉɨɫɤɨɥɶɤɭ ɧɚ 
ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɫɯɟɦɟ ɱɟɬɵɪɟ ɫɟɬɢ, ɬɨ ɬɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɤɚɤ ɦɢɧɢɦɭɦ ɞɨɥɠɧɵ 
ɫɨɞɟɪɠɚɬɶ ɡɚɩɢɫɢ ɤ ɤɚɠɞɨɣ ɢɡ ɷɬɢɯ ɫɟɬɟɣ – ɬ.ɟ. ɱɟɬɵɪɟ ɡɚɩɢɫɢ. ɇɚ ɪɨɭɬɟɪɚɯ Cisco ɜ 
ɬɚɛɥɢɰɚɯ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɤɚɤ ɩɪɚɜɢɥɨ ɧɟ ɩɪɨɩɢɫɵɜɚɸɬɫɹ ɩɭɬɢ ɤ ɫɟɬɹɦ, ɤ ɤɨɬɨɪɵɦ 
ɩɨɞɫɨɟɞɢɧɟɧɵ ɢɧɬɟɪɮɟɣɫɵ ɪɨɭɬɟɪɚ. ɉɨɷɬɨɦɭ ɧɚ ɤɚɠɞɨɦ ɪɨɭɬɟɪɟ ɧɟɨɛɯɨɞɢɦɨ ɜɧɟɫɬɢ ɩɨ ɞɜɟ 
ɡɚɩɢɫɢ. 

ɇɚɫɬɪɨɣɬɟ ɩɟɪɜɵɣ ɪɨɭɬɟɪ. 

Ⱦɥɹ ɷɬɨɝɨ ɜɨɣɞɢɬɟ ɜ ɤɨɧɮɢɝɭɪɚɰɢɸ ɦɚɪɲɪɭɬɢɡɚɬɨɪɚ ɢ ɜ ɢɧɬɟɪɮɟɣɫɚɯ ɭɫɬɚɧɨɜɢɬɟ IP ɚɞɪɟɫ ɢ 
ɦɚɫɤɭ ɩɨɞɫɟɬɢ. Ɂɚɬɟɦ ɜ ɪɚɡɞɟɥɟ ɆȺɊɒɊɍɌɂɁȺɐɂə ɨɬɤɪɨɣɬɟ ɜɤɥɚɞɤɭ ɋɌȺɌɂɑȿɋɄȺə, 
ɜɧɟɫɢɬɟ ɞɚɧɧɵɟ (ɪɢɫ.2) ɢ ɧɚɠɦɢɬɟ ɤɧɨɩɤɭ ȾɈȻȺȼɂɌɖ: 



 

ǸȐș.2. ДȈȕȕȣȍ Ȍȓя șȍȚȐ 10.0.0.0/8. 

В ȘȍȏțȓȤȚȈȚȍ ț ȊȈș ȌȖȓȎȕȣ ȗȖяȊȐȚȤșя ȌȊȍ ȏȈȗȐșȐ Ȋ ȚȈȉȓȐȞȍ ȔȈȘȠȘțȚȐȏȈȞȐȐ (ȘȐș.3): 

 

ǸȐș.5.3. ФȖȘȔȐȘȖȊȈȕȐȍ șȚȈȚȐȟȍșȒȖȑ ȚȈȉȓȐȞȣ ȔȈȘȠȘțȚȐȏȈȞȐȐ. 

ɑɬɨɛɵ ɩɨɫɦɨɬɪɟɬɶ ɩɨɥɧɭɸ ɧɚɫɬɪɨɣɤɭ ɬɚɛɥɢɰɵ ɦɚɪɲɪɭɬɢɡɚɰɢɢ, ɜɵɛɟɪɢɬɟ ɜ ɛɨɤɨɜɨɦ 
ɝɪɚɮɢɱɟɫɤɨɦ ɦɟɧɸ ɢɧɫɬɪɭɦɟɧɬ ɉɊɈȼȿɊɄȺ (ɩɢɤɬɨɝɪɚɦɦɚ ɥɭɩɵ), ɳɟɥɤɧɢɬɟ ɜ ɫɯɟɦɟ ɧɚ 
ɪɨɭɬɟɪɟ ɢ ɜɵɛɟɪɢɬɟ ɜ ɪɚɫɤɪɵɜɚɸɳɟɦɫɹ ɦɟɧɸ ɩɭɧɤɬ ɌȺȻɅɂɐȺ ɆȺɊɒɊɍɌɂɁȺɐɂɂ. 

ɉɨɫɥɟ ɧɚɫɬɪɨɣɤɢ ɜɫɟɯ ɪɨɭɬɟɪɨɜ ɜ ɜɚɲɟɣ ɫɟɬɢ ɫɬɚɧɭɬ ɞɨɫɬɭɩɧɵ IP ɚɞɪɟɫɚ ɥɸɛɨɝɨ 
ɤɨɦɩɶɸɬɟɪɚ ɢ ɜɵ ɫɦɨɠɟɬɟ ɨɬɤɪɵɬɶ ɥɸɛɨɣ ɫɚɣɬ ɫ ɤɨɦɩɶɸɬɟɪɨɜ Comp4, Comp7 ɢ Comp8. 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №18. 
 ɇɚɫɬɪɨɣɤɚ ɫɨɟɞɢɧɟɧɢɣ ɜɢɪɬɭɚɥɶɧɵɯ ɱɚɫɬɧɵɯ ɫɟɬɟɣ. ȼɧɟɞɪɟɧɢɟ ɩɨɥɢɬɢɤ ɭɞɚɥɟɧɧɨɝɨ 
ɞɨɫɬɭɩɚ. ɇɚɫɬɪɨɣɤɚ ɢ ɩɪɨɜɟɪɤɚ ɪɚɛɨɬɵ ɫɥɭɠɛɵ ɩɪɟɨɛɪɚɡɨɜɚɧɢɹ ɫɟɬɟɜɵɯ ɚɞɪɟɫɨɜ. 
 

ɐɟɥɶ ɡɚɧɹɬɢɹ: 

 ɧɚɭɱɢɬɶɫɹ ɨɪɝɚɧɢɡɨɜɵɜɚɬɶ ɫɨɟɞɢɧɟɧɢɟ ɦɟɠɞɭ ɞɜɭɦɹ ɫɟɬɟɜɵɦɢ ɭɡɥɚɦɢ; 

 ɢɡɭɱɢɬɶ ɫɬɟɩɟɧɶ ɡɚɳɢɳɟɧɧɨɫɬɢ, ɩɟɪɟɞɚɜɚɟɦɨɣ ɩɨ ɬɭɧɧɟɥɶɧɨɦɭ ɫɨɟɞɢɧɟɧɢɸ ɢɧɮɨɪɦɚɰɢɢ ɫ 
ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɚɧɚɥɢɡɚɬɨɪɚ ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ 

Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ ɪɚɛɨɬɵ ɫɬɭɞɟɧɬ ɞɨɥɠɟɧ ɡɧɚɬɶ: 

 ɬɟɯɧɨɥɨɝɢɢ ɜɢɪɬɭɚɥɶɧɵɯ ɱɚɫɬɧɵɯ ɫɟɬɟɣ 

 ɩɪɨɬɨɤɨɥ IPSec 

Ɉɛɨɪɭɞɨɜɚɧɢɟ: ɉɄ Pentium (R) Dual-Core E 6700, OC Windows 7, Ms Word, ɩɪɨɝɪɚɦɦɵ Oracle 
VirtualBox, Ethernet. 
 

ɏɨɞ ɪɚɛɨɬɵ 

1. ɇɚɫɬɪɨɢɬɶ ɜɢɪɬɭɚɥɶɧɭɸ ɫɟɬɶ ɦɟɠɞɭ ɨɫɧɨɜɧɨɣ Ɉɋ ɢ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɨɣ Windows 2000. Ⱦɥɹ 
ɷɬɨɝɨ ɜɵɩɨɥɧɢɬɶ ɫɥɟɞɭɸɳɢɟ ɞɟɣɫɬɜɢɹ.  

2. ȼ ɨɛɳɢɯ ɧɚɫɬɪɨɣɤɚɯ ɜɢɪɬɭɚɥɶɧɨɣ ɫɟɬɢ ɜɤɥɸɱɢɬɶ ɚɞɚɩɬɟɪ VMnet1 (ɨɩɰɢɹ «Enable adapter», 
ɪɢɫ. 1). 

 
 
 
 
 
 
 

 

 

 

 

Ɋɢɫ.1. 
Ⱥɤɬɢɜɚɰɢɹ 
ɚɞɚɩɬɟɪɚ 

VMnet1  

ȼ ɪɚɡɞɟɥɟ «Host Virtual Network Mapping» ɧɚɫɬɪɨɢɬɶ 
ɫɜɨɣɫɬɜɚ ɚɞɚɩɬɟɪɚ VMnet1, ɭɤɚɡɚɜ ɩɨɞɫɟɬɶ 
192.168.200.0 (ɪɢɫ. 2). 
 

 

 

 



 

 

 

 

Ɋɢɫ. 2. ɇɚɫɬɪɨɣɤɚ ɩɨɞɫɟɬɢ ɚɞɚɩɬɟɪɚ VMnet1  

4. ȼ ɧɚɫɬɪɨɣɤɚɯ ɡɚɝɪɭɠɚɟɦɨɣ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɭɤɚɡɚɬɶ ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɚɞɚɩɬɟɪɭ VMnet1 (ɪɢɫ. 
3).  

5. ɍɫɬɚɧɨɜɢɬɶ IP-ɚɞɪɟɫ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ 192.168.200.2.  
6. ɍɫɬɚɧɨɜɢɬɶ IP-ɚɞɪɟɫ ɚɞɚɩɬɟɪɚ VMnet1 ɨɫɧɨɜɧɨɣ Ɉɋ (VMware Network Adapter VMnet1) 

192.168.200.1.  
7. ɉɨɞɤɥɸɱɟɧɢɟ ɩɨ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɨɫɧɨɜɧɨɣ Ɉɋ ɧɚɫɬɪɨɢɬɶ ɧɚ IP-ɚɞɪɟɫ 192.168.1.128.  
8. Ⱦɨɛɚɜɢɬɶ ɜ ɨɫɧɨɜɧɨɣ Ɉɋ ɜɯɨɞɹɳɟɟ ɩɨɞɤɥɸɱɟɧɢɟ VPN, ɞɥɹ ɱɟɝɨ ɜ ɫɜɨɣɫɬ-ɜɚɯ «ɋɟɬɟɜɨɝɨ 

ɨɤɪɭɠɟɧɢɹ» ɡɚɩɭɫɬɢɬɶ «Ɇɚɫɬɟɪ ɧɨɜɵɯ ɩɨɞɤɥɸɱɟɧɢɣ». ɋ ɩɨ-ɦɨɳɶɸ ɦɚɫɬɟɪɚ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨ 
ɭɫɬɚɧɨɜɢɬɶ ɫɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ: «ɍɫ-ɬɚɧɨɜɢɬɶ ɩɪɹɦɨɟ ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɞɪɭɝɨɦɭ 
ɤɨɦɩɶɸɬɟɪɭ»; «ɉɪɢɧɢɦɚɬɶ ɜɯɨ-ɞɹɳɢɟ ɩɨɞɤɥɸɱɟɧɢɹ»; «Ɋɚɡɪɟɲɢɬɶ ɜɢɪɬɭɚɥɶɧɵɟ ɱɚɫɬɧɵɟ 
ɩɨɞɤɥɸɱɟɧɢɹ»; ɭɤɚɡɚɬɶ ɭɱɟɬɧɭɸ ɡɚɩɢɫɶ, ɤɨɬɨɪɚɹ ɛɭɞɟɬ ɢɫɩɨɥɶɡɨɜɚɧɚ ɞɥɹ ɩɨɞɤɥɸɱɟɧɢɹ.  
9. ɇɚɫɬɪɨɢɬɶ ɜ ɨɫɧɨɜɧɨɣ Ɉɋ ɜɯɨɞɹɳɟɟ ɩɨɞɤɥɸɱɟɧɢɟ VPN ɜ ɪɚɡɞɟɥɚɯ: «Ɉɛɳɢɟ» ⇒ «Ɋɚɡɪɟɲɢɬɶ 
ɞɪɭɝɢɦ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɭɫɬɚɧɚɜɥɢɜɚɬɶ ɱɚɫɬɧɨɟ ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɦɨɟɦɭ ɤɨɦɩɶɸɬɟɪɭ ɫ ɩɨɦɨɳɶɸ 
ɬɭɧɧɟɥɹ ɜ ɂɧɬɟɪɧɟɬɟ ɢɥɢ ɞɪɭɝɨɣ ɫɟɬɢ» (ɭɫɬɚɧɨɜɥɟɧ).  
«ɉɨɥɶɡɨɜɚɬɟɥɢ» ⇒ «ȼɫɟ ɩɨɥɶɡɨɜɚɬɟɥɢ ɞɨɥɠɧɵ ɞɟɪɠɚɬɶ ɜ ɫɟɤɪɟɬɟ ɫɜɨɢ ɩɚ-ɪɨɥɢ ɢ ɞɚɧɧɵɟ» 
(ɫɛɪɨɲɟɧ) 
«ɋɟɬɶ» ⇒ «ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP)» ⇒ «Ɋɚɡɪɟɲɢɬɶ ɡɜɨɧɹɳɢɦ ɞɨɫ-ɬɭɩ ɤ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ» 
(ɭɫɬɚɧɨɜɥɟɧ)  
«ɋɟɬɶ» ⇒ «ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP)» ⇒ «ɍɤɚɡɚɬɶ IP-ɚɞɪɟɫɚ ɹɜɧɵɦ ɨɛɪɚɡɨɦ» 
(192.168.1.128 — 192.168.1.254)  
«ɋɟɬɶ» ⇒ «Ʉɥɢɟɧɬ ɞɥɹ ɫɟɬɟɣ Microsoft» (ɭɫɬɚɧɨɜɥɟɧ)  
«ɋɟɬɶ» ⇒ «ɋɥɭɠɛɚ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ ɢ ɩɪɢɧɬɟɪɚɦ ɫɟɬɟɣ Microsoft» (ɭɫɬɚ-ɧɨɜɥɟɧ)  
Ɉɫɬɚɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ ɨɫɬɚɜɢɬɶ ɩɨ ɭɦɨɥɱɚɧɢɸ.  
 

 
 
 
 
 
  

 

 

 

 

Ɋɢɫ. 3. ɇɚɫɬɪɨɣɤɚ 
ɚɞɚɩɬɟɪɚ ɜɢɪɬɭɚɥɶɧɨɣ 

ɦɚɲɢɧɵ ɧɚ ɚɞɚɩɬɟɪ VMnet1  

10. Ⱦɨɛɚɜɢɬɶ ɜ Ɉɋ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɩɨɞɤɥɸɱɟɧɢɟ ɤ ɜɢɪɬɭɚɥɶɧɨɣ ɱɚɫɬɧɨɣ ɫɟɬɢ ɱɟɪɟɡ 
ɂɧɬɟɪɧɟɬ ɫɨ ɫɥɟɞɭɸɳɢɦɢ ɩɚɪɚɦɟɬɪɚɦɢ:  
«IP-ɚɞɪɟɫ ɤɨɦɩɶɸɬɟɪɚ, ɤ ɤɨɬɨɪɨɦɭ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨɞɤɥɸɱɟɧɢɟ» (IP-ɚɞɪɟɫ ɧɚɡɧɚɱɟɧɢɹ): 
192.168.200.1  
«Ȼɟɡɨɩɚɫɧɨɫɬɶ» ⇒ «Ɍɪɟɛɭɟɬɫɹ ɲɢɮɪɨɜɚɧɢɟ ɞɚɧɧɵɯ» (ɫɛɪɨɲɟɧ)  
«ɋɟɬɶ» ⇒ «Ɍɢɩ ɜɵɡɵɜɚɟɦɨɝɨ ɫɟɪɜɟɪɚ VPN» ⇒ «Ɍɭɧɧɟɥɶɧɵɣ ɩɪɨɬɨɤɨɥ ɬɨɱɤɚ-ɬɨɱɤɚ (PPTP)»  



«ɋɟɬɶ» ⇒ «Ɍɢɩ ɜɵɡɵɜɚɟɦɨɝɨ ɫɟɪɜɟɪɚ VPN» ⇒ «ɇɚɫɬɪɨɣɤɚ» ⇒ «ɉɪɨɝɪɚɦɦɧɨɟ ɫɠɚɬɢɟ ɞɚɧɧɵɯ» 
(ɫɛɪɨɲɟɧ)  
«ɋɟɬɶ» ⇒ «Ʉɥɢɟɧɬ ɞɥɹ ɫɟɬɟɣ Microsoft» (ɭɫɬɚɧɨɜɥɟɧ)  
«ɋɟɬɶ» ⇒ «ɋɥɭɠɛɚ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ ɢ ɩɪɢɧɬɟɪɚɦ ɫɟɬɟɣ Microsoft» (ɭɫɬɚɧɨɜɥɟɧ)  

11. ɑɬɨɛɵ ɩɪɟɞɨɬɜɪɚɬɢɬɶ ɜɨɡɦɨɠɧɨɫɬɶ ɫɟɬɟɜɨɝɨ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ ɢ ɤɚɬɚɥɨɝɚɦ ɨɫɧɨɜɧɨɣ Ɉɋ ɫ 
ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɜ ɨɛɯɨɞ ɬɭɧɧɟɥɹ VPN, ɧɟɨɛɯɨɞɢɦɨ ɞɨɩɨɥɧɢɬɟɥɶɧɨ ɭɫɬɚɧɨɜɢɬɶ 
ɫɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ ɞɥɹ ɫɨɟɞɢɧɟɧɢɹ VMnet1 ɜ ɨɫɧɨɜɧɨɣ Ɉɋ:  
«Ɉɛɳɢɟ» ⇒ «ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP)» ⇒ «Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ» ⇒ «WINS» ⇒ «Ɉɬɤɥɸɱɢɬɶ 
NetBIOS ɱɟɪɟɡ TCP/IP»  
«Ɉɛɳɢɟ» ⇒ «Ʉɥɢɟɧɬ ɞɥɹ ɫɟɬɟɣ Microsoft» (ɫɛɪɨɲɟɧ)  
«Ɉɛɳɢɟ» ⇒ «ɋɥɭɠɛɚ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ ɢ ɩɪɢɧɬɟɪɚɦ ɫɟɬɟɣ Microsoft» (ɫɛɪɨɲɟɧ)  
Ⱥɧɚɥɨɝɢɱɧɵɟ ɩɚɪɚɦɟɬɪɵ ɞɨɥɠɧɵ ɛɵɬɶ ɭɫɬɚɧɨɜɥɟɧɵ ɞɥɹ ɩɨɞɤɥɸɱɟɧɢɹ ɤ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ ɜ Ɉɋ 
ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ (ɬɨɠɟ, ɮɚɤɬɢɱɟɫɤɢ, VMnet1):  
«Ɉɛɳɢɟ» ⇒ «ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP)» ⇒ «Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ» ⇒ «WINS» ⇒ «Ɉɬɤɥɸɱɢɬɶ 
NetBIOS ɱɟɪɟɡ TCP/IP»  
«Ɉɛɳɢɟ» ⇒ «Ʉɥɢɟɧɬ ɞɥɹ ɫɟɬɟɣ Microsoft» (ɫɛɪɨɲɟɧ)  
«Ɉɛɳɢɟ» ⇒ «ɋɥɭɠɛɚ ɞɨɫɬɭɩɚ ɤ ɮɚɣɥɚɦ ɢ ɩɪɢɧɬɟɪɚɦ ɫɟɬɟɣ Microsoft» (ɫɛɪɨɲɟɧ)  

ɍɫɬɚɧɨɜɢɬɶ ɜɢɪɬɭɚɥɶɧɨɟ ɱɚɫɬɧɨɟ ɩɨɞɤɥɸɱɟɧɢɟ. ȼɵɹɫɧɢɬɶ ɚɞɪɟɫ, ɜɵɞɟɥɟɧɧɵɣ ɤɥɢɟɧɬɭ, ɚ ɬɚɤɠɟ 
ɚɞɪɟɫ ɫɟɪɜɟɪɚ. ɉɪɢ ɭɫɬɚɧɨɜɥɟɧɧɨɦ ɩɚɪɚɦɟɬɪɟ «Ɋɚɡ-ɪɟɲɢɬɶ ɡɜɨɧɹɳɢɦ ɞɨɫɬɭɩ ɤ ɥɨɤɚɥɶɧɨɣ 
ɫɟɬɢ» ɩɨɞɤɥɸɱɢɜɲɢɣɫɹ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɤɥɢɟɧɬ ɫɬɚɧɨɜɢɬɫɹ ɭɡɥɨɦ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ, ɧɨ ɬɨɥɶɤɨ ɧɚ 
ɫɟɬɟɜɨɦ ɭɪɨɜɧɟ ɦɨɞɟɥɢ OSI ɢ ɜɵɲɟ. 

Ⱥɧɚɥɢɡ ɡɚɳɢɳɟɧɧɨɫɬɢ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ 

13. ɇɚ ɜɬɨɪɨɦ ɪɚɛɨɱɟɦ ɦɟɫɬɟ ɡɚɩɭɫɬɢɬɶ ɩɪɨɢɡɜɨɥɶɧɵɣ web-ɫɟɪɜɟɪ.  
14. Ɂɚɩɭɫɬɢɬɶ ɚɧɚɥɢɡɚɬɨɪ ɬɪɚɮɢɤɚ ɢ ɧɚɫɬɪɨɢɬɶ ɟɝɨ ɧɚ ɩɟɪɟɯɜɚɬ ɩɚɤɟɬɨɜ, ɩɟɪɟ-ɞɚɜɚɟɦɵɯ 

ɜɢɪɬɭɚɥɶɧɵɦ ɫɟɬɟɜɵɦ ɚɞɚɩɬɟɪɨɦ VMnet1.  
15. Ɉɬɩɪɚɜɢɬɶ ɢɡ Ɉɋ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɧɟɫɤɨɥɶɤɨ ECHO-ɡɚɩɪɨɫɨɜ ɜ ɚɞɪɟɫ ɫɟɪɜɟɪɚ ɞɜɭɦɹ 

ɫɩɨɫɨɛɚɦɢ: ɫɧɚɱɚɥɚ ɧɚɩɪɹɦɭɸ ɱɟɪɟɡ ɫɟɬɶ VMnet1 (ɚɞɪɟɫ ɫɟɪ-ɜɟɪɚ 192.168.200.1), ɚ ɡɚɬɟɦ ɱɟɪɟɡ 
ɬɭɧɧɟɥɶɧɨɟ ɫɨɟɞɢɧɟɧɢɟ (ɚɞɪɟɫ ɫɟɪɜɟɪɚ ɧɟɨɛɯɨɞɢɦɨ ɜɵɹɫɧɢɬɶ ɩɪɢ ɩɨɦɨɳɢ ɞɢɚɥɨɝɨɜɨɝɨ ɨɤɧɚ 
ɫɨɫɬɨɹɧɢɹ ɫɨɟɞɢɧɟɧɢɹ). Ɉɛɪɚɬɢɬɟ ɜɧɢɦɚɧɢɟ, ɱɬɨ ɩɚɤɟɬɵ, ɩɨɫɵɥɚɟɦɵɟ ɱɟɪɟɡ ɬɭɧɧɟɥɶɧɨɟ 
ɫɨɟɞɢɧɟɧɢɟ, ɧɟ ɨɩɨɡɧɚɸɬɫɹ ɤɚɤ ICMP-ɩɚɤɟɬɵ. ɉɨɫɤɨɥɶɤɭ ɲɢɮɪɨɜɚɧɢɟ ɩɟɪɟ-ɞɚɜɚɟɦɨɣ 
ɢɧɮɨɪɦɚɰɢɢ ɢ ɩɪɨɝɪɚɦɦɧɨɟ ɫɠɚɬɢɟ ɨɬɤɥɸɱɟɧɵ, ɬɨ ɫɨɞɟɪɠɢɦɨɟ ɢɫɯɨɞɧɨɝɨ IP-ɩɚɤɟɬɚ 
ɫɨɯɪɚɧɹɟɬɫɹ ɜ ɩɟɪɜɨɧɚɱɚɥɶɧɨɦ ɜɢɞɟ. ɂɡɦɟɧɟɧɢɹ ɜ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɡɚɤɥɸɱɚɸɬɫɹ 
ɬɨɥɶɤɨ ɜ ɬɨɦ, ɱɬɨ ɤ ɢɫɯɨɞɧɨɦɭ ɩɚɤɟɬɭ ɞɨɛɚɜɥɹɟɬɫɹ ɡɚɝɨɥɨɜɨɤ ɩɪɨɬɨɤɨɥɚ PPTP, ɤɨɬɨɪɵɣ ɡɚɬɟɦ 
ɫɧɢɦɚɟɬɫɹ ɩɪɢ ɜɵɯɨɞɟ ɩɚɤɟɬɚ ɢɡ ɬɭɧɧɟɥɹ.  

16. ɉɟɪɟɜɟɫɬɢ IP-ɚɞɪɟɫɚ ɢɫɬɨɱɧɢɤɨɜ ɢ ɩɪɢɟɦɧɢɤɨɜ ECHO-ɡɚɩɪɨɫɨɜ (ɜɫɟɝɨ 4 ɪɚɡɥɢɱɧɵɯ ɚɞɪɟɫɚ) ɜ 
ɲɟɫɬɧɚɞɰɚɬɟɪɢɱɧɭɸ ɫɢɫɬɟɦɭ ɢɫɱɢɫɥɟɧɢɹ. ɇɚɣɬɢ ɷɬɢ ɚɞɪɟɫɚ ɜ ɩɟɪɟɯɜɚɱɟɧɧɵɯ ɩɚɤɟɬɚɯ. 
ɍɛɟɞɢɬɶɫɹ, ɱɬɨ ɩɪɢ ɬɭɧɧɟɥɢɪɨɜɚɧɢɢ IP-ɚɞɪɟɫɚ ɨɫɬɚɸɬɫɹ ɧɟɢɡɦɟɧɧɵɦɢ ɢ ɦɨɝɭɬ ɛɵɬɶ 
ɜɨɫɫɬɚɧɨɜɥɟɧɵ ɜ ɫɥɭɱɚɟ ɩɟɪɟ-ɯɜɚɬɚ ɬɪɚɮɢɤɚ. ɉɪɢɜɟɫɬɢ ɩɚɤɟɬɵ ECHO-ɡɚɩɪɨɫɨɜ, ɨɬɩɪɚɜɥɟɧɧɵɯ 
ɧɚɩɪɹɦɭɸ ɢ ɱɟɪɟɡ ɬɭɧɧɟɥɶ, ɢ ɜɵɞɟɥɢɬɶ ɜ ɧɢɯ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ IP-ɚɞɪɟɫɚ.  

17. Ɂɚɩɭɫɬɢɬɶ ɧɚ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɟ Internet Explorer ɢ ɩɨɞɤɥɸɱɢɬɶɫɹ ɤ ɡɚ-ɩɭɳɟɧɧɨɦɭ ɜ 
ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ web-ɫɟɪɜɟɪɭ. ɉɪɢ ɩɨɦɨɳɢ ɚɧɚɥɢɡɚɬɨɪɚ ɬɪɚɮɢɤɚ ɩɨɫɦɨɬɪɟɬɶ ɩɚɤɟɬɵ, 
ɩɟɪɟɞɚɜɚɟɦɵɟ ɱɟɪɟɡ ɢɧɬɟɪɮɟɣɫ VMnet1. ɇɚɣɬɢ HTTP-ɡɚɩɪɨɫɵ, ɨɬɩɪɚɜɥɹɟɦɵɟ ɧɚ 80 (50h) ɩɨɪɬ 
web-ɫɟɪɜɟɪɚ, ɚ ɬɚɤɠɟ ɨɬɜɟɬɵ ɫɟɪɜɟɪɚ, ɨɬɩɪɚɜɥɹɟɦɵɟ ɫ 80 ɩɨɪɬɚ. Ɍɟɤɫɬ HTTP-ɡɚɩɪɨɫɚ 
ɧɚɱɢɧɚɟɬɫɹ ɫɨ ɫɥɨɜɚ GET, ɫɥɟɞɭɸɳɟɝɨ ɡɚ ɧɢɦ ɩɪɨɛɟɥɚ ɢ ɞɚɥɟɟ URL ɡɚɩɪɚɲɢɜɚɟɦɨɝɨ ɪɟɫɭɪɫɚ. 
ɋɪɚɜɧɢɬɶ ɷɬɢ ɩɚɤɟɬɵ ɫ ɩɚɤɟɬɚɦɢ, ɩɟɪɟɞɚɜɚɟɦɵɦɢ ɩɨ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ. ȼ ɱɟɦ ɜɵɪɚɠɟɧɨ ɨɬɥɢɱɢɟ 
ɷɬɢɯ ɩɚɤɟɬɨɜ?  

18. Ɋɚɡɨɪɜɚɬɶ ɜɢɪɬɭɚɥɶɧɨɟ ɫɨɟɞɢɧɟɧɢɟ.  
19. ȼɤɥɸɱɢɬɶ ɲɢɮɪɨɜɚɧɢɟ ɩɟɪɟɞɚɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɞɥɹ ɷɬɨɝɨ ɜ ɫɜɨɣɫɬɜɚɯ ɫɨɟɞɢɧɟɧɢɹ ɜ Ɉɋ 

ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɭɫɬɚɧɨɜɢɬɶ ɫɥɟɞɭɸɳɢɣ ɩɚɪɚɦɟɬɪ:  
Ȼɟɡɨɩɚɫɧɨɫɬɶ ⇒ ɒɢɮɪɨɜɚɧɢɟ ɞɚɧɧɵɯ  

 ɍɫɬɚɧɨɜɢɬɶ ɜɢɪɬɭɚɥɶɧɨɟ ɫɨɟɞɢɧɟɧɢɟ. Ɉɬɩɪɚɜɢɬɶ ɢɡ Ɉɋ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɵ ɧɟɫɤɨɥɶɤɨ 
ECHO-ɡɚɩɪɨɫɨɜ ɱɟɪɟɡ ɬɭɧɧɟɥɶɧɨɟ ɫɨɟɞɢɧɟɧɢɟ. ɉɪɨɫɦɨɬɪɟɬɶ ɩɟɪɟɯɜɚɱɟɧɧɵɣ ɬɪɚɮɢɤ, ɟɫɬɶ ɥɢ 
ɜɨɡɦɨɠɧɨɫɬɶ ɭɫɬɚɧɨɜɢɬɶ, ɩɚɤɟɬɵ ɤɚɤɨɝɨ ɫɨɞɟɪɠɚɧɢɹ ɩɟɪɟɞɚɜɚɥɢɫɶ?  
 Ɂɚɲɢɮɪɨɜɚɧɵ ɥɢ ɩɨɥɹ ɡɚɝɨɥɨɜɤɨɜ?  

 Ʉɚɤɚɹ ɢɧɮɨɪɦɚɰɢɹ ɦɨɠɟɬ ɛɵɬɶ ɩɟɪɟɯɜɚɱɟɧɚ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɦ ɜ ɫɥɭɱɚɟ ɟɝɨ ɩɨɞɤɥɸɱɟɧɢɹ ɤ 
ɥɢɧɢɢ ɫɜɹɡɢ? 



 
Ʉɨɧɬɪɨɥɶɧɵɟ ɜɨɩɪɨɫɵ 

 

1. Ʉɚɤɢɦ ɨɛɪɚɡɨɦ ɬɟɯɧɨɥɨɝɢɹ VPN ɨɛɟɫɩɟɱɢɜɚɟɬ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ ɞɚɧɧɵɯ? 
2. Ʉɚɤɢɦ ɨɛɪɚɡɨɦ ɬɟɯɧɨɥɨɝɢɹ VPN ɨɛɟɫɩɟɱɢɜɚɟɬ ɰɟɥɨɫɬɧɨɫɬɶ ɞɚɧɧɵɯ? 

3. ɉɨɱɟɦɭ ɩɪɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɬɟɯɧɨɥɨɝɢɢ VPN IP-ɚɞɪɟɫɚ ɜɧɭɬɪɟɧɧɟɣ ɫɟɬɢ ɧɟɞɨɫɬɭɩɧɵ 
ɜɧɟɲɧɟɣ ɫɟɬɢ? 

 
 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №19. 
ɍɫɬɚɧɨɜɤɚ, ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɵɯ ɛɪɚɧɞɦɚɭɷɪɨɜ. Ɂɚɳɢɬɚ ɨɬ ɫɟɬɟɜɵɯ 

ɚɬɚɤ. ɂɦɢɬɚɰɢɹ ɫɟɬɟɜɨɣ ɚɬɚɤɢ ɧɚ ɫɟɬɟɜɵɟ ɫɥɭɠɛɵ. Ⱥɧɚɥɢɡ ɠɭɪɧɚɥɨɜ. 
 

ɐɟɥɶ : ɧɚɭɱɢɬɶɫɹ ɡɚɳɢɳɚɬɶ ɫɟɬɟɜɨɣ ɤɨɦɩɶɸɬɟɪ ɢ ɧɚɫɬɪɚɢɜɚɬɶ ɛɪɚɧɞɦɚɭɷɪ. 

ɏɨɞ ɪɚɛɨɬɵ 

 
Ɂɚɞɚɧɢɟ 1. ɉɨɞɝɨɬɨɜɶɬɟ ɤɨɦɩɶɸɬɟɪ ɞɥɹ ɜɵɩɨɥɧɟɧɢɹ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ: 

- Ɂɚɩɭɫɬɢɬɟ ɜɢɪɬɭɚɥɶɧɭɸ ɦɚɲɢɧɭ VirtualBox. ɉɟɪɟɣɞɢɬɟ ɜ ɩɨɥɧɨɷɤɪɚɧɧɵɣ ɪɟɠɢɦ ɪɚɛɨɬɵ. 
ȼɵɩɨɥɧɹɣɬɟ ɨɫɬɚɥɶɧɵɟ ɡɚɞɚɧɢɹ ɥɚɛɨɪɚɬɨɪɧɨɣ ɪɚɛɨɬɵ ɜ ɜɢɪɬɭɚɥɶɧɨɣ ɦɚɲɢɧɟ.  

Ɂɚɞɚɧɢɟ 2. ɋɨɡɞɚɣɬɟ ɧɨɜɭɸ ɩɨɥɢɬɢɤɭ IP-ɛɟɡɨɩɚɫɧɨɫɬɢ ɧɚ ɥɨɤɚɥɶɧɨɦ ɤɨɦɩɶɸɬɟɪɟ:  
Ɉɬɤɪɨɣɬɟ ɨɫɧɚɫɬɤɭ ɍɩɪɚɜɥɟɧɢɟ ɩɨɥɢɬɢɤɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ IP:  

1. ɨɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ Ɂɚɩɭɫɤ ɩɪɨɝɪɚɦɦ (ɉɭɫɤ/ȼɵɩɨɥɧɢɬɶ);  
2. ɜɜɟɞɢɬɟ ɤɨɦɚɧɞɭ mmc ɢ ɧɚɠɦɢɬɟ ɤɥɚɜɢɲɭ ENTER;  
3. ɜɵɩɨɥɧɢɬɟ ɤɨɦɚɧɞɭ ɦɟɧɸ Ʉɨɧɫɨɥɶ/Ⱦɨɛɚɜɢɬɶ ɢɥɢ ɭɞɚɥɢɬɶ ɨɫɧɚɫɬɤɭ;  
4. ɨɬɤɪɨɣɬɟ ɨɤɧɨ ɫ ɞɨɫɬɭɩɧɵɦɢ ɨɫɧɚɫɬɤɚɦɢ ɫ ɩɨɦɨɳɶɸ ɤɧɨɩɤɢ Ⱦɨɛɚɜɢɬɶ;  
5. ɜɵɛɟɪɢɬɟ ɜ ɫɩɢɫɤɟ ɷɥɟɦɟɧɬ ɍɩɪɚɜɥɟɧɢɟ ɩɨɥɢɬɢɤɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ IP ɢ ɞɨɛɚɜɶɬɟ ɟɝɨ ɫ 

ɩɨɦɨɳɶɸ ɤɧɨɩɤɢ Ⱦɨɛɚɜɢɬɶ;  
6. ɡɚɜɟɪɲɢɬɟ ɞɨɛɚɜɥɟɧɢɟ ɨɫɧɚɫɬɤɢ ɤɧɨɩɤɨɣ Ƚɨɬɨɜɨ;  
7. ɡɚɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ Ⱦɨɛɚɜɢɬɶ ɢɡɨɥɢɪɨɜɚɧɧɭɸ ɨɫɧɚɫɬɤɭ;  
8. ɡɚɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ Ⱦɨɛɚɜɢɬɶ/ɍɞɚɥɢɬɶ ɨɫɧɚɫɬɤɭ ɫ ɩɨɦɨɳɶɸ ɤɧɨɩɤɢ OK.  

Ⱥɤɬɢɜɢɡɢɪɭɣɬɟ ɨɫɧɚɫɬɤɭ ɉɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ IP ɧɚ «Ʌɨɤɚɥɶɧɵɣ ɤɨɦɩɶɸɬɟɪ». ɋɩɪɚɜɚ 
ɨɬɨɛɪɚɡɹɬɫɹ ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɩɨ ɭɦɨɥɱɚɧɢɸ ɩɨɥɢɬɢɤɢ. Ɂɚɩɭɫɬɢɬɟ ɦɚɫɬɟɪ ɫɨɡɞɚɧɢɹ ɩɨɥɢɬɢɤ 
ɛɟɡɨɩɚɫɧɨɫɬɢ:  

1. ɜɵɡɨɜɢɬɟ ɤɨɧɬɟɤɫɬɧɨɟ ɦɟɧɸ ɨɫɧɚɫɬɤɢ ɉɨɥɢɬɢɤɚ ɛɟɡɨɩɚɫɧɨɫɬɢ IP ɧɚ «Ʌɨɤɚɥɶɧɵɣ 
ɤɨɦɩɶɸɬɟɪ»  

2. ɜɵɩɨɥɧɢɬɟ ɤɨɦɚɧɞɭ ɋɨɡɞɚɬɶ ɩɨɥɢɬɢɤɭ ɛɟɡɨɩɚɫɧɨɫɬɢ IP….  
Ɉɡɧɚɤɨɦɶɬɟɫɶ ɫ ɢɧɮɨɪɦɚɰɢɟɣ ɦɚɫɬɟɪɚ ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ.  
ɍɫɬɚɧɨɜɢɬɟ ɂɦɹ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ IP:  

1 ɜɜɟɞɢɬɟ ɜ ɩɨɥɟ ɂɦɹ – My_politic.  
2 ɜɜɟɞɢɬɟ ɜ ɩɨɥɟ Ɉɩɢɫɚɧɢɟ – ɗɬɨ ɩɨɥɢɬɢɤɚ IP ɛɟɡɨɩɚɫɧɨɫɬɢ ɥɨɤɚɥɶɧɨɝɨ ɤɨɦɩɶɸɬɟɪɚ ɢ 

ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ.  
ɇɚɫɬɪɨɣɬɟ ɩɨɥɢɬɢɤɭ ɛɟɡɨɩɚɫɧɨɝɨ ɫɨɟɞɢɧɟɧɢɹ. Ⱦɥɹ ɷɬɨɝɨ ɭɫɬɚɧɨɜɢɬɟ ɮɥɚɠɨɤ ɂɫɩɨɥɶɡɨɜɚɬɶ 

ɩɪɚɜɢɥɨ ɩɨ ɭɦɨɥɱɚɧɢɸ ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ.  
ɍɫɬɚɧɨɜɢɬɟ ɋɩɨɫɨɛ ɩɪɨɜɟɪɤɢ ɩɨɞɥɢɧɧɨɫɬɢ ɩɪɚɜɢɥɚ ɨɬɤɥɢɤɚ ɩɨ ɭɦɨɥɱɚɧɢɸ:  

1 ɚɤɬɢɜɢɡɢɪɭɣɬɟ ɂɫɩɨɥɶɡɨɜɚɬɶ ɞɚɧɧɭɸ ɫɬɪɨɤɭ ɞɥɹ ɡɚɳɢɬɵ ɨɛɦɟɧɚ ɤɥɸɱɚɦɢ;  
2 ɜɜɟɞɢɬɟ ɜ ɧɢɠɧɟɟ ɩɨɥɟ 123456789;  
3 ɡɚɤɪɨɣɬɟ ɨɤɧɨ ɤɧɨɩɤɨɣ Ⱦɚɥɟɟ.  

Ɂɚɤɪɨɣɬɟ ɦɚɫɬɟɪɚ ɫɨɡɞɚɧɢɹ ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ ɤɧɨɩɤɨɣ Ƚɨɬɨɜɨ. Ɉɬɤɪɨɟɬɫɹ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ 
ɋɜɨɣɫɬɜɚ: My_politic.  
Ɂɚɩɭɫɬɢɬɟ Ɇɚɫɬɟɪ ɩɪɚɜɢɥ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ ɧɚɫɬɪɨɣɬɟ ɩɪɚɜɢɥɚ ɛɟɡɨɩɚɫɧɨɫɬɢ:  

1. ɡɚɩɭɫɬɢɬɟ ɦɚɫɬɟɪ ɤɧɨɩɤɨɣ Ⱦɨɛɚɜɢɬɶ;  
2. ɨɡɧɚɤɨɦɶɬɟɫɶ ɫ ɨɩɢɫɚɧɢɟɦ ɦɚɫɬɟɪɚ ɢ - Ⱦɚɥɟɟ;  
3. ɜɵɛɟɪɢɬɟ ɗɬɨ ɩɪɚɜɢɥɨ ɧɟ ɨɩɪɟɞɟɥɹɟɬ ɬɭɧɧɟɥɶ ɢ ɳɟɥɤɧɢɬɟ Ⱦɚɥɟɟ;  
4. ɜɵɛɟɪɢɬɟ Ʌɨɤɚɥɶɧɵɟ ɫɟɬɟɜɵɟ ɩɨɞɤɥɸɱɟɧɢɹ ɢ ɳɟɥɤɧɢɬɟ Ⱦɚɥɟɟ;  
5. ɜɵɛɟɪɢɬɟ ɂɫɩɨɥɶɡɨɜɚɬɶ ɫɟɪɬɢɮɢɤɚɬ ɞɚɧɧɨɝɨ ɰɟɧɬɪɚ ɫɟɪɬɢɮɢɤɚɰɢɢ (ɐɋ);  
6. ɳɟɥɤɧɢɬɟ Ɉɛɡɨɪ ɢ ɜɵɛɟɪɢɬɟ ɥɸɛɨɣ ɫɟɪɬɢɮɢɤɚɬ, ɤɧɨɩɤɚ Ⱦɚɥɟɟ;  
7. ɜ ɫɩɢɫɤɟ ɮɢɥɶɬɪɨɜ IP ɜɵɛɟɪɢɬɟ ɉɨɥɧɵɣ IP ɬɪɚɮɢɤ ɢ ɳɟɥɤɧɢɬɟ Ⱦɚɥɟɟ;  
8. ɞɨɛɚɜɶɬɟ ɧɨɜɨɟ ɞɟɣɫɬɜɢɟ ɮɢɥɶɬɪɚ:  

▪ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɨɛɚɜɢɬɶ;  
▪ ɨɡɧɚɤɨɦɶɬɟɫɶ ɫ ɨɩɢɫɚɧɢɟɦ ɡɚɩɭɫɬɢɜɲɟɝɨɫɹ ɦɚɫɬɟɪɚ ɢ - Ⱦɚɥɟɟ;  
▪ ɜɜɟɞɢɬɟ ɜ ɩɨɥɟ ɂɦɹ – My_filter ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ;  
▪ ɜɵɛɟɪɢɬɟ Ɋɚɡɪɟɲɢɬɶ ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ;  
▪ ɡɚɜɟɪɲɢɬɟ ɞɨɛɚɜɥɟɧɢɟ ɧɨɜɨɝɨ ɞɟɣɫɬɜɢɹ ɤɧɨɩɤɨɣ Ƚɨɬɨɜɨ.  

9. ɚɤɬɢɜɢɡɢɪɭɣɬɟ ɫɨɡɞɚɧɧɨɟ ɜɚɦɢ ɞɟɣɫɬɜɢɟ ɢ ɢɡɦɟɧɢɬɟ ɟɝɨ ɩɚɪɚɦɟɬɪɵ:  



▪ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ ɂɡɦɟɧɢɬɶ;  
▪ ɜɵɛɟɪɢɬɟ ɋɨɝɥɚɫɨɜɚɬɶ ɛɟɡɨɩɚɫɧɨɫɬɶ;  
▪ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɨɛɚɜɢɬɶ ɢ ɜɵɛɟɪɢɬɟ ɒɢɮɪɨɜɚɧɢɟ ɢ ɨɛɟɫɩɟɱɟɧɢɟ 

ɰɟɥɨɫɬɧɨɫɬɢ;  
▪ ɭɫɬɚɧɨɜɢɬɟ ɮɥɚɠɨɤ ɉɪɢɧɢɦɚɬɶ ɧɟɛɟɡɨɩɚɫɧɭɸ ɫɜɹɡɶ, ɧɨ ɨɬɜɟɱɚɬɶ ɫ ɩɨɦɨɳɶɸ 

IPSEC ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɚɥɟɟ;  
10. ɡɚɜɟɪɲɢɬɟ ɪɚɛɨɬɭ ɦɚɫɬɟɪ ɤɧɨɩɤɨɣ Ƚɨɬɨɜɨ.  

Ⱦɨɛɚɜɶɬɟ ɜ ɩɨɥɢɬɢɤɭ ɮɢɥɶɬɪ ɞɥɹ ɛɥɨɤɢɪɨɜɤɢ ɜɫɟɯ ɜɯɨɞɹɳɢɯ ɩɨɞɤɥɸɱɟɧɢɣ:  
◦ ɨɬɤɥɸɱɢɬɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɦɚɫɬɟɪɚ (ɮɥɚɠɨɤ ɂɫɩɨɥɶɡɨɜɚɬɶ ɦɚɫɬɟɪ);  
◦ ɨɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɋɨɡɞɚɧɢɣ ɧɨɜɵɯ ɩɪɚɜɢɥ ɤɧɨɩɤɨɣ Ⱦɨɛɚɜɢɬɶ;  
◦ ɨɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ Ⱦɨɛɚɜɥɟɧɢɟ ɮɢɥɶɬɪɚ ɤɧɨɩɤɨɣ Ⱦɨɛɚɜɢɬɶ;  
◦ ɞɨɛɚɜɶɬɟ ɧɨɜɵɣ ɮɢɥɶɬɪ:  
1. ɫɛɪɨɫɶɬɟ ɮɥɚɠɨɤ ɂɫɩɨɥɶɡɨɜɚɬɶ ɦɚɫɬɟɪ;  
2. ɨɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɋɜɨɣɫɬɜɚ: Ɏɢɥɶɬɪ ɤɧɨɩɤɨɣ Ⱦɨɛɚɜɢɬɶ;  
3. ɜ ɩɨɥɟ Ⱥɞɪɟɫ ɢɫɬɨɱɧɢɤɚ ɩɚɤɟɬɨɜ ɜɵɛɟɪɢɬɟ Ʌɸɛɨɣ ɚɞɪɟɫ IP;  
4. ɜ ɩɨɥɟ Ⱥɞɪɟɫ ɧɚɡɧɚɱɟɧɢɹ ɩɚɤɟɬɨɜ ɜɵɛɟɪɢɬɟ Ɇɨɣ IP ɚɞɪɟɫ;  
5. ɭɫɬɚɧɨɜɢɬɟ ɮɥɚɠɨɤ Ɉɬɪɚɠɟɧɧɵɣ ɞɥɹ ɛɥɨɤɢɪɨɜɤɢ ɩɪɢɯɨɞɹɳɢɯ ɩɚɤɟɬɨɜ;  
6. ɭɫɬɚɧɨɜɢɬɟ ɩɪɨɬɨɤɨɥ TCP ɞɥɹ ɮɢɥɶɬɪɚɰɢɢ (ɜɤɥɚɞɤɚ ɉɪɨɬɨɤɨɥ\ɪɚɫɤɪɵɜɚɸɳɢɣɫɹ 

ɫɩɢɫɨɤ ȼɵɛɟɪɢɬɟ ɩɪɨɬɨɤɨɥ);  
7. ɡɚɜɟɪɲɢɬɟ ɧɚɫɬɪɨɣɤɭ ɧɨɜɨɝɨ ɮɢɥɶɬɪɚ ɤɧɨɩɤɨɣ ɈɄ;  

11. ɡɚɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɋɩɢɫɨɤ ɮɢɥɶɬɪɨɜ ɤɧɨɩɤɨɣ ɈɄ.  
12. ɡɚɜɟɪɲɢɬɟ ɞɨɛɚɜɥɟɧɢɟ ɧɨɜɨɝɨ ɩɪɚɜɢɥɚ ɤɧɨɩɤɨɣ ɈɄ.  

Ɂɚɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɋɜɨɣɫɬɜɚ: My_politic.  
Ⱥɤɬɢɜɢɡɢɪɭɣɬɟ ɜɵɛɪɚɧɧɭɸ ɩɨɥɢɬɢɤɭ (ɤɨɧɬɟɤɫɬɧɨɟ ɦɟɧɸ ɫɨɡɞɚɧɧɨɣ ɩɨɥɢɬɢɤɢ/ɇɚɡɧɚɱɢɬɶ).  
ɉɪɨɜɟɪɶɬɟ ɪɚɛɨɬɭ ɩɨɥɢɬɢɤɢ, ɜɨɫɩɨɥɶɡɨɜɚɜɲɢɫɶ ɭɬɢɥɢɬɨɣ ping ɧɚ ɞɪɭɝɨɦ ɤɨɦɩɶɸɬɟɪɟ.  
ȿɫɥɢ ɩɨɥɢɬɢɤɚ ɧɚɫɬɪɨɟɧɚ ɜɟɪɧɨ, ɬɨ ɭɬɢɥɢɬɚ ping ɜɵɞɚɫɬ ɫɜɟɞɟɧɢɹ ɨ ɬɨɦ ɱɬɨ ɞɚɧɧɵɣ ɤɨɦɩɶɸɬɟɪ 
ɧɟɞɨɫɬɭɩɟɧ.  
Ɂɚɞɚɧɢɟ 3.ɇɚɫɬɪɨɣɬɟ ɮɢɥɶɬɪɚɰɢɸ IP -ɬɪɚɮɢɤɚ. 
 Ɉɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɫɜɨɣɫɬɜ ɉɨɞɤɥɸɱɟɧɢɹ ɩɨ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ (ɉɭɫɤ/ɉɚɧɟɥɶ 

ɭɩɪɚɜɥɟɧɢɹ/ɋɟɬɟɜɵɟ ɩɨɞɤɥɸɱɟɧɢɹ).  
 Ɉɬɤɪɨɣɬɟ ɞɢɚɥɨɝɨɜɨɟ ɨɤɧɨ ɋɜɨɣɫɬɜɚ: ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP) ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ 

Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ.  
 ɉɟɪɟɣɞɢɬɟ ɧɚ ɜɤɥɚɞɤɭ ɉɚɪɚɦɟɬɪɵ.  
 Ɉɬɤɪɨɣɬɟ ɨɤɧɨ Ɏɢɥɶɬɪɚɰɢɹ TCP/IP ɫ ɩɨɦɨɳɶɸ ɤɧɨɩɤɢ ɋɜɨɣɫɬɜɚ.  
 ɍɫɬɚɧɨɜɢɬɟ TCP-ɩɨɪɬɵ, ɤɨɬɨɪɵɟ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ:  

◦ ɜɵɛɟɪɢɬɟ ɜ ɪɚɡɞɟɥɟ TCP-ɩɨɪɬɵ ɩɟɪɟɤɥɸɱɚɬɟɥɶ Ɍɨɥɶɤɨ ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɨɛɚɜɢɬɶ;  
◦ ɜɜɟɞɢɬɟ ɧɨɦɟɪ ɩɨɪɬɚ ɞɥɹ ɩɪɨɬɨɤɨɥɚ HTTPS – 443;  
◦ ɚɧɚɥɨɝɢɱɧɨ ɞɨɛɚɜɶɬɟ ɩɨɪɬɵ  

▪ ɞɥɹ ɩɪɨɬɨɤɨɥɚ ɨɬɩɪɚɜɤɢ ɩɨɱɬɵ SMTP – 25;  
▪ ɞɥɹ ɩɪɨɬɨɤɨɥɚ ɩɨɥɭɱɟɧɢɹ ɩɨɱɬɵ POP3 – 110;  
▪ ɩɪɨɬɨɤɨɥ FTP – 21;  
▪ ɩɪɨɬɨɤɨɥ Telnet - 23.  

◦ ɓɟɥɤɧɢɬɟ ɈɄ ɞɥɹ ɩɪɢɦɟɧɟɧɢɹ ɩɚɪɚɦɟɬɪɨɜ.  
 Ɂɚɩɪɟɬɢɬɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɚ Telnet.  
 Ɂɚɤɪɨɣɬɟ ɨɤɧɨ Ⱦɨɩɨɥɧɢɬɟɥɶɧɵɟ ɩɚɪɚɦɟɬɪɵ TCP/IP ɤɧɨɩɤɨɣ ɈɄ.  
 Ɂɚɤɪɨɣɬɟ ɨɤɧɨ ɋɜɨɣɫɬɜɚ: ɉɪɨɬɨɤɨɥ ɂɧɬɟɪɧɟɬɚ (TCP/IP) ɤɧɨɩɤɨɣ ɈɄ.  
 ɉɪɨɜɟɪɶɬɟ ɧɚɫɬɪɨɟɧɧɭɸ ɮɢɥɶɬɪɚɰɢɸ. Ⱦɥɹ ɷɬɨɝɨ ɩɨɞɤɥɸɱɢɬɟɫɶ ɩɨ ɩɪɨɬɨɤɨɥɭ Telnet ɫ 

ɞɪɭɝɨɝɨ ɤɨɦɩɶɸɬɟɪɚ (ɩɪɨɝɪɚɦɦɚ Telnet ɜɯɨɞɢɬ ɜ ɫɨɫɬɚɜ Ɉɋ Windows ɢ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ 
ɪɚɛɨɬɵ ɧɚ ɭɞɚɥɟɧɧɨɦ ɤɨɦɩɶɸɬɟɪɟ ɜ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɟ).  

Ɂɚɞɚɧɢɟ 4. ɇɚɫɬɪɨɣɬɟ ɛɪɚɧɞɦɚɭɷɪ Windows:  
1. Ɉɬɤɪɨɣɬɟ ɧɚɫɬɪɨɣɤɢ ɛɪɚɧɞɦɚɭɷɪɚ (ɉɭɫɤ/ɉɚɧɟɥɶ ɭɩɪɚɜɥɟɧɢɹ/ɐɟɧɬɪ ɨɛɟɫɩɟɱɟɧɢɹ 

ɛɟɡɨɩɚɫɧɨɫɬɢ/Ȼɪɚɧɞɦɚɭɷɪ Windows).  
2. Ɋɚɡɪɟɲɢɬɟ ɞɨɫɬɭɩ ɛɪɚɭɡɟɪɭ Internet Explorer ɤ ɂɧɬɟɪɧɟɬɭ:  

1. ɩɟɪɟɣɞɢɬɟ ɧɚ ɜɤɥɚɞɤɭ ɂɫɤɥɸɱɟɧɢɹ ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ Ⱦɨɛɚɜɢɬɶ ɩɪɨɝɪɚɦɦɭ.  
2. ɜɵɛɟɪɢɬɟ ɜ ɫɩɢɫɤɟ Internet Explorer ɢ ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ ɈɄ.  

3. ȼɤɥɸɱɢɬɟ ɜɟɞɟɧɢɟ ɠɭɪɧɚɥɚ ɛɟɡɨɩɚɫɧɨɫɬɢ:  
1. ɩɟɪɟɣɞɢɬɟ ɧɚ ɜɤɥɚɞɤɭ Ⱦɨɩɨɥɧɢɬɟɥɶɧɨ;  



2. ɳɟɥɤɧɢɬɟ ɩɨ ɤɧɨɩɤɟ ɉɚɪɚɦɟɬɪɵ ɜ ɪɚɡɞɟɥɟ ȼɟɞɟɧɢɟ ɠɭɪɧɚɥɚ ɛɟɡɨɩɚɫɧɨɫɬɢ;  
3. ɜɤɥɸɱɢɬɟ ɡɚɩɢɫɶ ɩɪɨɩɭɳɟɧɧɵɯ ɢ ɭɫɩɟɲɧɵɯ ɩɚɤɟɬɨɜ;  
4. ɫɨɯɪɚɧɢɬɟ ɫɞɟɥɚɧɧɵɟ ɢɡɦɟɧɟɧɢɹ ɤɧɨɩɤɨɣ ɈɄ.  

4. Ɂɚɜɟɪɲɢɬɟ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɟ ɛɪɚɧɞɦɚɭɷɪɚ ɤɧɨɩɤɨɣ ɈɄ.  
5. ɉɨɞɤɥɸɱɢɬɟɫɶ ɤ ɫɟɬɢ ɂɧɬɟɪɧɟɬ ɫ ɩɨɦɨɳɶɸ ɛɪɚɭɡɟɪɚ Internet Explorer  

ȿɫɥɢ ɜɫɟ ɧɚɫɬɪɨɟɧɨ ɩɪɚɜɢɥɶɧɨ, ɬɨ ɜɵ ɫɦɨɠɟɬɟ ɜɵɣɬɢ ɜ ɂɧɬɟɪɧɟɬ, ɜ ɩɪɨɬɢɜɧɨɦ ɫɥɭɱɚɟ 
ɛɪɚɧɞɦɚɭɷɪ ɜɵɞɚɫɬ ɫɨɨɛɳɟɧɢɟ ɨ ɬɨɦ, ɱɬɨ ɤɚɤɚɹ-ɬɨ ɩɪɨɝɪɚɦɦɚ ɩɵɬɚɟɬɫɹ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɜ 
ɂɧɬɟɪɧɟɬ.  

 
Ɉɮɨɪɦɢɬɶ ɨɬɱɟɬ ɩɨ ɪɚɛɨɬɟ. 

 
Ʉɨɧɬɪɨɥɶɧɵɟ ɜɨɩɪɨɫɵ 
1. Ⱦɚɣɬɟ ɨɩɪɟɞɟɥɟɧɢɟ ɦɟɠɫɟɬɟɜɨɝɨ ɷɤɪɚɧɚ. 
2. ɉɟɪɟɱɢɫɥɢɬɟ ɮɭɧɤɰɢɢ ɷɤɪɚɧɢɪɨɜɚɧɢɹ, ɤɨɬɨɪɵɟ ɜɵɩɨɥɧɹɟɬ ɦɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ. 
3. ɉɟɪɟɱɢɫɥɢɬɟ ɮɭɧɤɰɢɢ  ɛɪɚɧɞɦɚɭɷɪɚ? 
4. ɉɨ ɤɚɤɢɦ  ɩɪɢɡɧɚɤɚɦ  ɤɥɚɫɫɢɮɢɰɢɪɭɸɬɫɹ ɦɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ? 
 

 

  



Ʌɚɛɨɪɚɬɨɪɧɚɹ ɪɚɛɨɬɚ №20. 
ɍɫɬɚɧɨɜɤɚ ɧɚɫɬɪɨɣɤɚ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɢɫɬɟɦ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ. ɂɦɢɬɚɰɢɹ ɫɟɬɟɜɵɯ 
ɚɬɚɤ. Ⱥɧɚɥɢɡ ɪɚɛɨɬɵ ɫɢɫɬɟɦɵ ɨɛɧɚɪɭɠɟɧɢɹ ɫɟɬɟɜɵɯ ɜɬɨɪɠɟɧɢɣ. 
 

ɐɟɥɶ: ɉɨɥɭɱɢɬɶ ɫɜɟɞɟɧɢɹ ɨ ɬɨɦ, ɤɚɤ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɡɚɳɢɬɚ ɫ ɩɨɦɨɳɶɸ ɫɢɫɬɟɦ ɨɛɧɚɪɭɠɟɧɢɹ ɢ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɜɬɨɪɠɟɧɢɣ. ɇɚɭɱɢɬɶɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ SNORT. 

 
Ɍɟɨɪɟɬɢɱɟɫɤɢɟ ɫɜɟɞɟɧɢɹ 

ɋɢɫɬɟɦɚ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ (IDS) — ɩɪɨɝɪɚɦɦɧɨɟ ɢɥɢ ɚɩɩɚɪɚɬɧɨɟ ɫɪɟɞɫɬɜɨ, 
ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɟ ɞɥɹ ɜɵɹɜɥɟɧɢɹ ɮɚɤɬɨɜ ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɜ ɤɨɦɩɶɸɬɟɪɧɭɸ ɫɢɫɬɟɦɭ 
ɢɥɢ ɫɟɬɶ ɥɢɛɨ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɢɦɢ ɜ ɨɫɧɨɜɧɨɦ ɱɟɪɟɡ ɂɧɬɟɪɧɟɬ. 

ɋɟɬɟɜɚɹ ɫɢɫɬɟɦɚ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ (ɚɧɝɥ. network intrusion detection system, NIDS) — 
ɫɢɫɬɟɦɚ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ, ɤɨɬɨɪɚɹ ɨɬɫɥɟɠɢɜɚɟɬ ɬɚɤɢɟ ɜɢɞɵ ɜɪɟɞɨɧɨɫɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ, 
ɤɚɤ DoS ɚɬɚɤɢ, ɫɤɚɧɢɪɨɜɚɧɢɟ ɩɨɪɬɨɜ ɢɥɢ ɞɚɠɟ ɩɨɩɵɬɤɢ ɩɪɨɧɢɤɧɨɜɟɧɢɹ ɜ ɫɟɬɶ. 

ȼ ɩɚɫɫɢɜɧɨɣ IDS ɩɪɢ ɨɛɧɚɪɭɠɟɧɢɢ ɧɚɪɭɲɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɢɧɮɨɪɦɚɰɢɹ ɨ ɧɚɪɭɲɟɧɢɢ 
ɡɚɩɢɫɵɜɚɟɬɫɹ ɜ ɥɨɝ ɩɪɢɥɨɠɟɧɢɹ, ɚ ɬɚɤɠɟ ɫɢɝɧɚɥɵ ɨɩɚɫɧɨɫɬɢ ɨɬɩɪɚɜɥɹɸɬɫɹ ɧɚ ɤɨɧɫɨɥɶ ɢ/ɢɥɢ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ ɫɢɫɬɟɦɵ ɩɨ ɨɩɪɟɞɟɥɟɧɧɨɦɭ ɤɚɧɚɥɭ ɫɜɹɡɢ. ȼ ɚɤɬɢɜɧɨɣ ɫɢɫɬɟɦɟ, ɬɚɤɠɟ ɢɡɜɟɫɬɧɨɣ 
ɤɚɤ ɋɢɫɬɟɦɚ ɉɪɟɞɨɬɜɪɚɳɟɧɢɹ ȼɬɨɪɠɟɧɢɣ (IPS — Intrusion Prevention system (ɚɧɝɥ.)), IDS ɜɟɞɟɬ 
ɨɬɜɟɬɧɵɟ ɞɟɣɫɬɜɢɹ ɧɚ ɧɚɪɭɲɟɧɢɟ, ɫɛɪɚɫɵɜɚɹ ɫɨɟɞɢɧɟɧɢɟ ɢɥɢ ɩɟɪɟɧɚɫɬɪɚɢɜɚɹ ɦɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ 
ɞɥɹ ɛɥɨɤɢɪɨɜɚɧɢɹ ɬɪɚɮɢɤɚ ɨɬ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ. Ɉɬɜɟɬɧɵɟ ɞɟɣɫɬɜɢɹ ɦɨɝɭɬ ɩɪɨɜɨɞɢɬɶɫɹ 
ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɥɢɛɨ ɩɨ ɤɨɦɚɧɞɟ ɨɩɟɪɚɬɨɪɚ. 

Ɉɛɧɚɪɭɠɟɧɢɟ ɩɪɨɧɢɤɧɨɜɟɧɢɹ ɩɨɡɜɨɥɹɟɬ ɨɪɝɚɧɢɡɚɰɢɹɦ ɡɚɳɢɳɚɬɶ ɫɜɨɢ ɫɢɫɬɟɦɵ ɨɬ ɭɝɪɨɡ, 
ɤɨɬɨɪɵɟ ɫɜɹɡɚɧɵ ɫ ɜɨɡɪɚɫɬɚɧɢɟɦ ɫɟɬɟɜɨɣ ɚɤɬɢɜɧɨɫɬɢ ɢ ɜɚɠɧɨɫɬɶɸ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. ɉɪɢ 
ɩɨɧɢɦɚɧɢɢ ɭɪɨɜɧɹ ɢ ɩɪɢɪɨɞɵ ɫɨɜɪɟɦɟɧɧɵɯ ɭɝɪɨɡ ɫɟɬɟɜɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɜɨɩɪɨɫ ɧɟ ɜ ɬɨɦ, ɫɥɟɞɭɟɬ 
ɥɢ ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɢɫɬɟɦɵ ɨɛɧɚɪɭɠɟɧɢɹ ɩɪɨɧɢɤɧɨɜɟɧɢɣ, ɚ ɜ ɬɨɦ, ɤɚɤɢɟ ɜɨɡɦɨɠɧɨɫɬɢ ɢ 
ɨɫɨɛɟɧɧɨɫɬɢ ɫɢɫɬɟɦ ɨɛɧɚɪɭɠɟɧɢɹ ɩɪɨɧɢɤɧɨɜɟɧɢɣ ɫɥɟɞɭɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ. 

Snort — ɫɜɨɛɨɞɧɚɹ ɫɟɬɟɜɚɹ ɫɢɫɬɟɦɚ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɜɬɨɪɠɟɧɢɣ (IPS) ɢ ɨɛɧɚɪɭɠɟɧɢɹ 
ɜɬɨɪɠɟɧɢɣ (IDS) ɫ ɨɬɤɪɵɬɵɦ ɢɫɯɨɞɧɵɦ ɤɨɞɨɦ, ɫɩɨɫɨɛɧɚɹ ɜɵɩɨɥɧɹɬɶ ɪɟɝɢɫɬɪɚɰɢɸ ɩɚɤɟɬɨɜ ɢ ɜ 
ɪɟɚɥɶɧɨɦ ɜɪɟɦɟɧɢ ɨɫɭɳɟɫɬɜɥɹɬɶ ɚɧɚɥɢɡ ɬɪɚɮɢɤɚ ɜ IP-ɫɟɬɹɯ. 

ȼɵɩɨɥɧɹɟɬ ɩɪɨɬɨɤɨɥɢɪɨɜɚɧɢɟ, ɚɧɚɥɢɡ, ɩɨɢɫɤ ɩɨ ɫɨɞɟɪɠɢɦɨɦɭ, ɚ ɬɚɤɠɟ ɲɢɪɨɤɨ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɚɤɬɢɜɧɨɝɨ ɛɥɨɤɢɪɨɜɚɧɢɹ ɢɥɢ ɩɚɫɫɢɜɧɨɝɨ ɨɛɧɚɪɭɠɟɧɢɹ ɰɟɥɨɝɨ ɪɹɞɚ ɧɚɩɚɞɟɧɢɣ ɢ 
ɡɨɧɞɢɪɨɜɚɧɢɣ, ɬɚɤɢɯ ɤɚɤ ɩɨɩɵɬɤɢ ɚɬɚɤ ɧɚ ɩɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ, ɫɤɪɵɬɨɟ ɫɤɚɧɢɪɨɜɚɧɢɟ ɩɨɪɬɨɜ, 
ɚɬɚɤɢ ɧɚ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɹ, SMB-ɡɨɧɞɢɪɨɜɚɧɢɟ ɢ ɩɨɩɵɬɤɢ ɨɩɪɟɞɟɥɟɧɢɹ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. 
ɉɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ ɜ ɨɫɧɨɜɧɨɦ ɢɫɩɨɥɶɡɭɟɬɫɹ ɞɥɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɩɪɨɧɢɤɧɨɜɟɧɢɹ, 
ɛɥɨɤɢɪɨɜɚɧɢɹ ɚɬɚɤ, ɟɫɥɢ ɨɧɢ ɢɦɟɸɬ ɦɟɫɬɨ. 
 Ⱦɨɫɬɭɩɧɵ ɜɟɪɫɢɢ ɩɪɨɝɪɚɦɦɵ, ɪɚɛɨɬɚɸɳɢɟ ɩɨɞ ɭɩɪɚɜɥɟɧɢɟɦ ɨɩɟɪɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦ Windows NT, 
Linux, BSD, Mac OS X, ɚ ɬɚɤɠɟ ɧɟɤɨɬɨɪɵɯ ɞɪɭɝɢɯ. ȼ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɩɪɟɞɥɨɠɟɧɧɨɣ ɜɵɲɟ 
ɤɥɚɫɫɢɮɢɤɚɰɢɟɣ, Snort ɹɜɥɹɟɬɫɹ ɫɟɬɟɜɨɣ ɋɈȺ, ɨɫɧɨɜɚɧɧɨɣ ɧɚ ɫɢɝɧɚɬɭɪɧɨɦ ɚɧɚɥɢɡɟ. ɋɢɝɧɚɬɭɪɵ 
ɚɬɚɤ ɨɩɢɫɵɜɚɸɬɫɹ ɩɪɢ ɩɨɦɨɳɢ ɩɪɚɜɢɥ — ɫɩɟɰɢɚɥɶɧɵɯ ɫɢɧɬɚɤɫɢɱɟɫɤɢɯ ɤɨɧɫɬɪɭɤɰɢɣ, 
ɩɨɡɜɨɥɹɸɳɢɯ ɜɵɹɜɥɹɬɶ ɢɧɬɟɪɟɫɭɸɳɭɸ ɚɞɦɢɧɢɫɬɪɚɬɨɪɚ ɢɧɮɨɪɦɚɰɢɸ ɜ ɩɨɥɹɯ ɡɚɝɨɥɨɜɤɨɜ ɢ 
ɫɨɞɟɪɠɢɦɨɦ ɩɟɪɟɞɚɜɚɟɦɵɯ ɩɨ ɫɟɬɢ ɩɚɤɟɬɨɜ. Ʉɪɨɦɟ ɬɨɝɨ, ɜ Snort ɪɟɚɥɢɡɨɜɚɧɨ ɧɟɫɤɨɥɶɤɨ 
ɩɪɟɩɪɨɰɟɫɫɨɪɨɜ, ɜɵɩɨɥɧɹɸɳɢɯ ɛɨɥɟɟ ɫɥɨɠɧɵɟ ɨɩɟɪɚɰɢɢ ɩɨ ɚɧɚɥɢɡɭ ɬɪɚɮɢɤɚ, ɬɚɤɢɟ, ɧɚɩɪɢɦɟɪ, 
ɤɚɤ ɞɟɮɪɚɝɦɟɧɬɚɰɢɹ IP-ɩɚɤɟɬɨɜ,ɨɬɫɥɟɠɢɜɚɧɢɟ TCPɫɨɟɞɢɧɟɧɢɣ ɢ ɜɵɹɜɥɟɧɢɟ ɩɨɩɵɬɨɤ 
ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ. 
ɏɨɞ ɪɚɛɨɬɵ:  

1) ɍɫɬɚɧɨɜɤɚ ɢ ɡɚɩɭɫɤ ɩɪɨɝɪɚɦɦɵ 

1. Ⱦɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɜɨɡɦɨɠɧɨɫɬɢ ɩɟɪɟɯɜɚɬɚ ɫɟɬɟɜɵɯ ɩɚɤɟɬɨɜ ɩɪɨɝɪɚɦɦɨɣ Snort ɧɟɨɛɯɨɞɢɦɚ 
ɩɪɟɞɜɚɪɢɬɟɥɶɧɚɹ ɭɫɬɚɧɨɜɤɚ ɢ ɡɚɩɭɫɤ ɫɥɭɠɛɵ WinPcap (WinPcap_3_1.exe). 



  

Ɋɢɫ. 4.1. ɋɥɭɠɛɚ WinPcap ɜ ɩɟɪɟɱɧɟ ɫɥɭɠɛ 

2. Ⱦɥɹ ɭɫɬɚɧɨɜɤɢ ɋɈȺ Snort ɜɟɪɫɢɢ 2.4.3 ɧɟɨɛɯɨɞɢɦɨ ɡɚɩɭɫɬɢɬɶ ɮɚɣɥ 
«Snort_243_Installer.exe» ɢ ɨɬɜɟɬɢɬɶ ɧɚ ɢɧɬɟɪɟɫɭɸɳɢɟ ɩɪɨɝɪɚɦɦɭ-ɢɧɫɬɚɥɥɹɬɨɪ 
ɜɨɩɪɨɫɵ. ɉɨ ɭɦɨɥɱɚɧɢɸ Snort ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɜ ɤɚɬɚɥɨɝ «ɋ:\snort», ɚ ɟɝɨ 
ɢɫɩɨɥɧɹɟɦɵɣ ɮɚɣɥ ɪɚɫɩɨɥɚɝɚɟɬɫɹ ɜ ɤɚɬɚɥɨɝɟ «ɋ:\snort\bin». Ɂɚɩɭɫɤ ɋɈȺ Snort 
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɢɡ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ, ɜ ɬɚɛɥ. 4.1 ɩɪɢɜɟɞɟɧ ɧɟɩɨɥɧɵɣ ɫɩɢɫɨɤ 
ɩɚɪɚɦɟɬɪɨɜ, ɫ ɤɨɬɨɪɵɦɢ ɦɨɠɟɬ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɡɚɩɭɫɤ. ɑɬɨɛɵ ɜɵɜɟɫɬɢ ɷɬɨɬ ɫɩɢɫɨɤ 
ɧɚ ɷɤɪɚɧ ɜɨ ɜɪɟɦɹ ɪɚɛɨɬɵ, ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɤɨɦɚɧɞɭ snort -? 



 

3. Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɋɈȺ Snort ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɜɵɩɨɥɧɢɬɶ ɫɥɟɞɭɸɳɢɟ 
ɞɟɣɫɬɜɢɹ. 

Ɂɚɞɚɧɢɟ 

1.ɍɫɬɚɧɨɜɢɬɶ ɋɈȺ Snort. 
2.ȼɵɜɟɫɬɢ ɧɚ ɷɤɪɚɧ ɫɩɢɫɨɤ ɞɨɫɬɭɩɧɵɯ ɫɟɬɟɜɵɯ ɢɧɬɟɪɮɟɣɫɨɜ ɤɨɦɚɧɞɨɣ 
snort –W 
3.Ɂɚɩɭɫɬɢɬɶ Snort ɧɚ ɜɵɛɪɚɧɧɨɦ ɢɧɬɟɪɮɟɣɫɟ ɜ ɪɟɠɢɦɟ ɚɧɚɥɢɡɚɬɨɪɚ ɩɚɤɟɬɨɜ ɫ 

ɜɵɜɨɞɨɦ ɢɧɮɨɪɦɚɰɢɢ ɧɚ ɷɤɪɚɧ, ɭɤɚɡɚɜ ɩɪɨɝɪɚɦɦɟ ɡɚɜɟɪɲɢɬɶ ɪɚɛɨɬɭ ɩɨɫɥɟ ɩɪɢɟɦɚ 
ɬɪɟɬɶɟɝɨ ɩɚɤɟɬɚ: 

snort –v–i1–n3 
4.ȼɵɩɨɥɧɢɬɶ ɥɸɛɵɟ ɞɟɣɫɬɜɢɹ, ɤɨɬɨɪɵɟ ɩɪɢɜɟɞɭɬ ɤ ɨɬɩɪɚɜɤɟ ɢɥɢ ɩɪɢɟɦɭ ɫɟɬɟɜɵɯ 

ɩɚɤɟɬɨɜ (ɧɚɩɪɢɦɟɪ, ɨɬɩɪɚɜɢɬɶ ɷɯɨ-ɡɚɩɪɨɫɧɚ ɥɸɛɨɣIP-ɚɞɪɟɫɤɨɦɚɧɞɨɣ ping). ɍɛɟɞɢɬɶɫɹ, 
ɱɬɨ ɩɚɤɟɬɵ ɩɟɪɟɯɜɚɬɵɜɚɸɬɫɹ ɢ ɨɬɨɛɪɚɠɚɸɬɫɹ ɧɚ ɷɤɪɚɧɟ. 



4.  Оɩɢɫɚɧɢɟ ɹɡɵɤɚ ɩɪɚɜɢɥ 

Ɋɚɫɫɦɨɬɪɢɦ ɤɪɚɬɤɨɟ ɨɩɢɫɚɧɢɟ ɹɡɵɤɚ ɩɪɚɜɢɥ, ɧɚ ɤɨɬɨɪɨɦ ɡɚɞɚɸɬɫɹ ɫɢɝɧɚɬɭɪɵ ɚɬɚɤ, 
ɨɛɧɚɪɭɠɢɜɚɟɦɵɯ ɋɈȺ Snort. ɉɨɥɧɨɟ ɨɩɢɫɚɧɢɟ ɹɡɵɤɚ ɩɪɚɜɢɥ ɫɨɞɟɪɠɢɬɫɹ ɜ ɮɚɣɥɟ 
ɞɨɤɭɦɟɧɬɚɰɢɢ «ɫ:\snort\doc\snort_manual.pdf» 

ɉɪɚɜɢɥɚ ɡɚɩɢɫɵɜɚɸɬɫɹ ɜ ɨɞɧɭ ɫɬɪɨɤɭ, ɟɫɥɢ ɜɨɡɧɢɤɚɟɬ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɩɟɪɟɧɟɫɬɢ 
ɬɟɤɫɬ ɩɪɚɜɢɥɚ ɧɚ ɫɥɟɞɭɸɳɭɸ ɫɬɪɨɤɭ, ɧɟɨɛɯɨɞɢɦɨ ɞɨɛɚɜɢɬɶ ɜ ɤɨɧɰɟ ɫɬɪɨɤɢ ɫɢɦɜɨɥ 
ɨɛɪɚɬɧɨɣ ɤɨɫɨɣ ɱɟɪɬɵ «\». 

ɉɪɚɜɢɥɚ ɫɨɫɬɨɹɬ ɢɡ ɞɜɭɯ ɱɚɫɬɟɣ: ɡɚɝɨɥɨɜɤɚ ɢ ɧɚɛɨɪɚ ɚɬɪɢɛɭɬɨɜ. Ɂɚɝɨɥɨɜɨɤ, ɜ ɫɜɨɸ 
ɨɱɟɪɟɞɶ, ɫɨɫɬɨɢɬ ɢɡ: 

1.ɍɤɚɡɚɧɢɹ ɞɟɣɫɬɜɢɹ, ɤɨɬɨɪɨɟ ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ (alert,log,pass ɢ ɞɪ.). 
2.ɉɪɨɬɨɤɨɥɚ (tcp,udp,icmp,ip). 
3.IP-ɚɞɪɟɫɚɢ ɦɚɫɤɢ ɩɨɞɫɟɬɢ ɢɫɬɨɱɧɢɤɚ ɢ ɩɪɢɟɦɧɢɤɚ ɢɧɮɨɪɦɚɰɢɢ, ɚ ɬɚɤɠɟ 

ɢɧɮɨɪɦɚɰɢɢ ɨ ɩɨɪɬɚɯ ɢɫɬɨɱɧɢɤɚ ɢ ɩɪɢɟɦɧɢɤɚ. 
Ⱦɟɣɫɬɜɢɟ alert ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɝɟɧɟɪɚɰɢɢ ɩɪɟɞɭɩɪɟɠɞɚɸɳɟɝɨ ɫɨɛɵɬɢɹ ɢ ɫɨɯɪɚɧɟɧɢɢ 

ɫɨɞɟɪɠɢɦɨɝɨ ɩɚɤɟɬɚ ɞɥɹ ɞɚɥɶɧɟɣɲɟɝɨ ɚɧɚɥɢɡɚ. Ⱦɟɣɫɬɜɢɟ log ɩɪɟɞɩɨɥɚɝɚɟɬ ɫɨɯɪɚɧɟɧɢɟ ɩɚɤɟɬɚ ɛɟɡ 
ɝɟɧɟɪɚɰɢɢ ɩɪɟɞɭɩɪɟɠɞɟɧɢɹ. Ⱦɟɣɫɬɜɢɟ pass ɨɡɧɚɱɚɟɬ ɩɪɨɩɭɫɤ ɩɚɤɟɬɚ (ɟɝɨ ɢɝɧɨɪɢɪɨɜɚɧɢɟ). 
ɋɭɳɟɫɬɜɭɟɬ ɬɚɤɠɟ ɪɹɞ ɛɨɥɟɟ ɫɥɨɠɧɵɯ ɞɟɣɫɬɜɢɣ, ɤɨɬɨɪɵɟ ɡɞɟɫɶ ɧɟ ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ. 

Ɍɟɤɫɬ ɚɬɪɢɛɭɬɨɜ ɪɚɫɩɨɥɚɝɚɟɬɫɹ ɜ ɫɤɨɛɤɚɯ, ɤɚɠɞɚɹ ɩɚɪɚ ɚɬɪɢɛɭɬ — ɡɧɚɱɟɧɢɟ ɢɦɟɟɬ ɜɢɞ 
<ɚɬɪɢɛɭɬ>: <ɡɧɚɱɟɧɢɟ>;. Ɂɧɚɱɟɧɢɹ ɫɬɪɨɤɨɜɵɯ ɚɬɪɢɛɭɬɨɜ ɡɚɩɢɫɵɜɚɸɬɫɹ ɜ ɤɚɜɵɱɤɚɯ. 

Ɋɚɫɫɦɨɬɪɢɦ ɩɪɢɦɟɪ ɩɪɨɫɬɨɝɨ ɩɪɚɜɢɥɚ (ɨɞɧɚ ɫɬɪɨɤɚ): 
alert <ɩɪɨɬɨɤɨɥ> <ɚɞɪɟɫ_ɩɨɞɫɟɬɢ1>[/ɦɚɫɤɚ_ɩɨɞɫɟɬɢ1] <ɩɨɪɬ1> <ɧɚɩɪɚɜɥɟɧɢɟ> 

<ɚɞɪɟɫ_ɩɨɞɫɟɬɢ2>[/ɦɚɫɤɚ_ɩɨɞɫɟɬɢ2] <ɩɨɪɬ2> ([msg:"Ɍɟɤɫɬ ɫɨɨɛɳɟɧɢɹ";] [ɞɪɭɝɢɟ_ɚɬɪɢɛɭɬɵ]) 
ɝɞɟ 
−alert — ɞɟɣɫɬɜɢɟ, ɤɨɬɨɪɨɟ ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɩɪɢ ɨɛɧɚɪɭɠɟɧɢɢ ɩɚɤɟɬɚ, 

ɭɞɨɜɥɟɬɜɨɪɹɸɳɟɝɨ ɞɚɧɧɨɦɭ ɩɪɚɜɢɥɭ, ɢ ɤɨɬɨɪɨɟ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɝɟɧɟɪɚɰɢɢ «ɩɪɟɞɭɩɪɟɠɞɟɧɢɹ» — 
ɡɚɩɢɫɢ ɜ ɠɭɪɧɚɥɟ ɪɟɝɢɫɬɪɚɰɢɢ 

−<ɩɪɨɬɨɤɨɥ> — ɧɚɢɦɟɧɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɚ (tcp, udp, icmp, ip) 
−<ɚɞɪɟɫ_ɩɨɞɫɟɬɢ>[/ɦɚɫɤɚ_ɩɨɞɫɟɬɢ] — IP-ɚɞɪɟɫ ɢ ɦɚɫɤɚ ɩɨɞɫɟɬɢ, 
ɥɢɛɨ IP-ɚɞɪɟɫɭɡɥɚ ɭɱɚɫɬɧɢɤɚ ɨɛɦɟɧɚ ɜ ɮɨɪɦɚɬɟ:192.168.247.0/24, ɥɢɛɨ 
192.168.247.1 
−<ɩɨɪɬ> — ɧɨɦɟɪ ɩɨɪɬɚ ɥɢɛɨ ɞɢɚɩɚɡɨɧ ɩɨɪɬɨɜ ɜ ɮɨɪɦɚɬɟ1:1024 ɞɥɹ ɨɛɨɡɧɚɱɟɧɢɹ 

ɞɢɚɩɚɡɨɧɚ ɩɨɪɬɨɜ ɨɬ 1 ɞɨ 1024,1024: — ɫ ɧɨɦɟɪɚɦɢ ɛɨɥɶɲɟ ɢɥɢ ɪɚɜɧɵɦɢ 1024, ɢɥɢ:1024 — 
ɦɟɧɶɲɟ ɢɥɢ ɪɚɜɧɵɦɢ 1024 ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ 

−<ɧɚɩɪɚɜɥɟɧɢɟ> — ɨɛɨɡɧɚɱɟɧɢɟ ɧɚɩɪɚɜɥɟɧɢɹ ɜ ɜɢɞɟ->,<- ɢɥɢ<> 
ȼɦɟɫɬɨ IP-ɚɞɪɟɫɨɜɢ ɧɨɦɟɪɨɜ ɩɨɪɬɨɜ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɩɫɟɜɞɨɧɢɦɵany, 

ɹɜɥɹɸɳɢɟɫɹ ɡɚɦɟɧɢɬɟɥɟɦ ɥɸɛɨɝɨ ɡɧɚɱɟɧɢɹ. 
Ⱥɬɪɢɛɭɬɵ ɹɜɥɹɸɬɫɹ ɧɚɢɛɨɥɟɟ ɡɧɚɱɢɦɨɣ ɱɚɫɬɶɸ ɩɪɚɜɢɥ, ɬɚɤ ɤɚɤ ɩɨɡɜɨɥɹɸɬ ɢɫɤɚɬɶ 

ɢɧɬɟɪɟɫɭɸɳɭɸ ɢɧɮɨɪɦɚɰɢɸ ɜ ɩɨɥɹɯ ɡɚɝɨɥɨɜɤɨɜ ɢ ɫɨɞɟɪɠɢɦɨɦ ɩɚɤɟɬɨɜ. ɋɭɳɟɫɬɜɭɟɬ ɱɟɬɵɪɟ 
ɤɚɬɟɝɨɪɢɢ ɚɬɪɢɛɭɬɨɜ: 

−meta-data— ɩɪɟɞɨɫɬɚɜɥɹɸɬ ɢɧɮɨɪɦɚɰɢɸ ɨ ɩɪɚɜɢɥɟ, ɧɨ ɧɟ ɜɥɢɹɸɬ ɧɚ ɩɪɨɰɟɫɫ 
ɨɛɧɚɪɭɠɟɧɢɹ; 

−payload — ɚɬɪɢɛɭɬɵ ɞɚɧɧɨɝɨ ɬɢɩɚ ɩɪɟɞɧɚɡɧɚɱɟɧɵ ɞɥɹ ɩɨɢɫɤɚ ɢɧɮɨɪɦɚɰɢɢ ɜ 
«ɩɨɥɟɡɧɨɣ ɧɚɝɪɭɡɤɟ» (ɫɨɞɟɪɠɢɦɨɦ) ɩɚɤɟɬɚ; 

−non-payload— ɩɪɟɞɧɚɡɧɚɱɟɧɵ ɞɥɹ ɩɨɢɫɤɚ ɢɧɮɨɪɦɚɰɢɢ ɜ ɡɚɝɨɥɨɜɤɚɯ ɩɚɤɟ- 
ɬɨɜ; 
−post-detection— ɨɩɪɟɞɟɥɹɸɬ ɩɨɜɟɞɟɧɢɟ ɫɢɫɬɟɦɵ ɩɨɫɥɟ ɨɛɧɚɪɭɠɟɧɢɹ ɩɚɤɟɬɚ, 

ɭɞɨɜɥɟɬɜɨɪɹɸɳɟɝɨ ɩɪɚɜɢɥɭ. 
ȼɬɚɛɥ. 4.2 ɩɪɢɜɟɞɟɧ ɧɟɩɨɥɧɵɣ ɫɩɢɫɨɤ ɚɬɪɢɛɭɬɨɜ, ɤɨɬɨɪɵɟ ɦɨɝɭɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɵ 

ɩɪɢ ɧɚɩɢɫɚɧɢɢ ɩɪɚɜɢɥ. 
ȿɫɥɢ ɢɡɜɟɫɬɧɨ ɦɟɫɬɨɧɚɯɨɠɞɟɧɢɟ ɢɧɬɟɪɟɫɭɸɳɟɣ ɢɧɮɨɪɦɚɰɢɢ ɜ ɩɚɤɟɬɟ, ɬɨ 

ɰɟɥɟɫɨɨɛɪɚɡɧɨ ɨɝɪɚɧɢɱɢɬɶ ɨɛɥɚɫɬɶ ɩɨɢɫɤɚ ɩɪɢ ɩɨɦɨɳɢ ɦɨɞɢɮɢɤɚɬɨɪɨɜ 
offset ɢdepth, ɬɚɤ ɤɚɤ ɷɬɨ ɫɭɳɟɫɬɜɟɧɧɨ ɫɨɤɪɚɬɢɬ ɜɪɟɦɹ, ɡɚɬɪɚɱɢɜɚɟɦɨɟ ɧɚ ɚɧɚɥɢɡ ɩɚɤɟɬɚ. 

 



 



 
ȼɦɟɫɬɨ IP-ɚɞɪɟɫɨɜɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɩɟɪɟɦɟɧɧɵɟ, ɡɚɞɚɧɧɵɟ ɜɵɲɟ ɩɨ ɬɟɤɫɬɭ ɫɥɟɞɭɸɳɢɦ 

ɨɛɪɚɡɨɦ: 
var <ɢɦɹ_ɩɟɪɟɦɟɧɧɨɣ> <ɡɧɚɱɟɧɢɟ_ɩɟɪɟɦɟɧɧɨɣ> 
ɑɬɨɛɵ ɫɨɫɥɚɬɶɫɹ ɧɚ ɩɟɪɟɦɟɧɧɭɸ ɞɚɥɟɟ ɜ ɬɟɤɫɬɟ, ɩɟɪɟɞ ɟɟ ɢɦɟɧɟɦ ɫɥɟɞɭɟɬ ɩɨɫɬɚɜɢɬɶ ɡɧɚɤ 

ɞɨɥɥɚɪɚ $. 
ȼ ɬɟɤɫɬ ɮɚɣɥɚ ɩɪɚɜɢɥ ɦɨɠɧɨ ɜɤɥɸɱɚɬɶ ɤɨɦɦɟɧɬɚɪɢɢ, ɤɨɬɨɪɵɟ ɨɬɞɟɥɹɸɬɫɹ ɡɧɚɤɨɦ #. ȼɫɹ 

ɢɧɮɨɪɦɚɰɢɹ ɫɩɪɚɜɚ ɨɬ ɷɬɨɝɨ ɡɧɚɤɚ ɢ ɞɨ ɤɨɧɰɚ ɫɬɪɨɤɢ ɫɱɢɬɚɟɬɫɹ ɤɨɦɦɟɧɬɚɪɢɟɦ ɢ ɧɟ 
ɢɧɬɟɪɩɪɟɬɢɪɭɟɬɫɹ ɫɢɫɬɟɦɨɣ: 

#<ɤɨɦɦɟɧɬɚɪɢɣ> 
Ɋɚɫɫɦɨɬɪɢɦ ɩɪɢɦɟɪ ɡɚɞɚɧɢɹ ɞɜɭɯ ɩɟɪɟɦɟɧɧɵɯ ɩɨɫɥɟɞɭɸɳɟɝɨ ɢɯ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɜ ɩɪɚɜɢɥɟ, 

ɮɢɥɶɬɪɭɸɳɟɦ ɜɯɨɞɹɳɢɟ ICMP-ɩɚɤɟɬɵECHO (ɬɢɩ 8): 
#Ƚɥɨɛɚɥɶɧɵɟ ɩɟɪɟɦɟɧɧɵɟ  
var HOME_NET 
192.168.247.1 var  
EXTERNAL_NET !$HOME_NET 
#Ɉɛɧɚɪɭɠɟɧɢɟ ɷɯɨ-ɡɚɩɪɨɫɨɜ (ping'ɨɜ) 
alert icmp $EXTERNAL_NET  
any ->$HOME_NET any (msg:"Incoming ECHO REQUEST"; itype: 8;) 

 
ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɋɈȺ Snort 

ɋɈȺ Snort ɦɨɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɚɤ ɚɧɚɥɢɡɚɬɨɪ ɬɪɚɮɢɤɚ, ɨɛɥɚɞɚɸɳɢɣ ɡɧɚɱɢɬɟɥɶɧɵɦɢ 
ɜɨɡɦɨɠɧɨɫɬɹɦɢ ɩɨ ɮɢɥɶɬɪɚɰɢɢ ɩɚɤɟɬɨɜ. ɇɚɩɪɢɦɟɪ, ɦɨɠɧɨ ɫɨɡɞɚɬɶ ɮɚɣɥ ɫ ɩɪɚɜɢɥɚɦɢ, 
ɢɫɩɨɥɶɡɭɸɳɢɦɢ ɢɫɤɥɸɱɢɬɟɥɶɧɨ ɞɟɣɫɬɜɢɹ ɬɢɩɚ log. ȼ ɪɟɡɭɥɶɬɚɬɟ ɢɡ ɜɯɨɞɹɳɟɝɨ ɩɨɬɨɤɚ ɞɚɧɧɵɯ 
ɛɭɞɭɬ ɨɬɨɛɪɚɧɵ ɢ ɫɨɯɪɚɧɟɧɵ ɩɚɤɟɬɵ, ɭɞɨɜɥɟɬɜɨɪɹɸɳɢɟ ɭɤɚɡɚɧɧɵɦ ɩɪɚɜɢɥɚɦ. Ɍɚɤ ɤɚɤ ɩɨ 



ɭɦɨɥɱɚɧɢɸ ɠɭɪɧɚɥ ɜɟɞɟɬɫɹ ɜ ɞɜɨɢɱɧɨɦ ɮɨɪɦɚɬɟ tcpdump, ɨɧ ɦɨɠɟɬ ɛɵɬɶ ɢɦɩɨɪɬɢɪɨɜɚɧ ɩɨɱɬɢ 
ɜɫɟɦɢ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɦɢ ɩɪɨɝɪɚɦɦɚɦɢ ɚɧɚɥɢɡɚ ɬɪɚɮɢɤɚ. Ɉɛɵɱɧɨ ɷɬɢ ɩɪɨɝɪɚɦɦɵ ɩɨɡɜɨɥɹɸɬ 
ɧɚɝɥɹɞɧɨ ɨɬɨɛɪɚɠɚɬɶ ɫɨɞɟɪɠɢɦɨɟ ɩɚɤɟɬɨɜ, ɧɨ ɧɟ ɨɛɥɚɞɚɸɬ ɬɚɤɢɦɢ ɜɨɡɦɨɠɧɨɫɬɹɦɢ ɩɨ ɢɯ 
ɮɢɥɶɬɪɚɰɢɢ, ɤɚɤ Snort. 

Ⱦɥɹ ɡɚɩɭɫɤɚ Snort ɜ ɪɟɠɢɦɟ ɚɧɚɥɢɡɚɬɨɪɚ ɬɪɚɮɢɤɚ, ɤɚɤ ɢ ɞɥɹ ɡɚɩɭɫɤɚ ɟɝɨ ɜ ɪɟɠɢɦɟ ɫɢɫɬɟɦɵ 
ɨɛɧɚɪɭɠɟɧɢɹ ɚɬɚɤ, ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɫɥɟɞɭɸɳɭɸ ɤɨɦɚɧɞɭ ɜ ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɟ Windows: 

snort -i<ɢɧɬɟɪɮɟɣɫ>-c<ɮɚɣɥ_ɤɨɧɮɢɝɭɪɚɰɢɢ>-l<ɩɭɬɶ_ɤ_ɠɭɪɧɚɥɭ> 
ɝɞɟ 
<ɢɧɬɟɪɮɟɣɫ> — ɧɨɦɟɪ ɢɧɬɟɪɮɟɣɫɚ, ɩɨɥɭɱɟɧɧɵɣ ɜ ɪɟɡɭɥɶɬɚɬɟ ɜɵɩɨɥɧɟɧɢɹ ɤɨɦɚɧɞɵ snort –W 

<ɮɚɣɥ_ɤɨɧɮɢɝɭɪɚɰɢɢ> — ɩɭɬɶ ɤ ɮɚɣɥɭ, ɜ ɤɨɬɨɪɨɦ ɯɪɚɧɹɬɫɹ ɧɚɫɬɪɨɣɤɢ ɩɪɨɝɪɚɦɦɵ ɢ ɩɪɚɜɢɥɚ 
ɨɛɧɚɪɭɠɟɧɢɹ 
<ɩɭɬɶ_ɤ_ɠɭɪɧɚɥɭ> — ɩɭɬɶ ɤ ɤɚɬɚɥɨɝɭ, ɜ ɤɨɬɨɪɨɦ ɧɟɨɛɯɨɞɢɦɨ ɫɨɯɪɚɧɢɬɶ ɮɚɣɥ ɠɭɪɧɚɥɚ 
ɉɪɢɦɟɪ: 
snort -i3-c ../etc/my.conf-l ../log 
ɋɥɟɞɭɟɬ ɨɛɪɚɬɢɬɶ ɜɧɢɦɚɧɢɟ, ɱɬɨ ɩɪɢ ɡɚɩɢɫɢ ɩɭɬɢ ɢɫɩɨɥɶɡɭɸɬɫɹ ɧɟ ɨɛɪɚɬɧɵɟ, ɚ ɩɪɹɦɵɟ «ɤɨɫɵɟ 
ɱɟɪɬɵ». 
Ⱦɥɹ ɡɚɜɟɪɲɟɧɢɹ ɪɚɛɨɬɵ ɋɈȺ Snort, ɧɟɨɛɯɨɞɢɦɨ ɧɚɠɚɬɶ ɤɥɚɜɢɲɢ <Ctrl+C>. 
Ɋɚɫɫɦɨɬɪɢɦ ɧɟɫɤɨɥɶɤɨ ɩɪɚɜɢɥ (ɬɚɛɥ. 4.3), ɤɨɬɨɪɵɟ ɩɨɡɜɨɥɹɬ ɨɛɧɚɪɭɠɢɜɚɬɶ ɚɬɚɤɢ, ɨɩɢɫɚɧɧɵɟ ɜ 
ɪɚɡɞɟɥɟ 2. Ɍɟɤɫɬ ɩɪɚɜɢɥ ɞɨɥɠɟɧ ɡɚɩɢɫɵɜɚɬɶɫɹ ɜ ɨɞɧɭ ɫɬɪɨɤɭ. 



 

Ɂɚɞɚɧɢɟ: 

5.ɋɨɡɞɚɬɶ ɜ ɤɚɬɚɥɨɝɟ «\snort\etc» ɮɚɣɥ «my.conf», ɫɨɞɟɪɠɚɳɢɣ ɫɥɟɞɭɸɳɢɟ ɫɬɪɨɤɢ: 
var HOME_NET <IP-ɚɞɪɟɫ_ɋɈȺ>var EXTERNAL_NET !$HOME_NET 
6.Ⱦɨɛɚɜɢɬɶ ɜ ɮɚɣɥ «my.conf» ɩɪɚɜɢɥɨ, ɩɨɡɜɨɥɹɸɳɟɟ ɨɛɧɚɪɭɠɢɜɚɬɶ ɜɯɨɞɹɳɢɟ ECHO-

ɡɚɩɪɨɫɵ.ɉɪɨɜɟɪɢɬɶ, ɩɪɨɢɫɯɨɞɢɬ ɥɢ ɨɛɧɚɪɭɠɟɧɢɟ, ɡɚɩɭɫɬɢɜ ɋɈȺ ɢɡ ɤɚɬɚɥɨɝɚ «\snort\bin» 
ɫɥɟɞɭɸɳɟɣ ɤɨɦɚɧɞɨɣ (ɢɡ «ɤɨɦɚɧɞɧɨɣ ɫɬɪɨɤɢ»): 

snort -i<ɢɧɬɟɪɮɟɣɫ>-c ../etc/my.conf-l ../log 
Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɜɵɩɨɥɧɢɬɶ ɧɟɫɤɨɥɶɤɨ ECHO-ɡɚɩɪɨɫɨɜɫ ɞɪɭɝɨɝɨ ɤɨɦɩɶɸɬɟɪɚ, ɢɫɩɨɥɶɡɭɹ 

ɤɨɦɚɧɞɭ: 
ping <IP-ɚɞɪɟɫ_ɋɈȺ> 
7.Ⱦɨɩɨɥɧɢɬɶ ɮɚɣɥ «my.conf» ɩɪɚɜɢɥɚɦɢ, ɭɤɚɡɚɧɧɵɦɢ ɜ ɬɚɛɥ. 4.3. Ⱦɥɹ ɩɪɨɜɟɪɤɢ ɨɛɧɚɪɭɠɟɧɢɹ 

ɩɨɞɤɥɸɱɟɧɢɣ ɤ ɫɥɭɠɛɟ SMB ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɨɦɚɧɞɭ: 
net use \\<IP-ɚɞɪɟɫ_ɋɈȺ>\IPC$"" /user:"" 



Ʉ ɤɚɤɨɦɭ ɩɨɪɬɭ ɩɪɨɢɡɜɨɞɢɬɫɹ ɩɨɞɤɥɸɱɟɧɢɟ? Ʉɚɤ ɷɬɨ ɡɚɜɢɫɢɬ ɨɬ ɢɫɩɨɥɶɡɭɟɦɨɣ 
ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ? 

Вɵɹɜɥɟɧɢɟ ɮɚɤɬɚ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ 

ȼɋɈȺ Snort ɜɫɬɪɨɟɧ ɩɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ, ɩɨɡɜɨɥɹɸɳɢɣ ɜɵɹɜɥɹɬɶ ɫɤɚɧɢɪɨɜɚɧɢɟ ɩɨɪɬɨɜ 
ɡɚɳɢɳɚɟɦɨɣ ɫɢɫɬɟɦɵ. Ⱥɥɝɨɪɢɬɦ, ɨɛɧɚɪɭɠɢɜɚɸɳɢɣ ɫɤɚɧɢɪɨɜɚɧɢɟ, ɨɫɧɨɜɚɧ ɧɚ ɬɨɦ, ɱɬɨ ɩɪɢ 
ɫɤɚɧɢɪɨɜɚɧɢɢ ɩɨɪɬɨɜ ɫɭɳɟɫɬɜɟɧɧɨ ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɤɨɥɢɱɟɫɬɜɨ ɢɫɯɨɞɹɳɢɯ TCP-ɩɚɤɟɬɨɜɫ 
ɭɫɬɚɧɨɜɥɟɧɧɵɦ ɮɥɚɝɨɦ RST. ɍɫɬɚɧɨɜɤɚ ɷɬɨɝɨ ɮɥɚɝɚ ɧɚ ɨɬɩɪɚɜɥɹɟɦɨɦ ɜ ɨɬɜɟɬ ɩɚɤɟɬɟ ɨɡɧɚɱɚɟɬ, 
ɱɬɨ ɩɨɪɬ, ɤ ɤɨɬɨɪɨɦɭ ɩɪɨɢɡɜɨɞɢɥɨɫɶ ɨɛɪɚɳɟɧɢɟ, ɡɚɤɪɵɬ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɚɧɚɥɢɡɢɪɭɹ ɤɨɥɢɱɟɫɬɜɨ 
ɩɚɤɟɬɨɜ ɫ ɭɫɬɚɧɨɜɥɟɧɧɵɦ ɮɥɚɝɨɦ RST, ɦɨɠɧɨ ɨɛɧɚɪɭɠɢɬɶ ɮɚɤɬ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ ɫɢɫɬɟɦɵ. 

ɉɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ, ɢɥɢ ɩɪɟɩɪɨɰɟɫɫɨɪ, ɤɚɤ ɟɝɨ ɧɚɡɵɜɚɸɬ ɪɚɡɪɚɛɨɬɱɢɤɢ Snort, 
ɢɧɢɰɢɚɥɢɡɢɪɭɟɬɫɹ ɢɡ ɮɚɣɥɚ ɤɨɧɮɢɝɭɪɚɰɢɢ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ. ȼ ɤɨɧɮɢɝɭɪɚɰɢɨɧɧɵɣ ɮɚɣɥ 
ɫɥɟɞɭɟɬ ɞɨɛɚɜɢɬɶ ɫɥɟɞɭɸɳɢɟ ɫɬɪɨɤɢ: 

preprocessor flow: stats_interval 0 hash 2 
preprocessor sfportscan: proto { <ɩɪɨɬɨɤɨɥ> } scan_type 
{<ɬɢɩ_ɫɤɚɧɢɪɨɜɚɧɢɹ> } sense_level 
{<ɱɭɜɫɬɜɢɬɟɥɶɧɨɫɬɶ> } logfile { <ɮɚɣɥ_ɫ_ɨɬɱɟɬɨɦ> } 
ɉɟɪɜɚɹ ɫɬɪɨɤɚ ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɞɥɹ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɩɪɟɩɪɨɰɟɫɫɨɪɚ Flow, ɛɟɡ ɤɨɬɨɪɨɝɨ ɦɨɞɭɥɶ 

ɨɛɧɚɪɭɠɟɧɢɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɧɟ ɪɚɛɨɬɚɟɬ. ȼɬɨɪɚɹ ɫɬɪɨɤɚ ɢɧɢɰɢɚɥɢɡɢɪɭɟɬ ɩɪɟɩɪɨɰɟɫɫɨɪ sfPortscan, 
ɩɪɢ ɷɬɨɦ ɡɚɞɚɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ (ɠɢɪɧɵɦ ɲɪɢɮɬɨɦ ɩɨɤɚɡɚɧɵ ɪɟɤɨɦɟɧɞɭɟɦɵɟ 
ɡɧɚɱɟɧɢɹ): 

<ɩɪɨɬɨɤɨɥ> — ɚɧɚɥɢɡɢɪɭɟɦɵɣ ɩɪɨɬɨɤɨɥ (tcp,udp,icmp,ip_proto,all) 
<ɬɢɩ_ɫɤɚɧɢɪɨɜɚɧɢɹ> — ɜɵɹɜɥɹɟɦɵɟ ɬɢɩɵ ɫɤɚɧɢɪɨɜɚɧɢɹ 

(portscan,portsweep,decoy_portscan,distributed_portscan,all) 
<ɱɭɜɫɬɜɢɬɟɥɶɧɨɫɬɶ> — ɱɭɜɫɬɜɢɬɟɥɶɧɨɫɬɶ (low, medium, high) 
<ɮɚɣɥ_ɫ_ɨɬɱɟɬɨɦ> — ɢɦɹ ɮɚɣɥɚ, ɜ ɤɨɬɨɪɵɣ ɛɭɞɟɬ ɩɨɦɟɳɟɧ ɨɬɱɟɬ ɨɛ ɨɛɧɚɪɭɠɟɧɧɵɯ 

ɩɨɩɵɬɤɚɯ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ 
Ɏɚɣɥ ɫ ɨɬɱɟɬɨɦ ɛɭɞɟɬ ɪɚɫɩɨɥɚɝɚɬɶɫɹ ɜ ɤɚɬɚɥɨɝɟ, ɭɤɚɡɚɧɧɨɦ ɩɚɪɚɦɟɬɪɨɦ -c ɩɪɢ ɡɚɩɭɫɤɟ Snort. 

ɑɭɜɫɬɜɢɬɟɥɶɧɨɫɬɶ ɨɩɪɟɞɟɥɹɟɬ ɩɟɪɟɱɟɧɶ ɚɧɚɥɢɡɢɪɭɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ ɢ ɜ ɢɬɨɝɟ ɫɤɚɡɵɜɚɟɬɫɹ ɧɚ 
ɜɟɪɨɹɬɧɨɫɬɢ «ɥɨɠɧɨɣ ɬɪɟɜɨɝɢ» (ɞɥɹ high ɨɧɚ ɧɚɢɛɨɥɶɲɚɹ). Ɂɚ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɨ 
ɩɚɪɚɦɟɬɪɚɯ ɦɨɞɭɥɹ sfPortscan ɫɥɟɞɭɟɬ ɨɛɪɚɳɚɬɶɫɹ ɤ ɞɨɤɭɦɟɧɬɚɰɢɢ ɧɚ Snort. 

ɉɪɢɜɟɞɟɦ ɩɪɢɦɟɪ ɧɚɫɬɪɨɣɤɢ ɦɨɞɭɥɹ sfPortscan: preprocessor flow: stats_interval 0 hash 2 
preprocessor sfportscan: proto { all } scan_type { all } sense_level { medium } logfile { 

portscan.log } 

ɉɪɢ ɞɚɧɧɨɣ ɧɚɫɬɪɨɣɤɟ Snort ɛɭɞɟɬ ɜɵɹɜɥɹɬɶ ɜɫɟ ɨɩɢɫɚɧɧɵɟ ɜ ɪɚɡɞɟɥɟ 2 ɦɟɬɨɞɵ ɫɤɚɧɢɪɨɜɚɧɢɹ 
ɩɨɪɬɨɜ. ɇɟɨɛɯɨɞɢɦɨ ɨɬɦɟɬɢɬɶ, ɱɬɨ ɞɜɟ ɢ ɛɨɥɶɲɟ ɩɪɨɰɟɞɭɪɵ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ, ɜɵɩɨɥɧɟɧɧɵɟ 
ɜɨ ɜɪɟɦɹ ɨɞɧɨɝɨ ɫɟɚɧɫɚ ɪɚɛɨɬɵ Snort, ɛɭɞɭɬ ɨɬɪɚɠɟɧɵ ɜ ɮɚɣɥɟ ɪɟɝɢɫɬɪɚɰɢɢ ɫɨɛɵɬɢɣ ɬɨɥɶɤɨ ɨɞɢɧ 
ɪɚɡ. ɗɬɨ ɨɫɬɚɟɬɫɹ ɫɩɪɚɜɟɞɥɢɜɵɦ ɞɚɠɟ ɜ ɬɨɦ ɫɥɭɱɚɟ, ɤɨɝɞɚ ɢɫɩɨɥɶɡɭɸɬɫɹ ɪɚɡɧɵɟ ɦɟɬɨɞɵ 
ɫɤɚɧɢɪɨɜɚɧɢɹ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɞɥɹ ɩɨɜɟɪɤɢ ɜɨɡɦɨɠɧɨɫɬɢ ɨɛɧɚɪɭɠɟɧɢɹ ɫɤɚɧɢɪɨɜɚɧɢɹ, 
ɜɵɩɨɥɧɹɟɦɨɝɨ ɪɚɡɧɵɦɢ ɦɟɬɨɞɚɦɢ, Snort ɧɟɨɛɯɨɞɢɦɨ ɡɚɤɪɵɜɚɬɶ ɢ ɡɚɩɭɫɤɚɬɶ ɫɧɨɜɚ. 

Ɂɚɞɚɧɢɟ 

8.Ⱦɨɩɨɥɧɢɬɶ ɮɚɣɥ «my.conf» ɩɪɢɜɟɞɟɧɧɵɦɢ ɜɵɲɟ ɫɬɪɨɤɚɦɢ ɞɥɹ ɧɚɫɬɪɨɣɤɢ ɩɪɟɩɪɨɰɟɫɫɨɪɚ 
sfPortscan. ɋ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɭɬɢɥɢɬɵ nmap ɩɪɨɜɟɪɢɬɶ, ɩɪɨɢɫɯɨɞɢɬ ɥɢ ɨɛɧɚɪɭɠɟɧɢɟ ɩɨɩɵɬɨɤ 
ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɪɬɨɜ ɡɚɳɢɳɚɟɦɨɝɨ ɭɡɥɚ. ɂɫɩɨɥɶɡɨɜɚɬɶ ɫɥɟɞɭɸɳɢɟ ɤɨɦɚɧɞɵ ɞɥɹ ɡɚɩɭɫɤɚ 
ɫɤɚɧɢɪɨɜɚɧɢɹ: 

nmap <IP-ɚɞɪɟɫ_ɋɈȺ> -v -sT -p <ɞɢɚɩɚɡɨɧ_ɩɨɪɬɨɜ> — ɞɥɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɦɟɬɨɞɨɦ ɫ 
ɩɨɥɧɵɦ ɰɢɤɥɨɦ ɩɨɞɤɥɸɱɟɧɢɹ (ɦɟɬɨɞ Connect)nmap <IP-ɚɞɪɟɫ_ɋɈȺ> -v -sS -p 
<ɞɢɚɩɚɡɨɧ_ɩɨɪɬɨɜ> — ɞɥɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɫ ɧɟɩɨɥɧɵɦ ɰɢɤɥɨɦ ɩɨɞɤɥɸɱɟɧɢɹ (ɦɟɬɨɞ SYN) 

nmap <IP-ɚɞɪɟɫ_ɋɈȺ> -v -sN -p <ɞɢɚɩɚɡɨɧ_ɩɨɪɬɨɜ> — ɞɥɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɪɢ ɩɨɦɨɳɢTCP-
ɩɚɤɟɬɚɫɨ ɫɛɪɨɲɟɧɧɵɦɢ ɮɥɚɝɚɦɢ (ɦɟɬɨɞ NULL) 

nmap <IP-ɚɞɪɟɫ_ɋɈȺ> -v -sX -p <ɞɢɚɩɚɡɨɧ_ɩɨɪɬɨɜ> — ɞɥɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɪɢ ɩɨɦɨɳɢTCP-
ɩɚɤɟɬɚɫɨ ɜɫɟɦɢ ɭɫɬɚɧɨɜɥɟɧɧɵɦɢ ɮɥɚɝɚɦɢ 

(ɦɟɬɨɞ XMAS) 



9.Ʉɚɤɢɟ ɦɟɬɨɞɵ ɫɤɚɧɢɪɨɜɚɧɢɹ ɩɨɡɜɨɥɹɸɬ ɩɪɚɤɬɢɱɟɫɤɢ ɜɵɹɜɥɹɬɶ ɧɚɥɢɱɢɟ ɨɬɤɪɵɬɵɯ ɩɨɪɬɨɜ? 
Ʉɚɤ ɷɬɨ ɡɚɜɢɫɢɬ ɨɬ ɢɫɩɨɥɶɡɭɟɦɨɣ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ? ȼɫɟ ɥɢ ɭɤɚɡɚɧɧɵɟ ɦɟɬɨɞɵ 
ɫɤɚɧɢɪɨɜɚɧɢɹ ɨɛɧɚɪɭɠɢɜɚɟɬ ɋɈȺ Snort? 

 


