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IMOJMTUKA
B OTHOIIEHHH 00paboTKH HH(POPMALHH H EPCOHATbHBIX JAHHBIX
B cermMenTe (eaepaabHOil rocyiapcTBeHHOH HH(POPMANIMOHHON CHCTEMBbI
«Eaunas nadopmannoHHas 6a3a Mo peajH3alldd MepONPHSITHI, CBA3aHHBIX €
obecrnedyeHreM 0€30MaCHOCTH JOHOPCKOH KPOBH H €€ KOMIIOHEHTOB, Pa3BUTHEM,
opraHu3aiueil H MponaraHIoi JOHOPCTBAa KPOBH H €€ KOMIIOHEHTOB)

Oupenenenns

AyTeHTHHKANAA OTHPABATEJIH NAHHBIX — MOATBEPKICHHE TOrO, HYTO OTIPABHUTENb
IIOJIyYEHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

Be3omacHocTh HH(GOpMANWH, B TOM UHCIE MEPCOHANBHBIX [JAHHBIX — COCTOSHHE
3ANAMIEHHOCTA HH(bOPMAIIHH, B TOM 9HCIIE TIEPCOHAIBHBIX JAHHEIX, XapaKTEPA3yeMOe CIIOCOOHOCTRIO
ONb30BAaTENeH, TEXHHYECKHX CpeACcTB W MHQOPMAIMOHHEIX  TEXHOJNOTHH  oGecmeduTsh
KOHGHUICHINATLHOCT, NENOCTHOCTh M JOCTYIHOCTh HH(OPMANWK, B TOM 9HCIC INEPCOHATBHBIX
JAHHEIX, IpH €€ 00paboTke B HHYOPMAIIMOHHBIX CHUCTEMAX.

Biokuposanme umHGOpPMANHH, B TOM YHCIE INEPCOHATBHBIX JAHHBIX — BPEMEHHOC
IIpeKpamenye 06paboTku HHGOPMAIUY, B TOM UHCIE MEPCOHANBHBIX NAHHEIX (38 HCKIIOYCHHEM
cIlyuaes, ecid 06paboTka HeoGXoauMa it yTOYHeHHs HHopManum).

Bupyc (KOMOBIOTEPHBIH, NPOrpaMMHBIH)— HCIONHAEMEI MPOrPaMMHBIA KOI MM
HHTEpIpPETAPYEMEI Ha0Op MHCTPYKIMH, OOIajaromuii CBOMCTBAMM HECAHKIMOHHPOBAHHOTO
pacmpocTpaHeHnst ¥ caMoBociponssenenus. Co3maHHbIE RyOIMKaTEl KOMIBIOTEPHOTO BHpyCa HE
BCEra COBIAJIAIOT C OPHIHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTD K JAIBHEUIIEMY PACIIPOCTPAHEHHIO 1
CaMOBOCIIPOU3BECHHUIO.

BpemoHocHasi mporpaMma — IOpOrpaMMa, —[pefHAasHadeHHas [UI1  OCYIIECTBIICHUS
HECAHKIIMOHHPOBAHHOTO JIOCTYTA ¥ (WJIK) BO3CHCTBHS Ha 3allMIIAEMyIo HH(QOPMALIMIO HIIH PeCYpCHI
uH(GOPMAIMOHHON CHCTEMEL

3amumaemass HHbopManas — MHGOPMAIKS, SBISIOMAICS IPEIMETOM COOCTBEHHOCTH H
ITOJUTEKAMIAs 3AMATE B COOTBETCTBHH C TPEOOBAHMSMY IIPABOBEIX JOKYMEHTOB WJIM TPEOOBAHHAMH,
yCTaHaBIMBAEMBIME COOCTBEHHHKOM HH(pOpMAIIUH.

NnenTaduKanus — IPUCBOCHHE CyOBeKTaM M 00BEKTaM [JOCTyIa unenTuduKaTopa u (W)
CpaBHEHHE [PEIBSBIIEMOr0 HICHTH(HUKATOPA C IIEPETHEM IPUCBOCHHBIX HAIeHTH(HUKATOPOB.

WHpOpMATHBHbIN CATHAJ — JEKTPHYECKHE CHTHANB], aKyCTHIECKHE, SIEKTPOMAarHUTHEIC U
Ipyrde (M3MYecKHe IMONs, IO [apaMeTpaM KOTOPBHIX MOXKET OBITE PacKphiTa KOH(HUICHIHAIBHASL
pHOpMAaIHs (IEpCOHANBHEIE JaHHEIE) 06pabaTeiBacMas B HHQOPMAIOHHOH CHCTEME.

WHdopManHoOHHAs CHCTEMA — COBOKYIIHOCTh COZIEpIKAIEXCsl B 6a3aX JaHHBIX uHpOpMAaIuy,
B TOM WYHCIE [EpCOHANBHEIX [AHHEIX, W ObecIedmBaromux ee 06paboTKy HHGOPMaITMOHHBIX
TEXHOJIOTHH ¥ TEXHUIECKUX CPECTB.

WHdopManHoHHbIE TEXHOJOTHH — IIPOIIECCE, METOMBI [IOUCKa, CO0pa, XpaHEeHH S, 06paboTkH,
IIPEIOCTABNEHH)S, PACIIPOCTPAHCHHS MHGDOPMAIMA U CIOCOOBI OCYMIECTBICHHMS TakMX IPOLECCOB U
METOJOB.

HMcToanEK yrposbl GesomacuocTd HHGopManun — CyOBeKT JOCTyIa, MaTepHalbHEIA 00BeKT
WM  (QU3MYECKOS SBICHHE, SABAIONMCCS IPHIHHOH BOSHHKHOBCHHS yTPO3EI 6e30macHOCTH
uHbOpMAITUH.

KonduiennuaibaocTh HHPOpMANHH, B TOM YHCIE TEPCOHANBHBIX JIAHHBIX —
oBs3aTENbHOe Ul COOMIONEHHS OMNePaTOpOM MM HHBEIM IIOIYdHBIIEM JOCTYN K HH(pOpManuu
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(TepcoHANBHEIM JaHHEIM) JIMIOM TpeGOBaHHWE HE MOIMYCKaTh HMX DacIpoCTpaHeHHe (€3 COriacus
cyObeKTa IepCOHAIBHBIX JaHHbIX MM HaJIWIMsl HHOTO 3aKOHHOTO OCHOBAHHA.

MesxkceTeBoii 3Kpam — JIOKaibHOS (OJHOKOMIIOHEHTHOE) MM  (QYHKIMOHAJIBHO-
pacIpesieNleHHOe TPOrpaMMHOE  (IIPOrpaMMHO-aIIIApaTHOE) CPENCTBO (KOMIUIEKC), pealH3yollee
KOHTpOJb 3a MHbOpManuell, mocTynaonel B *HGOPMAHOHHYIO CHCTEMY ¥ (WIH) BEIXOISIICH U3
uHGOPMAIIMIOHHON CHCTEMBL

Hapymurens Ge3omacHocTH HH(OpManuH, B TOM YHC/IE HePCOHANbHBIX JaHHBIX —
(u3HUecKoe JIMIO, CIydaifHO MM IPEJTHAMEPEHHO COBEPIIAOIIEe NCHCTBHA, CICACTBHEM KOTOPBIX
ABISICTCS HapyIIeHHe OeszomacHocTH HH(OpMarmy (IEPCOHATBHEIX NAaHHBIX) IPH HX 00paboTKe
| TEXHHIECKUMH CPEICTBAME B HH(QOPMAIHOHHBIX CHCTEMAX.

HecaHKNHOHHPOBAHHBIA AOCTyn (HeCAHKNHOHHPOBAHHBIE JIEHCTBHS)— [OCTYyIH K
MHQOPMAIMA WM JeUCTBHSA ¢ HHQOpMalHed, Hapylarollie IpaBHiIa pPasTPaHHYCHHA JOCTYIA C
JICIIOJIF30BAHMEM IITATHEIX CPEJICTB, IIPEAOCTABIIEMbBIX HHPOPMAIMOHHEIMA CHCTEMaMH.

Hocutenp nHGopManud — (QU3MYEcKOe JIHIO WIM MaTepHalbHBIH OOBEKT, B TOM YHCIE
dusHIecKoe moNe, B KOTOPOM HH(pOpMALKs HAXOJUT CBOE OTPAKEHHE B BHJIE CHMBOIOB, 00pa3os,
CHTHAJIOB, TEXHMYECKHX DEIICHHH M MPOLECCOB, KONHISCTBEHHBIX XapaKTEPHCTHK (GU3NICCKUX
BEJIMYWH.

OGe3THYHBaHAE NEPCOHAIBHBIX NaHHBIX — JEHCTBHA, B PE3yNbTaTe KOTOPHIX CTAHOBHTCA
HEBO3MOXKHEIM 0€3 HCIONB30BaHMs JOMOIHATEIPHON HH(OpPMAIMH ONPENCITUTh NPHUHAJICKHOCTD
IIEPCOHABHEIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JAHHBIX.

OGpaGoTka madopManun (HepCOHANBHBIX AAHHBIX) — J00oe AcHCcTBHE (omeparusi) WK
COBOKYITHOCTb JIeHCTBHI (OIepaItiii), COBEPIIAEMEIX ¢ HCIOJIb30BAHIEM CPEJICTB aBTOMATH3AINK UK
6e3 HCIOJB30BAHMS TAKHX CPEICTB ¢ HHGbopManuedl (LepCOHaTBHEIME JIaHHBIMH), BKIIOYas cOop,
3amHCh, CHCTEMATH3ALMIO, HAKOIUIEHHE, XpaHeHHe, yTOuHeHHe (OOHOBIEHHE, W3MCHCHHE),
U3BIedeHMe,  WCIONB30BaHHE, Ilepefady  (PAcIpoCTpaHEHHe, — IIPEJOCTaBIEHHE,  AOCTYII),
06e3TarBanHe, GIOKAPOBAHHE, yAaTeHNe, YHHNITOXEHHE HH(bOPMAIUY (TePCOHATBHEIX JAHHEIX).

OmnepaTop (MepCOHANLHBIX JAHHBIX) — TOCYJApPCTBEHHBIA OpraH, MyHHIMIANBHEIM OpraH,
IOpHIMYecKoe WM (H3UIECKOE JHIO, CaMOCTOSTENBHO WM COBMECTHO C INPYTHMH JIHIAMH
oprausyiomee # (WIH) OCYIeCTBIIONMEe 06paboTKy HHpOpMAluu (HEPCOHATBHBIX JAHHBIX), a
TaKyKe OIpee/IONHMeE e 06paboTky HH(OpMariy (IePCOHATBHBIX AAHHBIX), COCTAB HHOPMAITHH
(IepCOHATBHBIX [@HHBIX), IOANEXAmuX 00paboTKe, HEHCTBHA (omepanuu), COBEpIIAEMEIE C
uHpOpMaryel (IIepcoOHATPHEIMH JaHHEIMA).

Ilepexpar (MEGOpMANAH)— HEIPaBOMEPHOE IONyYeHHE HH(POPMAlMH C HCIOTE30BaHHEM
TEXHAYECKOTO CPEICTBA, OCYMIECTBISIOMET0 OOHAPY)KEHHE, IpHeM B 00paboTKy HH(OPMATHBHEIX
CUTHAJIOB.

IlepconanbHble AaHHBIE — TOOas MHGOpMAaNMs, OTHOCAMANCS K IPAMO MM KOCBEHHO
OIpe/IeTEHHOMY, I OIpEeNeIIeMOMY (GHu3IIecKoMy Ity (CyOBEKTy IepCOHTBHEIX JIAHHBIX).

IIpaBujia pasrpaHdyYeHHs JOCTYNA — COBOKYIHOCTH IIPABHJ, PErTIAMEHTHPYIOMMX IpaBa
JoCTyIa CyOhEeKTOB HOCTyIa K 00BbeKTaM JOCTyIIA.

IIporpaMMHasi 3aKJajgKa — KOJ IIPOrPaMMEI, IPEIHAMEPEHHO BHECCHHBIH B IIPOrpamMmy ¢
IIEMBIO OCYIIECTBHTD YTEUKY, H3MEHHUTE, GIIOKHPOBATh, YHHITOXKHATH HHPOPMAIIHIO HIIH YHHITOXHUTb U
MOIM(HIMPOBATh POrpaMMHOe obecTedeHrne HH(OPMALMOHHON CHCTEMBI H (wmm) GIOKHPOBATH
ammmapaTHBIE CPEICTBA.

IIporpamMmuoce (OPOrpaMMHO-MaTeMATH9ECKOe) BO3JedcTBHE — HECAHKIHOHUPOBAHHOC
BO3/IEICTBAE HA PECYpCHl ABTOMATH3HPOBAHHOM HMH()OPMAIMOHHOM CHCTEMEI, OCYMIECTBILIEMOE C
HCIONB30BaHUEM BPEIOHOCHBIX IIPOrPaMM.

PacnpocTpaHeHde NePCOHAIBHBIX JAHHBIX — [CHCTBHS, HANpPABICHHBIC HA PACKPBITHE
HEPCOHANBHBIX JaHHEIX HEONPENEIEHHOMY KPYTY JIHIL.

Cpe}ICTBa BbIYHMC/IUTENbHOH TEXHHKH — COBOKYIIHOCTDH IIpOTrpaMMHEBIX H TCXHHUYCCKHUX
5JEMEHTOB CHCTEM OGpabOTKM [aHHEBIX, CIIOCOOHBIX (YHKIMOHHPOBATH CAaMOCTOATENBPHO HIH B
COCTaBE IPYTHX CHCTEM.



Cy0nexT gocryna (cy0beKT) — JIMIIO MM IIPOIECC, MEHCTBHS KOTOPOTO PerlaMeHTHPYIOTCA
[IpaBUJIaMHU pa3TPaHUYEHHUS JOCTYIIA.

TexandecKkue cpeacTBa HH(GpOPMAHOHHOH CHCTEMBI — CPENCTBA BEIYUCIHTEIIBHON TeXHHKH,
HH(POPMAIMOHHO-BEAUCIIUTEIbHEIE KOMIUIEKCEL W CETH, CPEJCTBAa M CHCTEMBI IIEPEadn, IpHeMa H
obpaboTkn uHpOpMaIIH (cpenctBa u CHCTEMEI 3BYKO3aIlUCH, 3BYKOYCHIICHHA,
3BYKOBOCIIPOM3BE/IEHNS, [IEPETOBOPHEIE M TEJIEBU3HOHHBIE YCTPOMCTBA, CPECTBA HM3TOTOBIICHHS,
THPaXKMPOBAHKS JTOKYMEHTOB H JAPYTHe TEeXHHIECKHE CPEeACTBA 00pabOTKH PedeBOH, rpadugecKoi,
BUJEO- U GYKBEHHO-IM(POBOH MHGOOPMAIMH), IPOrpaMMHEIE CPeNCTBa (ONEPANHOHHEIE CHCTEME,
CHCTEMBI YIpaBleHHs 6a3aMu JaHHEIX ¥ T.IL.), CPEJICTBA 3alUThl HHYOPMAIIUH).

Yrposs 6e3onacHocTH HEGOpMANUH (IIEPCOHATBHBIX JAHHBIX) — COBOKYITHOCTD YCIOBHH 1
(haKTOpOB, CO3MAIONUX ONACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM HHCIC CIy4aifHOTO, JOCTyNa K
nHbopManud  (IEPCOHATLHEIM JAHHEIM), DPE3YJIHTaTOM KOTOPOTO MOXKET CTaTh YHHYTOXKCHHC,
W3MeHeHue, GIOKHPOBaHYe, KOMPOBAHKE, PACIPOCTPaHeHHe HH(OpMAIiK (IEPCOHATBHBIX JIaHHBIX ),
a TaK/Ke WHBIX HECAHKIIMOHUPOBAHHEIX JIeHCTBHi py nx 06paboTKe B MHPOPMAIIHOHHOM CHCTEME.

Vunuroxeane aadopmanud (epcOHAIbHBIX JAHHBIX) — JICHCTBUS, B PE3YIBTaTe KOTOPHIX
HEBO3MOKHO BOCCTAHOBUTH COAEpKaHue HHpOpMAayH (IIEPCOHATBHBIX JAHHBIX) B MHDOPMAIOHHON
cHCTEME MM B pe3yJbTaTe KOTOPBIX YHHYTOKAIOTCS MAaTCPHAIPHBIE HOCHTEIIH “HOOpMAUU
(IepCOHATBHEIX JTAHHBIX).

VTeuka (3amumaeMoii) HHGOPMAIMH IO TEXHHIECKHM KaHAJIAM — HEKOHTPOIHPYEeMOS
pacIpocTpaHeHre HHPOPMAIMH OT HOCHTEIs 3alliIlacMOoH uHpopMaIu gepe3 HU3HIECKYIO Cpemy
0 TEXHIIECKOTO CPEJICTRA, OCYIIECTBILIONIETO IIepeXBaT HHHOPMAIUH.

Iles10cTHOCT, HMH(GOPMANMH — CIOCOOHOCTh CPEJCTBA BEITHUCIMTENBHOW TEXHHKM WIH
ABTOMATH3HPOBAHHOM CHCTEMBI 0GECIEINBATh HEM3MEHHOCTh HHGOPMAIMH B YCIOBHAX CIIy9aifHOTrO
¥/YTH TIpeIHAMEPEHHOTO HCKaXKESHH) (Pa3pyIIEHHUSL).

O0o3Ha4eHds 0 COKPAIEHHS

AJMHHHCTPATOpP | — QAMUHUCTPATOp HHQOPMAIMOHHOH 6e30I1acHOCTH

Ub

APM — aBTOMAaTH3UPOBAHHOE pabodee MECTO

AC — aBTOMATH3UPOBAaHHAA CHCTEMA

T'nc — rocyapcTBeHHas HHQOpMaIMOHHAS CHCTEMa

31 — samumaeMas HHGOpMAaIKs, B TOM 9HCIIE, IIEPCOHAIBHEIC TAaHHEIE,
comepxantasics B 6a3ax JaHHBIX

Cerment T'HC — CerMeHT (eJlepanbHOM ToCyIapCTBEHHOR HHYOPMAIOHHON CHCTEMEL

ENBJ «Enuras nadopMarmonHas 6asa M0 pealn3alii MEPOIIPUITHH, CBA3aHHBIX C
obecredenneM 6e30IIacHOCTH JOHOPCKOH KPOBHU M €€ KOMIIOHEHTOB, Pa3BUTHEM,
opraHu3aleil ¥ Iponaragfgoi JOHOPCTBA KPOBH U €€ KOMIIOHCHTOBY

HUC — nHGOpMalMOHHAs CHCTEMA

HCJ, — HEeCAHKIMOHUPOBAHHBIA JOCTYII

0C — OIepanyoHHAsA CHCTEMA

I1]In — MEPCOHATHHBIE JAaHHEBIC

11(0) — IIporpaMMHOe 00ecIIeueH e

C3U — cHCTEMa 3aIUTE HHOpMAallul

Cp34 — CPEICTBO 3aIUTH HHQOPMAIUH

9BM — 3JIEKTPOHHO-BBIUUCIHTEIbHAS MallHA




1 DBsenenne

1.1  Hacrosmpas IloquTvka B OTHOIIEHHM 00paboTKM HHGOpPMAIMM H IEPCOHATBHBIX
JAHHBIX B CEIMEHTe (e[epalbHOM TOCyHapCTBEHHOH HH(OPMAIMOHHOM CHCTEMEI «Enunas
nH(OPMAIMORHAs 6a3a [0 pealM3alMi MEpONPHATHH, CBI3aHHBIX C OOCCICUCHHEM 6e3011acHOCTH
JOHOPCKO# KPOBH U €€ KOMIIOHCHTOB, Pa3BHTHEM, OPraHH3alliell i Iponaranoi JOHOPCTBA KPOBH U
ee KOMTIOHEHTOB» (maunee — IIONHMTHKA) OINpeeIsieT OCHOBHBIE IENH M 3a[adH, a TaKkxKe 0OmIyio
CTpATErHIO TOCTPOEHHs CHCTEMBI 3allUThHl MHpOpManuu (manee - C3U) B cermenTe (enepaibHOM
FOCYapCTBEHHON HH(OpPMAlMOHHOM cHcTeMbl «EnwHas HHQOpMalMOHHAS 0aza mo peann3alul
MEpOIPHSTHIL, CBA3AHHBIX C OOECIedeHHeM Oe30MacHOCTH JOHOPCKOH KPOBH M €€ KOMIIOHCHTOB,
Da3BUTHEM, OpPTaHU3alMell U IIPOIAaraHIof TOHOPCTBA KPOBH M €6 KOMIIOHCHTOBY (manee — cerMeHT
T'YIC EUBJ). [omutrka onpeneiseT OCHOBHEIE TpeOoBaHuA U 6a30BBIC MOAXOIE! K UX PEaTH3aLNH,
JUTSL IOCTIDKEHHS TpeGyeMOro ypOBHs 6e30IIacHOCTH HHOPMAIIH.

1.2  TlomutHka pa3paboTaHa B COOTBETCTBHH C CHCTEMHBIM IIOAXOIOM K obecredeHUIO
HHGOPMAIMOHHON 6e30IaCHOCTH, KOTOPHIM IPEIoNaraéT IPOBENCHHE KOMILICKCA MEPOIPUATHH,
BKJTIOUAIONUX WCCIEI0OBaHHe yrpo3 HHbOpMAMOHHON Ge3omacHocTy u paspaboTky C3MU, ¢ mosumuu
KOMIDIEKCHOTO IIPEMEHEHHSI TEXHUIECKIX ¥ OPraHU3allHOHHBIX MEP U CPEJICTB 3allUThL uHbDOpMaLUH
(mamee — Cp31).

1.3 IlonuTHKa CIOYXHT OCHOBOM JUIi pa3pa0OTKA KOMINIEKCA OpraHH3al[MOHHBIX U
TEXHMYECKAX Mep MO0 obecredeHnio HHGOPMAIMOHHONH (€30IIaCHOCTH B CEIMEHTE I'C EUB/, a
TaK)ke HOPMATMBHEIX ¥ METOIMYECKHX JOKYMEHTOB, OOECIEUMBAIOMIMX €€ pPeali3aluio, ¥ He
IpemmonaraeT MOAMEHEl (YHKIHMH TOCYAapCTBEHHBIX OPraHOB BIACTH Poccuiickoit Penepanuy,
OTBEUAIONTHX 33 obecredeHre 6e30IacHOCTH HH(bOPMANMOHHBIX TeXHONOTHH 1 3a|Ty HHbOPMAIHH.
[MonuTHKa SBISETCS METOHIOIOTHISCKOM OCHOBOM IS

= IPUHATHA YUPABIEHYCCKHX pENIeHMH ® pa3pabOTKM INPAKTHIECKHX MEp IO
BOIUIOIIGHMIO TOJHTHKA O€30IacHOCTH 3amumaeMoif HHQOpMAanu¥ H BBIPAOOTKM KOMIIIEKCA
COTJIACOBAHHBIX MEp HOPMATHBHO-IIPABOBOTO, TEXHOJIOTHYECKOr0 M OPraHH3alliOHHO-TEXHHIECKOI0
XapaKTepa, HAIPABICHHEIX HA BBIABIEHHE, OTPAKEHHE M JIMKBANAIMIO MOCIEACTBAN pealn3aluu
Da3IMYHEIX BHIOB yrPo3 3allUaeMol HHpOpMaliy;

- KOODJMHAIIWY IEeSTEIbHOCTH YIOMHOMOYCHHBIX JIMIl IPA MPOBEACHUH pabot 1O
paseuTHIO ¥ okciuryararmuu cermenta [MIC EUBJ] ¢ cobmonenreM TpeboBaHUN OO€ECIIeIEHHs
6e30IacHOCTH 3allUIIaeMOoi HHGOpMAaIHH;

- paspaloTKi MpPEeIOKEHHH II0 COBEPIICHCTBOBAHHIO IPABOBOIO, HOPMATHBHOIO,
METOIMYECKOr0, TEXHHYECKOr0 H OPraHM3alHOHHOTO obecredeHus 0e30IacHOCTH 3aMIAIIAEMON
nadopmanuu B cermerTe [YIC EUB/L.

1.4  TlonuTuka pa3paboTaHa Ha OCHOBAHHUHU CICIYIOMMX NTOKyMEHTOB:

= ®enepanbHEL 3akoH ot 27 urois 2006 . Ne 152-03 «O nepcoHaTbHBIX JAHHBIX

- I[Tpukas @enepaabHOM CITyKOBI 0 TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPOTIO (®CT3K
Poccuu) Ne 17 ot 11 despamst 2013 roma «O6 yTBepKICHHHA TpeGosanuit o 3amuTe HHQOPMAIHH, HE
COCTABJISIONIEH TOCYNApCTBEHHYIO TalHy, COIEpiKamelcs B IOCYIapCTBEHHBIX uH(GOPMAIMOHHEIX
CHCTEMaX .

1.5 B Iomurtuke ompeneleHsl TpeGOBAHKS K IIEPCOHANY, paboTalomeMy B CEIMEHTE ric
EVB]l, ux CTeleHb OTBEICTBEHHOCTH H IOJDKHOCTHBIC 0053aHHOCTH, a TaKKe MOJDKHOCTHBIC
06s3aHHOCTH PabOTHEKOB, OTBETCTBEHHBIX 33 0becIedeHne 6e30macHOCTH 3anMIaeMoi HHQOpMaIuy
B cermente [ IC EVB/I.

2 OO0mue moJI0KeHUS

2.1 Ienpro HacTosmed IIomUTHKM SABIACTCA obecredeHre GE30MaCHOCTH 3allUIacMOM
nadopmanuu B cermerte I'IC EMB/] oT Bcex BHIOB yrpo3, BHEIIHUX U BHYTPCHHUX, YMBIIUIEHHEIX U
HelpeIHAMEPEHHBIX, MHUHMMH3AIHMsA ymepba OT BO3MOXKHOHM peainm3anui yrpo3 0Oe30macHOCTH
wHGOpPMAaLIH.
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2.2 BezomacHOCTh 3amumiaeMoli HHQOpMamMH — JOCTHIaeTCs IYyTEM  HCKIFOYCHHUA
HEeCAHKIMOHHPOBAHHOTO, B TOM 4HCJIE CIyJalHOro JOCTyNa K 3amumaeMold uH(bopMamum,
PE3yNETATOM KOTOPOTO MOXET CTaTh YHHYTOXEHHE, H3MCHCHHE, OIOKHPOBAHHME, KONHMPOBAHHE,
pacIpoCTpaHeHue 3alMIacMol HHbopMAaIIKH, a TaKKe HHBIX HECAHKIIMOHAPOBAHHBIX JeficTBUI.

2.3 3ammmaemas HHQOPMAIMS U CBI3aHHEIC C HEU PECYPCHI JIOJDKHBI ObITh HOCTYITHBI U
ABTOPM3OBAHHEIX IIOTb30BaTenedl. JODKHO OCYIIECTBIATHCS CBOEBPEMEHHOEC OOHApYXCHHE H
pearupoBaHKe Ha YTpo3sl 6€30IIaCHOCTH 3aIIUIaeMol HHOPMAIIHH.

3 QO0JacTh aedcTBAA

3.1 TpeGoBanms HacTosimed [IOJWTHKA PACHPOCTPAHSIOTCA Ha BCeX DPabOTHHKOB,
momymieHHbX K padote B cermente I'IC EMB]] (wraTHbIX, BpEMECHHEIX, paboTaronWX M0 KOHTPaKTy U
T.IL.), @ TAKKE BCEX IPOYMX JIALL (TIOAPSTIMKY, ayTUTOPHI U T.IL.).

4 Cucrema 3amuThl HHQOPMANHHA

4.1 C3H, cTpouTcs Ha OCHOBAHUH:

- Ilepeuns obGpaGaTeBaeMOl MHGOPMAIMK M MEPCOHAIBHBIX NAHHBIX B CETMEHTC ruc
EUB/;

- Otgera 06 ob6cnemoBanun 06bekTa CIIykOEl KpOBH Ha COOTBETCTBHE TPEOOBAHUSAM IIO
sammTe WHQOpMANMH ¥ MepcoHanbHBIX naHHEX B cermente I'MC EWB/] (mamee — Oruer 06
o0cIteI0BaHUN);

- Axrta xnaccuduxarmu cermenta I IC EVB/I;

= AKTa oInpeeNeH s ypOBHS 3alIMIIEHHOCTH IIEPCOHATBHBIX JTaHHBIX, 00pabaThIBaEMBIX
B cermente [ IC EUB/I;

— Moe/H yTpo3 B MOJIENH HapyIIHTeld 6e30MacHOCTA HHOPMAIliH, IIPH €8 obpaboTke
B cermenTe [ YIC EUB]] (nanee — Mozens yrpos);

= TeXHHYECKOTO 3ajaHds Ha BBIIONHEHWE paboT MO pasBUTHIO M OOECIEYCHHIO
(pyHKIMOHMPOBAHMS CHCTEMBI 3aIIUTHI IIEPCOHANBHEIX IAHHEIX B CCTMEHTE I'iC EUB/;

= Pykosomsamux mokymentoB ®CTOK Poccun u ©CE Pocenn.

472 Ha OCHOBaHWH STHX [OKYMEHTOB OIpeJeisieTcs HEOoOXOOUMEL  YPOBCHB
samuImeRHocTH HHbopMaruy, obpaGareBaemoii B cermente ['IC EMB/I. Ha ocHOBanwmM aHamu3a
AKTyalbHBIX YTpo3 0€30IIACHOCTH 3alMI[aeMod HH(QOpMAlHH, ONMCAHHOIO B Otuere 06
obcaenoBaEuu W Mojeny yrpos, JenaeTcs 3aKiOYeHHe O HEOOXONMMOCTH HCIONb30BAHMS
TEXHWIECKHX CPEACTB H OPTaHW3ALMOHHEIX MEPOTPHATHH I OOecCIedeHHs 6e30macHOCTH
3amuniaeMoi HHGOpPMALHH.

4.3 B 3aBHCEMOCTH OT ypoBHs 3ammumenHocTr cerMenTa [VIC EVB/I i aKTyalnbHBIX yIpo3,
C3U MOXKeT BKIIIOYATH CIEAYIONHE ITOACUCTEMEL:

- AneHTHUKALMA B ayTeHTH(QUKALMS CyOBEKTOB OCTyIa i 00BEKTOB JOCTYTIA;

- yIIpaBIIeHHE AOCTYIIOM CYOBEKTOB IOCTyNA K 00BEKTaM JOCTYIa;

- OrpaHU9eHHUEe IPOrPAMMHOM CPEJIEL;

- 3aIUTa MAMIMHHEIX HOCUTENIEH IEPCOHATBHBIX JAaHHBIX;

- peructpanus cOOBITHI 6€30I1aCHOCTH;

- AQHTHBUPYCHAs 3aIllMTa;

- oOHapyKeHHEe BTOPKECHHIA;

— KOHTpOJIb (aHAIIH3) 3alUIIEHHOCTH EPCOHATBHBIX TAHHBIX;

- oBecIIedeH e eTOCTHOCTH HHQOPMAITMOHHOM CHCTEME! K HH(OPMAIIUH;

- obecredeHne JOCTYTHOCTHU IIEPCOHATIBHBIX JAaHHBIX;

- 3aIUTa CPEIBl BUPTY aIH3allVH;

- 3al[UTa TEXHUYECKUX CPEJICTB;

— 3almTa PIH(i)OpMaLIHOHHOﬁ CHUCTEMEI, €€ CPEACTB, CHCTEM CBA3H H Iepenadn JaHHBIX;
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- yIpasleHue KoHuryparmelh HHQOPMAIOHHOM CHCTEMBI M CHCTEMBI 3all(HTEL
[EPCOHAIBHBIX JaHHBIX.

44 B COHCOK JOJDKHBEI OBITH BKIFOUEHEI (QDYHKIIWH 3alIUTEHL, 00ECIeYnBaCMEIe IITATHEIMH
cpencTBaMu 06paboTKi HHQOPMAIlH, ONEPALHOHHBIME CHCTEMaMH, MPHUKIATHBIM [POTpaMMHBEIM
o6ecIicueHreM U CIeNAaIbHEIME KoMILIeKcamu, peaymsyronmmu Cp3U.

5 OcHoBHbIe NpuANHIEI HocTpoennsa C3U

3.1 Tloctpoesne C3U cermenra TMC EWBI u ¢e (bYHKIIOHMPOBAHUE JIOJDKHEL
OCYIIECTRIIATHCS B COOTBETCTBHH €O CIEAYIOMIMHY OCHOBHBIMY IIPHHITHIIAMH:

= 3aKOHHOCTb;

= CHCTEMHOCTB;

- KOMILIEKCHOCTB;

- HETPEPHIBHOCTD;

- CBOEBPEMEHHOCTD;

= IIPEEMCTBEHHOCT U HENIPEPEIBHOCTH COBEPIICHCTBOBAHMS,

- IIEpCOHABHAS OTBETCTBEHHOCTE;

- MUHUMHA3AIHS I0JTHOMOYHH;

- B3aMMOJIEHCTBHE U COTPYIHHYIECTBO;

- ruOKOCTE CHCTEMBI 3aIlUTEL,

- [POCTOTA IPUMEHEHHS CPE/ICTB 3allUThI;

= HayJHas 000CHOBAaHHOCTb ¥ TEXHHYECKAA PCAIM3yCMOCTb;

- CIeIMAIHN3aIHs U TPODECCHOHATN3M;

—~ 00513aTeIHbHOCTh KOHTPOJIA.

32 3aKOHHOCTb.

JlaHHBIN TPUHIUI IPEIOoNaraeT OCyIIeCTBICHUE 3aUTHEIX MeponpusTaii 1 paspadoTky C3U
B COOTBETCTBHH C JEHCTBYIOIMM 3aKOHOIATENHCTBOM B OOIACTH 3allUTEHI pHbOpMaIUl U APYTHX
HOPMATHBHEIX aKTOB II0 6€30macHOCTH MH(OpMAIMH, yTBEPK/ICHHBIX OpraHaMu rOCyAapCTBEHHOM
BJIACTH M YIPABICHWS B IIpeleiiaX HX KOMIICTCHIIMH. PaGoTHHKY ¥ OOCITY)XHBAIOLMM IEPCOHAI
cermenTa I IC EVB]] n0DKHEL OBITH OCBEIOMIICHB] O IMIOPAIKE paboTEI ¢ 3amuiaeMolt HEbopManel
1 06 OTBETCTBEHHOCTH 3a 3amuTy [TJ{H.

53 CHCTEMHOCTS.

CucTeMHBI Tomxon K moctpoenmio C3M mpexmonaraeT ydYeT BCEX B3aMMOCBA3AHHBIX,
B3aMMOIEHCTBYIONMNX ¥ H3MEHSIONMXCSA BO BDEMEHH 3IEMCHTOB, yCIIOBHiA ¥ HaKTOPOB, CYIIECTBEHHO
JHAUMMBIX A TOHWMAHHWS X DeMeHHs HpoOneMEl obecredeHus Oe30MacHOCTH rHbOpMaLMH
cermenta ['IC EVB/I. IIpu co3nanun C3M 1O/DKHBI yIHTHIBATECS BCO cia0sle 1 Hanbouiee ysI3BUMBIC
MecTa CHCTEMBI 00paGoTKH HHGOpPMAIMH, & TAKKE XapaKTep, BOIMOKHBIC O0OBEKTHI U HAIIpaBJICHUS
aTak Ha CHCTEMY CO CTOpOHBI HapymmTened (0COOCHHO BBICOKOKBaTH()UITUPOBAHHBIX
3JI0yMBIIUTEHHAKOB), IIyTH MPOHMKHOBCHHA B PACIPE/CICHHEIC CHCTEMBI I HECAHKIIMOHHPOBAHHBIA
mocryn (manee — HCJI) x mHbopmanyu. CrcTEMa 3aIUTHL JOIDKHA CTPOUTBCS C y9eTOM HE TOJIBKO
Bcex M3BECTHBIX KamatoB mpoHukHOBeHmss ¥ HCJl x mHpOpMAluy, HO U C y4CTOM BO3MOKHOCTH
TOSIBJICHS IPHHITMIIAAIEHO HOBEIX IIyTeH pealn3aluy yrpos 0e30IacHOCTH.

5.4 KoMIieKCHOCTb.

KOMIITEKCHOE HCIOTB30BAHAE METOIOB ¥ CPEICTB 3allUTHl MHQOpPMAIMH IIPE/IoNaract
COTTIaCOBAaHHOE IIPUMEHEHHE Pa3sHOPOIHEIX CPEJCTB IPU MOCTPOCHHH LETIOCTHOM CHCTEMBI 3aIlUTE,
HepeKphIBAIONIEH BCE CYIIECTBEHHBIC (3HauMMBle) KaHANBl pealU3alldd yIpo3 U He coJleprKamen
cabEIX MECT Ha CTHIKAX OTIEIHHEIX €€ KOMIIOHEHTOB. 3alliTa JOJDKHA CTPOUTBCS SMIETOHUPOBAHO.
Jlnst KakJIOTo KaHama YTEdKH HHGOpMaluu H UL KaKIOH yrpo3sl 0e30IIaCHOCTH MOJDKHO
CYIIECTBOBATh HECKONPKO 3aAIIMTHBIX pyGexeit. Co3fiaHue 3aNIMTHBIX PyOeKed OCYMIECTBICTCS C
y4eToM TOro, 9To0BI JUIA HX IIPEOJONICHHS IOTCHIHATBHOMY 3JIOyMEINUIEHHUKY TpeGOoBalInuCh
11podecCroHaNbHEIC HABBIKA B HECKOTBKIMX HEB3aMMOCBA3AHHBIX obnacTsx.

5.5 HenpepsIBHOCTS 3aIIUTHl HHGOPMAIUH.
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3ammTa HHGOPMAIK — He pa30BO€ MEPONPHATHE ¥ HE IPOCTas COBOKYITHOCTH IPOBEICHHEIX
MeporpusaTHi u ycraHoBieHHBIX Cp3M, a HenpephIBHBIA [eNICHAIPABICHHBIM  IIPOIIECC,
TIpETIONaralolyil IPAHITHE COOTBETCTBYIOMIMX Mep Ha BCEX 3TallaX XM3HCHHOTO LHMKIA CerMCHTA
TUC EUBJI. Cerment I'YIC EMB]] mo/mKeH HaxOMWThCS B 3alIUINEHHOM COCTOSHMH Ha MPOTDKCHUH
BCEO BPEMEHH CBOEro (YHKIMOHHPOBAHMA. B COOTBETCTBHM C STHM HPHHIAIOM JOJDKHBI
IPUHAMATECA MEpPHl II0 HEJOMyIIEHHIO IepeXofia B HE3AMHUIICHHOE COCTOSHHUC. BonpmmHCTBY
DU3MYECKHX W TEXHWYECKHX CPEICTB 3aIMTHL i 5((GEKTHBHOrO BBIOTHEHHS CBOUX byHKIuH
HeoOXOIUMa TIOCTOSHHAS TEXHHJIECKAs M OpraHM3allOHHAs (QIMUHHCTpATHBHAs) IOINEPKKA
(cBOEBpeMeHHAsT CMeHa U OOECIICUEHHE IIPABHJIBHOTO XPAHCHMS M NPAMEHCHUS HMCH, aposeH,
KTEoUel mrdpPOBAHHS, Mepeolpe/elieHie IOMHOMOYHMH U T.I.). IlepepbIBEl B paboTe Cpe/ICTB 3alluTEL
MOTYT GBITH HCIOJB30BAHEI 3TOYMEIIUICHHHKAME UL aHATH3a NPUMEHAEMBIX MCTONOB H CPEICTB
3QIIUTEL, [N BHEAPEHHS CICIHATbHEIX IPOTPAMMHBIX M allllapaTHBIX «3aKIaJoK» M APYTHX CPelCTB
TIPEOIOJICHHS CUCTEME] 3aI[UTHI [I0C/IC BOCCTAHOBIICHHS €€ (bYHKIIMOHHPOBAHHUI.

5.6 CBOEBpPEMEHHOCTE.

JlaHHBI IPHHIMI TIPETONaraeT yIPEKIAomuil XapakTep Mep 00ecreueH s 6e3011acHOCTH
uHbOPMAINY, TO €CTh IIOCTAHOBKY 3a1ad IO KOMIUICKCHOH 3allliTe CETMEHTa I'MC EUB/ u
peanm3anuio Mep obecredeHus Oe30macHocT HHOPMAIUH Ha PAHHUX CTa/HIX pa3paboTKH B LIENIOM,
u ee C3U, B gactHOCTH. Pazpaborka C3U1 mowKHa BECTHCH NapajlIeIbHO C pa3paboTKOH U pa3sBUTHEM
caMOM  3amMmaeMoif CHCTEMBL OTO IIO3BOJAT ydecTh TpebopaHms Oe30IaCHOCTH —IpHU
IPOEKTUPOBAHUY aPXUTEKTYPHI U, B KOHCYHOM CUETE, CO3/aTh 6onee 3hbeKTUBHEIE (Kak II0 3aTpaTaMm
PECYPCOB, TaK M IO CTOMKOCTH) 3aIIUIICHHEIC CHCTEMEL

5.7  IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHHKE. _

[TpeamosaraioT OCTOSHHOE COBEPIICHCTBOBAHHE MEP M CPEICTB 3allUTHI uHbOpMAIMK Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHM3alHOHHEIX ¥ TEXHHYCCKHUX PEIICHHH, Ka/[POBOTO COCTABA, aHANM3A
dyuxnmoruposanus cermerta [VIC EVMB/L u ero C3HU ¢ ygeTom M3MEHEHUH B METOAX M CPEACTBaX
nepexsaTa MHGOPMAIUH, HOPMATUBHEIX TPeOOBAHMHA IO 3AMIMTE, NOCTHIHYTOr0 OTCHECTBEHHOTO H
3apy0e;KHOTO OIBITa B 3TOH 00IacTH.

5.8 IlepcoHanbHas OTBETCTBEHHOCTE.

[IpeamomnaraeT BO3JOXEHHE OTBETCTBEHHOCTH 33 00ECICICHHE 6e3omacHOCTH MHGOpMAIUK U
CHCTEMBI HX 00pabOTKH Ha KakI0ro paGOTHHKA B IPEENaX ero IOMHOMOTHH. B COOTBETCTBHH C STHM
IIPUHITAIIOM DACTIPE/EICHHE IPaB U OOS3aHHOCTEH PAOOTHHUKOB CTPOMTCS TaKHM obpazom, 9TOOHI B
ciydae mo60ro HapyIeHAs KPYT BUHOBHUKOB OBLT 9ETKO M3BECTCH WK CBEAICH K MUHUMYMY.

5.9 [puHIMI MEHAMHA3AIUIH ITOJTHOMOYHH.

OsHagaeT NPeNOCTABICHHE II0JIB30BATENIM MUHHMAIBHEIX IPaB JOCTYIa B COOTBEICTBHU C
IIPOM3BO/ICTBEHHON HEOOXOMMMOCTBIO, Ha OCHOBE IPHHIIAIA «BCE, ITO HE PaspelICHO, 3alpEIICHO).
J[oCTYII K 3amumaeMol HHQOPMaIliy JOJDKSH IPEOCTAaBIATECA TOIBKO B TOM CIIydae 1 obweme, ecitd
3T0 He06XOMUMO PAOOTHHUKY JUIA BHIIOJIHEHHS €T0 TOJUKHOCTHBIX 00A3aHHOCTEH.

5.10 BsamMopeicTBHUE U COTPYAHHUIECTBO.

[Ipenmonaraetr CO3MaHHE OIArOMpPHATHOH atMochepsl B KOJUIEKTHBAX IIOAPa3feNCHUH,
obecreunBaronux nestenbHocTh cermenta I YIC EMB/I, [uid CHIKSHHS BEPOATHOCTH BO3HUKHOBCHHS
HEraTWBHEIX JEHCTBHH, CBS3aHHBIX C denoBedeckuM (akropom. B Takod obcraHOBKE paOOTHUKHU
JOTIKHEI OCO3HAHHO COGITIONATh YCTAHOBJIGHHBIE IPABHNA M OKa3bIBaTh CONCHCTBHE B JICATCIBHOCTH
OTBETCTBEHHOTO 3a ofecredeHre 0€30MaCHOCTH HHGOPMAlM{d U I[EPCOHANBHBIX [aHHBIX H
agmunamcTparopa Ub. '

5.11 T'u6KOCTH CHCTEMBI 3AMIATH HHYOPMAIIUH.

[TpuHATEIE MEPHL U YCTAHOBJICHHBIC CPEICTBA 3AIMTEL 0cOOEHHO B HadaJIbHBIM MEPHOM KX
SKCITyaTalldd, MOTYT O0ECIICIHBaTh KaK IPe3MEPHBIH, TaK U HEJIOCTATOYHEIM YPOBEHb 3allUTHL
ofecrnedeHns BO3MOXKHOCTH BapbHPOBAHMS YPOBHEM 3allMIICHHOCTH, CPEICTBA 3AIIUTBI JOJDKHEBI
00MIaaTh OIpeMcIeHHON THOKocThI0. OCOGEHHO BaXHEIM 3TO CBOHCTBO SBIICTCHA B TeX CIyHdasX,
KOrZla YCTaHOBKY CPEACTB 3allUTEl HEOOXOIMMO OCYIIECTBILTH Ha paboTaroNIyl0 CHCTEMY, HE
HapyIIas MpoLecca e¢ HOpMaTbHOro QyHKIIHOHHPOBAHHS.

5.12 TIpocroTa IpUMEHEHHS CPE/ICTB 3AIIUTEL.
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MexaHu3MBl 3al0UTHl JOJDKHEI OBITH HHTYWTHBHO IIOHSTHEI M IIPOCTEI B HCIIOIb30BAaHHH.
[IpuMeHeHre CPENCTB 3aIUTHl HE JOIDKHO OBITH CBA3aHO CO 3HAHWEM CICHHAIBHBIX S3BIKOB HIH C
BEITOJTHEHHEM JeHCTBHH, TpeOYIOIMX 3HAYUTEIBHBIX JIONONHUTENIBHEIX TPYAO3aTpar Ipu OOBYHOH
paboTe 3aperHCTPUPOBAHHEIX YCTAHOBIGHHBIM IIOPSIKOM IIOJNB30BaTeNell, a TakkKe HE MOJDKHO
TpeGoBaTh OT TONB30BATENs BHIIONHEHHS PYTHHHEIX MAJIONOHATHBIX €My OIepauuil (BBOZ
HECKOJIBKHX Mapoyiel ¥ UMEH U T.1.).

5.13 Hayunas 000CHOBaHHOCTB M TEXHHYECKAS PEATH3yEeMOCTb.

MNH(OpMAalMOHHEIE TEXHOIOTHH, TEXHHYECKHE M IPOTPaMMHEIE CPEJCTBA, CPEICTBA H MEPEI
3amUTH HHGOpPMANUK TODKHEI OBITH pEealM30BaHBl HA COBPEMEHHOM YPOBHE Da3sBUTHA HAayKH H
TeXHHKH, HAydHO OGOCHOBAHEI C TOYKM 3PEHHS JOCTEKEHMS 3aJaHHOTO YPOBHs 0€30IacHOCTH
HH(OPMAITHH ¥ JOJDKHEL COOTBETCTBOBATh YCTAHOBICHHEIM HOPMaM M TpeGOBAHISM 10 6€30I1aCHOCTH
uadopmanui. C3W nomwkHa OBITH OPHEHTHPOBAHA HA PELICHUS, BO3MOXKHBEIC PUCKH IJI1 KOTOPBIX H
MepEl MPOTHBOICHCTBHS 3THM PHCKAM IIPONLIA BCECTOPOHHIOI TEOPETHYECKYIO M IIPAKTHICCKYIO
IIPOBEPKY. ‘

5.14 Chenuanmusanys U Ipo(ecCHOHAIN3M.

[IpenmonaraeT IpHUBIedeHHe K Pa3pabOTKe CPEICTB M PealH3allii Mep 3allluTsl HHGOpMaIiy
CIIeIAIN3UPOBAHHEIX OpraHu3annii, HanOosee MOArOTOBICHHBIX K KOHKPETHOMY BHAY AEATCIbHOCTH
0 oOecHeueHHI0 0e30MacHOCTH HH(POPMAIHH, WMEIOMUX OIBIT IIPAaKTHIECKOH paboTel H
rOCYNapCTBEHHYIO JMIEH3MIO Ha [paBO OKa3aHHMs ycIyr B OTOH obmactu. Peamusamms
aJIMAHHMCTPaTHBHBIX Mep u okciuryaTanus Cp3W momkHa OCYIIECTBIATHCS mpodecCHOHAIBHO
HOArOTOBIIEHHBIMY CIEIIAAIACTAMH.

5.15 OO6s3aTenbHOCTE KOHTPOJIA.

I[IpenmonaraeT OGS3aTENbHOCTE M CBOEBPEMEHHOCTH BBLIBICHHS M IPECEICHUS IOIBITOK
HAapyIIeHMs yCTAHOBIEHHBIX MpaBHI oOOecredeHus 0e30IacHOCTH uHbOpManmMd Ha OCHOBE
HCIONIB3YEMEIX CHCTEM M CPEJCTB 3allUTH HHGOpMAlWU [PH COBEPIICHCTBOBAHMHM KPUTEPHUCB U
METO/OB OIeHKH () (HEKTHBHOCTH 3THX CHCTEM U CPE/ICTB.

5.16 KoHTpoib 3a JesTeNbHOCTBIO JIEOOOro IMOIb30BATEN, KaXKIOr0 CPENCTBA 3aIIUTEL U B
OTHOIIEHHH JH060ro 00beKTa 3aIlUTHl JOJDKSH OCYHIECTBIIATHCS Ha OCHOBE IPUMEHEHHS CPEICTB
OIIepaTHBHOTO KOHTPOJISL M PETMCTPAIlMH U JOJDKEH OXBATHIBATH KaK HECAHKIMOHMPOBAHHBIC, TaK M
CaHKIIMOHMPOBAHHBIE AEHCTBHS IOIB30BaTENEH.

6 TpeGosanus k moacucremam C3U

6.1 C3U BxmogaeT B cebs CIeIyIOMUe OpraHu3al[MOHHEIC U TEXHUYCCKUEC MEPEI 3allUThI
pHEGOPMAIHHK, pean3yeMEle B HMH)OPMAIMOHHBIX CHCTEMaX B paMKaX €€ CHCTEMBI obecrneueHus
MHQOPMAIMOHHON 6€e30MacHOCTH, B 3aBHCHMOCTH OT yIpo3 0€30macHOCTH, HCIOJBb3YeMBIX
HHGOPMAIIMOHHEIX TEXHOJIOTHH u CTPYKTYpPHO-(QyHKIIMOHAIBHBIX XapaKTEPUCTHK
ABTOMATH3UPOBAHHOH CHCTEMEL:

— uneHTHUKANA U ayTeHTH(HKALMs CyGBEKTOB HOCTyIa X 00BEKTOB IOCTYIIa;

- yIIpaBIeHHE JOCTYIIOM CyOBEKTOB OCTyTIa K 0OBEKTaM JOCTYIIa;

- OrpaHu9eHHe IPOrPaMMHOMN CPEJIBI;

- 3aITUTa MAMIMHHELIX HOCUTENEH IepCOHABHEIX JaHHBIX;

- perucTpanus coObITHH 6€30II1aCHOCTH;

- AHTHBUpPYCHas 3aIllKTa,

- o0HapyXeHUE BTOPKEHUH;

- KOHTpOJIb (aHAIIH3) 3alUIEHHOCTH IEPCOHANPHBIX TAaHHEBIX;

- obecIedeH e [EIOCTHOCTH HHPOPMAIMOHHOM CHCTEMBI X HH()OPMAIHH;

- obecredeHre NOCTYIIHOCTH IEPCOHANBHEIX TAHHBIX;

- 3aIUTa CPelbl BUPTYalIU3alliy,

- 3alUTa TEXHUIECKUX CPEJICTB,;

- 3amuTa HHQOPMAIIMOHHOM CHCTEMBI, €€ CPEICTB, CHCTEM CBA3H ¥ MEPeaun [aHHbIX;
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- yIpapieHde KoHGburyparme# WHQOPMAIMOHHOM CHCTEMBI H CHCTCMBI 3alUThHI
MePCOHATBHBIX JaHHBIX.

6.2  Tlomcucrempr C3U mMeroT pa3nugHbli (GYHKIHOHAI B 3aBHCHMOCTH OT YPOBHS
3aIUIeHHOCTH HH(popManuy, 00pabaTeIBaeMOM B CETMEHTE I'C EWB/I.

6.2.1 Mepsl mo uneHTHQUWKAUKE X ayTeHTHGHKauu CyOBEKTOB IOCTYNAa H 00BEKTOB
JOCTYIIA JTOJIKHEI 06eCTedrBaTh IPHCBOEHNE CyOBeKTaM U 00BEKTaM J0CTyTIa YHUKAIIBHOTO pHU3HaKa
(MneHTHbUKATOPa), CPABHEHHE IPENBIBIAEMOr0 CyOBEKTOM (o6BeKTOM) OCTYIa HASHTU(QHKATOpA C
IepedHeM TIPHCBOCHHEIX HICHTH(QHKATOPOB, a TAKKE IPOBEPKY IPUHAIUICKHOCTH CyOBEKTY
(06BEKTY) IOCTYIIA IPEABSBICHHOTO MM HIEHTHHKATOPA (TIOATBEPKICHAC TOAJIMHHOCTH).

6.2.2 Mepsl O yIpPaBIEHHIO JOCTYIIOM CyOBEKTOB JOCTyIa K 00BeKTaM JOCTYIa JOJDKHEI
0BecIednBaTh yIpapIcHHe IPaBaMy U IPHBHIETHAMA CyOBEKTOB NOCTYIA, PasTpaHAICHHE NOCTYIA
cy6BEeKTOB jocTyma K OOBEKTaM [OCTyllda Ha OCHOBE COBOKYIHOCTH —YCTAHOBICHHBIX B
HHGOPMAIMOHHON CHCTEME IIPABUII Pa3rpaHUYCHHA NOCTyIa, a TaKKe obecmeunBaTh KOHTPOIb
COOIIFOICHHS STUX IIPABHUIL.

6.2.3 Mephl [0 OrPaHWYEHHIO IIPOTPAMMHOM CPEIB! JOJDKHEL obecrieunBaTh yCTaHOBKY H
(WITH) 3aITyCK TOJBKO Pa3pEMIEHHOro K HCIIONB30BAHUIO B uH(OPMAIOHHOH cHCTEME IPOrPaMMHOTO
ofecredennss WIH MCKIIOYaTh BO3MOKHOCTH YCTAaHOBKA H (WIM) 3allyCKa, 3alpelIeHHOro K
HCIIOJIB30BAHKIO B HH(MOPMAIHOHHON CHCTEME IIPOTPAMMHOT0 O0CCIICYCHH.

6.2.4 Mepsl IO 3amMTe MAIIMHHBIX HOCHTENCH pH(OpMaIMK JOIDKHBI 00eCIedrnBaTh
KOHTPONb JOCTyNla K MAIIMHHBIM HOCHTENSM HH(QOPMAIMH H YYCT, KOHTPOJIb NCPEMEIICHHMA H
HCIIOJIE30BAHMS.

6.2.5 Mepsl IO perucTpany coOBITHH 6€30IaCHOCTH NOJLKHBI obeceunBaTh cOOp, 3aIKCH,
XpaHEHHE U 3aIUTy HHPOPMAIUK O COOBITASX 6€30IIaCHOCTH B HHGOPMAIIMOHHON CHCTEME, & TaKKe
BO3MOXKHOCTB IIPOCMOTPA ¥ aHAIH3a HE(DOPMAIIHH O TAKUX COOBITHAX H PEATHPOBAHUE Ha HUX.

6.2.6 Mepsl 1O aHTUBHDPYCHOM 3allUTe JOJDKHBI obecreunBaTh OOHApyXKEHHE B
HHPOPMAI[MOHHO! CHCTEME KOMIIBIOTEPHBIX IIPOrpamm 6o MHOH KOMIBIOTepHOM HH(OpMaImy,
IpeJHA3HAYEHHOM [UIi HECAHKIUOHMPOBAHHOIO YHWYTOXKCHHA, 6IOKMpOBaHUs, MOAU(DUKAIUH,
KONMPOBAHHS 3allMmaeMoll MHGOpMauy WM HEHTPalTu3alud CPEelCTB 3allHThI uHbOpMaIHy, a
TaKyKe pearnpoBaHie Ha OOHApYKEeHHE STHX IPOIPaMM H uHGOpManuy.

6.2.7 Mepsl 1o O6HapyXeHHIO (IPETOTBPAIICHUIO) BTOp)KEHHM JOJDKHBEI 00€CIeIUBATH
obHapyXkeHHe [eHCTBHH B HH(POPMALMOHHOH CHCTEME, HAIpPaBICHHBIX Ha IIpeaHAMEPEHHBIA
HeCAHKIMOHAPOBAHHEI JOCTYN K HH(QOPMAIMH, CTIElHalbHEIC BO3JICHCTBAS Ha HHGOPMAIMOHHYIO
cucteMy ¥ (unn) WHGOPMAIMIO B IEJAX €€ NOOBIBAHMSA, YHUITOXCHI, HCKOKCHHIA 1 OIIOKHPOBAHUSA
JOCTyIIa K HHGbOPMAIH, a TAaKXKe PearupOBaHUe Ha STH JICHCTBHL.

6.2.8 Mepsl 10 KOHTPOJIO (aHAIM3y) 3al[UIIEHHOCTH HHGOpPMAIIH JODKHEI 00ECIIEYNBATh
KOHTDOJIb YPOBHS 3aITUIEHHOCTH HHQOPMAIUH, COACPIKAIIEHCS B UH(GOPMAIIMOHHON CHCTEME, ITyTEM
IIPOBEIEHNS MEPOIPUATHH [0 aHATU3Y 3aMUIICHHOCTH HHGOPMAIMOHHON CHCTEMBI M TECTHPOBAHUIO
€e CHCTEMBI 3alUTHl HHPOPMaIUH.

6.2.9 Mepsl 0 00ECHEYEHUIO IEIOCTHOCTH HHQOPMAIMOHHOM CHCTEMBI M HH(pOpMAIHH
JOIKHEL ofecrednBaTh OOHapyxeHHe (HaKTOB HECAHKIMOHMPOBAHHOTO HAPYIICHM: IETOCTHOCTH
vHGOPMAIIMOHHOM CHCTEMBl M COIepKameiics B Heli wuHObOpPMAanuH, a TakKkKe BO3MOXHOCTD
BOCCTAHOBJIEHHS HH(DOPMAITHOHHOM CHCTEMEI B COfiepKalielics B Hel nHbOpPMAaIUH.

6.2.10 Meper 1o 0O6ECHEYEHHIO TOCTYIHOCTH uHGOpMAlMX JOIDKHEI OOECIeYHBaTh
ABTOPH30BAHHEIN HOCTYI HONB30BaTENeH, MMEIONUX Mpasa IO TaKoMy JIOCTYIy, K nHbOpMAaIHIH,
comepxameiics B HHQOPMAIMOHHON CHCTEME, B INTATHOM DEXHME GbYHKIIMOHUPOBAHHS
nH(GOPMAHOHHON CHCTEMBL

6.2.11 MepsI 10 3amuUTe CPeIbl BUPTyaIH3alliy JOIDKHEL HCKIIIOIaTh HECaHKIIMOHHPOBAHHBIH
moctyn k umHGbOpMamuy, obpabarbiBaeMOH B BHPTY&IbHONM HMHOPPACTPYKTYpe, M K KOMIIOHECHTaM
BUPTYQIbHOM MHQPACTPYKTYPEL, & TAKKe BO3ACHCTBUC Ha HUHGOPMAIHIO ¥ KOMIIOHEHTEL, B TOM 9HCIIE
K CpEeICTBAM YIPABICHHS BHPTYaIbHOH HHQPACTPYKTYPOH, MOHHTOPY BHPTYalbHBIX MAIIHH
(TUIIEpBH30pY), CHCTEMe XpaHeHHs NAHHBIX (BKIIOHAs CHCTEMY XpaHCHH 00pa3oB BHUPTyalbHOM
uHGbPACTPYKTYpPbl), CETH Ilepefadd [aHHBIX Hepe3 IICMCHTRL BUPTy&IbHOM WIH (GH3UIECKOH
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HHGbPACTPYKTYpPbl, TOCTEBHIM OINEPAMOHHBIM CHCTEMaM, BHPTYaJbHBIM MamlMHAM (koHTEHHEpaM),
CHCTEME U CETH PEITHKALINY, TEDMUHAIBHEIM U BUPTY&JIbHBIM yCTPOHCTBAM.

6.2.12 Mepsl 110 3aIIUTe TEXHHIECKUX CPEACTB JOJDKHBI HCKIIFOTATh HECaHKITHOHHUPOBaHHEIH
JOCTYI K CTAaI[HOHADHBIM TEXHUYECKHM CPE/ICTBAM, 00pabaThIBAFOIIUM HHGOPMAIMIO, CPEICTBaM,
o6ecmearBaomUM (HYHKIHOHUPOBaHKE HHGbOPMAIIMOHHON CHCTEMEI (Hanee - CPE/ICTBA obecriedeHus
()YHKIMOHMPOBAHKSA), M B IOMEMEHHSA, B KOTOPBIX OHHM IOCTOSHHO DACIOJIOXCHEL 3aTy
TEXHIYECKUX CPEICTB OT BHENIHHX BO3JECHCTBHH, a TAKKE 3alIATY HHGOpMaIY, [IPeICTAaBIEHHON B
BHJEe HH(bOPMATHBHBIX 3IEKTPHYECKHX CHTHATOB M GHU3MIECKUX HOTEH.

6.2.13 Mepsl 10 3amuTe HHQOPMAIMOHHON CHCTEMEL, €€ CPE/ICTB, CHCTEM CBA3H U IICpeiatn
JAHHEIX JOJUKHEL OOECIEYMBATH 3allUTy HMH(GOPMAlWH IIPH B3aHMOJCHCTBHH uH(OPMAITOHHOM
CHCTeMEI HIH €e OTHEIbHBIX CErMEHTOB C WHBIME HHGOPMAIMOHHBIMH CHCTEMamH H
HH(OPMAIIMOHHO-TENEKOMMYHUKAITMORHBIMA ~ CETSMH  TIOCPE/ICTBOM  IPHMCHEHUS  apXHTCKTYDEI
HHGOPMAIMOHHON CHCTEMBI, IPOEKTHBIX pCHICHMHM II0 € CHCTEMS 3allUTEl HHGOpMAalKH,
HAIPaBJIEHHEX Ha 00CCICICHNE 3aIUThl HHPOPMAIIHH.

6.2.14 Mepel 1O ympaBleHHIO KOH(HTyparmed HHGOPMAIIMOHHOH CHCTEMBI M CHCTEMEI
3AIIUTHl TIEPCOHANBHBIX TAaHHBIX NOJDKHBEI OOECIEYHTh YIPaBICHHE H3MCHCHHIAMH KoH(UTrypauu
uHbOPMAIMOHHOM CHCTEMEL, aHATH3UPOBATh MOTEHIMAIBHOS BO3NCHCTBHE IIAHIPYCMEIX HU3MECHEHUHI
B KoHGbUrypanuy MHOOPMAIMOHHOM CHCTEMBI M CHCTEMBI 3allIUTEl NIEPCOHANBHBIX NAHHEIX, 2 TAKKe
OIIpEeIeNIEHHIO JIALl, KOTOPBIM DPa3spelieHbl ASHCTBHA IO BHECCHHIO I3MEHEHHWH B KOH(UTYPAIHIO
HH}OPMAIIHOHHON CHCTEMBI B CHCTEMBI 3aIUTHI IEPCOHANIBHBIX NaHHBIX.

7 Tloaws3oBatean cermenta I'NC EMB/I

7.1 B cermente IVIC EVBJ] MOXHO BBIAENWTH CICAYIONIHE TPy [OTB30BATEICH,
y9aCTBYIOMHUX B 00pabOTKe B XpaHEHUH 3aIUIaeMOH “HbOpMAaLHK:

—~ apmunuctparop Mb;

— OTBETCTBEHHEIH 32 OPTaHU3aUi0 00paboTKH HH(OPMAIUH 1 IEPCOHATBHBIX HAHHBIX;

- OTBETCTBEHHEIH ITOJIb30BATENb KPHIITOCPEICTB;

£ MTOJIB30BATENb.

7.2  Apmunuctparop Wb

AnvunancTparop B OTBEICTBEHEH 32 (DYHKIHOHHPOBAHHE C3U, Bximovasi 00CIyXKHBAHHE H
HACTPOMKY aJIMHHHUCTPATHBHOM, CEPBEPHOH 1 KIIMEHTCKONX KOMIIOHCHT.

Amvurrctpatop Ub o6nanaer CleayomuM YpOBHEM JOCTYIIA X 3HAHUH:

- obnamaer monHOM uH(OpMamued O CHCTEMHOM K IIPUKIAJHOM [IPOrpaMMHOM
ob6ecreuennu cermenta [ IC EMB/I;

= o6 TazaeT MOMHON HH(bOpPMAaIHe# 0 TEXHUIECKHX CPEICTBAaX M KOH(UIypalluy CErMeHTa
I'iC EUB/L;

- FIMeeT JOCTYII KO BCEM TEXHWYECKHM CpeficTBaM 00paboTKH uHGOpMaIK U JTAHHBEIM
cermenta ['IC EVB]];

- o6manaeT monHoi nabopmarmeit o cermenre [C EVB/;

= pMeeT monebmt goctyn K Cp3U # IPOTOKOIMPOBAHKS U K 9aCTH KIIFOICBEIX JICMCHTOB
cermenta [ IC EMB/I.

Anmvunuctpatop Mb ymomHoModeH:

- peaTM30BEIBATG IIOMUTHKA 0€30IaCHOCTH B 9acTH HACTPOMKH CpPEACTB 3allUTHI
uHpOPMAIlAH, MEKCETEBEIX OKDAaHOB B COOTBETCTBHH C  KOTOPBIMA [I0JIB30BATENb  IOJIydacT
BO3MOKHOCTE paboTaTh C 3JIEMEHTaMU CETMEHTA I'iC EWB[;

- ocymecteisTh ayaut Cp3H.

7.3 OTBETCTBEHHEIIH 3a OPraHM3auio 00paboTKU HH(POPMALMH U IIEPCOHATBHEIX TaHHBIX

OTBETCTBEHHBI 3a4 OpraHu3amuio OoOpaGoTKH HHQOpMAllMH M MEPCOHANBHEIX [AHHBIX
06IanaeT CIeAYIOMIM yPOBHEM JIOCTyTIa ¥ 3HAHUH!
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- 3HAaeT 3aKOHOJATEJIbHEIE W HOPMATUBHBIE IIPABOBEIE aKTHI, METOOHYCCKHE U
HOPMATHBHEIE MaTepHalbl [0 BOIPOCAM, CBS3AHHEIM C o0ecredeHreM HH(OPMAOHHON
6€e30IIacHOCTH;

= 3HaeT IIOPSJOK HCIONB30BaHHUs, O0OpabOTKM M XpaHEHHS KOHGUICHIHAIbHOMK
ur(OopManiy, B TOM 9HCIE IEPCOHATBHEIX TaHHBIX. :

OTBETCTBEHHBI 3a OpraHu3aruio o0paboTKu HHOOPMAlMH MU IEPCOHAIBHBIX TaHHBIX
YIIOTHOMOYEH:

= OCYIIECTBIATh BHYTPEHHHI KOHTPOJNH COOMIONEHHMS 3aKOHOAATENBCTBA PoCCHUCKOH
dezepalluy B 9aCTH 3aIIATH MEGOPMAIIHY, B TOM YHCIIE IepCOHaIbHbIE JanHbie [1JTH;

- JIOBOIMTH [O CBEICHHS pabOTHHAKOB IONOXKEHHS 3aKOHOJATENbCTBA PocchiicKon
Deepalliy B 9ACTH 3aIIUTH KH(GOPMAIH, B TOM JHCIIE IEpCOHATbHBIE HaHHbIe [1/TH;

- IpENOCTABIATE  HEOOXOIMMYO  HHGOpMAlMi0 INpH  IPOBEACHHH  IIPOBEPOK
PETYIHpPYIOMMME OPraHaMH, a4 TaKkKe IIPOBEJCHHH KOHTPOIBHBIX MEPOIPHATHH IO obecrieueHuIo
uHGOPMAIMOHHOH 6€30I1aCHOCTH,

- OpraHW30BEIBATh IIpHeM U 06paboTKy obpameHuit u 3ampocos cyonextos I1J[H mml uX
IIpeCTaBUTENeH U (WMIIK) OCYIIECTBISLET KOHTPOIb 3a IPHEMOM B 00palGoTKOM Takux oOpalleHHd U
3aIpOCOB.

7.4 OTBETCTBEHHEIHN IIOJIE30BATENb KPUIITOCPEICTB

OTBETCTBEHHBIH IOH30BATENh KPUITOCPEICTB OTBETCTBEHEH 3a dyHKImoHuposanue CK3N.

OTBETCTBEHHBIH IIOIB30BATENh KPHIITOCPEACTB OONAfacT CIEAYIOMMUM YPOBHEM JIOCTyIa H
3HAHUH:

- obnamaer monmHOM wuHGOpManmpHe# O CHCTEMHOM H IPHKIAIHOM IPOrpaMMHOM
o6ecrneuennn cermenta I VIC EMB/;

- uMmeeT dacTHuHbl goctynm k Cp3W ¥ NPOTOKONHUPOBAaHUS W K YacTH KIOYEBBIX
anemenToB cermenta ' IC EVB]I.

- uMeeT nonuen goctyn k CK3U.

OTBETCTBEHHEIH [IOTH30BATEh KPUIITOCPEICTB YIIOTHOMOYEH:!

= peaNTM30BEIBATE TIONATHAKA Ge30macHOCTH B dacTw Hactpoiku CK3H, mosposmonime
I0JIB30BaTeNIO paboTars ¢ anemeHTamu cermenTa ['IC EVB/I;

- ocymectisaTh aynut CK3U.

7.5 [Mone3oBarens cermenta I’ IC EVB/I.

IToms3oBatens cermenta I'IC EVBJI ocymecTsiser o6paboTKy 3ammmaeMoid HHGOpMAaIHK.
OGpa6oTka HHHOPMAIMK BKIOYAET: BO3MOKHOCTh [POCMOTPA 3alMINAeMOU uHbOpMaIUH, PYyIHOR
BBox mHGopmaruu B cucreMy cermenta [YIC EVB], dopMHEpOBaHHE CIPABOK H OTYETOB IO
uHpopManyy, nomydenHo# m3 cermenta ['VIC EMBJI. Ilomp3oBarenb HE HMEET ITOJTHOMOYHUH IS
yIpaBienus moacucteMamu o6paborku nanubx 1 C3H.

TToms3oBarens cermerta [IC EVB]] 06manaeT clieayfomuM ypOBHEM IOCTYIIa U 3HAHHUH:

= obmamaer  BceMH  HEOOXOIUMEIMH aTpubyTamu (mampumep, apoyeM),
06eCIeTHBAIOIIMME IOCTYII K HEKOTOPOMY TIOMHOMKECTBY 3aIIUIIAEMOH HHPOpMAITHH;

- pacronaraeT KOHGbUICHIUATEHEIMHA JaHHBIMH, K KOTOPEIM HMEET JOCTYIL.

8 Tpe6oBanus K HepcoHATy 10 00ecIeYeHHIO 3aAMMThI aHGopManua

8.1 Bce pabOTHUKHY, SBILTFOMIMECS [TOIB30BATEIIMU CETMCHTA I'iC EMB/I, 1OJDKHEL 4€TKO
3HAaTh M CTPOrO BEIIONHATH YCTAHOBJICHHEIC IIPAaBHJIA H 00S3aHHOCTH II0 JOCTYIY K 3alldIlacMoi

HEGOPMAIIUH U COOIOIEHHIO pexknMa Ge30IIaCHOCTH nHpOpMaIUH.
8.2  Ilpu BCTYINIEHWH B JIOJDKHOCTH HOBOTO PabOTHHKA, OTBETCTBEHHBIH 32 OPraHH3alliio

o6paboTku WHGOpPMAOHKM W IEPCOHANPHBIX IaHHBIX o0si3aH OpPraHM30BAaTh €r0 O3HAKOMIJICHHE C
JOJKHOCTHOM MHCTPYKIHEH X HEOOXOAUMBIMU JOKYMEHTaMH, PETIaMeHTHPYIOMIHMH TpeboBaHus IO
samuTe WHGOpMAIWK, a TaKkKe OOydeHHWe HaBBIKAM BEINOIHEHHS MIPONCAYD, HEOOXOIUMBIX I
CaHKIMOHHpOBaHHOTO Henons3oBanus cermenta [VIC EVB/L
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8.3 PaGoOTHHK MHODKEH OBITh O3HAKOMIIEH CO CBeleHUsIMH Hactrosmed IlomuTHkw,
IIPHHATEIX Tponenyp paGoTs! ¢ snementamu cermenTa [ IC EVB/T u C3H.

8.4 Paboruuxu, umeromme mgoctynm k cermenty IMC EMb/I, mODKHBEI ClICHOBATh
YCTAHOBIIEHHKIM TPOLETypaM IOAIEPKaHMsI PexuMa Ge30macHocTH HHpOpManuu IpH BIOOpe H
VICIIOTB30BAHMH Iapoieit (el HE HCIIONB3YIOTCS TEXHUIECKHE CPEICTBA Ay TEHTH(UKAIUH).

8.5 PaGortumku, umeromme goctyn k cermenty ['VIC EMBJI, momxHBI obecrmednBaTh
HaJUISHKAIIYIO 3allUTy 060pyIOBaHMS, OCTaBIAEMOro 6€3 IPECMOTPa, OCOOEHHO B TEX CIIydasx, KOrza
B TIOMEMIEHHE HMEIOT JOCTYI MOCTOPOHHHE JIHIa. Bee IMoNb30BaTeNy JOJKHEL 3HATh TPEOOBAHMS 110
6e30macHOCTH MHGOPMAIMK U TIPOLEHLYPhl 3aIUTH 000pyIOBaHHS, OCTABIECHHOIO (€3 IPHCMOTPa, a
TakKe CBOM O0S[3aHHOCTH 10 0OECIIEUEHHIO TaKOX 3aIlUTEL.

8.6  PaGoTHHKaM 3aIpelacTcsl yCTAHABIMBATH IIOCTOPOHHEE IPOrpaMMHOE OOECIICUCHHE,
[OKITFIOIaTh JTUIHbIE MOOMIBHEIE YCTPOMCTBA W HOCHTEIN HHPOPMAIUH, a TAK)KE 3allUChIBATh Ha HUX
3aNUIIAeMyI0 HHGOPMAIIHKIO.

8.7 PafOTHHAKAM 3aIpellaeTcs pasrilaliaTh 3alUacMyio HHQOpMAIIIo, KOTOpas cTajla HM
m3BecTHA mpH pabote B cermente [ YIC EMB/I, TpeThuM unaM.

8.8 IIpu pabote ¢ sammmaemoii mudopmanume#r B cermente I'YIC EVB]] paboTHHKM
0693aHBl 0GECIeYNTh OTCYICTBHE BO3MOJKHOCTH MPOCMOTpA 3allMIaeMOl HH(OpMAluy TPETHUMH
aunaMu ¢ MoHUTOpoB APM mim TepMUHAIOB.

8.9 IIpu 3aBepmenun pa6otsl B cermernte I'VIC EMBJl paGoTHHKU 00s3aHBI 3alTATHTh
APM mnu TepMHHAJIBL ¢ TIOMOMIBIO OIOKMPOBKH KIIIOYOM HIIM SKBHBAJCHTHOTO CPEICTBA KOHTPOI,
HaIpHMeEP, IOCTYIIOM II0 IIApOJI0, €CIIH HE HCIOJIB3YI0TCs G0lIee CHIBHEIC CPEICTBA 3AIUTEL.

8.10 PaGOTHWKH MOIDKHEI OBITH IPOMH(GOPMHUPOBAHEL 00 yIpo3ax HapyImICHHs peXKHUMa
6€30acHOCTH HH(GOPMAITHA M OTBETCTBEHHOCTH 3 €ro HapymeHnue. OHU JOUKHEL OBITh O3HAKOMIIEHEI
c yTBepXKAeHHOM (OpManpHOM MPOIEAYPOd HATNOKEHHA MUCIUIUTMHAPHBIX B3BICKaHMHM Ha
pabOTHUKOB, KOTOPEIE HAPYIIHIIK IPHHSATEIE IONUTHKY M IPOIEIYPEI 6ezomacuoctu [1/1H.

8.11 PaGormuku oO0s3aHEl 0e3 IpoMeIeHHs coobmath 000 Bcex HalNOJaeMBIX HIH
HOIO3PHUTENbHEX ciydasx paborel cermenta [MIC ENMB/I, Morymmx moBinedb 3a cofoif yrpo3sl
6e30macHOCTH MHOOPMAIHH, a TAKXKe O BHIIBICHHEIX HMH COOBITHSX, 3aTPardBaroOUX 0e30IacHOCTh
HHGOPMAIUH, PYKOBOACTBY MOJPA3IEIEHHS | JIMIlY, OTBSIAIOMEMY 338 HEMEUICHHOC pearnpoBaHHe
Ha yrpo3sl 6e301MacHOCTH HHPOPMAIIHH.

12



9 JlokHOCTHBIE 06s3aHHOCTH moIb30BaTeel cermenTa I'NC EUB/]

9.1 Jlo;wxHOCTHEIE ofsi3aHHOCTH monbp3oBatenedl cermenta [IC EMB]] onucaHsl B
CIIEAYIOIIUX TOKYMEHTaX:

- HHCTPYKIHs anMuAHUCTpaTopa Ub;

- WHCTPYKIHS TI0JIb30BATEISI CHCTEMBI 3aIIUTEl HH(DOPMAIIHIL;

- MHCTPYKIIHS ~OTBETCTBEHHOTO 33 OpraHW3amuio 00paboTku HMHOpMAlHH U
[IEpPCOHATBHBIX JIaHHBIX;

= HHCTPYKIIUSL OTBETCTBEHHOTO II0IB30BATENI KPHIITOCPENICTB

10 OtBercrBeHHOCTH Moab3oBareiei cermenta [MC ENB/]

10.1 B cooreercTBuHE co cT. 24 ®enepansHoro 3akoHa Poccuiickoit Oenepanuu 0T 27 HIONA
2006 T. Ne 152-®3 «O mepcoHANBHBIX TaHHBIX» JAId, BUHOBHEIE B HAPYIIEHHHA TpeOOBaHHI JaHHOTO
DeiepallbHOTO 3aKOHA, HECYT TPaXKIaHCKYIO, yrOJOBHYIO, aAMHHUCTPATHBHYIO, NUCLHUIIIHHAPHYIO 1
HHYIO IIPELyCMOTPEHHYO 3aKOHOATENBCTBOM Poccuiickoi Oenepai OTBETCTBEHHOCTS.

10.2  JlefcTByromee 3aKOHOAATENBCTBO P IO3BOIAET NPEABABILTE TPEOOBAHMA IO
obeclieueHyIo 0Oe3omacHOM paboTel C 3ammmaeMod HHQopManued U IIPETyCMaTpHBacT
OTBETCTBEHHOCTh 3a HapylIeHHe YCTaHOBIEHHBIX IpaBHI OSKCcITyataimu OBM m  cucreM,
HENPaBOMEPHEIH HOCTYm K HHOpMAIMM, €ClM OTH JACHCTBHA INPHMBEIX K YHHITOXCHHIO,
6II0KHPOBAHMIO, MOTudHKaniy HHGOPMAIlMH WM HapyIICHHIO PabOTEHI OBM wmnu cereit (cTaThbu
272,273 u 274 YK PO).

10.3 Ilpu mapymenusx paGotHukamu cermenta [VIC EWBJl mpaBmi, CBA3AHHBIX C
6e30MacHOCTEI0 HH(BOPMAIMY, OHH HECYT OTBETCTBEHHOCT, YCTAHOBICHHYIO JCHCTBYIOIIMM
3aKOHOATENLCTBOM Poccuiickoit @enepanuy.
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