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Huerpysums juis obysawommxes no obeciesenino unQopmuuouuoli besonacnoctn npn
nenoabsonanun ceri «Murepuen aan pasviemenns s yuehupix kabneray, s ROTOPBIX
ocymectsaneres 1oeryn 8 cers «Hurepuern

O KUAABIM 1OI0M MOJOACHKN B HITEPRETE CTAHOBHTHLCA GOMBIIC, & WKOMLIIKN OHM 11
CAMBIN GKTHRIBIX noausosatencit Pynera, Meaiy TeM, NOMHMO OrpOMHOFO  KOJHHECTHR
BOIMOKUOCTEH, HHTEPHET HCCCT M TPOBAEMAL, DT NAMATKA J0KHA TOMOUL Tehe Oe30MacHo
HAXO/THCA B CeTH.

Komuniorepinie supyce

Komnusiorepusiit  sMpye - 970 PASHOBHANOCTH  KOMILIOTEPHEIX HPOIPaMM,
OTIHUHTERRHON  OCODEHHOCTRIO  KOTOPOH  SBISIRTCA  CHOCOBHMOCTE K patMHomenno. B
AOTIOJHEHAE K ITOMY, BHPYCHE MOTYT 1I0BPCANTL HAN HOAHOCTHIO YHHITOKHTS Bee (aitinl i
JUHHEBIE, N0JKOHTPOALHBIC MOIB30BATENO, 0T HMCHH KOTOPOra ObL1d 3anyiicHa Japamenias
TIPOTPAMMIL, & TAKAC [OBPEMTE WM JLaKe YIHYTOKHTL ONCPULHONHYIO CHCTEMY €O BCEMH
(haiinamic 8 uesom. B GoabmncTae CayHues pacipocTpansioTes BHPYCHE Heped MIrTepher.

METoIn SaIHTHE 07 BPEAOHOCHEIX IPOrPUMAL;

I Menoinsyit CoBpEMEntbic ONEpRIMOBIBIE CHCTEMBL, HMEIOUIHE CEPLEIHLIL YPORCIE
FUIBITHI OT BPEJOHOCHBIX TPOIPAMM:

2. Nocrosnno yeranammmpail nasm (IMQPORKE SAMIATKH, KOTOPHIE ABTOMATHYCCKH
VOTAHARIMBAIOTCA ¢ 1eABI0  J10pabOTKI  (porpaMMil) o apyrue  ofnosjaenus  cnoeh
OnepaHOnHO cHeTembl, Craunsail X TOIEKO ¢ opuumansuoro caitta paspaboranka OC. Foam
CYIICCTRYCT PERHM ABTOMATHYECKOIQ ODHOBICHNS, BKIIOMH €ro;

3. PaGorail na CBOCM ROMTIBIOTEpE 110/ IPABAMI TIOALIOBATENS, 4 HE AAMMHHCTPATOPA,
D10 He HOBONNT  GOABIIMHCTRY BPCAOHOCHEIX (IPOIPAMM  MHCTAALIMPOBATECH HY  THOCM
HEPCOHIBROM KOMITRIOTEPE:

4. enonksy it anTHBHPYCHLIE NPOIPAMMILIC TPOAYKTH MIBECTHRIX HPOIIBOANTENCH, ©
ABTOMETHYECKIM 00HOMICHHEM B,

5. Orpanutis Gusiiceknil Z0CTYN K KOMILIOTEPY /U18 TIOCTOPOMIKX /ML



6. Mcnonp3yii BHEIIHUE HOCUTENN UH(OpMAINH, TaKue Kak (remka, TUcK uin ¢aitn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHKOB,;

7. He oTkpblBall KOMIBIOTEPHbIE (Daiiyibl, MOTyYEeHHbIE M3 HEHAJICKHBIX HCTOUYHUKOB.
Haxe te Qaiinpl, KOTOpbIE MPHUCIal TBOW 3HAKOMBIN. JIydille yTOUHM y HETO, OTIPABIISII JIM OH
Tebe ux.

Cern WI-FI

Wi-Fi - 310 He Bu nepeadu JaHHbBIX, HE TEXHOJIOTHS, & BCEro JIUIIb OpeH 1, Mapka. Ere
B 1991 roay Humepianjackas kommanus 3apeructpupoBasia 6pera "WECA", uyto o6o3Hayano
cnoBocouetanne "Wireless Fidelity", koTopslii mepeBouTcs Kak "0ecripoBOAHASI TOYHOCTH .

Jlo Hamiero BpeMeHH JAolnia apyras adbOpeBHaTypa, KOTOpas SIBISETCS TaKOW JKe
TexHojorueit. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1aHO C HAMEKOM Ha CTaHAAPT
BbICIIEH 3BYKOBOM TexHuku Hi-Fi, uTo B nmepeBojie 03Ha4aeT "BbICOKAs TOYHOCTH".

Jla, OecruiaTHBIM WHTEPHET-JOCTYI B Kade, OTeNsX W a’poropTax SBISCTCS OTIHYHOM
BO3MOXXHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE KCIIEPTHl CYUTAIOT, YTO O0IIe0CTyTHbBIe Wi-
Fi cetu He sBNsAIOTCA G€30MaCHBIMU.

CoBeThl 10 6€30MaCHOCTH pabOThI B 00MIEI0CTYMHBIX ceTsix Wi-fi:

1. He mepenamaii cBoo IM4yHyr0 HHpOpMaIuio depe3 odmemoctymubie Wi-Fi certn.
Paboras B HUX, )KeNaTeabHO HE BBOJUTH MAPOJIH JJOCTYIIA, JJIOTHHBI U KaKHe - TO HOMepa;

2. Vcnionp3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOTrPaMMbI U OpaHaMmayep. Tem caMbIM Thl
o0e3omacuiib cedst OT 3aKauKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi otkimoun ¢ynkuuio "OOmuii noctyn k Qaitnam u
npunrepam". JlaHHas (yHKIUS 3aKpbITa MO YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIU
aKTUBHUPYIOT €€ JJisl y100CTBa NCMONb30BaHUs B paboTe uiH yueoe;

4. He ucnons3yit nmyonauunsiid WI-FI 11s mepepaun JTUYHBIX JaHHBIX, Hampumep is
BBIXO/Ia B COIMAIILHBIC CETH WM B JICKTPOHHYIO TTOUTY;

5. Ucnonw3y#t Tonbko 3ammuiieHHoe coeauHenue dyepes HTTPS, a uwe HTTP, T.e. pu
Habope BeO-aapeca BBoaU UMeHHO "https:/";

6. B wmoOunbHOM Tenepone otkmoun  pyHkumio "Tlomkmrouenme k- Wi-Fi
aBToMatuyecku". He momyckail aBTOMaTH4ecKoro MoAKII0UeHUs ycTpoicTBa K ceTsim Wi-Fi 6e3
TBOETO COTJIacusl.

ConmnanbHble ceTH

ConuanbHble CETH aKTHBHO BXOJST B HAIlly XU3Hb, MHOTHE JIOAM PaOOTAIOT U JKUBYT

TaM IOCTOsIHHO, a B Facebook yxe 3apeructprupoBaH MUJUIMAp/ YeJIOBEK, YTO SBJSIETCS OAHON

CebMOM BCEX JKHTENeH TuTaHeThl. MHOTHE TOJIb30BaTeM HE MOHUMAIOT, YTO HMHQOpManus,



pasMelleHHAas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/HO, B
TOM YHCJIe HE 00513aTeNBbHO ¢ 0J1aruMu HaMEepEHHUSIMH.

OcHOBHBIE COBETHI M0 O€30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannyb CHUCOK Apy3ei. Y TeOs B Ipy3bsAX HE JODKHO OBITh CIy4alHBIX |
HE3HAKOMBIX JIIOJIEH;

2. 3amuimiaii CBOK YacTHYIO XKM3Hb. He ykaspiBail maponu, TeiaedoHBI, aapeca, Jary
TBOETO POXKICHHUS U JIPYTyI0 JUYHYIO WH(POpPMANUIO. 3J0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh
Jake MH(OPMaIUIO O TOM, KaK Thl U TBOM POAMUTENHN IUIAHUPYETE MPOBECTU KAaHUKYIIbI;

3. 3amminail cBO0 pemnyTaluio - Aep>KU €€ B YMCTOTE U 3a7aBail cebe BONpoc: XoTesd Obl
TBI, YTOOBI IPYrHe TOJIH30BATENN BUACIH, UYTO ThI 3arpyxaeus? [logymaii, mpexae 4eM 4To-To
OITyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecniu ThI TOBOPHULIB C JIFO/IBMHU, KOTOPBIX HE 3HACIlb, HE UCIIOJIb3YH CBOE pealbHOE UMS
U JIpYTYIO0 JINYHYIO MH()OPMAIMK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. U3beraii pasmemenust ¢potorpaduii B IHTEpHETE, T/Ie THI M300pakKeH Ha MECTHOCTH,
10 KOTOPOI MOXHO ONPEAEIUTh TBOE MECTOIIOIOKEHHE;

6. IIpu peructpanuu B COUUAIBHON CETH HEOOXOIUMO HMCII0JIb30BaTh CIOKHbIE ApOJIH,
cocroslIre u3 OykB U IU(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. st conmanbHON CETH, TIOYTHI U IPYTHX CAaWTOB HEOOXOIMMO HCIIOJIB30BATh Pa3HBIC
naponu. Toraa eciau T€0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOIyYaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

DJIeKTPOHHBIE IEHbI'H

DNEeKTPOHHBIE JIEHBI'M - 3TO OY€Hb YIOOHBIN CHOCOO MIIAaTEXEW, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBIE JEHBIW MOSBUINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOrO0 BO MHOTHMX
rocyapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKOHE, TJIe UX pa3dessioT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHHMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH oOnepauud 0e3 HASHTH(PHUKAIUK [OJb30BaTes, a B
HEaHOHMMHBIX MJIEHTH(UKALINS TOJIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHbIE (MATHBIE JEHBI'M (PaBHbBI T'OCYJapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HEPHUATHBIE IEHbI'U (HE PABHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI M0 0€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsxu K cueTy MOOMJIBHBINA TeraeoH. DTo camblil ynoOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYHn K cueTy. [lpuBs3aHHbIi TenedoH IMOMOXKET, eciu 3alynelb CBOMN

MJIATEKHBIN MapOJIb WU 3aiiIelIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;



2. Ucnonb3yii ogHopaszoBsie maposd. [locie nepexona Ha yCUIIEHHYIO aBTOPU3AINIO TeOe
YK€ He OyIeT yrpoKaTh ONIaCHOCTb KPaXKu WJIM IlepexBaTa IJIaTeKHOT0 apoJis;

3. BeiGepu cnoxHbli maposb. llpectymHukam OyneT HE MPOCTO yrajaaTh CIOMXHBIN
napoJib. HajgexHsle maposu - 370 naposu, KOTOPbIE COIepkKaT HE MEHEee 8 3HAKOB U BKIIFOYAIOT B
ce0st CTpOYHbIE U MPOMUCHBIE OYKBBI, HU(PHI M HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

JJIeKTPOHHAS MMOYTA

DNEeKTpOHHAs M0YTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €0 YCIYTH IO MEPEChUIKE U
MOJYYECHUIO DJIEKTPOHHBIX COOOLIEHHN, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
O6bruHO AJIEKTPOHHBIN MOYTOBBIA  SIIIIUK BBITJISLAUT CIIEYIOILUM obpazom:
UMs_TIOJb30BaTeNA(@uUMs_oMeHa. Takke Kpome Tepeladyd MpPOCTOro TEeKCTa, HMeeTCs
BO3MOXXHOCTh TepeaaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe € ANEKTPOHHON TOUTOM:

1. Hamo BbIOpaTh MpaBHIIBHBIN MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OIPOMHBINA BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIle TOBEPATH TE€M, KOTO 3HACUIb M KTO MEPBHIN B
pEUTHHTE;

2. He ykaspiBail B 1M4HOM moure JauuHyl0 HH(popmauuto. Hampumep, nyumie BoIOpaTh
"My3bIKasbHbIN (panat@" uium "pokx2013" Bmecto "temal3";

3. Ucnonp3yil IByXdTamHyl0 aBTOPU3AIMIO. DTO KOTJa MOMUMO MapoJisi Hy>KHO BBOJIUTH
KO/, IpHUChIIaeMblii 1o SMS;

4. BpiObepu CIOXHBIM Tapodb. JJis KaXX70ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HaJICKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOXKHOCTb HAIlMCAaTh CaMOMY CBOM JIMYHBIM BOIIPOC, HUCHOJB3YH ITY
BO3MOKHOCTb;

6. Hcnonb3yil HECKOJIBKO IOYTOBBIX SUIMKOB. [IepBbI 1711 4acTHOM MNEpEenucKu ¢
azjpecaTamMH, KOTOPBIM Thbl JOBepselIb. DTO 3JIEKTPOHHBIM aJpec HE HaJ0 MCIIOJIb30BaTh MPHU
peructpanuu Ha Gopymax U caTax;

7. He oTkpeiBail Qaiiiel U Apyrue BIOXKEHHUS B MHUCbMAax, JaXe €CIH OHU MPHUIIINA OT
TBOUX JApy3ei. JIyurne yrouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (Haiiibl;

8. [locne okoHuyaHUs PabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku0epOyJUIMHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO



KubepOynauar - mpecienoBaHWe COOOIICHUSMU, COJCPKAIIMMHU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLMATbHOE OOMKOTHPOBAHHE C MOMOUIBIO PA3TUUYHBIX
MHTEPHETCEPBHCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 6oii. Jlydmuii crnoco0: mocoBeTOBaThCA KaK ceOsi BECTH M, €CIIM HET
TOTO, K KOMY MOXXHO OOpaTHTbCS, TO BHAayaje YCIOKOMTbCA. Ecinu Thl HayHelmb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe Pa30XiKellb KOH(IUKT;

2. YrpaBisii cBoel KuOeppenyTaiuei;

3. AHOHMUMHOCTH B ceTd MHHMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BECTH XYJIUTAHCKUH 00pa3 BUPTyalIbHOH >Ku3HU. VIHTEpHET uKcupyer Bce
TBOM JICUCTBUSA U COXPAHAET UX. Y AANUTh UX OyAeT KpaliHe 3aTPyAHUTEILHO;

5. Cobmnrofait cBOIO BUPTYaJbHYIO Y€CTh CMOJIOY;

6. Urnopupy#t enquHUYHBIN HeraTHB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIIECHUS JTydIIe
UrHopupoBaTh. OObIUHO arpeccusi NpeKpalaeTcs Ha Ha4ajJbHOU CTaauy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSIMU, B COLIMATTBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEACTICHHBIX aJ[PECOB;

8. Ecaum Tel cBugerenb kuOepOymauHra. TBou [eHCTBUSA: BBICTYNHMTb IPOTHB
npecieioBaTensi, MoKa3aTb €My, YTO €ro JCHCTBUS OLIEHHMBAIOTCS HEraTUBHO, IOJAJIEPKaTh
XKEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKkas TIOMOIb, COOOIIUTh B3pOCIBIM O (akTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOunbHbIi Tes1edoH

CoBpeMeHHble CMapT(hOHBI W IUIAHIIETHI COJEPKaT B ceOe BIIOJHE B3POCIBIMA
GyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIllMOHAPHBIMU KOMITbIOTEPaMHU.
OnnHako, CpeJCTB 3alIUThI AJSl MOJOOHBIX YCTPOMCTB MOKA O4YEeHb Malo. TecTupoBaHHE U MOUCK
yS3BUMOCTEN B HHUX IMPOUCXOJUT HE TaK MHTEHCUBHO, Kak juis IIK, To ke camoe kacaerca u
MOOUJIbHBIX MPUIOKEHHH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl yxkKe MPAaKTUYECKU JOTHAIU HACTOJbHBIE aHAIIOTH,
OJIHAKO paciiupeHue (yHKIMOHaNa BiE€YeT 3a Cco0OW OOJNBIIYIO CIIO0XHOCTb M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOW3BOJUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30MaCHOCTH MOOHMIIBHOTO TeledoHa:

Huyero ne siBnsieTcss mo-HacrosimeMy OecriaTHbIM. Byns octopoxeH, Beab Korjaa tede

npeajaararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KaKUE€ - TO IIJIATHBIC YCIIYTH;



Hymaii, mpexae yem otmnpaBuTh SMS, ¢oto unu Buiueo. Tel TOYHO 3HAENIb, T OHU
OyIyT B KOHEYHOM UTOre?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;

Hcnonb3yit aHTUBHPYCHBIE IPOrPaMMBbI /17151 MOOUJIBHBIX TENIE(OHOB,;

He 3arpyxail npuiaokeHus: OT HEU3BECTHOI'O MCTOYHHUKA, BEJb OHM MOTYT COIEpP’KaTh
BPEIOHOCHOE MPOrpPaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak THI BBIMIEIIb C caiiTa, TAe BBOAWI JUYHYIO MHPOpPMALUIO, 3alIu B
HaCTPOUKH Opay3epa U ynaiau cookies;

Ilepuoguuecku mpoBepsid, Kakue ILIATHBIE YCJIYI'M aKTHBHPOBAHbBI HAa TBOEM HOMEpE;
JaBaii cBoii HOMEp MOOMJIBHOrO TeneoHa TOJNBKO JIOASM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsiCLIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOTAA Thl UM He MoJb3yelbes. He 3a0biBail nHOr 12
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJAMH-UTPBl - H3TO KpacoyHblE, 3aXBaThIBAIOILME pa3BICUYCHUS,
00BEIMHSIOIINE COTHU THICSY YEJIOBEK 0 BCceMy MHUpY. MIrpoku MCCIeayloT AaHHBIA UM MUD,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3a/laHUs, CPAXarOTCsd ¢ MOHCTPaMM U MOJY4YarOT OIIBIT.
3a yJIOBOJBCTBUE OHU IUIATAT: MOKYHArOT JUCK, OIUIAYMBAIOT aOOHEMEHT WJIM IPUOOpEeTaroT
KaKHe-TO OMIUH.

Bce »tm cpenctBa MIyT Ha NOJAEpKAHME W Pa3BUTHE UIPHL, a TakkKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCSI CHCTEMBl aBTOPU3AIlMM, BBITYCKAIOTCA HOBBIE MAaT4U
(undpoBeIe 3amaaTKU AJI IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmono0HBIX Urpax CTOMT omacaTrbCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpaXKH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT ceds MmI0Xo Wi co3faeT Ted0e HEeMpUATHOCTH, 3a0JI0KUpYH
€ro B CIHCKE UTPOKOB;

2. lloxamylica agMUHUCTpAaTOpaM WIPbl Ha IUIOXO€ IIOBEJIEHHWE DOTOTO MIPOKa,
JKEJIaTeIbHO MPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii mTuuHyto nHGoOpMaIuio B mpodaiiie urpsbl;

4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHbIE TATYU U MOJBI;

6. Mcnonb3yil c0XKHbBIE U Pa3HbIE TAPOIIH;

7. Jlaxxe BO BpeMsl MIPbl HE CTOHUT OTKJIKOYaTh aHTHBUpYC. l1loka TeI urpaemis, TBOU

KOMITHIOTEP MOTYT 3apa3uTh.



OUIIMHT WIM KPa’Ka JUYHBIX JAHHBIX

OObIuHOW Kpakell JeHer W JOKYMEHTOB CEroJHS YK€ HUKOTrO0 HE YIWBHUIIb, HO C
pa3BUTUEM HHTEPHET-TEXHOJIOTUH 3JIOYMBIIUIEHHUKH IEPEMECTWIINCh B HHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" J1ETIOM.

Tak mosiBuiIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILMHT, IJ1aBHAs 1IEJb
KOTOPOTO COCTOMT B IMOJNYYCHMHM KOH(HICHIMAIbHBIX TAHHBIX IIOJIb30BaTeNeil - JIOTMHOB H
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas o,
password - mapoJib).

OcHOBHBIE COBETHI 110 O0PBLOE ¢ PUITHHTOM:

1. Cnean 3a cBoMM akkayHTOM. Eciau Tbl mojo3peBaelllb, 4YTO TBOsSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aJIMUHUCTPATOPAM pecypca 00 3TOM
KaK MOKHO CKOpee;

2. Ucnone3yit 6e30nacHble BeO-CaiiThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3. Wcnonw3yil cloXKHBIE W pa3Hble mapoiu. Takum o0pa3om, eciu TeOsl B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIYYaT AOCTYH TOJIBKO K OJHOMY TBOEMY MPO(UIIO B CETH, @ HE KO BCEM;

4. Ecin Te0s B310May, TO HEOOXOAMMO MPeyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHb! y T€OS B IPY3bsIX, O TOM, YTO TEOS B3JIOMAIIM U, BO3MOXHO, OT TBOETO HMEHU OyzIeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBBIE CAlThI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTtkpeiBait (aiifibl U Ipyrue BIOKEHUS] B MUChMax, JIa)k€ €CJIIM OHU TPHUILUIA OT
TBOMUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (haiIbl.

Hudposas penyranus

[udposas peryranus - TO HEraTUBHAs WM MO3UTHBHAs MH(pOpMAIMs B CETH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peasbHON ku3HU. "Lludposas penyranus" - 3TO TBOW MUMHIK, KOTOPBIH
dopmupyercs u3 uHdopMalu o Tebe B MHTEPHETE.

TBoe MecTo XUTEeNnbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKkTepa
U paccKasbl 0 OJIM3KUX - BCE ATO HAKAILJIMBAETCS B CETH.

MHorue noJipoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJIMKAalMM JTUYHON MHpOpManuu B
HuTepHeTe, HE MOHUMAas BO3MOKHBIX MOCIEACTBUM. ThI aXke HE CMOXKEIIb J0ralaTbCs O TOM,
4To (poTorpadus, pazmelieHHas S5 JeT Ha3ald, cTaja IPUUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pasmemenue TBoux ¢Gotorpaduii U apyrue JeHCTBUS MOTYT He

HCYC3HYTh AK€ IIOCJIC TOro, KakK Tbl HMX YyJaJlWIb. Ter HE 3HaCllb, KTO COXpaHWI ITYy



uH(pOpMallKIO, ToNaJia U OHAa B MOMCKOBBIE CUCTEMBI U COXpPaHWIACh JIU OHA, a TJIABHOE: YTO
HOIYMAIOT 0 TeOe OKpPY)KAIOILIUe JIFOU, KOTOpble HaAyT M yBUIAT 3T0. Haiitu mndopmarurio
MHOTO JIET CITYCTSI CMOXET IF00OW - Kak U3 JOOpBIX MOOYXKIEHUH, TaK W C HaMEPEHHUEM
OPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:

1. Tlogymaii, mpexae 4eM 4TO-TO IMyOJIMKOBaTh M IepeaaBaTh y cedst B Oyiore wiu B
COIIMAILHOM CETH,

2. B nactpoiikax npoduss yCTaHOBU OTpaHMUYEHUS] Ha IPOCMOTP TBOETO MPOQUIIS U €To
COAEP)KUMOTO, CIIeai ero TOJbKO "I apy3en";

3. He pa3memiaii u He yka3biBail HHPOpPMAIUIO, KOTOPAsi MOXKET KOT0-TM00 OCKOPOJIATH
WU OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJIBHUKMA - AaKTHUBHBIE IMOJIb30BAaTENN LHU(PPOBOrO MPOCTPAHCTBA.
OpmHako aneko He BCE 3HAIOT, UYTO IMOJIb30BAaHWE MHOTHMHU BO3MOXXHOCTAMH ITU(POBOTO MHUpa
TpeOyeT COOI0ICHNS TPaB HAa MHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTeNNEKTyallbHasi COOCTBEHHOCTh' OTHOCHUTCS K PAa3IWYHBIM TBOPEHUSIM
YeJI0BEUYEeCKOr0 yMa, HauMHasi C HOBBIX M300pPETeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TPOIYKTHl W YyCIyrd, W 3aKaHyuBas KHUTaMu, (ororpadusmu, KHUHOQUIBMAMH U
MY3BIKQIHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKHeE TpaBa - 3TO MpaBa Ha WHTEIJIEKTYyadbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, TUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAU€CTBE TapaHTUU TOTO, YTO
WHTEJUICKTYaJIbHBINA/TBOPUYECKUN TPy aBTOpa HE OyJIeT HampacHbIM, JACT €My CIpPaBeJINBbLIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOErO TPY/a, MOJYYUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa He MOKET BOCTIPOM3BOAUTH €ro MPOU3BEIEHUE, PACTIPOCTPAHSATS,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, WMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MYOIMYHO
WCIIOJTHSTh, MTOKA3bIBATh/UCTIONHATE B d(hupe nin pa3meniath B MlaTepHere.

Hcnons3zoBanue "muparckoro” mporpaMMHOro 00ecTiedeHUs MOYKET MPUBECTH K MHOTHUM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOWCTBA, TIe
yCTaHOBJICHA HellerajibHas nporpamma. He cTOUT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETadbHbIC
1 OecIIaTHBIE TIPOTPaMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O nopraJjie

CereBuyok.p) - TBOW TNABHBIM COBETYMK B CETHU. 3J€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOM
CUTyaIluu OOpaTHTHCS 32 COBETOM. A TakKe NMPHHITH y9acTHE B KOHKYpPCax W CTaTh CaMbIM

M (PPOBBIM TpaXTaHUHOM!



WHCTPYKIUS JJI51 OBYUAIOIUXCA Ob UHOOPMALIMOHHOM
BE3OITACHOCTH

HEJIb351

1. Bcem moapsin cooOmatk CBOK YacTHYH HH(POPMAIUIO (HACTOSIIUE UMs, (PaMHIIUIO,
tenedoH, aapec, HOMEp MIKOJIbI, a Takke (oTorpadun CBOU, CBOEH CEMbU U IPY3€Ei);

2. OTKpbIBaTh BIOXKEHHBIE (DAlIIbI 3JIEKTPOHHOM MOYTHI, KOI'/1a HE 3HAEIIb OTIIPABUTEIS;

3. I'pyOuts, mpuanparthcsi, OKa3bIBaTh JaBJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpPECCUBHO;

4. He pacnopspkaiics OeHbraMM TBOEH ceMbM 0€3 pa3pellleHusl CTaplIuX - BCErjaa
CIipalvBail poJIUTeIIeH;

5. He Bcrpeuwaiics ¢ VHTepHET-3HAKOMBIMM B pPEATIbHOM MKU3HHM - IOCOBETYMCS CO
B3pOCJIBIM, KOTOPOMY J0BEpSEIllb.
OCTOPOXHO

1. He Bce numyt npaBay. Uuraems o ceOe HenpaBay B MHTepHeTe - coobuu 00 3ToM
CBOMM POJHUTENISIM WJIU ONIEKYHaM;

2. [IpurnamaroT nepenuchbiBaThCsl, UrpaTh, 0OOMEHUBATHCSA - IIPOBEPD, HET JIU I10/IBOXA;

3. He3zakonHoe konupoBaHue (aiiaos B IHTepHETE - BOPOBCTBO;

4. Becerna paccka3sbiBail B3pOCiIbIM O Mpo0ieMax B CETH - OHU BCET/la IOMOTYT;

5. Hcnonp3yit HacTpoiiku 0€30MacHOCTM W IMPHUBATHOCTH, YTOOBI HE MOTEPATH CBOM
AKKayHTBI B COILICETSAX M JIPYIHX MOpTaiax.
MOKHO

1. YBaxail Ipyrux moJyib30BaTeiei;

2. Ilonp3yenbcst IHTEpHET-UCTOYHUKOM - JI€Iail CCBUIKY Ha HETO;

3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOILBIO B3POCIBIM - POAMUTENIH, ONEKYHbl M aJMUHUCTpALMs CaliToB
BCEr/ia IOMOT'YT;

5. Ilpoiiagm oOyuenue Ha caiite "CeTeBHMUOK" M TOIYy4YM HacmopT UHU(POBOTO

rpakJ1aHuHa!



