ITpunoxxkenue N°2. MHpopMaiiOHHAA
IaMATKa JIJ1s1 00y4aroIuXcs AJ1s pa3MelleHUs
Ha opunuaiIbHbIX ITHTEpHET-pecypcax

Ckauatb

C KaXZbIM rO,OM MOJIOZEXWN B MHTEPHETE CTAHOBUTLCA HOJIbLLE, @ LUKOJbHUKM OAHN 13 CaMbIX
aKTUBHbIX NMoJsib3oBaTener PyHeTa. Mexay TemM, MOMYMO OFPOMHOTO KO/IMYEeCTBa BO3MOXHOCTEN,
WNHTEPHET HeceT 1 Npobaembl. ITa NamaATka AoJXKHa NomMouyb Tebe 6e30MacHO HaxoAUTLCS B CETH.

KomnbloTepHble BUPYCbI
KoMMboTepHBbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMM, OTANYNTENbHOW
0COBEHHOCTbIO KOTOPOW ABNAETCA CMOCOOBHOCTb K PA3MHOXEHWIO.

B AonoaHeHMe K 3TOMyY, BUPYCbl MOTYT NOBPEAUTb UAN MONHOCTBIO YHUUTOXUTb BCE dalsibl U
AaHHble, NOAKOHTPO/IbHbIE MOb30BATENO, OT MMEHM KOTOPOro Obina 3anyLieHa 3apaxeEéHHas
nporpaMma, a Takxxe NMOBPeAUTb UK AaXKe YHUUTOXUTb OMNepaLMoHHYO CMCTeMy CO BceMu dannamm
B Le/IoM. B 6o/bLUMHCTBE ClyyaeB pacnpoCTPaHATCA BUPYChl Yepes HTEPHET.

MeTOAbI 3alnTbl OT BPeAOHOCHbIX MporpamMmm:

1. Vcnonb3yin coBpeMeHHble OrnepaLoHHbIE CUCTEMbI, MetoLLME CEPbE3HbIN YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MpOrpamm;

2. [locTosiHHO ycTaHaBAMBaK Nayutu (LMdpPOBbIE 3aMaaTKmn, KOTOPble aBTOMATUYECKM
YCTaHaBAMBAOTCA C Liesibio A0PabTKM NporpamMMebl) 1 Apyrve 0OHOB/IEHWS CBOEN OnepaLMoHHON
cuctembl. CkaumBan UX TONbKO € opuumanbHOro cavta paspabotumka OC. Ecam cywectsyet
peXnum aBToMaTU4eckoro 0O6HOBIEHWA, BKAHOUM €ro;

3. Pabortai Ha cBOeM KOMMbtOTEPE NOZ NpaBaMu NoJib30BaTeNs, @ He aAMUHUCTPaTopa. ITO He
NO3BOAUT BONBLINHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaAINPOBATbCA Ha TBOEM NMEPCOHaNbHOM
KOMMbOTEpE;

4. Wcnonb3yn aHTUBMPYCHbIe MPOrpamMMHble MPOAYKTbl N3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTnyeckum obHoBAeHVeM 6a3;

5. OrpaHnub Gur3nyecknin JOCTyn K KOMMbIOTEPY A8 MOCTOPOHHUX NNLL;

6. Vcnonb3yii BHelWHWEe HOCUTENN MHPOPMaLLMK, Takne Kak daeLlka, ANCK AN Gailn 13 MHTEpHETA,
TONBbKO M3 NPOdEepPEeHHbIX NCTOYHNKOB;

7. He oTkpbiBail KOMMNbIOTEPHbIE Galbl, MONYyUYEHHbIE N3 HEHAAEXHbIX UCTOUHWUKOB. [laxke Te
dalinbl, KOTOpble NPUCIaN TBOW 3HAKOMbIN. Jlyylle yTOUHW y Hero, oTnpaBAasan n oH Tebe mx.

Cetn WI-FI

Wi-Fi — 370 He BuA nepesaun faHHbIX, HE TEXHONOMNS, @ BCEro AnLb bpeHs, Mapka. Ewe B 1991

rogy HMAepaaHackas kKomnaHusa 3apernctpmposana 6peHs « WECA», uto o603Hauano

cnoBocoyeTtaHuve «Wireless Fidelity», koTopbii nepeBogMTCs Kak «6ecnpoBogHas TOHYHOCTb>.

[lo Halero BpeMeHu goluna Apyras abbpeBunaTtypa, KOTopas ABASETCA TaKOW Xe TEXHONOrnen. ITo
abbpeuatypa «Wi-Fi». Takoe Ha3BaHWe ObIIO AAaHO C HAMEKOM Ha CTaHAApPT BbICLUNI 3BYKOBOW
TexHuKkn Hi-Fi, uto B nepeBose 03HauaeT «BblCOKasA TOUHOCTb».

[a, 6ecrnnatHbIn MHTEPHET-AOCTYN B Kade, OTeNAX 1 a3pOonopTax ABAAETCS OTANYHON BO3MOXKHOCTHHO
BbIXOZa B MHTepHeT. Ho MHOrve 3kcnepThl cumTaroT, UTto obweaoctynHbie Wi-Fi ceTn He aBAstOTCS
6e30MnacHbIMU.


https://b6.csdnevnik.ru/file/4c9a8f8dcd23405688d4a84bbfdb159a.docx

CoBeTbl Mo 6e3onacHOCTM paboTe B 06Les0cTynHbIX ceTax Wi-fi:

1. He nepesaBali cBO NNYHYHO MHDOPMaLMIO Yepes obuesocTynHble Wi-Fi cetn. PaboTas B HuX,
XenatesbHO He BBOAMTb NMapon AOCTyNa, IOTUHbI U Kakne-To HoMepa;

2. Wcnonb3yin n 06HOBAAWK aHTUBMPYCHbIE MPOrpaMmbl 1 bpaHamayep. TeM caMbIM Thbl
obe3onacuiub cebs OT 3aKkaukm BUPYCa Ha TBOE YCTPOWMCTBO;

3. Mpw ncnonbsoBaHum Wi-Fi oTkatoum dyHkumio «O6LWmi gocTyn K Gainam n npuHTepam».
[JaHHaa QyHKUMA 3aKpbITa MO YMONYAHWUIO, OLHAKO HEKOTOPbIE NOJIb30BaTENN aKTUBMPYHOT eé
Ana yaobcTBa ncnonb3oBaHus B pabote nan yuebe;

4. He ucnonb3yn nybanunbin WI-FI ana nepesayum AnMUHbIX AaHHbIX, HANPUMep 411 BbIXOAa B
CouManbHble CETU UAN B INEKTPOHHYHO MOYTY;

5. Mnonb3yi Tonbko 3alymiieHHoe coeamHeHmne vepes HTTPS, a He HTTP, T.e. npun Habope Be6-
ajpeca BBOAM UMeHHO «https://»;

6. B mMobunbHoM TenedpoHe oTkArOUM GYHKUMIO «[NoakntoueHme k Wi-Fi aBTomatnyeckmn». He
Jonyckar aBToMaTU4YecKoro NoAkarUeHns yctporictea k cetsam Wi-Fi 6e3 TBoero cornacus.

CouumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HaLUy >KN3Hb, MHOTME t0AM paboTaroT 1 XKUBYT TaM NOCTOAHHO,

a B Facebook yxe 3apernctprnpoBaH Muannaps 4YenoBek, UTo SBASETCSA OLHOM CeAbMOV BCEX

XUTenen nnaHetsbl.

MHorume nonb3oBaTeNn He MOHUMAKOT, UTO I/IHCI)OpMaU,I/Iﬂ, pasmeLlleHHaa MM B COLMaNbHbIX CETAX,
MOXET bbITb Ha|7|,u,eHa N NCNoJib30BaHa KeM YyrogHo, B TOM 4ncine He obs3aTenpHO ¢ 6aarumm
HaMepeHnamn.

OcHOBHble coBeTbl Mo 6e30MacHOCTA B counanbHbIX CETAX:

1. OrpaHunub cnucok apy3en. Y 1ebs B Apy3bsx He AOMXKHO ObITb CIyYaliHbIX U HE3HAKOMbIX NHOAEN;

2. 3awuiiai CBOH YacTHYH XMU3Hb. He yka3biBall naposv, TenedoHsbl, agpeca, AaTy TBOErO
POXAEHUA N APYTYHO INYHYHO MHOOPMaLMIO. 3/10YMbILLIEHHUKX MOTYT UCMO/b30BaTh Aaxe
NHPOPMaLMIO O TOM, KaK Tbl 1 TBOV POAUTENN MAaHMPYETe NPOBECTU KaHWUKY/bI;

3. 3awuiian CBOK penyTauuio — AepXXn ee B UNCTOTe U 3ajaBal cebe BONpoC: XxoTen bbl Thl,
4TOObI APYyrve NoaAb30BaTeNN BUAEAN, YTO Thbl 3arpy>kaellb? [ogyman, npexae Yem 4to-To
onybankoBaTb, HanucaTb U 3arpysuThb;

4. Ecan Tbl rOBOPULLb C HOAbMMU, KOTOPBIX HE 3Haellb, He UCMOJIb3YI CBOE peaslbHOe UMS 1 APYTyLo
JNNYHYHO MHDOPMALIMK: MMSA, MECTO XUTENbCTBA, MeCTO y4uebbl 1 npouyee;

5. W3beraun pasmelyeHna ¢otorpadui B VIHTepHETE, rae Tbl 306paXkeH Ha MECTHOCTK, MO KOTOPOMU
MO>XHO OMNpeAeNnTb TBOE MeCTOMOIOXEHNE;

6. [pw pernctpauunmn B coOLmanbHOM ceT HEOHBXOANMO MCMONb30BaTh CNOXKHbIE MNAPOAW, COCTOALLME
13 ByKB 1 LUPP ¥ C KOAUYECTBOM 3HAKOB He MeHee §;

7. [na coumansHou ceTu, MOYTbl U APYrX CAUTOB HEOBXOAMMO MCMONb30BaTh PasHble Napou.
Toraa ecnv Teba B3NOMALOT, TO 3/I0YMbILLIEHHUKM NOAyYaT AOCTYN TONbKO K OAHOMY MECTY, a He
BO BCe Cpasy.

dNeKTPOHHbIE AeHbrn

DNeKTPOHHbIE AeHbrM — 3TO OYeHb YA06HbIN CNOCOb NaaTexen, Of4HaKO CYLLeCTBYHOT MOLLEHHUKW,

KOTOpble XOTAT NMOAYYUTb 3TV AEHbIU.

DNeKTPOHHbIE AeHbIM NOSABUINCL COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTMX roCyapcTBax
4,0 CMX MOP He NPOMMCaHO MPO HUX B 3aKOHaX.



B Poccum »e OHM PYHKLIMOHUPYIOT 1 O HUX Y>Ke MPOMMUCaHO B 3aKOHE, FAe UX pasfenstoT Ha
HEeCKO/IbKO BUAOB — aHOHMMHbIE U HE aHOHWMHbIe. Pa3HuLa B TOM, UTO aHOHMMHbIE — 3TO Te, B
KOTOPbIX pa3peLuaeTcs NPoOBOANUTL onepauny 6e3 ngeHTndurkaLmm Nnoab3osatens, a B HeaHOHMMHbIX
naeHTMdMKaLMM Nonb3oBaTens ABASETCA 06583aTeIbHOMN.

Takke cnepyet pas3ninyatb 3INEKTPOHHbIE (I)I/IaTHbIe AEHbIN (paBHbI rocyaapCrtB€HHbIM BaJ'II'OTaM) n
S/IEKTPOHHbIE Heq)I/IaTHbIe AEeHbIN (He PaBHbl TOCYAapCTBEHHbBIM Ba.I'II-OTaM).

OcHoBHble coBeTbl MO 6e30nacHon paboTe C 31eKTPOHHbIMU AeHbramu:

1. TpuBsxuK K c4eTy MOBUAbHbIN TenedoH. ITO cambili YA0HOHbIN 1 BbICTPbI CNOCOD BOCCTaHOBUTb
AocTyn K cyety. MNpuBs3aHHbIM TenedoH NOMOXET, ecv 3abyaellb CBON NAATEXHbIN Napoab Uan
3aigelb Ha CalT C HE3HAKOMOTO YCTPOMNCTBA;

2. Wcnonb3yin ogHopasoBble Napoan. MNocne nepexosa Ha yCUAEHHYHO aBTopu3aLmio Tebe yxe He
ByseT yrpoxaTb ONacHOCTb KPaXku UK nepexsaTa NaaTexXHOro napons;

3. Bblbepu cioxHbIV Nnaponb. MpectynHvkam byaeT He NPOCTO yraZaTb CIOXKHbIV Napob.
HazeXHble napoav — 3T0 Napoaun, KOTopble coAep>KaT He MeHee 8 3HaKOB W BKNHOYatOT B Ceb4
CTPOYHbIe ¥ NPOMUCHbIE BYKBbI, LIdPbI U HECKONbKO CMMBOJIOB, Takue KakK 3HaK gosinapa, yHTa,
BOCK/IMLIATENbHbIN 3HaK ¥ T.N. Hanpumep, $tRONg!;

4. He BBOAMW CBOM NNYHbIE AAHHbIE Ha CanTax, KOTOPbIM He JoBepsellb.

JNeKTpoHHaA nouTta

DNeKTPOHHaA NoYTa — 3TO TEXHOOTMA N NPesoCTaBAAEMbIe €0 YCYTX MO NepPecbIKe U MOAYYEHNIO

3NIEKTPOHHbIX COOBLLEHWI, KOTOPbIE PaCcNpPeAenstoTCH B KOMMNbIOTEPHOM CETU.

O6bIYHO 3.I'IeKTpOHHbII7I NMOYTOBbI AWWK BbIr1A4NT Chelyrowmnm o6pa30M:
I/IMFI_I'IOJ'IbBOBaTe)'Iﬂ@I/IMﬂ_AOMeHa.

Takke KpoMe nepegayun NpocToro TekcTa, MMeeTcs BO3MOXHOCTb nepeaaBaTb Gpanbl.
OcHoBHble coBeTbl MO 6e30nacHor paboTe C 3/1eKTPOHHOM NOYTON:

1. Hago Bbi6paTb NpaBWbHbIA NOYTOBbIN CEPBUC. B MHTEpHETE ecTb OrpOMHBIN BbIGOp BecnaaTHbIX
MOYTOBBIX CEPBUCOB, OAHAKO Jlyyllie JOBEPATb TEM, KOrO 3HaeLlb 1 KTO MePBbIA B PEUTUHTE;

2. He yka3sbiBaln B AMYHOWM MoYTe INYHYIO MHPOpMaLmto. Hanprmep, aydlle BbibpaTtb
«MYy3blKaibHbIA_haHaT@» nan «pok2013» BmecTo «Temal3»,

3. Wcnonb3yn AByx3aTamnHyto aBTOPU3aLIMIO. ITO KOrAa MOMMUMO Naposf HY>XHO BBOAUTb KOZ,
npucbliaembli no SMS;

4. Bblbepu cNOXHbIA Napob. [ns KaxA0ro NoyuToBOro filmka AOMKEH ObITb CBON HaAEXHbIN,
YCTONYMBBIN K B31OMY Napoib;

5. Ecnv ecTb BO3MOXHOCTb HanucaTb CaMmOMy CBOM JIMYHBIA BOMPOC, UCMOb3YN 3TY BO3MOXHOCTb;

6. Mcnonb3yn HECKONbKO MOYTOBBIX ALMKOB. [epBbIv AN YaCTHOW Nepenncky ¢ agpecaTamu,
KOTOPbIM Thbl JOBEpPsAeLLb. ITO INEKTPOHHbIV aApec He HAaA0 MCMONb30BaTb NPW PErncTpaLmmn Ha
dopymax u canrax;

7. He oTkpbiBain Gainbl 1 Apyrue BAOXKEHWS B MUCbMaXx Aaxke el OHU NPULLAN OT TBOUX APY3eN.
Jlyyiue yTOUHM y HKX, OTNPABAAAN NN OHU Tebe 3TK dainbl;

8. Tlocne okoHYaHWA paboTbl Ha MOUYTOBOM CepBUCE Nepes 3akpblTUEM BKAAAKW C CAVTOM He
3abyAb HaxkaTb Ha «BbITU».

Kn6epbynnvHr nnm BuptyanbHoe usgeBaTesibCTBO



KnbepbynnnHr — npecnegoBaHne COOOLLLEHUAMMN, COAEP>KALLUMUN OCKOPOAEHWS, arpeccuto,
3anyrmBaHue; Xy MraHcTBO; CoLmanbHoe BONKOTUPOBAHWE C MOMOLLbIO Pa3INYHbIX MHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl N0 6bopbbe ¢ kKMbepbynnnHrom:

1. He 6pocatica B 601. Jlyuwwinin cnocob: NoCOBEeTOBATLCS KaK cebs BECTU 1, ECIN HET TOTO, K KOMY
MO>XHO 06paTUTLCA, TO BHavane ycnokomTbes. Ecam Tbl HauHeLb OTBeYaTb OCKOPHAEHMAMM Ha
0CKOP6EeHNSA, TO TONBKO eLlle 6osbLle pa3oXKeLllb KOHOAVKT;

2. YnpaBnsai cBoel kmbeppenyTaLumven;

3. AHOHMMHOCTb B ceTh MHMMas. CyLLecTBYOT CNOCOObI BbIACHWUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He cTtonT BECTU XyUraHCKUA 06pa3 BUPTYanbHOM XMU3HW. VIHTepHeT GpuKcmpyeT Bce TBOU
LEeNCTBUS N COXpaHsAeT uUX. YaanuTb nx bysaeT kpariHe 3aTpyAHUTENbHO;

5. Cobntosaii cBOW BUPTyabHYHO YeCTb CMOJOAY;

6. WrHopupyi eamHuuHbIN Heratne. OAHOpPa3oBble OCKOPOUTE/IbHbIE COOBLLEHMA NyYlle
nrHopuposatb. OBbIYHO arpeccus NpekpaLLaeTcs Ha HauyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLIEHNAMY, B COLIMaNbHbIX CETAX eCTb
BO3MOXHOCTb H/10KMPOBKWN OTNPaBKMN COOBLLEHWI C OMNPesesieHHbIX afpecos;

8. Ecawn Tl cBUAeTenb knbepbynnunHra. TBou AelCTBUA: BbICTYMUTb NPOTUB NpecieAoBaTens,
nokasaTb eMy, YTO ero Ae/CTBMA OLLeHMBAIOTCA HEraTMBHO, NMOAAEPXKaTb XXEPTBY, KOTOPOW Hy>KHa
ncmxonornyeckas NOMoOLLb, COOBLWNTb B3POC/bIM O haKTe arpecCMBHOIO NOBEAEHUSA B CETH.

Mo6unbHbIN TenedpoH

CoBpemeHHble cMapTPOHbI ¥ NIaHLLETbl cogepxkaT B cebe BNoJsiHe B3pOCabIA QYHKLMOHaA, U Tenepb

OHW MOTYT KOHKYPVPOBaTb CO CTaLMOHapPHbIMU KOMMbloTepaMu. OfHaKo, CPeACTB 3alUnTbl A5

NoAOGHbIX YCTPOWCTB MOKa OYeHb MaJo.

TecTMpoBaHMe 1 NOUCK YA3BUMOCTEW B HUX MPOUNCXOAUT He Tak MHTEHCMBHO, Kak ans MK, To xe
camoe KacaeTcs U MOBUAbHbIX MPUIOXKEHWNIA.

CoBpeMeHHble MOBUNbHbIE Bpay3epsbl yKe NPaKTUYeCKn AOrHaAN HAaCTO/IbHbIe aHaNOoMM, O4HAKO
paclimpeHme GyHKLNOHaNa BaeYeT 3a COB60M BObLLUYH CIOXKHOCTb U MEHbLUYHO 3aLLMLLEHHOCTb.

,ﬂ,aneKo He BCe NMPpOon3BoOaNTENIN BblMYyCKakoT O6HOB!1€HI/IH, 3aKpbiBarowimne Kpntnyeckme yasBMuMmocTun
Ana cBoOux yCTpOI\/’ICTB.

OCHOBHbIe COBETHI A/14 6e30nacHOCTN MOBUILHOrO Te!'le(bOHaZ

1. Hwyero He ABseTCcA No-HacTosAweMy becnnatHbIM. byab 0CTOpoXeH, BeAb Koraa Tebe
npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-TO naaTHble YCayry;

2. [ymai, npexge yem otnpasute SMS, doTo nam Bugeo. Tbl TOUHO 3HaeLb, rae OHU OyayT B
KOHe4YHOM uTore?

3. HeobxoAnMO 06HOBAATH OMEpPaLMOHHYH CUCTEMY TBOETO CMapTdOHa;

4. Wcnonb3yh aHTMBMPYCHbIE NPOrpaMMbl A5 MOBUIbHbIX TeNepOHOB;

5. He 3arpy>ali Npuao>xKeHs OT HEM3BECTHOrO UCTOYHMKA, Belb OHN MOTYT cozepKaTb
BPEAOHOCHOE NporpamMmmHoe obecneyeHue;

6. [Mocne Toro Kak Thl BblAeLUb C CaiTa, FAe BBOAWA NNUHYHO MHDOPMALIMIO, 3aiM B HACTPOMKN
6pay3epa v yaanu cookies;

7. Tepuoanyeckn NpoBepsii Kakme NaaTHble yCayrn akTMBUPOBaHbl Ha TBOEM HOMEPE;



8. [aBan cBo HOMep MOBWIBHOMO TenedoHa TONBKO HOAAM, KOTOPbIX Tbl 3HAELLb U KOMY
foBepseLLb;

9. Bluetooth gonxeH 6bITb BbIKAKOUEH, KOFAa Tbl UM He MoJb3yellbcs. He 3abbiBail MHOrAa
NpoBEPATb 3TO.

Online urpsl

CoBpeMEHHbIe OHJIANH-UTPbl — 3TO KPACOUHbIe, 3aXBaTbIBaOLLME Pa3BAeYeHUs, 0ObeaNHAOLLNE

COTHM TbICAY YeNoBEK MO BceMy MUpY. VIrpokun nccneayroT AaHHbIA UM MUP, O6LL@KTCA ApYr C

APYroMm, BbINOJHAKOT 3aaHus, CPaXkaroTCsl C MOHCTPAMM M MONYyYaroT OnbIT. 33 YAOBONLCTBME OHU

MAATAT: MOKYMatoT AWUCK, OMJIaunBatOT abOHEMEHT WM MPMOBpPEeTatoT KakMe-To ONLUN.

Bce 3T cpeacTBa MAyT Ha NoAAep>KaHVe U pa3BUTUE UTPbl, @ TakKe Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLMK, BbiMyCKakoTCA HOBble NaTuu (LndpoBble 3aniaTkv ANs
nporpamMm), 3aKpbIiBatOTCA YA3BUMOCTU CEPBEPOB.

B noso6HbIX Mrpax CTOMT onacatbCa He CTOIbKO CBOMX COMEPHMUKOB, CKOJIbKO KpaXKu TBOEro napos,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLLMM BONBLLUMHCTBA UTp.

OcHoBHble coBeTbl MO 6e30MacHOCTN TBOEro MrPOBOro akkKayHTa:

1. Ecau apyrow urpok Beaet cebs naoxo nanm cosgaet Tebe HeNPUATHOCTK, 3abNOKMpPY ero B
CMMCKe UTPOKOB;

2. Toxanynca agMMHUCTpaToOpaM Urpbl Ha M10X0e NOBeAEeHWe 3TOr0 UrPoKa, XXenaTeslbHO

NPUAOXUTL Kakme-To JoKa3aTesbCTBa B BUAE CKPUHOB;

He yka3bliBai nnuHyto nHpopMaLmio B npodaine nrpb;

YBaxkaii ApYyrux y4aCcTHUKOB MO UTPeE;

He yctaHaBivBan HeoduumanbHble NaTin v MOAbl;

cnonb3yit cnoxHble 1 pasHble napoav;

[laxxe BO BpeMs MUrpbl He CTOMT OTKAtOUaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOW KOMMbIOTEP

MOTYT 3apasuTb.

DULLNHT NN KPaXKa JINYHbBIX AaHHbIX

O6bIYHOM KpaxKen feHer 1 AOKYMEHTOB CErOAHS y>Ke HUKOro He yanBuflub, HO ¢ pa3BuTreM

WHTEPHET-TEXHONOMMI 3710y MbILLNEHHUKN NePeMeCTUNCh B MHTEPHET, N NPOAOJIKAOT 3aHMMaTbCA

«JIIOBMMbIM» [1€I0M.

No vk w

Tak nosBunacb HoBas yrpo3a: MHTEPHET-MOLUEHHMYECTBa UM GULLKHS, F1aBHas Leb KOTOPOro
COCTOMT B NOJTyYeHUN KOHOUAEHLMANbHbBIX JaHHbIX NO/b30BaTeNel — JIOrTMHOB 1 naponeit. Ha
aHranickom sasbike phishing untaetcs kak duwwmHr (ot fishing — pbibHas nosas, password —
napob).

OcHoBHble coBeTbl MO bopbbe ¢ GULLIMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecam Tbl Mof03peBaeLlb, UTO TBOSI aHKeTa Oblia B3lOMaHa, To
HeobxoAMMO 3ab610KMPOBaTb €e N COOBLWUTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Wcnonb3yii be3onacHble Beb-caliThbl, B TOM YMC/IE, UHTEPHET-MarasvHOB 1 MOVCKOBLIX CUCTEM;

3. Wcnonb3yn cnoxHble 1 pasHble napoau. Takum obpasom, eciv Tebs B3 OMatoT, TO
3/10yMbILLJIEHHMKM MOJIyYaT JOCTYN TOJbKO K O4HOMY TBOeMy NpoduIIto B CETH, @ HE KO BCEM;

4. Ecnm 1ebs B3NOManuM, To HEOHXOAUMO NpesynpeAnTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
fob6aBneHbl y Tebs B Apy3bsiX, O TOM, UTO Tebs B3JOManN 1, BOSMOXHO, OT TBOEro UMeHU byaeTt
paccblNaTbCa CrnaM 1 CCbIIKM Ha GULLNHIOBbIE CalThl;



5. YcTaHoBu HagexHbIn naposb (PIN) Ha MOBUAbHBIA TenedoH;

OTKkArOUM COXpaHeHue napons B bpaysepe;

7. He oTkpbiBain Gainbl 1 Apyrue BAOXKEHWS B MUCbMaXx AaxXke eCciv OHU NMPULLAN OT TBOUX APY3eN.
Jlyylue yToUHM y HUX, OTNPaBAAAN N OHM Tebe 3TK dainbl;

LUndposasa penyrauumsa

Lindpoas penytaums — 3TO HeraTMBHas AN NO3UTUBHasA MHGOPMaLLMA B ceTh O Tebe.

KomnpomeTtupytoLias MHGopMaLmMa pasMellleHHas B MHTEPHETE MOXEeT cepbe3HbIM 06pa3om

OTPa3nTbCA Ha TBOEW peasibHOM XKN3HW.

o

«Lindposas penytauus» — 3T0 TBOW UMUAXK, KOTOPbIA popmupyeTtca 13 nidopmarmm o Tebe B
NHTEepHeTe.

TBOE MeCTO XMUTENbCTBA, yUuebbl, TBOe GUMHAHCOBOE MOOXEHME, OCOBEHHOCTM XapaKTepa 1 pacckasbl
0 6/IM3KMX — BCE 3TO HaKanJIMBaeTCs B CETU.

MHorune noApoCTKMN NErKOMbICIEHHO OTHOCATCA K MyBanKaLmm an4Hom nHbopMauum B ViHTepHeTe,
He NMoHUMas BO3MOXKHbIX MOCAEACTBUN. Thbl faxe He CMOXELLb AorafaThcs O TOM, UTo GpoTorpadus,
pasMeLlleHHas 5 net Hazag, cTana NPUYMHON OTKa3a NPUHATL Tebs Ha paboTy.

KoMmMmeHTapuu, pa3melleHne TBonx GoTorpadunin n apyrve AencTBms MOryT He MCUYE3HYTb Jaxe
nocsie TOro, Kak Tbl UX yAanuLb. Tbl He 3Haellb, KTO COXPaHWA 3Ty MHPOpMaLMo, Monasa v OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWIACh I OHa, a FaBHOE: YTO MOAYMatOT O Tebe oKpy>KatoLLee NH0AM,
KOTOpble HanAyT 1 yBUAAT 3T0. HaliTn nHdopMau o MHOFO JIeT CycTsl CMOXET 060 — Kak 13
B806PbIX NOBY>XKAEHWNA, TaK M C HAMEPEHNEM NPUYMHUTDL Bpes,. ITO MOXeT ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3awunTe LI,I/I(I)pOBOI‘/JI penytaunn:

1. TMoayman, npexze YyeM YTO-TO NyOANKOBATb U NepesaBaTtb y cebs B 610re Uav B COLMANbHOM
cetu;

2. B HacTtpoiikax npoduns ycTaHOBU OrpaHUYeHns Ha MPOCMOTP TBOEro nNpodus 1 ero
COAEPXXUMOTO, CAeNan ero TONbKO «ANA Apy3ei»;

3. He pa3mewyaii 1 He ykasbiBall MHGOPMALMIO, KOTOPas MOXET KOro-1mbo ockopbaaTb nan
obumxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LLIKOIbHUKN— akTUBHbIE MOAb30BaTeN M LMPpPoBOro npoctpaHcTea. OfHako ganeko He

BCE 3HAOT, YTO MOJIb30BaHME MHOTMMW BO3MOXHOCTAMU LdpoBOro Mupa Tpebyet cobarogeHuns

npaB Ha MHTeNNeKTyalbHY0 COBCTBEHHOCTb.

TepMUH «MHTeNNekTyasbHas COBCTBEHHOCTb» OTHOCUTCA K Pa3NINYHbIM TBOPEHUAM YENOBEYECKOTO
YyMa, HauMHas C HOBbIX M306peTeHMI 1 3HaKoB, 0603HaYaoLWMX COHCTBEHHOCTb Ha NPOAYKTbI U
YCAyrv, U 3aKkaH4mBas KHUramu, otorpadpusamu, KWUHOGUAbBMAMMU N My3blKaNbHbIMU
NpOov3BeAEHNAMM.

ABTOpCKME NpaBa — 3TO NMpaBa Ha MHTEANEKTYaNbHYHO COBCTBEHHOCTb Ha MPON3BEAEHNS HAYKK,
NnTepaTypbl N UCKYCCTBA.

ABTOpPCKME NpaBa BbICTYNatOT B Ka4eCTBE rapaHTUM TOTO, YTO MHTENNEKTYasIbHbIN/TBOPYECKNIA TPY S,
aBTOpa He byAeT HanpacHbIM, AacT eMy CrpaBesviBble BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTtax
CBOEro TpyAa, MONY4YNTb N3BECTHOCTb U NMPU3HaHWE.



HukTo 6e3 paspelueHuns aBTopa He MOXKET BOCMIPOU3BOANTL Ero NPOU3BEAEHME, PACNPOCTPAHST,
ny6/IMYHO AEMOHCTPMPOBATh, MPOAaBaTb, UMMNOPTMPOBATb, MyCKaTb B MPOKAT, My6JMUYHO UCTIONHAT,
MoKas3blBaTb/UCMNONHATL B 3dupe nan pa3mellatb B VIHTepHeTe.

cnonb3oBaHme «NMpaTckoro» NporpaMmMHOro obecneyeHmns MoXeT NPUBECTU K MHOTMM pUCKaMm: OT
noTepu JaHHbIX K TBOUM aKKayHTaM 0 6JOKMPOBKM TBOETO YCTPOWCTBA, FAe YCTaHOBAEHHbIN He
NeranbHas nporpamma. He ctonT Takke 3abbiBaTb, UTO CyLLLECTBYET ieranbHble N HecnaaTHble
NporpaMMbl, KOTOPblE MOXHO HalTL B CETW.

O noprane

CeTeBMYOK.pd — TBOW rNaBHbIV COBETUMK B CETU. 34€Ch Tbl MOXELLb Y3HaTb O 6€30MacHOCTU B CETH
MOHATHBIM M AOCTYMHbIM A3bIKOM, @ MPU BO3HWKHOBEHMW KPUTUYECKOM CUTyaLMm 06paTnTbCs 3a
coBeToM. A TaKXKe NMPUHATb y4acTe B KOHKypcax 1 CTaTb CamMmbIM LIMPPOBBIM rpaXkgaHUHOM!



